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Introduction

In 1997 the Food and Drug Administration (FDA) issued the final rule on the criteria under which the Agency will
accept electronic signatures and records in lieu of handwritten signatures and records executed on paper.

The scope of this regulation, US FDA 21 CFR Part 11, is significant and impacts all computer systems related to the
manufacturing of a life science product (for example, oral solid dosage, biologic, or medical device). According to
the rule, “This Part (21 CFR Part 11) applies to records in electronic form that are created, modified, maintained,
archived, retrieved, or transmitted.” Legacy systems, including Microsoft Access database software and Microsoft
Excel spreadsheet software, are not protected by a legacy system clause. The dollar cost of remediating these
systems is calculated in the millions. However, the cost of not taking advantage of electronic records and
signatures can be detrimental to the competitiveness of a company’s position in its marketplace.

The purpose of this document is to provide life science manufacturers with a description of how a FactoryTalk
AssetCentre v9.00.00 can address the technical requirements of Part 11. Each manufacturer has a set of unique
needs and interpretation of Part 11; Rockwell Automation recognizes the demands of life sciences manufacturers
and has created a solution that is flexible enough to address these differences. The objective is to help life
sciences manufacturers quickly and cost-effectively comply with 21 CFR Part 11. This document describes how to
use FactoryTalk AssetCentre with other FactoryTalk enabled products to secure and log operator actions, track
alarms, and log other operational data. These other FactoryTalk-enabled products are not discussed in detail but
are referenced where necessary.

FactoryTalk AssetCentre contains functionality designed for applications that must comply with 21 CFR Part 11.
FactoryTalk AssetCentre v9.00.00 includes enhancements that provide additional ways to control and track
modifications made in a system.

Backup and disaster recovery supports more Rockwell Automation devices

FactoryTalk AssetCentre v9.00 Disaster Recovery for Rockwell Automation adds support for additional
Rockwell Automation devices and applications

« Automatically backup FactoryTalk View Site Edition v11.00 network station and distributed applications.
FactoryTalk AssetCentre v9.00 backup includes all servers in the FactoryTalk View Site Edition application
including HMI Server(s), FactoryTalk® Live Data Server, FactoryTalk® Alarms and Events Server, and
FactoryTalk® Directory Server.

« Automatically backup Stratix®54x0, 5700 and 8x00 managed switch configurations, config.txt and vlan.dat files.

Previous version of FactoryTalk AssetCentre Disaster Recovery for Rockwell Automation support Logix
Architecture controllers, such as ControlLogix® or CompactLogix™, Rockwell Automation drives, PanelView Plus
electronic operator interface devices, SLC™ 500 controllers, MicroLogix™ controllers, and PLC-5® controller

Enhanced support for third-party devices

Earlier versions of the FactoryTalk AssetCentre Custom Device Plug-in could only utilize a third-party
application’s command-line interface. This limited the third-party devices to which FactoryTalk AssetCentre
could be applied.

FactoryTalk AssetCentre v9.00 has improved the Custom Device Plugin capability to better support third-party
devices that do not provide a FTP Server with which to communicate. The improvement allows the Custom Device
Plugin to utilize automated scripting software to remote control third-party development tools via keyboard

and mouse-click emulation or Microsoft Windows Presentation Foundation Rockwell Automation qualified an
automated script application named AutolT. More information about this topic can be found here: 1085184 -
Building Custom Devices for FactoryTalk AssetCentre Disaster Recovery using Autolt Scripting Language.
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Defining key terms

Within the regulation are seven key terms that the FDA has defined:

Closed System - An environment in which system access is controlled by persons who are responsible for the
content of electronic records that are on the system. This document assumes that a closed system is used.

Open System - An environment in which system access is not controlled by persons who are responsible
for the content of electronic records that are on the system.

Electronic Record - Any combination of text, graphics, data, audio, pictorial, or other information
representation in digital form that is created, modified, maintained, archived, retrieved, or distributed by
a computer system.

Biometrics - A method of verifying an individual's identity based on measurement of the individual's
physical feature(s) or repeatable action(s) where those features and/or actions are both unique to that
individual and measurable.

Electronic Signature - A computer data compilation of any symbol or series of symbols, executed, adopted,
or authorized by an individual to be the legally binding equivalent of the individual's handwritten signature.

Digital Signature - An electronic signature based on cryptographic methods of originator authentication,
computed by using a set of rules and a set of parameters such that the identity of the signer and the integrity
of the data can be verified.

Handwritten Signature - The scripted name or legal mark of an individual handwritten by that individual
and executed or adopted with the present intention to authenticate a writing in a permanent form. The act
of signing with a writing or marking instrument such as a pen or stylus is preserved. The scripted name or
legal mark, while conventionally applied to paper, may also be applied to other devices that capture the
name or mark.
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FactoryTalk-enabled systems ina
Rockwell Automation software system
FactoryTalk Services Platform

FactoryTalk Services Platform (FTSP)is a foundational set of software components and services that are
shared by many Rockwell Automation software products. FactoryTalk-enabled products, such as FactoryTalk
AssetCentre or FactoryTalk View Site Edition, use the platform to share definitions, perform centralized
administration, and collect real-time data. This sharing of information across a system enables many of the
features required to comply with requlations such as 21 CFR Part 11.

FTSP provides FactoryTalk-enabled products with FactoryTalk® Diagnostics; a consistent, reliable

means for FactoryTalk-enabled products to communicate and pass messages back and forth. This allows
for the logging of event and audit messages from FactoryTalk-enabled products to a centralized, common
datarepository.

FTSP provides FactoryTalk-enabled products with a centrally managed security configuration. This means
that once users and user groups have been created and security permissions assigned, all FactoryTalk
enabled software products reference the same users and user groups. Creating and disabling or deleting
accounts, configuring security rights, and grouping users into similar categories all need only be done
once for the entire system. FactoryTalk-enabled products can also be linked with Microsoft Windows
security, further streamlining the configuration and management of users and user groups. In 21 CFR

Part 11 systems the use of Windows-linked groups is recommended to enable compliance.

For FactoryTalk-enabled systems, tags need only be created one time; once tags are created in a controller
application, for example, those tags can then be used directly in FactoryTalk View Site Edition without
having to create and maintain a separate tag database. In a typical HMI system (without FTSP), a designer
would add a new tag to the controller application. Details about this new tag would need to be recorded and
its usage would need to be documented. A separate tag would also need to be added to the HMI system;
details about this tag would again need to be recorded and its usage documented in the HMI system.

With FTSP, when the new tag is added to the controller application, it is immediately available to
FactoryTalk View Site Edition- there is no need to add it separately to the HMI tag database.

How FactoryTalk AssetCentre fits in

FactoryTalk AssetCentre provides a set of tools designed to securely and centrally manage factory and
process automation production environments by securing access to the control system, tracking users’
actions, managing asset configuration files, and providing backup and recovery of operating asset
configurations. The combination of this functionality allows for records of alterations to electronic files
and the control and recording of user actions, as required by regulations such as 21 CFR Part 11.

FactoryTalk AssetCentre uses a Microsoft SQL Server to store all internal configuration data, FactoryTalk
Diagnostics audit and event messages, and device configuration files (ex. ACD file associated with a
ControlLogix controller)and other files (Ex. An XML file, or Microsoft Word document).
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FactoryTalk AssetCentre's capabilities are well suited to manufacturing environments that must comply with
21CFR Part11, as described below in the table.

Capability Description

FactoryTalk Security is intrinsic to FactoryTalk-enabled products such as
. FactoryTalk AssetCentre or the Studio 5000 Logix Designer. FactoryTalk
Security Security allows an administrator to configure securable actions in these
products using native users, or Windows-linked user and groups.

Logs FactoryTalk® Diagnostics messages with a produced by FactoryTalk-
. enabled application (ex. FactoryTalk View Site Edition) with a Secure severity
Audit to a centralized database. FactoryTalk AssetCentre is required to store and
view these types of FactoryTalk Diagnostic messages

Manage and version files and folders in a database backed change control

system. Archive operates in tandem with Disaster Recovery to store the “master”
Archive version to which uploaded device configurations are compared. Automatically

generated archive history captures all user interactions with the version

control system.

Scheduled and automatic backup of plant floor device configurations to the
Archive ensure that the most current configuration is readily available to restore
in the event of a device failure or other event.

Disaster recovery supports a variety of device classes:

Disaster Recovery * Rockwell Automation, ex. Compact Logix controllers, PowerFlex® drives,
Stratix switches

- Generic FTP, ex. FANUC or ABB robots
- Remote Computer, ex. files and folders on a network share
- Custom Device, ex. scripted operations for third-party, e.g. Siemens

How Studio 5000 Logix Designer fits in

Studio 5000 Logix Designer is the Rockwell Automation editor for Logix Architecture controllers, such as
ControlLogix or CompactLogix. When connected to a controller as the user makes tag value or program
changes the software automatically generates FactoryTalk Diagnostic audit messages that FactoryTalk
AssetCentre aggregates. Only FactoryTalk AssetCentre can be used to aggregate and view FactoryTalk
Diagnostic messages using the Secure severity. Note that FactoryTalk AssetCentre can only aggregate
messages from computers that are members of the same FactoryTalk® Directory.

Additionally, Logix Designer provides a service that FactoryTalk AssetCentre uses to perform the backup
task during disaster recovery operations. This Logix Designer service is installed when installing
Studio 5000 Logix Designer.
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How FactoryTalk View Site Edition fits in

FactoryTalk View Site Edition is the Rockwell Automation HMI, or SCADA, software solution. Operators use
FactoryTalk View Site Edition to monitor manufacturing processes, make changes to process variables
(or tags), and monitor and acknowledge alarms. As an operator uses the HMI client to, for example, modify
a process variable/tag, the system automatically generates FactoryTalk Diagnostic audit messages that
FactoryTalk AssetCentre aggregates. Only FactoryTalk AssetCentre can be used to aggregate and view
FactoryTalk Diagnostic messages using the Secure severity. Note that FactoryTalk AssetCentre can only
aggregate messages from computers that are members of the same FactoryTalk Directory.

Additionally, FactoryTalk AssetCentre v9.00 can automatically backup FactoryTalk View Site Edition v11.00
and later network station and distributed applications. The backup includes all servers in the FactoryTalk
View Site Edition application including HMI Server(s), FactoryTalk® Live Data Server, FactoryTalk® Alarm and
Events Server, and FactoryTalk Directory Server.

How PanelView Plus 6/7 and FactoryTalk View Machine Edition fits in

PanelView Plus 6/7 is an electronic operator device. FactoryTalk View ME runs the user-designed application
with which operators interact. PanelView Plus 6 and PanelView Plus 7 terminals run Microsoft Windows CE
6.0 embedded operating system. The PanelView Plus 6/7 terminal hosts application software like FactoryTalk
View Machine Edition (ME). The PanelView Plus 6/7 system offers features to secure the Windows CE desktop.

FactoryTalk View ME runs an application created by an HMI designer on a PanelView Plus 6, PanelView Plus 7,
MobileView™, or industrial computer. FactoryTalk View ME provides features that application designers
can incorporate to create applications that can be deployed in environments that require 21 CFR Part 11
compliance. These features include user account management, operator audit trail, data logging, and
electronic signature. The reader is encouraged to review the whitepaper, FactoryTalk® View Machine Edition
10.00 Complying with 21 CFR Part 11: Electronic Records & Signatures, (FTALK-WP016B-EN-P) - March 2018,
to learn more about limitations related to using FactoryTalk AssetCentre and FactoryTalk View Machine
Edition applications running on a PanelView Plus 6/7 electronic operator interface terminal. FactoryTalk
View ME 10.00, and later, adds functionality designed for applications that must comply with 21 CFR. Part 11.
These enhancements were explicitly made to overcome compliance obstacles that exist in earlier versions
of FactoryTalk View ME.

Onboard audit

The new onboard audit feature records and stores operator’s actions locally. Locally storing the audit
log allows the system to overcome the challenges of complying with 21 CFR Part 11 using FactoryTalk
AssetCentre as the FactoryTalk View ME audit log repository.

Export logs to CSV
The system can export the audit history, alarm history, and diagnostic log to a CSV file. This information can
be used to generate an electronic batch record.

Audit and alarm history capacity triggers

Since the audit and alarm history are circular buffers, each with a 10,000 record maximum size, FactoryTalk
View ME v10.00 introduces capacity triggers. The capacity triggers can be used to signal to the system or
operator when the circular buffers reach a setpoint (percentage based). For example, the High-Capacity
trigger can be used to trigger an alarm when it is reached.
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Complying with the Part 11 regulation

21CFR Part 11is made up of two major subparts (regarding electronic records and electronic signatures)
that provide guidelines that regulated companies must minimally follow to achieve the level of integrity,
reliability, and consistency of electronic records and signatures acceptable to the FDA. Compliance requires
a combination of strong management procedures and computer systems that meet the technical aspect of
the regulation such as application security, audit trails and password protection.

Rockwell Automation works with the life science industry to help provide confidence that products like
FactoryTalk AssetCentre comply with the technical aspect of Part 11. Each customer’s security and standard
operating procedures (SOPs) for supporting this regulation are unique. FactoryTalk AssetCentre is flexible
and configurable to meet the various SOPs and implementations needed to facilitate this regulation. See
tables Tand 2 for more information on 21 CFR Part 11and how the general functionality of FactoryTalk
AssetCentre applies. Subsequent sections provide details on the implementation of FactoryTalk AssetCentre
ina21CFR Part 11 compliant system.

Table 1: Subpart B - Electronic Records

FactoryTalk

Section = Requirements AssetCentre | Application notes

applies?

§11.10 Controls for closed systems
Persons who use closed systems to create,
modify, maintain, or transmit electronic
records shall employ procedures and controls
designed to assist with the authenticity,
integrity, and, when appropriate, the
confidentiality of electronic records, and to
help confirm that the signer cannot readily
repudiate the signed record as not genuine.

Such procedures and controls shall include
the following:

a) Validation of systems to assist with [ Yes System validation is unique in
accuracy, reliability, consistent intended [ONo every case and must be done by
performance, and the ability to discern X N/A the customer. Upon request,
invalid or altered records. Rockwell Automation can assist

with system validation.

b) The ability to generate accurate and X Yes All records are stored in an SQL-
complete copies of records in both human [ONo compliant ODBC database and are
readable and electronic form suitable for CIN/A available for viewing, printing, and
inspection, review, and copying by the exporting throughout the records
agency. Persons should contact the agency retention period using FactoryTalk
if there are any questions regarding the AssetCentre client.

ability of the agency to perform such review
and copying of the electronic records.
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Section

c)

d)

e)

9)

Requirements

Protection of records to enable their
accurate and ready retrieval throughout the
records retention period.

Limiting system access to authorized
individuals.

Use of secure, computer-generated,
time-stamped audit trails to independently
record the date and time of operator
entries and actions that create, modify, or
delete electronic records. Record changes
shall not obscure previously recorded
information. Such audit trail documentation
shall be retained for a period at least as long
as that required for the subject electronic
records and shall be available for agency
review and copying.

Use of operational system checks to
enforce permitted sequencing of steps and
events, as appropriate.

Use of authority checks to help provide
confidence that only authorized individuals
can use the system, electronically sign a
record, access the operation or computer
system input or output device, alter a
record, or perform the operation at hand.

FactoryTalk
AssetCentre
applies?

X Yes
[JNo
[CIN/A

X Yes
[JNo
I N/A

X Yes
[No
I N/A

X Yes
[JNo
I N/A

X Yes
[1No
CIN/A

Application notes

All records are stored in an SQL-
compliant ODBC database and are
available for viewing, printing, and
exporting throughout the records
retention period.

Precautionary measures such as
periodic backup of the database are
procedures that customers should
incorporate into their SOP. Access to
these databases should be controlled
to maintain data integrity.

Limiting system access includes
configuring FactoryTalk AssetCentre
to use FactoryTalk Security or
Windows-linked users/groups.

User activity within FactoryTalk-
enabled software on a computer
joined to the FactoryTalk Directory
islogged to FactoryTalk AssetCentre.
The log identifies the time and date
the action occurred, the name of the
logged-in operator who performed the
action, the type of operation

that was performed and the values

of the changed item before and after
the change.

Rockwell Automation recommends
utilizing a clock synchronization utility
to ensure that all date and time stamps
are accurate. Appropriate IT policies
and procedures must be established
to ensure that records are held for an
appropriate duration of time.

FactoryTalk Security can be used
to restrict access to authorized
user accounts. The system can be
configured to produce events
tracking attempts to access
unauthorized actions.

FactoryTalk Security can be used
to restrict access to authorized
user accounts. The system can be
configured to produce events
tracking attempts to access
unauthorized actions.

Customers should implement
policies and administrative
procedures to define authorized
access to the system.
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Section

h)

j)

Requirements

Use of device (e.g. terminal) checks to
determine, as appropriate, the validity of
the source of datainput or operational
instruction.

Determination that persons who develop,
maintain, or use electronic record/
electronic signature systems have the
education, training, and experience to
perform their assigned tasks.

The establishment of, and adherence

to, written policies that hold individuals
accountable and responsible for actions
initiated under their electronic signatures,
in order to deter record and signature
falsification.

Use of appropriate controls over systems
documentation including:

Adequate controls over the distribution of,
access to, and use of documentation for
system operation and maintenance.

Revision and change control procedures to

maintain an audit trail that documents time-

sequenced development and modification
of systems documentation.
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FactoryTalk
AssetCentre
applies?

X Yes
[JNo
[CIN/A

X Yes
[1No
CIN/A

[1Yes
[No
X N/A

X Yes
[No
I N/A

X Yes
[JNo
CIN/A

Application notes

FactoryTalk Security can create
location-specific security settings
can enforce “line of sight” by allowing
certain operations only from
designated terminals that are within
visual range of machinery.

Customers are responsible for hiring
and training appropriate staff members
with the education, training, and
experience to perform assigned tasks.

FactoryTalk AssetCentre helps support
this requirement by validating that

only users with appropriate security
rights are granted access to the system
through FactoryTalk Security.

Customers should implement
policies and procedures that outline
the significance of electronic
signatures, in terms of individual
responsibility, and the consequences
of falsification for both the company
and the individual.

A comprehensive system can be
implemented using FactoryTalk
AssetCentre software and services.
FactoryTalk AssetCentre user
documentation is provided in
electronic (.pdf) format in the product
CD and download file. The distribution
of these documents is at the
customer’s discretion.

All FactoryTalk AssetCentre
documents are bundled and delivered
with the product. Rockwell Automation
assists with controlled delivery and
distribution of the correct versioning
of the documents.

Rockwell Automation assists with
delivery and distribution of the correct
versioning of the product documents.



Section

§11.30

§11.50

FactoryTalk
Requirements AssetCentre
applies?

Controls for open systems

Persons who use open systems to create, [Yes
modify, maintain, or transmit electronic [ONo
records shall employ procedures and X N/A

controls designed to assist with the
authenticity, integrity, and, as appropriate,
the confidentiality of electronic records from
the point of their creation to the point of
their receipt. Such procedures and controls
shallinclude those identified in §11.10, as
appropriate, and additional measures such as
document encryption and use of appropriate
digital signature standards to assist with, as
necessary under the circumstances, record
authenticity, integrity, and confidentiality.

Signature manifestations

Signed electronic records shall contain
information associated with the signing
that clearly indicates the following:

The printed name of the signer; X Yes

[INo

CIN/A
The date and time when the signature was XYes
executed; and ONo

CIN/A
The meaning(such as review, approval, X Yes
responsibility, or authorship) associated INo
with the signature. CIN/A
The items identified in paragraphs (a)1), X Yes
(aX2), and (a)3) of this section shall CONo
be subject to the same controls as for CIN/A

electronic records and shall be included
as part of any human-readable form of the
electronic record (such as electronic
display or printout).
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Application notes

Customers are responsible for
establishing internal policies and
procedures to assist with the
appropriate controls that are put

in place to meet regulation for an
open system. Access to FactoryTalk
AssetCentre requires appropriate
login and password whether
customers opt to implement
aclosed or an open system.

FactoryTalk AssetCentre does not
directly provide a workflow with
electronic signature capability.
Indirectly, FactoryTalk AssetCentre
records, via the audit tail, all user
interactions. The audit includes
changes to the system configuration
and archive use and records date/
timestamp and user information. The
automatic audit generation by archive
check-in and check-out could be
construed as an electronic signature
related to those actions.

Other FactoryTalk-enabled products,
such as FactoryTalk View Site
Edition, may provide an electronic
signature capability that generates
an audit message that is captured by
FactoryTalk AssetCentre.

FactoryTalk AssetCentre audit trail
records the user’s full name.

FactoryTalk AssetCentre audit trail
records the date and time the audit
record is generated.

FactoryTalk AssetCentre audit trail
records the action the user performed
when the audit record was generated.

FactoryTalk AssetCentre Log View and
Search present this audit trail in human
readable form.

Please refer to the section §11.10 above
to review how FactoryTalk AssetCentre
can meet these requirements.



Section

§11.70

Requirements

Signature/record linking

Electronic signatures and handwritten
signatures executed to electronic records
shall be linked to their respective electronic
records to provide confidence that the
signatures cannot be excised, copied,

or otherwise transferred to falsify an
electronic record by ordinary means.

Table 2: Subpart C - Electronic Signatures

§11.100

a)

General requirements

Each electronic signature shall be unique to
one individual and shall not be reused by, or
reassigned to, anyone else.

Rockwell Automation - Guidelines for applying FactoryTalk AssetCentre version 9 in a 21 CFR part 11 environment | 12

FactoryTalk
AssetCentre
applies?

X Yes
[JNo
[C1N/A

X Yes
[1No
CIN/A

Application notes

FactoryTalk AssetCentre does not
directly provide a workflow with
electronic signature capability.
Indirectly, FactoryTalk AssetCentre
records, via the audit tail, all user
interactions. The audit includes
changes to the system configuration
and archive use and records date/
timestamp and user information. The
automatic audit generation by archive
check-in and check-out could be
construed as an electronic signature
related to those actions.

Other FactoryTalk-enabled products,
such as FactoryTalk View Site
Edition, may provide an electronic
signature capability that generates
an audit message that is captured by
FactoryTalk AssetCentre.

FactoryTalk AssetCentre does not
directly provide a workflow with
electronic signature capability.
Indirectly, FactoryTalk AssetCentre
records, via the audit tail, all user
interactions. The audit includes
changes to the system configuration
and archive use and records date/
timestamp and user information. The
automatic audit generation by archive
check-in and check-out could be
construed as an electronic signature
related to those actions.

FactoryTalk AssetCentre requires

the user to login to the system before
any work can occur. User accounts
must be unique. Please refer to
section §11.300 below to review how
FactoryTalk AssetCentre meets those
requirements.



Section

b)

§11.200

a)

FactoryTalk

Requirements AssetCentre
applies?

Before an organization establishes, [IYes

assigns, certifies, or otherwise sanctions [ONo

an individual's electronic signature, or any X N/A

element of such electronic signature, the
organization shall verify the identity of

the individual.

Persons using electronic signatures shall, [JYes
prior to or at the time of such use, certify [JNo
to the agency that the electronic X N/A

signatures in their system, used on or
after August 20, 1997, are intended to be
the legally binding equivalent of traditional
handwritten signatures.

The certification shall be submitted in [ VYes
paper form and signed with a traditional [INo
handwritten signature, to the Office of X N/A

Regional Operations (HFC-100), 5600
Fishers Lane, Rockville, MD 20857.

Persons using electronic signatures shall, [Yes
upon agency request, provide additional [JNo
certification or testimony that a specific N/A

electronic signature is the legally
binding equivalent of the signer’s
handwritten signature.

Electronic signature components and controls

Electronic signatures that are not based on
biometrics shall:

Application notes

The customer’s management procedure
should include the verification of

the identity of an individual prior to
sanctioning an individual's electronic
signature.

Once a user has been sanctioned

and a unique account with password
has been created in the FactoryTalk
Security system, the user is required to
enter his login and password to access
FactoryTalk AssetCentre. This process
validates the identity of the user of
FactoryTalk AssetCentre.

Customers are responsible for notifying
the FDA of their intention of recognizing
the electronic signature to be a legally
binding equivalent of traditional
handwritten signatures.

Customers are responsible for
submitting the certification to the
FDA that the electronic signatures

in their system are intended to be a
legally binding equivalent of traditional
handwritten signatures.

Customers are responsible for any
requested follow up of certification
or testimonial to have the electronic
signatures be a legally binding
equivalent of traditional handwritten
signatures.

FactoryTalk AssetCentre does not
directly provide a workflow with
electronic signature capability.
Indirectly, FactoryTalk AssetCentre
records, via the audit tail, all user
interactions. The audit includes
changes to the system configuration
and archive use and records date/
timestamp and user information. The
automatic audit generation by archive
check-in and check-out could be
construed as an electronic signature
related to those actions.

Other FactoryTalk-enabled products,
such as FactoryTalk View Site
Edition, may provide an electronic
signature capability that generates
an audit message that is captured by
FactoryTalk AssetCentre.
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Section

Requirements

Employ at least two distinct identification
components such as an identification code
and password.

When an individual executes a series of
signings during a single, continuous period
of controlled system access, the first
signing shall be executed using all electronic
signature components; subsequent
signings shall be executed using at least one
electronic signature component that is only
executable by, and designed to be used only
by, the individual.

When an individual executes one or
more signings not performed during a
single, continuous period of controlled
system access, each signing shall be
executed using all of the electronic
signature components.

Be used only by their genuine owners; and

Be administered and executed to provide
confidence that attempted use of an
individual's electronic signature by anyone
other than its genuine owner requires
collaboration of two or more individuals.

Electronic signatures based on biometrics
shall be designed to provide confidence that
they cannot be used by anyone other than
their genuine owners.

FactoryTalk
AssetCentre
applies?

X Yes
[JNo
[CIN/A

X Yes
[No
I N/A

X Yes
[No
I N/A

[JYes
[INo
X N/A

[1Yes
[INo
X N/A

[ VYes
[JNo
X N/A

Application notes

FactoryTalk AssetCentre requires the
user to login to the system before any
work can occur. User accounts must be
unigue. The login process requires two
distinct identifiers.

Please refer to section §11.300 below
to review how FactoryTalk AssetCentre
meets those requirements.

FactoryTalk AssetCentre does not
directly provide a workflow with
electronic signature capability.
Indirectly, FactoryTalk AssetCentre
records, via the audit tail, all user
interactions. The audit includes
changes to the system configuration
and archive use and records date/
timestamp and user information.

The automatic audit generation by
archive check-in and check-out could
be construed as an electronic signature
related to those actions.

FactoryTalk AssetCentre does not
directly provide a workflow with
electronic signature capability.
Indirectly, FactoryTalk AssetCentre
records, via the audit tail, all user
interactions. The audit includes
changes to the system configuration
and archive use and records date/
timestamp and user information.

The automatic audit generation by
archive check-in and check-out could
be construed as an electronic signature
related to those actions.

The customer is responsible for
ensuring that the genuine owner
is signing the electronic signature
and that the password is not being
disclosed to others.

The customer should implement
appropriate procedures to handle
situations that require an electronic
signature by anyone other than its
genuine owner.

FactoryTalk AssetCentre does not
provide an electronic signing capability
based on biometrics.
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Section

§11.300

e)

FactoryTalk
AssetCentre
applies?

Requirements

Controls for identification codes/passwords

Persons who use electronic signatures based
on use of identification codes in combination
with passwords shall employ controls to
provide confidence that their security and
integrity. Such controls shall include:

Maintaining the uniqueness of each XYes
combined identification code and [ONo
password, such that no two individuals CIN/A
have the same combination of identification

code and password.

Ensuring that identification code and X Yes
password issuances are periodically ONo
checked, recalled, or revised (e.q., to cover CON/A
such events as password aging).

Following loss management procedures [Yes
to electronically deauthorize lost, [INo
stolen, missing, or otherwise potentially N/A
compromised tokens, cards, and other

devices that bear or generate identification

code or password information, and to issue
temporary or permanent replacements

using suitable, rigorous controls.

Use of transaction safeguards to help XYes
prevent unauthorized use of passwords [ONo
and/or identification codes, and to detect CIN/A
and report in an immediate and urgent

manner any attempts at their unauthorized

use to the system security unit, and, as

appropriate, to organizational management.

Initial and periodic testing of devices, [IYes
such as tokens or cards, that bear or [INo
generate identification code or password N/A

information to help ensure that they
function properly and have been altered
in an unauthorized manner.

Application notes

FactoryTalk AssetCentre can use
Microsoft Windows security to manage
user accounts. Microsoft Windows
security maintains all login IDs to help
prevent reuse or reassignment of
previously created login IDs. A user’s
identification can be disabled or
inactivated without deleting the user's
login ID.

FactoryTalk AssetCentre can use
Microsoft Windows security to manage
user accounts. Password expiration,
password aging, password complexity
requirements, account expiration,
disabling of accounts, lockout after
ninvalid login attempts, and forcing

a change of password on first login
are all security features provided by
both Microsoft Windows security and
FactoryTalk Security.

The customer is responsible for
implementing loss management
procedures.

FactoryTalk AssetCentre can

use Microsoft Windows security
mechanisms to detect unauthorized
use if rules for authorized use are
maintained. For example, a rule might
stipulate that after three incorrect login
attempts an account is suspended.

The customer’s management
procedures should include periodic
test and/or validation of any devices
that may risk the integrity of a user’s
identification.
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Applying FactoryTalk AssetCentre ina 21CFR
Part 11 environment

The following topics describe how FactoryTalk AssetCentre can be used or configured to technically satisfy
the requirements of the FDA 21 CFR Part 11 regulation.

« Limit physical access to system server(s) hardware

- Take advantage of operating system security and domains

« Leverage FactoryTalk AssetCentre architecture

«  Remove Windows-linked All User group from FactoryTalk Security
« Configure FactoryTalk Security to use Microsoft Windows security
« Use apassword-protected screen saver

- Configuring FactoryTalk Security

« Secure FactoryTalk AssetCentre

« Use FactoryTalk AssetCentre Archive for version control

- Configure automatic backup of physical devices

Limit physical access to system server(s) hardware

It is essential to limit individuals”access to the hardware running Windows operating systems and the
FactoryTalk AssetCentre Server and Agents, and the FactoryTalk Services Platform Server (which hosts
FactoryTalk Security). In general, a user’s only access to these computers should be via the keyboard, mouse,
or touch screen. An operator with access to the power switch and bootable media could have direct access to
the underlying file system and could potentially circumvent many of the security measures described in this
document. Put measures in place to limit individual access and to help protect your hardware systems.

Take advantage of operating system security and domains

FactoryTalk AssetCentre makes efficient use of the security features built into the underlying Microsoft
Windows operating systems. For compliance, all FactoryTalk AssetCentre computersin a closed system
must be part of the same Windows domain. FactoryTalk AssetCentre Server must be installed on a Microsoft
Windows server 0S. FactoryTalk AssetCentre Agents and Clients can be installed on Microsoft Windows
workstation or server operating system.

Use Windows account password aging and management

User account and password management and aging are done in Microsoft Windows by the system
administrator. User accounts and passwords should be set up so that the passwords expire after a certain
time and with appropriate lockouts after multiple failed login attempts. This information is usually part of
acorporate IT department Standard Operating Procedure, or SOP. For more information, refer to your
Windows documentation.
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Leverage FactoryTalk AssetCentre architecture

FactoryTalk AssetCentre system architecture includes a Server, one or more Agent, and one or more
Clients. An Agent is simply a computer, hosting applications, such as Studio 5000 Logix Designer, that
performs disaster recovery tasks as assigned by the FactoryTalk AssetCentre server. The system also
must include a Microsoft SOL Server to host the database instance the stores information related to
FactoryTalk AssetCentre.

FactoryTalk AssetCentre servers run as services and therefore do not require any user to be logged on to
the server computer. The FactoryTalk AssetCentre agents generally run as services and do not require any
user to be logged on to the agent computer. However, when a FactoryTalk AssetCentre agent is working to
perform disaster recovery operations with third-party devices, through the FactoryTalk AssetCentre Custom
Device Plugin with automated scripting software, such as AutolT, the agent does require a user to be logged
in to the agent computer. It isimportant to use a password-protected screen saver on the agent running the
Custom Device Plugin to help protect the proper operation of the agent and security of the agent computer.

Users canlogin and out of the FactoryTalk AssetCentre client without affecting the computer or software
components of the FactoryTalk AssetCentre servers or agents. Windows password aging and management
can be used at the clients while the servers and agents are running a continuous operation. Users at the
FactoryTalk AssetCentre clients have no way to alter server or agent processes or shut down the operation.
Even if server and agent components are run on the same computer that a user is using, these components
run as services in the background, and are not affected by the security permissions of whoever happens to
be logged onto the computer.

Remove Windows-linked “All Users” group from
FactoryTalk Security

The Windows-linked “All Users” group is automatically added to FactoryTalk Security configurations.

By default, this gives all users access to all FactoryTalk AssetCentre and FactoryTalk Security actions.

If you want to restrict access to the FactoryTalk system you must remove the Windows-linked “All Users”
group from FactoryTalk Security; then, create FactoryTalk security accounts for the users, groups, and
computers you want to secure, and then assign them the appropriate security permissions.

To completely remove the Windows-linked “All Users” from FactoryTalk Security, you must remove “All Users”
from three locations in the FactoryTalk Security configuration.

m FactoryTalk Administration Console W FactoryTalk Administration Console W FactonTalk Administration Console
File View Tools Window Help File View Tools Window Help View Tools Window Help
ime s ime |z

Explorer v o X

JBYR] Network (THIS COMPUTER)] =08 Network (THIS COMPUTER) =08 Network (THIS COMPUTER)

@fe FTViewCookieDemo
feo FTViewDemo

@ go FTViewCookieDemo

@-go FTViewC New Application...
@ go FTViewDemo

@ go FTViewD

@0 InstantFi;  Backup.. Eo InstantFizz @ InstentFizz
& System Restore... 15 System 5151 System
L1 Actior Export Policies. ! Action Groups -1 Action Groups

Pre Security...

1 @1 Syster} Configure Feature Security...
@1 Comput  Security...
&5 Networks ana vevices
)1 Users and Groups

-1 Connections

[ Permission Sets

System Policies
7 Computers and Groups
etworks and Devices
sers and Groups
onnections

ermission Sets

i @I System Policies
@1 Computers and Groups
@-&5 Networks and Devices
[+] 171 Users and Groups.
@15 Connections

i1 Permission Sets
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In all three instances, it is necessary to remove the item "All Users | All Computers” as shown below. You must
remove this item from the Network node (#1above) before you can remove from other two areas.

Feature Security for Product Policies X

Permissions  Effective Permissions

View permissions by: @ User O Action
Users Computers
Admini sE Al Comniters
€T Al Users Al Computers |

E Add... Remove
ions for All Users from All Computers, %

|E| Action Allow Deny "|
an w . -

Configure FactoryTalk Security to use Microsoft Windows security

Before you configure FactoryTalk AssetCentre security actions, you must create user or user group accounts
in FactoryTalk Security. Best practice, for configuring the security actions of any FactoryTalk enabled
product, is to create native FactoryTalk Security group(s)and assign specific product securable actions to
those native FactoryTalk Security group(s). Abstracting the specific Windows-linked user and group from the
security configuration creates a system that is more readily validated. Written policies are created to govern
which Windows-linked groups are added to the native FactoryTalk groups, and which Windows user accounts
are added to specific Windows groups.

If line-of-sight security is required, or desired, it is also possible to create native FactoryTalk Security groups
for computers to which domain workstations or Organizational Unit groups, from the domain, are added.
Security permissions are then granted to the native user group when access from the native computer group.
Nesting the windows-linked groups, whether user or computer, within native FactoryTalk Security groups
creates arobust and resilient configuration that can be more easily validated.

Create native FactoryTalk Security groups

To create native — groups, from Windows Explored launch the FactoryTalk® Administration Console for the
Network directory. Expand the System > Users and Groups item, right-click User Groups and select New > User
Group. Name the native FactoryTalk Security group.

m FactoryTalk Administration Console
File View Tools Window Help
‘A& =
Explorer v 8
=008 Network (THIS COMPUTER)
o FTViewCookieDemo
o FTViewDemo
@ InstantFizz
-1 System
L1 Action Groups
@17 Policies
£ Computers and Groups
@25 Networks and Devices
)11 Users and Groups

User Group...

‘Windows-Linked User Group...

-1 Connections
i[5 Permission Sets
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After creating the native groups in FactoryTalk Security configure FactoryTalk AssetCentre actions for
each group.

Add Windows-linked groups to a native FactoryTalk Security group(s)

To add Windows-linked group(s) to a previously created native FactoryTalk Security group, from Windows
Explored launch the FactoryTalk Administration Console for the Network directory. Expand the System >
Users and Groups >User Groups item. Right-click on the native FactoryTalk Security group to which Windows-
linked group(s) will be added and select Properties. Next click Add, then Create New > Windows-linked user
group. This opens an operating system dialog that allows you to add domain group(s).

W FactoryTalk Administration Console

File View Tools Window Help

iAe =

=08 Network (THIS COMPUTER)

@ §e FTViewCookieDemo
wga FTViewD
@ InstantFiz
£ System | General
0 .Action‘

Administrators Properties

]| Pulicie‘ Name: Administrators
15 Compy jon: | |
Email: | |
Members: Select User or Group  —
€ FTAdmin
B indows Administators €5 huthenticated Users
€I FTACDEMOTSVIS_IUSRS
& Windows Administrators
[ Add.. R
= s
Filter Users Windows linked user group...

@ Show groups ol
O Show users only
O Show al

0t || Cancel || Hep

Use a password-protected screen saver

To ensure that only operators with the proper credentials are accessing workstations in a closed system,
a password-protected screen saver can be used on the FactoryTalk AssetCentre client workstations.

To configure screen savers, from the Windows Control Panel, select Appearance and Personalization,
then Change screen saver. Select a screen saver and check On resume, display logon screen.

Since FactoryTalk AssetCentre server and most agent components run as services, with no need for an
interactive Windows user to be logged on, it is not necessary to use password-protected screen savers on
the hosts of the servers or agents. When a FactoryTalk AssetCentre agent is working to perform disaster
recovery operations with third-party devices, through the FactoryTalk AssetCentre Custom Device Plugin
with automated scripting software, such as AutolT, the agent does require a user to be logged in to the agent
computer. It isimportant to use a password-protected screen saver on the agent running the Custom Device
Plugin to help protect the proper operation of the agent and security of the agent computer.
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Configuring FactoryTalk Security

When configuring security, each securable action can be allowed or denied for combinations of user and
computer groups. Itis critically important to understand that denying a securable action takes precedence
over allowing a securable action.

For example, consider a scenario in which a user is a member of two groups, Group A and Group B. If during
configuration a securable action is allowed for Group A and denied for Group B, then when the user attempts
to perform the securable action the attempt will be prevented by the security system.

Secure FactoryTalk AssetCentre

To limit the roles that individuals can fulfill in the FactoryTalk AssetCentre, it is necessary to configure
system security. Using security user actions can be controlled (ex. create a schedule, view logs, access
Design mode), limit asset access in the Asset Tree (ex. view Asset Tree content), and limit Archive actions
(ex. file checkout, version pinning).

Secure FactoryTalk AssetCentre application actions

To secure user actions within the FactoryTalk AssetCentre Client launch the FactoryTalk Administration
Console for the Network directory. Expand System > Policies > Product Policies > FactoryTalk AssetCentre.
Double-click on Feature Security.

m FactoryTalk Administration Console

File View Tools Window Help
N

Explorer v I X
=08 Network (THIS COMPUTER)

@-fe FTViewCookieDemo

w-fe FTViewDemo

@-ge InstantFizz

=177 System
| Action Groups
=17 Policies
=11 Product Policies
| Batch
" ControlFlash
I EDS Registration
I FactoryTalk AssetCentre
lv Feature Security I
L@ Server Settings
S oonTalk!" -

() [T [F)
-t

0]
b
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This action opens a dialog that allows the administrator to configure security for all desired user and
computer (if desired) groups for each securable action.

Feature Security Properties X

Policy Settings
e
v Address Book Policies A
View Address Book Configure Security
Edit Address Book Configure Security
v Archive Policies
Override Archive Check In
Configure Database Limitati
Configure Asset Inventory Settings
Configure Archive Options Settings
Override Archive Undo Check Out
Override Removal of Local Copies
Configure Personal Archive File Assecii
Configure System Archive File Associa

Configure Personal Archive \Working Fo Authorized users can override Archive Check Out user and/or location when
performing Archive Check In actions.

Configure Security

[@7 Configure Securable Action

Policy Setting

Override Archive Check In
Authorized users can override Archive Ched The following users or groups have access to this feature:
performing Archive Check In actions.

Users Computers Allow Deny
mAdminishawrs EBN[ Computers ™ m]
@ Engineers EHNI Computers O

[ ][]

H | Remove
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Configure and secure FactoryTalk AssetCentre Asset Tree

FactoryTalk AssetCentre uses a hierarchical model to represent the assets within the manufacturing facility.
This model is called the Asset Tree. The Asset Tree contains both physical devices (Ex. controllers or drivers)
and files, folders, and collections of files in a folder structure called “binders”. Below is an example of one
such Asset Tree.

Asset View 2 x |Dg Sche

& Design & #4 AssetCe
4\ AssetCentre
&g Files @ Nev
()@ HMI Backups QA Sl
® L] Lifecycle
®-{g) ME
B2 Studio 5000
2] Projects
@ Batch_CLXACD
& Batch2_CLXACD
&8 Filler_CLXACD
ﬁ InstantFizz_Controller. ACD
@ Washer_CLXACD
@) User Documents
&g Plant Layout
()| g) Asset Inventory

=] e- Example Inventory

Example.razi
&> Tad Asset Inventory

@) FT View SE Application
@@ InstantFizz_HMI

&g Filler
& § Filler_CLX
‘) Shortcut to Filler_CLXACD
S| ! Filler_PF
|8 Filler_PF BAK
"8 Filler_PF Project
|8l Filler_PV+
B 5} Filler_Switch
“-|i Filler_Switch_Backup
B-g) Sterilizer
§ Logix5000 Controller
B g} Washer
8- ' Washer_CLX
") Link to Washer_CLXACD

Security can help prevent specific users from seeing parts of the plant (ex. a technician is assigned to a
packaging area but has no permission to work on assets in the formulation area) or performing operations
(ex. asset checkout) within the FactoryTalk AssetCentre version control system, called Archive.
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Help prevent access to parts of the Asset Tree

To configure user access to areas within the Asset Tree launch FactoryTalk AssetCentre Client and enter
Design mode. Next, select the container that is the parent of the Asset Tree area that is to be hidden from
specific user(s) right-click and select Security.

Q FactoryTalk AssetCentre

File Edit View Tasks Tools Windows Help

P EHS DO 8B Assets O AgentGroups
V=

& Design o & 9 @ & Asset..

) AssetCentre N
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@ {g) HMI Backups OAl
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o-®

Tl
=@

Layout >

(IR

New...

Cut

Copy

5

Delete

o]
D, @
)

o
ES

Rename

Archive

Schedules

Check Cut...

Check In...

Undo Check Out...
Get...

Cpen Working Folder

Security... ?

Properties...
‘i Filler_PF Project
|8l Filler_PV+

m

FEPE CE RODE @

mE g P55 N e

T

E
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Next, select, or add, the user and computer group for which Asset Tree access is to be restricted. Finally,
expand the Common permissions group and deny List Children and Read permissions. With this configuration
when a member of the user group opens the FactoryTalk AssetCentre Client they will not be able to see the
selected and configured parent container.

{7 Security Settings for ME X

Pemmissions | Effective Permissions

View permissions by: @® User QO Action
Users Computers
ﬁ/‘dminisuators E_EAH Computers
m Lisers
gi Maintenance EBN] Computers
= —

I Add... H Remove I

Permissions for Maintenance from All Computers.

Action Allow l Deny I
All Actions

O
B Common (] O
Configure Security a
Create Children a
Delete O
Execute ]
List Children a
Read O
Wite ™ O
AssetCentre [m]
] Do not inherit permissions
0K | [ Cancel |[ Hep

Rockwell Automation « Guidelines for applying FactoryTalk AssetCentre version 9 in a 21 CFR part 11 environment | 24



Limit available Archive operations

To limit the actions available to specific users within the FactoryTalk AssetCentre Archive launch FactoryTalk
AssetCentre Client and enter Design mode. Next, select the container for which the container and children
are to have limited Archive actions right-click and select Security.

Q FactoryTalk AssetCentre

File Edit View Tasks Tools Windows Help
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Next, select, or add, the user and computer group for which Asset Tree access is to be restricted. Finally,
expand the AssetCentre permissions group and deny permissions that are to be restricted (ex. Pin, Label,
etc.). An example is shown below.

{7 Security Settings for ME X

Permissions  Effective Permissions

View permissions by: @® User O Action

Users Computers
@Administrators \;IENI Computers
€Al Users B Al Computers
@ Maintenance !ENI Computers

I Add... || Remove I

Permissions for Maintenance from All Computers.

Action Allow Deny
All Actions

Common

B AssetCentre
CheckOut - Checkin
Get
Label
Pin
Promote
Set Store Latest Version

™1 Set Working Folder
Undo CheckOut

oo

ROO0O000RE®OO0
OEEIEE®O0O0
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[ ok ]| concel || Hep |

Use FactoryTalk AssetCentre Archive for version control

FactoryTalk AssetCentre can be used to keep track of revisions of your device configurations, HMI projects
and other files and file collections. Version control software, such as FactoryTalk AssetCentre Archive,
retains all file and project components in a central repository for safekeeping. FactoryTalk AssetCentre can
represent files, folders, and a collection of files stored in a folder structure called a “binder”. Binders are
similar to the output files of compression utilities (ex. WinZip).

To modify any asset configuration a user must perform a check out. Check-out retrieves the configuration
from the repository to the local computer and locks the file in the repository helping prevent others from

also performing check-out. The system logs the check-out recording the username, component, and check-
out date and time in both the FactoryTalk AssetCentre audit log and Archive history. When the user has
completed any modifications, the user performs a check-in. During a check in if the configuration was altered
the modified file is transferred to the repository and a new version is created and the file is available for other
users to check-out. The system logs the username, component, and check in date and time, and allows the
user to add comments explaining the modifications to both the audit log and Archive history. This provides
you with a record of all changes made. From the Archive, both old and new versions are accessible.
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Configure automatic backup of physical devices

To ensure that the correct device configurations are operating the manufacturing system FactoryTalk
AssetCentre offers several different Disaster Recovery capabilities.

Capability Description

Perform automated backup for Rockwell Automation

controllers, drives, Electronic Operator Interface
Disaster Recovery for Rockwell Automation devices, switches, HMl application.

For some Rockwell Automation devices, a detailed

comparison report is available.

Perform automated backup of devices that host an
FTSP server (ex. FANUC robots)

It may be possible to generate detailed comparison
report for some of the files retrieved via the capability.

Disaster Recovery for Generic FTP

Perform automated backup of files and folder hosted
on a Microsoft Windows file share.

It may be possible to generate detailed comparison
report for some of the files retrieved via the capability.

Disaster Recovery for Remote Computers

Use automated scripting to remotely control third-party
device vendor application software to perform backup of
third-party devices (ex. Siemens controllers via scripting

Disaster Recovery Custom Device Plugin of TIA Portal).
It may possible to generated detailed comparison report
for configuration retrieved via this capability if the third-
party vendor also offers a comparison utility.

The basic operation of the capabilities is to automatically retrieve the configuration of an asset (ex.
ControlLogix controller, ABB robot)and store the resultant artifact in the FactoryTalk AssetCentre Archive.
In some instance, it is possible to automatically backup a device configuration and compare the new artifact
to a“master” version stored in the FactoryTalk AssetCentre Archive. When using a backup and compare
schedule the system can be configured to only create a new Archive version when differences are detected.
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To use disaster recovery a schedule is created, to start this process launch the FactoryTalk AssetCentre
Client and enter Design mode. Next select the Asset Tree container that is parent of the assets upon
which the schedule will operate. When generating a schedule the system will automatically add all assets
(ex. physical devices) to the schedule. Right-click and select Schedules.

* FactoryTalk AssetCentre
File Edit View Tasks Teols Windows Help
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- Paste
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E ]ﬂ Stcnllzc Archive
PP IR
e I Was [@ Check Out..
""" D8 Checkin..
k) Undo Check Out...
B Get.
Open Working Felder
%3 Security...
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This opens the Schedule View in FactoryTalk AssetCentre Client. This view will show all schedules that
contain the container selected above. Next, select New to launch the schedule creation workflow.

The wizard allows a choice of schedule type, Backup or Backup&Compare, and the frequency that the
schedule is executed.

[ seheasies [

AssetCentre > Plant Layout > Packaging Area
@ Newk | @ | B> RunNow

O Al Schedl ©F.|:ecby which include Packaging Area’

Active Schedllle Location Operabon LastTime Next Time Status Completion Emesl List Timing Properbes
IEI I N - I
|'_ ™ AssetCenlrelPlcnl Lay Backupand Compare Thursday, Augu  Friday, August28 \aiting To Run every day at4:10 PM, max runtime 1 hours, 0 minutes

mydemo [ AssetCentre/Plant Lay | Backup and Compare ‘ Monday, Septe | Friday, August 28 | Waiting To Run ‘ ‘ every day at 10:49 AM, max runtime 1 hours, 0 minutes.
O | Chg | AssetCentre/Plant Lay | Change Detect ‘ On Event ‘ Disabled ‘ ‘ On Event, max runtime 1 hours, 0 minutes.
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Finally, after the new schedule is instantiated the operation of each asset can be customized, if desired.
The asset type being operated upon determines what customization options are presented.

Fill
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About Rockwell Automation

Rockwell Automation, Inc. (NYSE: ROK), the world’s largest company dedicated to industrial automation
and information, makes its customers more productive and the world more sustainable. Headquartered
in Milwaukee, Wis., Rockwell Automation employs about 20,000 people serving customers in more than
80 countries.

Participation in PDA Part 11 Task Group

The PDA (Parenteral Drug Association) formed this task group to provide a set of best practices for Part 11
compliance. This group is viewed as the authority on Part 11 compliance from an implementation perspective.
The task group includes representatives from the pharmaceutical industry, suppliers to the industry,
consultants, and the FDA. Rockwell Automation is one of two automation suppliers on the task group.

We have two members participating in the core group and two additional members on the extended team.
Involvement in this group gives Rockwell direct access to accurate and up-to-date interpretations of the
regulation and compliance practices as they evolve. We also view this opportunity as a way of adding balance
to interpretations and recommended practices so that they remain practical and easily accessible by the
entire pharmaceutical industry.

Completing internal gap analysis

Rockwell Automation has undertaken and nearly completed a gap analysis of most of our software products
in relation to 21 CFR Part 11. In general, the software products we have evaluated have been judged as

either “compliant” or “can be made compliant”. Many of our products’ standard features and complementary
technologies support 21 CFR Part 11 when implemented properly.

Publishing application notes

This document includes detailed recommendations for developing FactoryTalk View SE projects that comply
with the U.S. government’s 21 CFR Part 11 regulation. Rockwell Automation is in the process of producing
additional documentation that details recommended practices for product compliance. We will publish
additional documentation on the Web-based Rockwell Software® Knowledgebase:
http://support.rockwellautomation.com.
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