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VersaVirtual Appliance User Manual User Manual

Important User Information
Read this document and the documents listed in the additional resources section about installation, configuration, and operation of this equipment before 
you install, configure, operate, or maintain this product. Users are required to familiarize themselves with installation and wiring instructions in addition to 
requirements of all applicable codes, laws, and standards.

Activities including installation, adjustments, putting into service, use, assembly, disassembly, and maintenance are required to be carried out by suitably 
trained personnel in accordance with applicable code of practice.

If this equipment is used in a manner not specified by the manufacturer, the protection provided by the equipment may be impaired.

In no event will Rockwell Automation, Inc. be responsible or liable for indirect or consequential damages resulting from the use or application of this 
equipment.

The examples and diagrams in this manual are included solely for illustrative purposes. Because of the many variables and requirements associated with 
any particular installation, Rockwell Automation, Inc. cannot assume responsibility or liability for actual use based on the examples and diagrams.

No patent liability is assumed by Rockwell Automation, Inc. with respect to use of information, circuits, equipment, or software described in this manual.

Reproduction of the contents of this manual, in whole or in part, without written permission of Rockwell Automation, Inc., is prohibited.

Throughout this manual, when necessary, we use notes to make you aware of safety considerations.

These labels may also be on or inside the equipment to provide specific precautions.

The following icon may appear in the text of this document.

WARNING: Identifies information about practices or circumstances that can cause an explosion in a hazardous environment, 
which may lead to personal injury or death, property damage, or economic loss.

ATTENTION: Identifies information about practices or circumstances that can lead to personal injury or death, property 
damage, or economic loss. Attentions help you identify a hazard, avoid a hazard, and recognize the consequence.

IMPORTANT Identifies information that is critical for successful application and understanding of the product.

SHOCK HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that dangerous 
voltage may be present.

BURN HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that surfaces may 
reach dangerous temperatures.

ARC FLASH HAZARD:  Labels may be on or inside the equipment, for example, a motor control center, to alert people to 
potential Arc Flash. Arc Flash will cause severe injury or death. Wear proper Personal Protective Equipment (PPE). Follow ALL 
Regulatory requirements for safe work practices and for Personal Protective Equipment (PPE).

Identifies information that is useful and can help to make a process easier to do or easier to understand.
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Preface

About this Publication This manual provides information on how to install, configure, and manage the Rockwell 
Automation Series B VersaVirtual™ Appliance (VVA), as follows.

Abbreviations This manual uses the following abbreviations.

Topic Page
Install the VersaVirtual Appliance 9
Integrate the Network 15
Manage the System 21
Rename VersaVirtual Appliance Components 95
System Shut down and Startup 65

Abbreviation Meaning

AD Active Directory

BMC Baseboard Management Controller

BOSS Boot Optimized Server Storage

DCUI Direct Console User Interface

DNS Domain Name System

FQDN Fully Qualified Domain Name

GUI Graphical User Interface

HA High Availability

HCL Hardware Compatibility List

HD Hard drive

HSRP Hot standby Router Protocol

iDRAC Integrated Dell Remote Access Controller

LDAP Lightweight Directory Access Protocol

MAC Machine Access Controller

NAT Network Address Translation

NPU Nano Processing Unit

NTP Network Time Protocol

OVF Open Virtualization Format

SSD Solid-state drive

SSH Secure Shell

SSO Single Sign On

VA Virtualization Appliance

vCPU Virtual Central Processing Unit

VLAN Virtual Local Area Network

VM Virtual Machine

vSAN Virtual Storage Area Network

VVA VersaVirtual Appliance
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Preface          
Features Overview

The Rockwell Automation VVA is a hyperconverged (integrated computer, networking, and 
storage) appliance intended for entry-level virtualization in a managed environment. The VVA 
ships in a fully configured state, and includes support services to help minimize on-site 
customer configuration. 

The VVA CPU, memory, and storage are fully customizable. A VVA has the following baseline 
specifications.

Figure 1 - VersaVirtual™ Series B Overview

Download Firmware,
Add-on Profile, EDS, and 
Other Files 

You can download firmware, associated files (such as AOP, EDS, and DTM), and access product 
release notes from the Product Compatibility and Download Center at rok.auto/pcdc.

Component Baseline specification

Processor (CPU) 3rd Generation Intel Xeon D-2776NT 2.10 Ghz

Memory 128 GB

Storage controllers Boot Optimized Storage Subsystem (BOSS), 2 x M.2 SSDs 480 GB

Network (Ethernet) connection ports 4 x 10GbE SFP (max 50 Gb)

Usable storage 1.9 TB

Operating system VMware vSphere® Standard
Input power 100…240V AC, 50/60 Hz, dual

Operating temperature range -5…55 °C (23…131 °F), with a cold start temperature of 0 °C (32 °F)

Mounting options Rack

Rear view

Front view

Host 1 Host 2 NPU
6 Rockwell Automation Publication GMSN-UM003A-EN-P - October 2023

https://rok.auto/pcdc


Preface          
Additional Resources The following documents contain information for related Rockwell Automation products.

You can view or download additional publications at rok.auto/literature.

Resource Description

EtherNet/IP™ Network Devices User Manual, ENET-UM006 Describes how to configure and use EtherNet/IP devices to communicate on the EtherNet/IP 
network.

Ethernet Reference Manual, ENET-RM002 Describes basic Ethernet concepts, infrastructure components, and infrastructure features.

System Security Design Guidelines Reference Manual, SECURE-RM001
Provides guidance on how to conduct security assessments, implement Rockwell 
Automation products in a secure system, harden the control system, manage user access, 
and dispose of equipment. 

UL Standards Listing for Industrial Control Products, 
publication CMPNTS-SR002

Assists original equipment manufacturers (OEMs) with construction of panels, to help ensure 
that they conform to the requirements of Underwriters Laboratories.

American Standards, Configurations, and Ratings: Introduction to
Motor Circuit Design, publication IC-AT001

Provides an overview of American motor circuit design, based on methods outlined in the 
NEC.

Industrial Components Preventive Maintenance, Enclosures, and Contact 
Ratings Specifications, publication IC-TD002

Provides a quick reference tool for Allen-Bradley™ industrial automation controls and 
assemblies.

Safety Guidelines for the Application, Installation, and Maintenance of 
Solid-state Control, publication SGI-1.1

Designed to harmonize with NEMA Standards Publication No. ICS 1.1-1987 and provides 
general guidelines for the application, installation, and maintenance of solid-state control in 
the form of individual devices or packaged assemblies that incorporate solid-state 
components.

Industrial Automation Wiring and Grounding Guidelines, publication 1770-4.1 Provides general guidelines for installing a Rockwell Automation industrial system.

ProposalWorks™ configuration software, rok.auto/systemtools Helps configure complete, valid catalog numbers, and build complete quotes that are based 
on detailed product information.

Rockwell Automation Global SCCR tool, rok.auto/sccr Provides coordinated high-fault branch circuit solutions for motor starters, soft starters, 
and component drives.

Product Certifications website, rok.auto/certifications Provides declarations of conformity, certificates, and other certification details.
Rockwell Automation Publication GMSN-UM003A-EN-P - October 2023 7
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Preface          
Notes:
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Chapter 1

Install the VersaVirtual Appliance
To install the VVA, perform the steps that are contained in the following sections:

• Install the VVA in a Rack
• Identify Ports and Components
• Connect Network Cables
• Connect Power Cables
• Install Front Bezel

Install the VVA in a Rack The VVA must be mounted in a rack.

IMPORTANT Before you install the VVA into your rack, perform the following steps.
1. Review and follow any safety guidelines that are included in the rack 

installation instructions.
2. Unbox the VVA and remove the shipping brackets and front bezel.
3. Install the cable management arms.
4. Mount the VVA in your rack using the hardware that came with your 

VVA and rack.
Rockwell Automation Publication GMSN-UM003A-EN-P - October 2023 9



Chapter 1          Install the VersaVirtual Appliance
Identify Ports and 
Components

The VVA contains the following ports and components:
• Two server modules — left and right

• One NPU module, which is used as a dedicated host for the VMware vSAN™ witness host 
and other appliances

• Two power supplies

Each server module has five network ports, including one Integrated Dell Remote Access 
Controller (iDRAC) port. These server module ports must be connected to your network switch. 

The NPU module has two network ports that must also be connected to your network switch.

iDRAC MAC Address Labels Power Buttons and Power Status LEDs

Server 2 (right)Server 1 (left) NPU

NPU module portsVVA server module ports
10 Rockwell Automation Publication GMSN-UM003A-EN-P - October 2023



Chapter 1          Install the VersaVirtual Appliance
Connect Network Cables The VVA ships with the following items:
• Eight Ethernet patch cables
• Two copper direct attach cables (DAC)
• Four copper transceiver modules

To connect your VVA to two switches, perform the following procedures.

1. Insert a transceiver module into ports 1 and 2 on both servers.
2. Connect an Ethernet cable from port 1 of server 1, to port 1 of switch 1.
3. Connect an Ethernet cable from port 2 of server 1, to port 1 of switch 2.
4. Connect an Ethernet cable from iDRAC port of server 1, to port 3 of switch 1.
5. Connect an Ethernet cable from port 1 of server 2, to port 2 of switch 1.
6. Connect an Ethernet cable from port 2 of server 2, to port 2 of switch 2.
7. Connect an Ethernet cable from iDRAC port of server 2, to port 3 of switch 2.
8. Connect an Ethernet cable from NPU port 1, to port 4 of switch 1.
9. Connect an Ethernet cable from NPU port 2, to port 4 of switch 2.
10. Connect one DAC cable from port 3 of server 1, to port 3 of server 2.
11. Connect one DAC cable from port 4 of server 1, to port 4 of server 2.
12. Install dust filtration bezel.

In order for the VVA to function properly, you must allocate eight GbE ports in your 
network switch: four access ports, and four trunk ports.

Rockwell Automation recommends that you configure your VVA to use two switches that 
are connected to the balance of plant network, or separate power sources. This 
configuration can help improve redundancy and avoid disruption due to maintenance or 
failure. For more information, see Integrate the Network on page 15.

Switch 1

VVA

Switch 2

Server 1 Server 2
Rockwell Automation Publication GMSN-UM003A-EN-P - October 2023 11



Chapter 1          Install the VersaVirtual Appliance
Connect Power Cables Connect the appliance to a power source with the supplied power cables. When connected, the 
power supply indicators illuminate.

Install Front Bezel To install the front bezel, perform the following steps.
1. Align the right bracket to the right ear of the unit.
2. Tighten the two screws to secure the right bracket to the right ear.
12 Rockwell Automation Publication GMSN-UM003A-EN-P - October 2023



Chapter 1          Install the VersaVirtual Appliance
3. Repeat this process for the left bracket.

4. Align the bezel with the brackets and press until the bezel clicks into place.

The front bezel is now installed.
Rockwell Automation Publication GMSN-UM003A-EN-P - October 2023 13



Chapter 1          Install the VersaVirtual Appliance
Notes:
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Chapter 2

Integrate the Network
This section provides information on how to integrate the VVA into your network.

Connect the Appliance to 
the Network

Before you connect the appliance to your network, note the following:
• Rockwell Automation recommends that you configure your VVA to use two switches. 

The switches do not need to be stacked or configured as a redundant pair, but should 
be connected to the balance of plant network, or separate power sources. This 
configuration can help improve redundancy and avoid disruption due to maintenance 
or failure.

• Rockwell Automation recommends that you use the default virtual local area network 
(VLAN) and subnet address. For more information, see the Use the Default VLAN section. 

• If you use the VVA default VLAN and subnet, the default management VLAN 3249 should 
be added to the layer 3 core switch or router, and all switches between the server 
access switches and core switch. The core switch should also be configured with an IP 
address of 192.168.249.1/24 on VLAN 3249.

• Rockwell Automation recommends that you add a list of default VVA IP addresses and 
corresponding host names to your host file. For more information, see the Add Host 
Names to Local Host File section on page 17.

• IP address schemes can be changed. For more information, see Change the IP Address 
Schemes on page 69.

• In order to manage the VVA, you must configure the management ports on you switch 
as trunk ports. The iDRAC ports on your switch must also be configured as access ports. 
Check the documentation that came with your switch for more information.

Use the Default VLAN The default VLAN for the VVA is 3249 and uses subnet 192.168.249.0/24. To add the default VVA 
VLAN to your network and assign your router an IP address of 192.168.249.1, perform the 
following steps.

1. Sign in to your core router and add the following entries:

IMPORTANT The following two steps are based on the use of a Cisco® Stratix® 5410 
core switch and two Stratix 5410 access switches.

router#config term
router#config terminal
router(config)#vlan 3249
router(config-vlan)#name VersaVirtual
router(config-vlan)#interface vlan 3249
router(config-if)#ip address 192.168.249.1 255.255.255.0
router(config-if)#description VersaVirtual Management
router(config-if)#exit
router(config)#end
router#wr
Rockwell Automation Publication GMSN-UM003A-EN-P - October 2023 15



Chapter 2          Integrate the Network
2. Verify the configuration of your switches. 
The configuration should resemble the following.

Switch 1

Switch 2

vlan 3249
 name VVA_Management
!
vlan 3250
 name VVA_vMotion
!
vlan 3251
 name VVA_vSAN
!
interface GigabitEthernet1/1
 description host 1 port 1
 switchport mode trunk
!
interface GigabitEthernet1/2
 description host 2 port 1
 switchport mode trunk
!
interface GigabitEthernet1/3
 description Host 1 iDRAC
 switchport access vlan 3249
 switchport mode access
!
interface GigabitEthernet1/4
 description NPU port 1
 switchport access vlan 3249
 switchport mode access

vlan 3249
 name VVA_Management
!
vlan 3250
 name VVA_vMotion
!
vlan 3251
 name VVA_vSAN
!
interface GigabitEthernet1/1
 description host 1 port 2
 switchport mode trunk
!
interface GigabitEthernet1/2
 description host 2 port 2
 switchport mode trunk
!
interface GigabitEthernet1/3
 description Host 2 iDRAC
 switchport access vlan 3249
 switchport mode access
!
interface GigabitEthernet1/4
 description NPU port 2
 switchport access vlan 3249
 switchport mode access
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Add Host Names to Local 
Host File

To add a list of default VVA IP addresses and corresponding host names to your local host file, 
perform the following steps.

1. Open Windows® Notepad from the Windows Start menu or Search bar.

2. Copy and paste the following list of IP addresses and host names into a new note.

3. Leave the note open.

Note: the procedures in this section are based on a Windows 10 computer. Other 
versions of Windows might vary.

192.168.249.11 host1-bmc.ra.internal # Host 1 BMC
192.168.249.12 host2-bmc.ra.internal # Host 2 BMC
192.168.249.18 vCenter.ra.internal # vCenter server
192.168.249.14 host1.ra.internal # cluster host 1
192.168.249.15 host2.ra.internal # cluster host 2
192.168.249.13 npu.ra.internal # management host
192.168.249.16 witness.ra.internal # witness host
192.168.249.17 netsvcs.ra.internal # DNS server
192.168.249.19 support-probe.ra.internal # Support probe
192.168.249.20 support-proxy.ra.internal # Support proxy
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4. Run Windows Notepad as administrator:
a. Right-click Notepad from the Start menu, or Search bar
b. Select Run as Administrator.

5. Select the File menu > Open.
6. Navigate to the following Windows directory: 

Local Disk (C:)\Windows\System32\Drivers\etc
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7. From the File Type dropdown menu, select All Files.

8. Select the hosts file and then Open.

9. In the hosts file, delete any entries for the Default VVA Network scheme. 
See step 2. for the default values.

10. Return to your original Windows Notepad document that contains the list of new hosts 
and IP addresses.
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11. Select all entries with CTRL+A.

12. Copy the entries with CTRL+C.
13. Return to the hosts file.
14. Place your cursor below the last line of text.
15. Paste the new entries with CTRL+V.

16. From the File menu, select Save and then close the file.

The default VVA IP addresses are now part of the local hosts file.
20 Rockwell Automation Publication GMSN-UM003A-EN-P - October 2023



Chapter 3

Manage the System
Domain Name System 
Requirements

The Domain Name System (DNS) on your network can be configured to access to the VMware 
vSphere® Web Client from your VVA. DNS can also be configured to integrate the VVA into an 
Active Directory (AD) environment. See Configure Active Directory Authentication on page 45 
for more information.

To access the VMware vSphere Web Client, you must complete one of the following 
procedures:

• Configure your AD to forward DNS requests from the ra.internal domain to the NetSvcs 
virtual machine (VM) default IP address — 192.168.249.17.

• Configure your management computer to use the NetSvcs VM default IP address as your 
DNS server — IP address 192.168.249.17.

• Add entries in your host file for the VVA in the management computer.

Forward DNS Requests

To add DNS conditional forwarders to the VVA, perform the following steps.

1. Open the Server Manager from the Windows® Start menu.
2. On the Server Manager dashboard, select Tools and then DNS.

3. In the Navigation pane on DNS Manager, right-click Conditional Forwarders and select 
New Conditional Forwarder.

The New Conditional Forwarder box displays.
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4. In the DNS Domain field, add the following domain:
ra.internal

5. Select the <Click here to add...> field and add an IP address.

6. To query and validate the IP address, check the "Store this conditional forwarder in 
Active Directory . . ." option.
The query timeout settings value can be adjusted as needed.

7. After the IP address is established and validated, select Ok. 
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8. Confirm ra.internal is listed under the DNS Conditional Forwarder list.

9. To return to the Server Manager dashboard, close the DNS Manager window.

The entry is now added as a DNS conditional forwarder.

Configure the Management Computer

To add the DNS server address to a Windows® computer, perform the following steps.

1. From the Start menu, open the Control Panel.
2. In the Control Panel, select Network and Internet.
3. On the Network and Sharing Center, select the Ethernet link.

Note: the procedures in this section are based on a Windows 10 computer. Other 
versions of Windows might vary.
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4. On the General tab of Ethernet Status, select Properties.

5. On the Networking tab, select Properties.
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6. On the General tab, select Advanced.

7. On the DNS tab, select Add.

8. Enter the IP address for your DNS server and select Add.
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9. On the DNS tab, select the new DNS address, press the green up-arrow until the address 
is at the top of the order, and then select Ok.

10. On the General tab, verify that the IP address just added is the preferred DNS server 
address. 

11. Once verified, select Ok.

12. On the Networking tab, select Close. 
13. On the General tab, Close. 
14. Close Networking and Sharing Center window.

The DNS server address is now reachable via the Ethernet connection.
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Install VersaVirtual 
Licenses

This section provides information on how to install VVA licenses within 90 days of purchase.
.

To install VVA licenses, perform the following steps.
1. Access the following VMware® website: 

https://vcenter.ra.internal.
2. Under Getting Stated, select Launch vSphere Client.

3. Logon with the following credentials.
Username: administrator@ra.internal
Password: <system-specific password>

4. Select Login.

IMPORTANT The VVA ships with a 90-day evaluation license. To continue uninterrupted 
service, Rockwell Automation recommends that you install a license before 
the end of the 90-day evaluation period. 

To install a license after the VVA 90-day evaluation has expired, visit the 
Rockwell Automation Knowledgebase and search for “VersaVirtual.”

Other application licenses, such as those for Microsoft®, are not included with 
the VVA. 
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5. At the top of the home page, select Manage Your Licenses.

6. In the left pane, select Licenses, then select the Assets tab, and then verify the 
vCenter.ra.internal asset is selected.

7. From the top, select the Hosts tab and verify host1.ra.internal is selected.

8. From the top, select vSAN Clusters and verify that Cluster is selected.

9. From the top, select vCenter Server Systems.
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10. In the left pane, select Licensing > Licenses.

11. In the right pane, under Licenses, select Add.

12. Enter the license keys that were supplied with your appliance purchase and select Next.
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13. Rename each license key as needed and select Next.

14. Verify the license key names. If any changes are needed, select Back.

15. After verifying the license names, select FINISH. 
The main License page is displayed.

16. In the left pane, select Licenses, then the Assets tab at the top.
17. Verify that the vCenter.ra.internal asset is selected and then select the Assign License 

link.
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18. On the Assign License page, verify that the new vCenter Foundation license key is 
available and selected and then select Ok.

The main Assets page is displayed.
19. Select HOSTS and verify that the following three assets are checked:

host1.ra.internal
host2.ra.internal
npu.ra.internal

20. Select the Assign License link.
21. An Assign License dialog box is displayed to confirm license configuration on multiple 

objects. Select Yes.
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22. The Assign License page appears. 
Verify the new vSphere standard license key is available and selected and select Ok.

The Hosts page is displayed.
23. Select vSAN Clusters.

Verify that Cluster is selected and select the Assign License link.

24. On the Assign License page, verify the new vSAN standard license key is available and 
selected and select Ok.

The Cluster page is displayed.
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25. In the upper-left corner, select the menu navigation icon > Inventory.

26. Confirm that each asset that the license was applied to is now visible.

Repeat the prior steps to add any licenses not installed on the system.
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Change Default Passwords This section provides details on how to change the default passwords for each component.

Baseboard Management Controller

Each VVA has a Baseboard Management Controller (BMC) with two host management 
controllers. To change the system password on each BMC, perform the following steps.

1. Open a web browser and navigate to:
https://192.168.249.11

2. Sign in with the following credentials.
Username: root
Password: <system-specific password>

3. Select Log In.

4. On the Dashboard page, select iDRAC Settings > Users.

5. On the iDRAC Settings page, select Local Users, then root user, then Edit.
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6. In the Edit User dialog box, enter the new password in the Password and Confirm 
Password fields.

7. When finished, select Save.

8. When the success dialog box is displayed, select Ok.
9. Sign out of the BMC website and the new credentials.
10. Repeat steps 1…9 for the other host management controller.

VMware vSphere

The VMware vSphere has one NPU, one Witness, and two cluster hosts. To change the 
password for each one, perform the following steps on each host.

1. Open a web browser and navigate to:
https://192.168.249.13

2. Sign in with the following credentials.
Username: root
Password: <system-specific password>

For step 1, use the URL address for the other host controller:
https://192.168.249.12
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3. Select Login.

4. Under the navigation pane, select Manage.

5. On the Manage page, select the Security and Users tab.

6. Under the Acceptance Level Navigation Pane, select Users.
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7. Select root and then Edit User.

8. In the Edit User dialog box, enter the new password in the Password and Confirm 
Password fields.

9. When finished, select Save.

10. Sign out of the VMware ESXi™ webpage and the new credentials.
11. Repeat steps 1…10 for each of the two cluster hosts and the Witness.

VMware vCenter

To change the password in VMware vCenter®, perform the following steps.
1. Open a web browser and navigate to:

https://192.168.249.18
2. Sign in with the following credentials.

Username: administrator@ra.internal
Password: <system-specific password>

3. Select Login.

For step 1, use the following URL addresses for each ESX host:
host1: https://192.168.249.14
host2: https://192.168.249.15
Witness: https://192.168.249.16
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4. On the Home Page, select the menu navigation icon and then select Administration on 
the left side.

5. Under the Administration Navigation pane, select Single Sign On > Users and Groups.

6. From the Domain dropdown menu, verify ra.internal is selected.

7. Under the ra.internal domain users, select the Administrator radio button.
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8. Select Edit.
9. In the Edit User dialog box, enter the new password in the Password and Confirm 

Password fields.
10. When finished, select Save.

11. Sign out of the vCenter webpage, and the new credentials.
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VMware vCenter Server Appliance

To change the password in VMware vCenter Server® Appliance™, perform the following steps.
1. Open a web browser and navigate to

https://vcenter.ra.internal:5480/login

2. Sign in with the following credentials.
Username: root
Password: <system-specific password>

3. Select Login.

4. In the left column, select Administration and then select Change in the top right.

This configuration uses TCP port 5480.
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5. Enter the Old Password and New Password and then select Save.

6. Sign out of the vCenter Appliance and then the new credentials.

Virtual Machines: NetSvcs

To change the password in the NetSvcs VM, perform the following steps.
1. Open a web browser and navigate to:

https://vcenter.ra.internal
2. Sign in with the following credentials.

Username: administrator@ra.internal
Password: <system-specific password>

3. Select Login.
4. On the Hosts and Cluster view, expand npu.ra. internal and select NetSvcs.
5. On the Summary tab, select Launch Web Console.
6. On the Launch Console dialog box, seSign inlect Ok.
7. In the NetSvcs Web Console, sign in as root with the system-specific password.

8. Enter the following command:
passwd

9. Press ENTER.
10. Enter the new password and confirm the new password.

11. Sign in as sysadmin and repeat steps 8 and 9.
12. To sign out, enter: 

logout
13. Press ENTER.
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Virtual Machines: Support-Probe

To change the password in the Support-Probe VM, perform the following steps.
1. Open a web browser and navigate to:

https://192.168.249
2. Sign in with the following credentials.

Username: administrator@ra.internal
Password: <system-specific password>

3. Select Login.
4. Select the left Hosts and Clusters icon, expand vCenter.ra.internal, then expand Cluster, 

then select Support-Probe.
5. On the right Summary tab, select Launch Web Console.

6. In the upper right corner of the console, select Send Ctrl+Alt+Delete.

7. Once logged in, press CTRL+ALT+DELETE on the keyboard and then select Change a 
Password.
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8. Enter the current password, then enter the new password twice to confirm the change.
When finished, select the arrow.

9. Sign out of Windows and sign on again to confirm the new credentials.

Virtual Machines: Support-Proxy

To change the password in the Support Proxy, perform the following steps.
1. Open a web browser and navigate to:

https://vcenter.ra.internal
2. Sign in with the following credentials.

Username: administrator@ra.internal
Password: <system-specific Password>

3. Select Log In.
4. On the Hosts and Cluster view, expand vcenter.ra.internal and select Support-Proxy.
5. On the Summary tab, select Launch Web Console.
6. On the Launch Console dialog box, select Ok.
7. In the Support-Proxy Web Console, sign in as root with the system-specific password.

8. Enter the following command:
passwd

9. Press ENTER.
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10. Enter the new password and confirm the new password.

11. Sign in as sysadmin and repeat Step 5 and 6.
12. To sign out, enter:

logout
13. Press ENTER.
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Configure Active Directory 
Authentication

You can use Active Directory user accounts to manage the VMware vCenter, by adding a 
Lightweight Directory Access Protocol (LDAP) identity source to your VVA. To implement this 
configuration, perform the following steps.

1. Open a web browser and navigate to:
https://vcenter.ra.internal

2. Sign in with the following credentials.
Username: administrator@ra.internal
Password: <system-specific password>

3. Select Login.
4. In the upper-left corner of the vSphere Web Client, select the menu navigation icon and 

then select Administration.

5. In the Administration navigation view, scroll down and select Configuration.
6. Select the Identity Provider tab, then select Identity Sources > Add.

y
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7. In the Add Identity Source wizard, select the Active Directory over LDAP server.
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8. In the Domain name field, add the following.
- For Name, enter the domain name (DN).
- For Base DN for users, enter the DN. 

This string is formed by separating each part of the fully qualified domain name 
(FQDN) with 'DC='.

For example: If the FQDN is 'example.com', enter the DN of 'DC=example,DC=COM'.
- For the Base DN for groups, enter the preceding DN string.
- For Domain name, enter the FQDN.
- For Domain Alias, enter the NetBIOS alias of the domain. 

By default, the NetBIOS alias is the first portion of the FQDN.
For example: If the FQDN is 'example.com', enter the NetBIOS alias of 'Example'.

- For Username, enter a domain user account that has administrative privileges in the 
domain.

- Enter the password for the administrative user.
- Select Add.

9. Select the newly created Identity Source, and then select Set as Default Domain.
10. A warning dialog box displays. Select Ok.

11.  In the Administration navigation view, select Users and Groups (A).
12. On Users and Groups, select the Groups tab (B).
13. On Groups, select the vertical ellipse icon next to the Administrators group (C).
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14. From the Administrators group dropdown menu, select Edit Group (D).

15. In the Edit Group window:
- From the Select a Domain dropdown menu, select the newly added Windows Active 

Directory (A).
- In the search field, enter:
dom

- From the search finds (B), select the Domain Admins user group.

16. Select Ok.
17. Select the username in the top right of the window (A). 
18. From the dropdown menu, select Logout (B).
19. In the vSphere web client sign in, verify you can sign in with AD credentials.
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Update the Hardware 
Compatibility List

You must keep your hardware compatibility list (HCL) updated, as it is critical to the stability of 
the VMware vSAN environment.

If the VVA displays an error that the VVA cannot automatically access the most current version, 
the HCL must be updated.

To update the HCL to the most current version, perform the following steps.
1. On the bottom of the vSAN HCL DB up-to-date alert page, select Troubleshoot.

2. In the bottom Recommendation to fix the issue section, select Alternative.
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3. In the Recommendation description, select the vSAN HCL Database hyperlink.

4. The web browser displays a database file similar to the following.

5. In the webpage, right-click and save the page as a JSON file. Functionality can vary 
depending on the web browser.

6. Return to the vCenter. 
7. At the bottom of the page, select Update from File.
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8. Select the file that is downloaded in step 5 and then select Open.

9. The HCL begins the update.
When the update is complete, a green Healthy logo is displayed.
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Add a Virtual Machine To add a VM, perform the following steps.
1. Open a web browser and navigate to:

https://vcenter.ra.internal
2. Sign in with the following credentials.

Username: administrator@ra.internal
Password: <system-specific password>

3. Select Login.
4. In the left pane, navigate to the Applications folder.

Right-click on the Applications folder and then select New Virtual Machine.

5. Select Create a new VM and then select Next.
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6. Name the VM, select the Application Folder, and then select Next.

7. Select host1.ra.internal as the compute resource.
In the Compatibility section, verify that the compatibility check is successful and then 
select Next.

8. Select vSanDatastore for the data storage location and then select Next.
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9. From the Compatible with dropdown menu, select the VMware ESXi software that is 
most compatible with the intended application.
In this example, the most current version of 8.0 is selected.

10. Select the operating system and version that the VM will be installed on, and then select 
Next.

11. Configure the fields so the new VM is set up appropriately for the intended application.

The default setting for adapter type is E1000E. 

Rockwell Automation recommends using the VMXNET 3 adapter, which can be 
selected from the Adapter Type dropdown menu.
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12. Review the configuration for the new VM. 
If any changes are needed, select Back.
If the configuration is correct, select Finish.

13. The new VM is now visible under Actions Navigation pane > Applications.

14. On the Summary tab of the new VM, select the Launch Remote i icon, then select 
Download Remote Console.
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15. From the download page, select the correct OS version for your application.

16. Sign in to VMware Customer Connect with your email address or customer number and 
password.

17. A zip file is downloaded.
18. Extract the zip file and launch the EXE (application) file.
19. The VMware Remote Console™ Install Wizard is displayed.
20. Accept the end user license agreement and install the software application.
56 Rockwell Automation Publication GMSN-UM003A-EN-P - October 2023



Chapter 3          Manage the System
21. When the installation is complete, select Finish.

22. Return to vCenter and select Launch Remote Console.
\

23. If any certificate warnings are displayed, select Connect Anyway.
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24. On the Boot Manager Screen, in the quick access toolbar, right-click the disk image and 
select Connect to Disk image file (iso).

25. In Windows File Explorer, navigate to the disk image and select Open.
26. On the Boot Manager screen, in the quick access toolbar, select the Send Ctrl+Alt+Delete 

icon.

27. To finish the installation, follow the prompts.
Prompts might vary based on the operating system you are using.

The new VM is now added to your network.
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Import an OVA Template To import an OVA template, perform the following steps.
1. Open a web browser and navigate to:

https://vcenter.ra.internal
2. Sign in with the following credentials.

Username: administrator@ra.internal
Password: <system-specific password>

3. Select Login.
4. On the Main Navigation pane, right-click on Clusters and select Deploy OVF Template…

5. Select the Local file radio button, and then select Upload Files.
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6. In Windows File Explorer, navigate to the appropriate OVA file, select Open, and then 
select Next.

7. Name the VM something specific to its intended use, select the location for the VM, and 
then select Next.
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8. Select a compute resource, then select the VM.
Be sure the compatibility check succeeded and then select Next.

9. Review the details of the template and then select Next.
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10. Select the storage for the OVA file. In the Compatibility section, verify that the 
compatibility check is successful and then select Next.

11. From the Destination Network dropdown menu, select the desired port group and then 
select Next.
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12. Verify the configuration. 
If any changes are needed, select Back. 
If the configuration looks correct, select Finish.

13. Verify OVF template deployment on the Cluster Recent Tasks panel.
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Notes:
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System Shut down and Startup
This section provides information on how to shut down and startup the VVA.

Shut down vSAN Cluster To shut down the vSAN cluster, perform the following steps.

1. To to import the necessary module, open Windows® PowerShell and enter:
Install-Module vmware.powercli

2. Press ENTER.
3. To connect to the VMware vCenter enter:

Connect-ViServer -Server 'vcenter.ra.internal'

4. Press ENTER.
5. Sign in with the following credentials.

Username: administrator@ra.internal
Password: <system-specific password>

6. Press ENTER.

7. To stop the vSAN cluster, enter:
Stop-VsanCluster -Cluster (Get-Cluster) -InfraVMs 
(Get-VM 'vCenter', 'Support-Proxy', 'Support-
Probe') -PowerOffReason 'Changing IP Address 
Scheme'

8. Press ENTER.

The power button and power status indicators on each server module turn off when the 
cluster shuts down.

9. To restart each server module, press the power button on each.
10. Monitor the VMware vCenter webpage until it becomes available:

https://vcenter.ra.internal
Rockwell Automation Publication GMSN-UM003A-EN-P - October 2023 65



Chapter 4          System Shut down and Startup
Shut down NPU To shut down the NPU, perform the following steps.
1. Open a web browser and navigate to:

https://192.168.249.13
2. Sign in with the following credentials.

Username: root
Password: <system-specific password>

3. Select Log in.

4. On the left side of the Navigator pane, select Host, and then select Shut Down on the 
center of the page.

5. On the Shut down warning dialog box, select Shut Down.

The system shuts down.
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Restart NPU To restart the NPU, perform the following steps.
1. Open a web browser and navigate to:

https//192.168.249.14
2. Sign in with the following credentials.

Username: root
Password: <system-specific password>

3. Select Log In.

4. From the System dropdown menu, select Overview.

5. Select Witness Server.

6. In Power Control Settings, select the Action dropdown menu > Power On.
7. Select Apply.
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Restart vSAN Cluster To restart the vSAN cluster, perform the following steps.
1. Press the power button on both server modules.
2. Open a web browser and monitor the VMware vCenter webpage until it becomes 

available:
https://vcenter.ra.internal

3. Once available, sign in into the VMware vCenter.
4. In the Navigator Pane, right-click the Cluster. 
5. Navigate to vSAN and select Restart Cluster.
6. Select Ok.
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Change the IP Address Schemes
This chapter provides information on how to modify the VVA network scheme for the following 
items:

• IP address
• subnet mask
• default gateway
• VLAN configurations, where applicable.

To modify the VVA network scheme, perform the procedures that are contained in this 
chapter.

Shut Down the vSAN Cluster

To shut down the vSAN Cluster, perform the following steps.
1. To import the necessary module, open Windows PowerShell from the Start menu and 

enter:
Install-Module vmware.powercli
Press ENTER.

2. To connect to the VMware vCenter, enter:
Connect-ViServer -Server 'vcenter.ra.internal'
Press ENTER.

3. Enter the following credentials.
Username: administrator@ra.internal
Password: <system-specific password>

4. Press ENTER.
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5. To stop the vSAN cluster, enter:
Stop-VsanCluster -Cluster (Get-Cluster) -InfraVMs 
(Get-VM 'vCenter', 'Support-Proxy', 'Support-
Probe') -PowerOffReason 'Changing IP Address 
Scheme'
Press ENTER.

6. When the cluster has stopped, the power button and power status indicators on each 
server module turn off.

7. To restore power to each module, press the power button on each unit.
8. Open a web browser and monitor the VMware vCenter webpage until the cluster 

becomes available: 
https://vcenter.ra.internal

Change the IPv4 Settings of the Witness Host

Because the Witness host is nested, the DCUI console can be accessed through the VMware 
ESXi web interface. To access the DCUI console, perform the following steps.

1. Open a web browser and navigate to the IP address of the NPU host:
https://192.168.249.13

2. In the left side navigation of the NPU host, navigate to Virtual Machines and select 
Witness. 

3. Select the command window thumbnail, which opens the Witness browser console
.

4. When the console displays, press F2. 
5. Sign in with the following credentials.

Username: root
Password: <system-specific password>

If you have not added ra.internal to your host file, you can monitor the 
VMware vCenter webpage with the following IP address:
https://192.168.249.18
For information on updating your host file, see Add Host Names to Local 
Host File on page 17.
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6. Press ENTER.

7. In the VMware ESXi DCUI, use the arrow keys to navigate to Configure Management 
Network and press ENTER.
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8. Select IPv4 Configuration, and press ENTER.

9. Use the UP and DOWN arrow keys to navigate the IPv4 setting, and input the new 
configuration.

10. When configuration is complete, press ENTER.
11. To exit, press the ESC key, and Y to confirm the changes.

Reset IP Address of NPU

To change the IP address of the NPU, perform the following steps.
1. Open a web browser and navigate to the IP address of the NPU host:

https://192.168.249.13
2. Enter the following credentials.

Username: root
Password: <system-specific password>
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3. Select Log In.

4. On the left side of the navigation pane, select Networking.
5. From the Networking submenu, select vmk0.
6. On the top right, select the VMkernel NICs tab.

7. Select Edit settings.
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8. On the settings screen, edit the Address and Subnet Mask as needed.

9. When finished, select Save.

Update Access and Trunk Port with New VLAN Tag (Optional)

If the default VLAN of 3249 must be changed, the access ports on the switch must be tagged 
with the new VLAN ID and the trunk ports must also be configured to allow the new VLAN ID.

Reset iDRAC IP Addresses

To reset the iDRAC IP addresses, perform the following steps.
1. Open a web browser and navigate to:

https://192.168.249.11
2. Sign in with the following credentials.

Username: root
Password: <system-specific password>

3. Select Log In.
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4. From the dropdown menu, select iDRAC Settings, then Connectivity.

5. From the dropdown menu, select Network, then select IPv4 Settings.

6. Configure each text field as needed, then select Apply.
7. On the Success window, select Ok.

8. To reset the iDRAC IP of another host, repeat the prior steps 1…7.
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Update NetSvcs IP

To modify the IP address of the NetSvcs VM, perform the following steps.
1. Open a web browser and navigate to the new IP address of the NPU host.
2. Sign in with the following credentials.

Username: root
Password: <system-specific password>

3. Select Log In.

4. From the Inventory Navigator on the left, select Virtual Machines. 
5. Select NetSvcs, then select the command thumbnail window, which opens the NetSvcs 

DCUI.

6. Sign in to the NetSvcs VM with the following credentials.
Username: sysadmin
Password: <system-specific password>
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7. Press ENTER.

8. Bring down the Ethernet interface with the following command:
nmcli connection down ens192

9. Modify the interface with the correct IP Address, CIDR/subnet mask, and gateway with 
the following command:
nmcli connection modify ens192 ipv4.addresses 
xx.xx.xx.xx/25 ipv4.gateway xx.xx.xx.xx

10. Activate the ens192 interface with the following command:
nmcli connection up ens192

11. Verify that the IP address changed with the following command: 
ip a

12. Test the connection to the newly assigned gateway with ping:
ping <new gateway IP address>
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Update NetSvcs DNS Settings

To update the NetSvcs DNS settings, perform the following steps.
1. If you are not already signed into the NetSvcs VM, login as detailed in steps 1…5 of 

Update NetSvcs IP on page 76. 
2. Once logged in, edit the DNS configuration file with the following command:

sudo vim /etc/unbound/local.d/ra.conf
3. Press ENTER.

4. Enter insertion mode by typing “i.” 
5. Use the arrow keys to navigate and make any needed changes.
6. To exit insertion mode, press ESC.
7. To save and exit the file, enter:

wq
and press ENTER.

8. Enter the following command:
sudo systemctl restart unbound
and press ENTER.

9. To confirm the unbound configuration status, enter:
systemctl status unbound
and press ENTER.
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10. Look for:
Active (running) 
and 
status=0/SUCCESS

11. To exit the unbound configuration status command, enter:
q

12. To sign out, enter:
logout
and press ENTER.

Change VMware vCenter IP Address with the VMware vCenter Server 
Appliance

To change the IP address of VMware vCenter, perform the following steps.
1. Open a web browser and navigate to the VMware vCenter Server Appliance:

https://192.169.249.18:5480
2. Sign in with the following credentials.

Username: administrator@ra.internal
Password: <system-specific password>

3. Select Login.
4. On the left side of the Appliance Manager, select Networking.

If this command returns any errors, check for any misspellings or errors in the 
configuration.
If neither are found, return to step 1 and repeat the procedure.
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5. On the top left, select Edit.

6. Select NIC 0 (Management Network) and then on the bottom right, select Next.

7. Select the Hostname and DNS dropdown menu.

8. Edit the DNS server settings text field as needed.
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9. Select the NIC 0 dropdown menu.

10. Edit theIPv4 text fields as needed.
When finished, select Next.

11. In the SSO credentials settings, enter the following credentials.
Username: administrator@ra.internal
Password: <system-specific password>

12. Select Next.

13. To save the updated IP address settings, select the Acknowledgment box and then 
select Finish.

The VMware vCenter saves the updated settings.
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Apply new VLAN Tag to Port Groups (Optional)

If the default VLAN of 3249 must be changed, each VMware ESXi host must be updated with the 
VLAN ID of each host. To do so, perform the following steps.

1. Open a web browser and navigate to:
https://192.168.249.14

2. Sign in with the following credentials.
Username: root
Password: <system-specific password>

3. Select Login.
4. On the left side, select Networking and then select Management VM Network.

5. Select Edit settings.
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6. Populate the VLAN ID with the appropriate VLAN ID and then select Save.

7. Repeat Steps 1...4 for additional hosts.
8. Open a new web browser tab or window and sign in to the Witness host:

https://witness.ra.internal
9. Sign in with the following credentials.

Username: root
Password: <system-specific password>

10. From the Navigator, select Networking.
11. Select the VMkernel NICs tab.
12. Select vmk1.

13. Select Edit settings.
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14. Input the appropriate address and subnet mask.

15. When finished, select Save.
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Update IP Addresses on vSAN Hosts

To update the IP addresses on the vSAN hosts, perform the following steps.
1. Open a web browser and navigate to the iDRAC on the host1:

https://192.168.249.14
2. Sign in with the following credentials.

Username: root
Password: <system-specific password>

3. Select Log In.

4. Select the Virtual Console thumbnail.
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5. Click inside the console and press the F2 key, which displays an authentication dialog 
box.

6. Sign in with the root and system-specific password, and then press ENTER.
7. In the VMware ESXi Direct Console User Interface (DCUI), navigate to Configure 

Management Network and press ENTER.

8. Select VLAN (Optional) and press ENTER.

9. Replace VLAN ID 3249 with the desired VLAN ID and press ENTER.
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10. Select IPv4 Configuration and press ENTER.

11. Change the IPv4 settings to the desired configuration.
12. When finished, press ENTER.

13. Use the down arrow key to navigate to the DNS Configuration field and press ENTER.

14. Enter the new IP address of the NetSvcs (DNS). 
15. When finished, press ENTER.
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16. To exit, press ESC and then press Y to confirm the changes.

17. Repeat the preceding steps 1…16 for host2.

Update High Availability

To update the high availability configuration, perform the following steps.
1. Open a web browser and navigate to the VMware vCenter:

https://192.168.249.14
2. Sign in with the following credentials.

Username: administrator@ra.internal
Password: <system-specific password>

3. Select Login.
4. From the left pane, select Cluster.
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5. From the top, select the Configure tab.

6. From the left Services dropdown menu, select vSphere Availability.

7. From the top right, select Edit.

8. From the top right, select the Advance Options tab.
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9. Update the das.isolationaddress0 text field with the new IP address.

10. When finished, select Ok.
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11. Right-click on host1 and select Reconfigure for vSphere HA.

The warning clears after a moment.
12. Repeat steps 4…10 for host2.

Reconnect Hosts

If the VMware vCenter displays an error that it cannot synchronize the host, the four hosts 
(host1, host2, NPU, and Witness) must be disconnected and reconnected. To do so, perform the 
following steps.

1. Open a web browser and navigate to the VMware vCenter:
https://192.168.249.14

2. Sign in with the following credentials.
Username: administrator@ra.internal
Password: <system-specific password>

3. Select Login.
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4. Right-click host1, select Connection > Disconnect.

5. To disconnect host1, select Ok.

6. Repeat steps 3 and 4 for the host2, NPU, and Witness.
7. After all four hosts are disconnected, right-click on host1 and select 

Connection > Connect.
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8. To reconnect the host, select Ok.

9. Repeat steps 7 and 8 for the remaining hosts.

Restart vSAN Cluster

To restart the vSAN cluster, perform the following steps.
1. In the VMware vCenter, right-click the Cluster and select vSAN > Restart cluster.

2. Select Restart.

The vSAN cluster restarts.
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Notes:
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Rename VersaVirtual Appliance Components
This chapter provides information on how to rename the VVA components. The procedures 
that are outlined in this chapter require approximately 1…2 hours to complete.

When multiple VVA units are installed on the same network, it is helpful to rename one of the 
units so both can be managed from one workstation. Renaming one of the units also reduces 
the need to edit the host file or reconfigure the DNS records.

Before you perform the procedures in this section, consider the following:
• Host and domain names can be changed.
• Since vSphere is configured to use FQDNs, the process remains consistent regardless 

of the change being requested.
• The procedures in this section are based on components that are configured with 

default names and IP addresses, such as vcenter.ra.internal and host1.ra.internal. 
• When a new host name is required, these procedures use "vva1-" at the start of the host 

name being changed — for example, vva1-*.example.com.
• The domain “ra.internal” is replaced with “example.com.” 
• During implementation, the example values used in this section are meant to be 

replaced with the desired host and domain names.

IMPORTANT The procedures documented in this section can be performed without system 
downtime. However, when you implement the steps in this section, system 
redundancy is degraded, which can result in downtime, should a hardware or 
software component fail during procedure execution.

Rockwell Automation recommends that you implement the procedures in this 
section during a time when an unexpected failure will not cause the loss of 
production or other hazards.
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Preliminary Steps Before you begin the rename process, perform the following preliminary steps. 
1. Confirm you have a current backup of any VM stored on the vSAN cluster. While this 

process should be safe to perform without data loss or disruption, one of the 
procedures temporarily removes nodes from the vSAN cluster. If a component fails 
during this time, data loss could result.

2. Verify that the hosts and VMware vCenter are running VMware vSphere 6.7u3 or later.
3. Update the local hosts file or DNS server for the computer that is used to perform these 

steps. Doing so helps ensure that the new and default host names resolve properly. 
Following is an example of a host file that reflects the default and updated host names.
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Rename Procedures
Add New Name Information 
to DNS Server Hosted by 
NetSvcs

Host name information must first be added to the DNS server hosted by NetSvcs. When you 
add host name information to this server, the VMware vCenter can resolve new and existing 
host names for the VMware vCenter and other system components. Adding host name 
information can also be helpful if you rename your VVA components.

To add new host name information to the DNS server hosted by NetSvcs, perform the following 
steps.

1. Connect to a terminal session on the NetSvcs VM, either through the VM remote console 
or through SSH. 
Rockwell Automation recommends that you use SSH with an editor such as Microsoft® 
Visual Studio® Code so you can edit the DNS server configuration files offline and paste 
changes from the editor into the configuration file.

2. Once connected, edit the ra.conf file with the following command:
sudo nano /etc/unbound/local.d/ra.conf

3. In the editor, add new records for forward and reverse entries.
a. If only the host name is changing, add the new records to the existing "local-zone" 

section.
b. If you change the domain name, create a "local-zone" section as show in the sample 

updated configuration in the Updated ra.conf at the end of this section.
Confirm that the updated configuration contains records for both original and new 
names. Original records are removed as the last step in the configuration process.

4. Press CTRL+O and enter to save the file.
5. To exit the editor, press CTRL+X.
6. With the file updated, enter:

sudo systemctl restart unbound
The process might take several minutes to complete. Completion status is not typically 
displayed.

7. To verify status after running the command in step 6, enter:
systemctl status unbound

8. Look for active (running) status.

Leave the shell session open.
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Factory default: ra.conf

Following is an example of the default ra.conf file.

access-control: 192.168.249.17/24 allow
access-control: 192.168.249.49/25 allow
access-control: 169.254.50.194/16 allow
access-control: 169.254.50.194/16 allow
access-control: 169.254.190/16 allow
access-control: 130.151.185.147/22 allow
access-control: 169.254.110.230/16 allow
access-control: 127.0.0.1/8 allow
unblock-lan-zones: yes
local-zone: "ra.internal." transparent

local-data: "npu.ra.internal. IN A 192.168.249.13"
local-data-ptr: "192.168.249.13 npu.ra.internal"
local-data: "host1.ra.internal. IN A 192.168.249.14"
local-data-ptr: "192.168.24v9.14 host1.ra.internal"
local-data: "host2.ra.internal. IN A 192.168.249.15"
local-data-ptr: "192.168.249.15 host2.ra.internal"
local-data: "witness.ra.internal. IN A 192.168.249.16"
local-data-ptr: "192.168.249.16 witness.ra.internal"
local-data: "NetSvcs.ra.internal. IN A 192.168.249.17"
local-data-ptr: "192.168.249.17 NetSvcs.ra.internal"
local-data: "vCenter.ra.internal. IN A 192.168.249.18"
local-data-ptr: "192.168.249.18 vCenter.ra.internal"
local-data: "Support-Probe.ra.internal. IN A 192.168.249.19"
local-data-ptr: "192.168.249.19 Support-Probe.ra.internal"

forward-zone:
name: "."
forward-addr: 192.168.249.1s
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Updated ra.conf

Following is an example of an ra.conf file, after it has been updated.

access-control: 192.168.249.17/24 allow
access-control: 192.168.249.49/25 allow
access-control: 169.254.50.194/16 allow
access-control: 169.254.50.194/16 allow
access-control: 169.254.190/16 allow
access-control: 130.151.185.147/22 allow
access-control: 169.254.110.230/16 allow
access-control: 127.0.0.1/8 allow
unblock-lan-zones: yes
local-zone: "ra.internal." transparent

local-data: "npu.ra.internal. IN A 192.168.249.13"
local-data-ptr: "192.168.249.13 npu.ra.internal"
local-data: "host1.ra.internal. IN A 192.168.249.14"
local-data-ptr: "192.168.249.14 host1.ra.internal"
local-data: "host2.ra.internal. IN A 192.168.249.15"
local-data-ptr: "192.168.249.15 host2.ra.internal"
local-data: "witness.ra.internal. IN A 192.168.249.16"
local-data-ptr: "192.168.249.16 witness.ra.internal"
local-data: "NetSvcs.ra.internal. IN A 192.168.249.17"
local-data-ptr: "192.168.249.17 NetSvcs.ra.internal"
local-data: "vCenter.ra.internal. IN A 192.168.249.18"
local-data-ptr: "192.168.249.18 vCenter.ra.internal"
local-data: "Support-Probe.ra.internal. IN A 192.168.249.19"
local-data-ptr: "192.168.249.19 Support-Probe.ra.internal"

local-zone: "example.com." transparent
local-data: "vva1-npu.example.com. IN A 192.168.249.13"
local-data-ptr: "192.168.249.13 vva1-npu.example.com"
local-data: "vva1-host1.example.com. IN A 192.168.249.14"
local-data-ptr: "192.168.249.14 vva1-host1.example.com"
local-data: "vva1-host2.example.com. IN A 192.168.249.15"
local-data-ptr: "192.168.249.15 vva1-host2.example.com"
local-data: "vva1-witness.example.com. IN A 192.168.249.16"
local-data-ptr: "192.168.249.16 vva1-witness.example.com"
local-data: "vva1-NetSvcs.example.com. IN A 192.168.249.17"
local-data-ptr: "192.168.249.17 vva1-NetSvcs.example.com"
local-data: "vva1-vCenter.example.com. IN A 192.168.249.18"
local-data-ptr: "192.168.249.18 vva1-vCenter.example.com"
local-data: "vva1-Support-Probe.example.com. IN A 
192.168.249.19"
local-data-ptr: "192.168.249.19 vva1-Support-
Probe.example.com"

forward-zone:
name: "."

forward-addr: 192.168.249.1
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Rename NetSvcs To rename the NetSvcs VM, perform the following procedures.
1. From the same shell session that was used to update the DNS server settings (in the 

Add New Name Information to DNS Server Hosted by NetSvcs section), enter: 
sudo hostnamectl set-hostname <new fqdn>
Replace "<new fqdn>" with the new host name and domain name for NetSvcs. For 
example:
sudo hostnamectl set-hostname vval-
netsvcs.example.com

No information is returned after you run this command.
2. To verify that the host name and domain name have changed, enter:

hostnamectl
Review the output and confirm the new host name and domain name in the static host 
name field.
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Rename VMware vCenter To rename the VMware vCenter, perform the following procedures.
1. Open a web browser and navigate to the VMware vCenter Server Appliance management 

interface:
https://vcenter.ra.internal:5480

2. Sign in with the following credentials.
Username: root (or) administrator@ra.internal
Password: <system-specific password>

3. Select Next.
4. To open the network settings wizard, select Networking from the left navigation. Then, 

from the upper right, select Edit.

5. The standard VMware vCenter deployment displays one network adapter. Select next.
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6. Update the host name field to the desired FQDN and then select Next.

7. Enter the default SSO credentials for the unit:
Username: administrator@ra.internal
Password: <system-specific password>

8. Select Next.
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9. Select the "I acknowledge that I have made a backup…" option and then select Finish.

10. The task progress window displays again. 
Continue to wait.

11. When the process is complete, select Close on the network update progress window.
12. The Summary page now reflects the new name of the VMware vCenter appliance.

WARNING: Do not refresh this page.
WARNING: After several minutes, the browser redirects you to the new FQDN.
WARNING: The VMware vCenter SSO is not functional at this point, so to sign in, 
use the root user name and password.

If you change the FQDN of VMware vCenter, the domain name that is used by the 
VMware vCenter SSO will not change. The default administrator account also 
remains unchanged:
administrator@ra.internal
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Redeploy the vSAN Witness 
Virtual Machine

It is typically more efficient to redeploy the vSAN witness VM with a new instance of the 
witness, rather than rename the existing instance. To redeploy the vSAN witness, perform the 
steps in this section.

Unregister and Remove Existing Witness

To unregister and remove the existing witness, perform the following procedures.
1. Sign in to the VMware vCenter Client
2. Open a web browser and navigate to the VMware vCenter Client:
3. https://vcenter.ra.internal
4. Sign in with the following credentials.

Username: administrator@ra.internal
Password: <system-specific password>

5. Select Login.
6. Once logged in, select Cluster and then navigate to the Configure tab.
7. From the configuration list, select Fault Domains.
8. Select Disable Stretched Cluster.

9. A warning is displayed to indicate that the vSAN witness is about to be removed from 
the cluster, which could lead to a cluster misconfiguration. Select Remove.

The cluster is degraded while the witness is replaced.

IMPORTANT This process degrades the redundant state of the vSAN cluster. To 
reduce the risk of data loss due to a component failure during this 
procedure, backup and shut down any VMs that are running on the unit.
Any VMs that are running during this procedure continue to run. 
However, when you perform the steps in this procedure, the unit 
operates without redundancy, and will stop operating if a cluster host 
or disk fails during the procedure.
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10. Wait for the Remove witness host and all Update vSAN configuration tasks to complete.

11. Right-click the Witness host and select Remove from Inventory.
 

12. Right-click on the Witness VM and select Power > Power Off.
 

It is not necessary to shut down the guess OS since the VM is going to be removed and 
replaced.
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13. Right-click on the Witness VM and select Delete from Disk.
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Deploy the New vSAN Witness Virtual Machine

To deploy the new vSAN witness VM, perform the following steps.
1. Right-click on the NPU host and select Deploy OVF Template.

2. In the Deploy OVF Template wizard, select Local File > Choose Files. Browse to the 
location of VMware-VirtualSAN-Witness-201912001-15160138.ova, or a newer version of 
that file provided by Rockwell Automation technical support. Then select Next.
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3. Enter a name for the Witness VM.

4. Select Next.
5. Verify that the NPU host is selected and that no compatibility issues are displayed, and 

then select Next.
 

The name does not have to match the host name or FQDN of the witness 
appliance.
Rockwell Automation recommends adding “witness” to the name to help 
identify it in the future.
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6. Review the template details.
If you specify additional configuration information for the VM, additional steps might be 
added to the wizard.

7. After you confirm the template details, select Next.

8. Review and accept the end-user license agreement and then select Next.
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9. Confirm that the Medium configuration size is selected and click Next.
 

10. Select NPU.Datastore as the target datastore, confirm that the virtual disk format is set 
to Thick Provision Lazy Zeroed, and then select Next.

11. On Select Networks, set Management Network to Management Network and Secondary 
Network to Management Network. Then select Next.
110 Rockwell Automation Publication GMSN-UM003A-EN-P - October 2023



Appendix B          Rename Procedures
12. On Customize Template enter the appliance password or desired password for the vSAN 
Witness, set Network for vSAN Traffic to Secondary. Then scroll down to complete the 
rest of the form.

13. Configure the Management Network as follows:
- IP address: 192.168.249.16
- Netmask: 255.255.255.0
- Gateway: 192.168.249.1

If the IP addresses in your unit have already been reconfigured per the procedures 
in this user manual, adjust the values in this section to match the new addresses 
used for the appliance. 
IP addresses referenced in the following steps and screenshots are based on 
factory defaults.
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14. Scroll down and continue the configuration, as follows.
- DNS Domain: ra.internal or the desired new domain name 

example: example.com
- Witness Host name: witness or the desired new host name

example: vva1-witness
- DNS Server: 192.168.249.17 

If the unit has been reconfigured per this user manual, use the new address that is 
assigned to NetSvcs

- NTP Servers: 192.168.249.1
If the unit has been reconfigured per this user manual, use the new addresses that 
are assigned to network module 1 and 2

15. Scroll down and set the Secondary Network address to 192.168.250.70, with a subnet 
mask of 255.255.255.192. 
Leave the gateway blank and select Next
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16. Review the configuration and then select Finish.

17. Wait for the Deploy OVF Template and Import OVF package tasks to complete.

18. Right-click on the new Witness VM and select Power > Power On
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19. Wait for the VM to finish start up. To monitor the startup sequence, select the VM, which 
displays a small console status icon to the right of the selection.

Register the New vSAN Witness

To register the new vSAN witness, perform the following steps.
1. Right-click Datacenter and select Add Host…

2. Enter the new FQDN of the Witness and select Next

3. Enter the following credentials.
Username: administrator@ra.internal
Password: <system-specific password>
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4. Select Next.

5. To accept the certificate thumbprint, select Yes.

6. Verify that the information on the Host summary screen is correct and click Next
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7. Accept the default license assignment and click Next
 

8. Accept the Lockdown mode default configuration and select Next.

IMPORTANT DO NOT CHANGE THE LICENSE.
The vSAN Witness virtual appliance is provided with a
pre-installed license from VMware.
If the license is changed, the witness must be removed and 
recreated.
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9. Select a VM location and then select Next.

10. Verify the configuration information and select Finish
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11. When the Add Standalone Host task completes, perform the following steps.
a. Select Cluster and navigate to the Configure tab.
b. From the configuration list, select Fault Domains.
c. Select Configure Stretched Cluster.

12. Select Secondary (fault domain) and then click the double arrow (>>) button. This moves 
the secondary fault domain to the right pane.
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13. Verify that host 1 is in the primary fault domain field and host 2 is in the secondary fault 
domain field. Then select Next

14. Select the new witness host from the inventory list, which launches the Configure 
Stretched Cluster wizard to run a compatibility check. Verify that the check succeeds 
and then select Next.

15. Select the cache and capacity tier disks. Confirm that there is only one of each, then 
select Next to continue.
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16. Verify the configuration information and then select Finish.

17. After you select Finish, you might receive the following error:

18. This error message might be false. If you receive it, verify the task sign in the 
background.

If there is an Add witness host and Update vSAN configuration task in the task list, close 
the wizard by clicking the X in the upper right and then wait for the tasks to complete. 
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19. To rebuild the virtual objects, perform the following steps.
a. Select the Monitor tab, and navigate to vSAN > Skyline Health.
b. Select the vSAN object health alert. 

Performance counter objects are degraded, even on systems without VMs. 
c. To start the rebuild, select Repair Objects Immediately.

It can take several minutes to complete this process, depending on the number of 
affected objects.

20. To monitor resynchronization, select vSAN > Resyncing objects.

Wait for the resynchronization to complete before continuing.
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Rename Cluster Hosts To rename the cluster hosts, you must remove each host from the vSAN cluster individually. If 
you perform these steps, your system redundancy will be temporarily degraded. To reduce the 
risk of data loss due to a component failure during this procedure, shut down and back up any 
VMs that run on the unit.

Rename Host 1

Enter Maintenance Mode on Host 1

To enter maintenance mode on host 1, perform the following procedures.
1. Open a web browser and navigate to the VMware vCenter Client:
2. https://vcenter.ra.internal
3. Sign in with the following credentials.

Username: administrator@ra.internal
Password: <system-specific password>

4. Select Login.
5. Right-click Host1 and select Maintenance Mode > Enter Maintenance Mode

6. Select Ensure accessibility and then select Ok.
 

IMPORTANT Any VMs that are running during this procedure continue to run.
However, the unit will run without redundancy and will stop running if a 
cluster host or disk fails during the procedure.
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7. If there is an active VM on Host 1, a warning is displayed.

8. Select Ok.
9. If there is an active VM on Host 1, select Host 1 and then navigate to the VMs tab. 
10. Select and drop each active VM from host 1 to host 2.

11. If you move multiple VMs, an alert is displayed to confirm the action.

12. To proceed, select Yes.

To move multiple VMs between hosts, hold down the shift key and select the VMs 
you wish to move, then move the selected VMs to the other host as needed.
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13. The Migration wizard is displayed. Select Change compute resource only and then select 
Next.

14. Verify that host 2 is selected then select Next.

15. Verify the VM Network connection mapping and select Next.
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16. Select Schedule vMotion with high priority then select Next.

17. When ready to migrate the VM(s), select Finish.

18. When VM migration is complete, the host exits maintenance mode.

19. To remove Host 1 from the cluster, select it and drop it into Datacenter.
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Remove Host 1 from VMware vCenter Inventory

To remove host 1 from the VMware vCenter inventory, perform the following procedures.
1. Right-click on Host 1 and select Remove from Inventory.

2. A remove host alert is displayed. To continue, select Yes.
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Reconfigure Host 1

To reconfigure host 1, perform the following procedures.
1. Open a new web browser tab or window and navigate to the local management 

interface for Host 1. The default addresses for the interface are as follows:
https://host1.ra.internal/ui
or 
https://192.168.249.14/ui 

2. Sign in with the following credentials.
Username: root
Password: <system-specific password>

3. Select Login.

4. In the left navigator, select Networking, then select the TCP/IP stacks tab, and then 
select Default TCP/IP stack.

5. Select Edit settings.
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6. Change the host name, domain name, and search domains to the desired values, then 
select Save.

7. Verify that the DNS configuration for Default TCP/IP stack contains the desired new 
values.

When finished, close the web browser.
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Add Host 1 Back to VMware vCenter Inventory

To add host 1 back to the VMware vCenter inventory, perform the following procedures.
1. In the vSphere Client, right-click Cluster1 and select Add Hosts…

2. Enter the new fully qualified domain name, user name, and password, then select Next.

3. Enter the following credentials.
Username: root
Password: <system-specific password>

4. A certificate alert is displayed for host 1. Select Ok.
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5. Confirm the host summary information and select Next.

6. Select Finish

Wait for all running tasks to complete. It might take several minutes for the system to 
complete all tasks.

Rename Host 2

To rename Host 2, repeat the procedures that are listed in the Rename Host 1 section.
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Rebalance Virtual Machines 
across the Cluster

After you rename the cluster hosts, all VMs run on host 1. 

If you want to separate applications for primary and secondary VMs, the cluster must be 
rebalanced manually.

Remove Obsolete 
Information from NetSvcs

After you rename the cluster hosts, Rockwell Automation recommends that you remove the 
original host name entries from the NetSvcs DNS configuration. To do so, perform the 
following steps.

1. Connect to a terminal session on the NetSvcs VM, either through the VM remote console 
or through SSH.
Rockwell Automation recommends that you use SSH with an editor such as Microsoft® 
Visual Studio® Code so you can edit the DNS server configuration files offline and paste 
changes from the editor into the configuration file.

2. Once connected, edit the ra.conf file with the following command:
sudo nano /etc/unbound/local.d/ra.conf

3. In the editor, remove the old records for forward and reverse entries.
4. If only the host name needs to be changed, remove the old local-zone section records.
5. If you change the domain name, the entire local-zone section for ra.internal can be 

removed.
6. To save the file, press CTRL-O and then ENTER.
7. To exit the editor, press CTRL-X.
8. With the file updated, enter the following command:

sudo systemctl restart unbound
It can take several minutes to complete and does not return a confirmation or other 
information.

9. Once complete, verify the system status by entering the command:
systemctl status unbound
Look for active (running) status.
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Final ra.conf

Following is an example of the ra.conf after the components have been renamed.

access-control: 192.168.249.17/24 allow
access-control: 192.168.249.49/25 allow
access-control: 169.254.50.194/16 allow
access-control: 169.254.50.194/16 allow
access-control: 169.254.190/16 allow
access-control: 130.151.185.147/22 allow
access-control: 169.254.110.230/16 allow
access-control: 127.0.0.1/8 allow
unblock-lan-zones: yes
local-zone: example.com. transparent

local-data: vva1-npu.example.com. IN A 192.168.249.13
local-data-ptr: 192.168.249.13 vva1-npu.example.com
local-data: vva1-host1.example.com. IN A 192.168.249.14
local-data-ptr: 192.168.249.14 vva1-host1.example.com
local-data: vva1-host2.example.com. IN A 192.168.249.15
local-data-ptr: 192.168.249.15 vva1-host2.example.com
local-data: vva1-witness.example.com. IN A 192.168.249.16
local-data-ptr: 192.168.249.16 vva1-witness.example.com
local-data: vva1-NetSvcs.example.com. IN A 192.168.249.17
local-data-ptr: 192.168.249.17 vva1-NetSvcs.example.com
local-data: vva1-vCenter.example.com. IN A 192.168.249.18
local-data-ptr: 192.168.249.18 vva1-vCenter.example.com
local-data: vva1-Support-Probe.example.com. IN A 
192.168.249.19
local-data-ptr: 192.168.249.19 vva1-Support-Probe.example.com

forward-zone:
name: .

forward-addr: 192.168.249.1
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Final steps After you have updated the naming scheme, Rockwell Automation strongly recommends that 
you perform a controlled system shut down and restart after you follow the procedures that 
are outlined in chapter 5 of the VersaVirtual User Manual and the knowledge base 
Answer QA45441. Performing the procedures that are outlined in these documents helps the 
VMware vCenter startup properly. Doing so also helps confirm that the newly deployed witness 
VM is added to the management node auto-start list.
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