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VersaVirtual Appliance User Manual User Manual

Important User Information

Read this document and the documents listed in the additional resources section about installation, configuration, and operation of this equipment before
you install, configure, operate, or maintain this product. Users are required to familiarize themselves with installation and wiring instructions in addition to
requirements of all applicable codes, laws, and standards.

Activities including installation, adjustments, putting into service, use, assembly, disassembly, and maintenance are required to be carried out by suitably
trained personnel in accordance with applicable code of practice.

If this equipment is used in a manner not specified by the manufacturer, the protection provided by the equipment may be impaired.

In no event will Rockwell Automation, Inc. be responsible or liable for indirect or consequential damages resulting from the use or application of this
equipment.

The examples and diagrams in this manual are included solely for illustrative purposes. Because of the many variables and requirements associated with
any particular installation, Rockwell Automation, Inc. cannot assume responsibility or liability for actual use based on the examples and diagrams.

No patent liability is assumed by Rockwell Automation, Inc. with respect to use of information, circuits, equipment, or software described in this manual.
Reproduction of the contents of this manual, in whole or in part, without written permission of Rockwell Automation, Inc., is prohibited.

Throughout this manual, when necessary, we use notes to make you aware of safety considerations.

WARNING: |dentifies information about practices or circumstances that can cause an explosion in a hazardous environment,
which may lead to personal injury or death, property damage, or economic loss.

ATTENTION: Identifies information about practices or circumstances that can lead to personal injury or death, property
damage, or ecanomic loss. Attentions help you identify a hazard, avoid a hazard, and recognize the consequence.

> B

IMPORTANT  Identifies information that is critical for successful application and understanding of the product.

These labels may also be on or inside the equipment to provide specific precautions.

SHOCK HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that dangerous
voltage may be present.

BURN HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that surfaces may
reach dangerous temperatures.

ARC FLASH HAZARD: Labels may be on or inside the equipment, for example, a motor control center, to alert people to
potential Arc Flash. Arc Flash will cause severe injury or death. Wear proper Personal Protective Equipment (PPE). Follow ALL
Regulatory requirements for safe work practices and for Personal Protective Equipment (PPE).

B> B>

The following icon may appear in the text of this document.

Identifies information that is useful and can help to make a process easier to do or easier to understand.

©

N
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Preface

About this Publication

Abbreviations

This manual provides information on how to install, configure, and manage the Rockwell

Automation Series B VersaVirtual™ Appliance (VVA), as follows.

Topic Page
Install the VersaVirtual Appliance 9
Integrate the Network 15
Manage the System 2
Rename VersaVirtual Appliance Components 95
System Shut down and Startup 65

This manual uses the following abbreviations.

Abbreviation Meaning

AD Active Directory

BMC Baseboard Management Controller
BOSS Boot Optimized Server Storage
DCUl Direct Console User Interface

DNS Domain Name System

FODN Fully Qualified Domain Name

GUI Graphical User Interface

HA High Availability

HCL Hardware Compatibility List

HD Hard drive

HSRP Hot standby Router Protocol

iDRAC Integrated Dell Remote Access Controller
LDAP Lightweight Directory Access Protocol
MAC Machine Access Controller

NAT Network Address Translation

NPU Nano Processing Unit

NTP Network Time Protocol

OVF Open Virtualization Format

SSD Solid-state drive

SSH Secure Shell

SS0 Single Sign On

VA Virtualization Appliance

vCPU Virtual Central Pracessing Unit
VLAN Virtual Local Area Network

VM Virtual Machine

vSAN Virtual Storage Area Network

VWA VersaVirtual Appliance
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Preface

Features Overview

The Rockwell Automation VVA is a hyperconverged (integrated computer, networking, and
storage) appliance intended for entry-level virtualization in a managed environment. The VVA
ships in a fully configured state, and includes support services to help minimize on-site
customer configuration.

The VVA CPU, memory, and storage are fully customizable. A VVA has the following baseline

specifications.

Component Baseline specification

Processor (CPU) 3rd Generation Intel Xeon D-2776NT 2.10 Ghz

Memory 128 GB

Storage controllers Boot Optimized Storage Subsystem (BOSS), 2 x M.2 SSDs 480 GB
Network (Ethernet) connection ports |4 x 10GbE SFP (max 50 Gb)

Usable storage 19TB

Operating system VMware vSphere® Standard

Input power 100...240V AC, 50/60 Hz, dual

Operating temperature range -5...55 °C (23...131 °F), with a cold start temperature of 0 °C (32 °F)
Mounting options Rack

Figure 1- VersaVirtual™ Series B Overview

Front view

Host 1

Download Firmware, You can download firmware, associated files (such as AOP, EDS, and DTM), and access product
Add-on Profile. EDS. and release notes from the Product Compatibility and Download Center at rok.auto/pcdc.

I I
Other Files
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Preface

Additional Resources

The following documents contain information for related Rockwell Automation products.

You can view or download additional publications at rok.auto/literature.

Resource

Description

EtherNet/IP" Network Devices User Manual, ENET-UM0OG

Describes how to configure and use EtherNet/IP devices to communicate on the EtherNet/IP
network.

Ethernet Reference Manual, ENET-RM002

Describes basic Ethernet concepts, infrastructure components, and infrastructure features.

System Security Design Guidelines Reference Manual, SECURE-RMO01

Provides guidance on how to conduct security assessments, implement Rockwell
Automation products in a secure system, harden the control system, manage user access,
and dispose of equipment.

UL Standards Listing for Industrial Control Products,
publication CMPNTS-SR002

Assists original equipment manufacturers (OEMs) with construction of panels, to help ensure
that they conform to the requirements of Underwriters Laboratories.

American Standards, Configurations, and Ratings: Introduction to
Motor Circuit Design, publication IC-AT001

Provides an overview of American motor circuit design, based on methods outlined in the

Industrial Components Preventive Maintenance, Enclosures, and Contact
Ratings Specifications, publication C-TD002

Provides a quick reference tool for AIIen-BradIeyTM industrial automation controls and
assemblies.

Safety Guidelines for the Application, Installation, and Maintenance of
Solid-state Control, publication_SGI-1.1

Designed to harmonize with NEMA Standards Publication No. ICS 1.1-1987 and provides
general guidelines for the application, installation, and maintenance of solid-state control in
the form of individual devices or packaged assemblies that incorporate solid-state
components.

Industrial Automation Wiring and Grounding Guidelines, publication 1770-4.1

Provides general guidelines for installing a Rockwell Automation industrial system.

ProposalWorks™ configuration software, rok.auto/systemtools

Helps configure complete, valid catalog numbers, and build complete quotes that are based
on detailed product information.

Rockwell Automation Global SCCR tool, rok.auto/sccr

Provides coordinated high-fault branch circuit solutions for motor starters, soft starters,
and component drives.

Product Certifications website, rok.auto/certifications

Provides declarations of conformity, certificates, and other certification details.
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Preface

Notes:
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Chapter ]

Install the VersaVirtual Appliance

To install the VVA, perform the steps that are contained in the following sections:
« Install the VVA in a Rack
« |dentify Ports and Components
«  Connect Network Cables
«  Connect Power Cables
 Install Front Bezel

Install the VVA in a Rack The VVA must be mounted in a rack.

IMPORTANT  Before you install the VVA into your rack, perform the following steps.

1. Review and follow any safety guidelines that are included in the rack
installation instructions.

2. Unbox the VVA and remove the shipping brackets and front bezel.
Install the cable management arms.

4, Mount the VVA in your rack using the hardware that came with your
VVA and rack.
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Chapter 1 Install the VersaVirtual Appliance

Identify Ports and The VVA contains the following ports and components:
components « Two server modules — left and right

«  One NPU module, which is used as a dedicated host for the VMware vSAN" witness host
and other appliances

«  Two power supplies

Server 1(left) Server 2 (right) NPU
+| 8 ssssmsssssaaas | [JsiSE 0l SSSEEIIIIENND | SV IEMgy cigems
CECEEE ) N CEEEEEEEE L) H e v ==
2| 3 Esssmmssssssss DEEEEEE 2| § Eamssmsassssss = HH =
HH H e am =
SEEEL e | B
C II.IIIa WEEH“ ':EE Ilﬂllajii = :'::E ' =
iDRAC MAC Address Labels Power Buttons and Power Status LEDs

Each server module has five network ports, including one Integrated Dell Remote Access
Controller (iDRAC) port. These server module ports must be connected to your network switch.

The NPU module has two network ports that must also be connected to your network switch.

VVA server module ports NPU module ports
— ™~ M =T
-t -t -t -t
. . . .
=] =] =] =]
o o o o

Port 1
Port 2

am
@ EEEEEEgEEEEEE
1 1 =11 Ll L1

5
=
[
o
o
-t
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Chapter 1 Install the VersaVirtual Appliance

Connect Network Cables The VVA ships with the following items:
 Eight Ethernet patch cables
«  Two copper direct attach cables (DAC)
«  Four copper transceiver modules

In order for the VVA to function properly, you must allocate eight GbE ports in your
O network switch: four access ports, and four trunk ports.

Rockwell Automation recommends that you configure your VVA to use two switches that
are connected to the balance of plant network, or separate power sources. This
configuration can help improve redundancy and avoid disruption due to maintenance or
failure. For more information, see Integrate the Network on page 15.

To connect your VVA to two switches, perform the following procedures.

Switch 1
S TIT kI O EELIR |
N ERREE | |

VWA Server 1 Server 2

Switch 2

Insert a transceiver module into ports 1and 2 on both servers.

Connect an Ethernet cable from port 1of server 1, to port 10of switch 1.
Connect an Ethernet cable from port 2 of server 1, to port 1of switch 2.
Connect an Ethernet cable from iDRAC port of server 1, to port 3 of switch 1.
Connect an Ethernet cable from port 1of server 2, to port 2 of switch 1.
Connect an Ethernet cable from port 2 of server 2, to port 2 of switch 2.
Connect an Ethernet cable from iDRAC port of server 2, to port 3 of switch 2.
Connect an Ethernet cable from NPU port 1, to port &4 of switch 1.

Connect an Ethernet cable from NPU port 2, to port &4 of switch 2.

Connect one DAC cable from port 3 of server 1, to port 3 of server 2.
Connect one DAC cable from port & of server 1, to port 4 of server 2.

Install dust filtration bezel.

"
N o
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Chapter 1 Install the VersaVirtual Appliance

Connect Power Cables Connect the appliance to a power source with the supplied power cables. When connected, the
power supply indicators illuminate.

- l==Illllllll===“””

0 a3 q
- N N NN N R—

. ‘i

Install Front Bezel To install the front bezel, perform the following steps.
1. Align the right bracket to the right ear of the unit.
2. Tighten the two screws to secure the right bracket to the right ear.

| i

T

r
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Chapter 1 Install the VersaVirtual Appliance

3. Repeat this process for the left bracket.

ﬂ"“"::i' 11

The front bezel is now installed.
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Chapter 1 Install the VersaVirtual Appliance

Notes:
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Chapter 2

Connect the Appliance to

the Network

Use the Default VLAN

Integrate the Network

This section provides information on how to integrate the VVA into your network.

Before you connect the appliance to your network, note the following:

Rockwell Automation recommends that you configure your VVA to use two switches.
The switches do not need to be stacked or configured as a redundant pair, but should
be connected to the balance of plant network, or separate power sources. This
configuration can help improve redundancy and avoid disruption due to maintenance
or failure.

Rockwell Automation recommends that you use the default virtual local area network
(VLAN)and subnet address. For more information, see the Use the Default VLAN section.

If you use the VVA default VLAN and subnet, the default management VLAN 3249 should
be added to the layer 3 core switch or router, and all switches between the server
access switches and core switch. The core switch should also be configured with an IP
address of 192.168.249.1/24 on VLAN 3249.

Rockwell Automation recommends that you add a list of default VVA IP addresses and
corresponding host names to your host file. For more information, see the Add Host
Names to Local Host File section on page 17.

IP address schemes can be changed. For more information, see Change the IP Address
Schemes on page 69.

In order to manage the VVA, you must configure the management ports on you switch
as trunk ports. The iDRAC ports on your switch must also be configured as access ports.
Check the documentation that came with your switch for more information.

The default VLAN for the VVA is 3249 and uses subnet 192.168.249.0/24. To add the default VVA
VLAN to your network and assign your router an IP address of 192.168.249.1, perform the
following steps.

IMPORTANT  The following two steps are based on the use of a Cisco® Stratix® 5410

core switch and two Stratix 5410 access switches.

1.

Sign in to your core router and add the following entries:

router#config term

router#config terminal

router (config) #vlan 3249

router (config-vlan) #name VersaVirtual
router (config-vlan) #interface vlan 3249

router (config-if) #description VersaVirtual Management

(
(
router (config-if) #ip address 192.168.249.1 255.255.255.0
(
(

router (config-if) #fexit
router (config) #end
routerf#wr

Rockwell Automation Publication GMSN-UMOO3A-EN-P - October 2023 15



Chapter 2 Integrate the Network

2. Verify the configuration of your switches.
The configuration should resemble the following.

Switch 1

vlan 3249
name VVA Management
|
vlan 3250
name VVA vMotion
!
vlan 3251
name VVA vSAN
|
interface GigabitEthernetl/1
description host 1 port 1
switchport mode trunk
|
interface GigabitEthernetl/2
description host 2 port 1
switchport mode trunk
|
interface GigabitEthernetl/3
description Host 1 iDRAC
switchport access vlan 3249
switchport mode access
!
interface GigabitEthernetl/4
description NPU port 1
switchport access vlan 3249
switchport mode access

Switch 2

vlan 3249

name VVA Management

!

vlan 3250

name VVA vMotion

|

vlan 3251

name VVA vSAN

!

interface GigabitEthernetl/1
description host 1 port 2
switchport mode trunk

!

interface GigabitEthernetl/2
description host 2 port 2
switchport mode trunk

!

interface GigabitEthernetl/3
description Host 2 iDRAC
switchport access vlan 3249
switchport mode access

|

interface GigabitEthernetl/4
description NPU port 2
switchport access vlan 3249
switchport mode access

16 Rockwell Automation Publication GMSN-UMOO3A-EN-P - October 2023



Chapter 2 Integrate the Network

Add Host Names to Local

Host File

perform the following steps.

1.

O

Open Windows® Notepad from the Windows Start menu or Search bar.

Copy and paste the following list of IP addresses and host names into a new note.

Apps

Best match

! Notepad
App

£ notepad

To add a list of default VVA IP addresses and corresponding host names to your local host file,

Note: the procedures in this section are based on a Windows 10 computer. Other
versions of Windows might vary.

192.
192.
192.
192.
192.
192.
192.
192.
192.
192.

168.
168.
168.
168.
168.
168.
168.
168.
168.
168.

249.
249.
249.
249.
249.
249.
249.
249.
249.
249.

hostl-bmc.ra.internal # Host 1 BMC
host2-bmc.ra.internal # Host 2 BMC
vCenter.ra.internal # vCenter server
hostl.ra.internal # cluster host 1
host2.ra.internal # cluster host 2
npu.ra.internal # management host
witness.ra.internal # witness host
netsvcs.ra.internal # DNS server
support-probe.ra.internal # Support probe
support-proxy.ra.internal # Support proxy

Leave the note open.

Rockwell Automation Publication GMSN-UMOO3A-EN-P - October 2023
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Chapter 2 Integrate the Network

4, Run Windows Notepad as administrator:
a. Right-click Notepad from the Start menu, or Search bar
b. Select Run as Administrator.

Best match

Notepad

App o PRun as administrator

11 Open file location
P ko Start
Pin 1o taskbar

Uninstall

£ notepad
5. Select the File menu > Open.
6. Navigate to the following Windows directory:
Local Disk (C:)\Windows\System32\Drivers\etc

« v 1 « Windows > System32 > drivers > etc ~ [&] 2 Search etc
Organize ~ New folder =~ O e

~

- Name Date modified Ty

No items match your search.

Select a file to preview.

File name; “ V| Text Documents (*.txt) ~

Encoding: |Auto-Detect N Cancel

18 Rockwell Automation Publication GMSN-UMOO3A-EN-P - October 2023



Chapter 2 Integrate the Network

7. From the File Type dropdown menu, select All Files.

Unuucu —wwicpau
“— v 4 « Windows > System32 > drivers > etc ~ [&] O Search etc
Organize ~ New folder =y O @
~
- * Name Date modified Ty

No items match your search.

Select a file to preview.

File name: V‘ Text Documents (*.txt) »

Enceding: Auto-Detect ~ | LAll Files

8. Select the hosts file and then Open.

— v 1 <« Windows » System32 » drivers » eic ~ [&] 2 Search etc
Organize * New folder = O @
- ” Name Date modi
[ hosts 3/20/2023.
I [] imhosts.sam 12/7/2019
e [ networks 12/7/2019
| protoco /7]
L] pt | 12/7/2019
[ services 3/9/2023 6

No preview available.

']

]

File pame: ‘hosts V| All Files ~

Encoding: |Auto-Detect ~ Cancel

9. Inthe hosts file, delete any entries for the Default VVA Network scheme.
See step 2. for the default values.

10. Return to your original Windows Notepad document that contains the list of new hosts
and IP addresses.

[ wam - Vartigal a o
Fie il P Vies Hel
# b placed im the first coluwn followed by the Corresponding RoIT Fawme
# The 1P sddresy s the hoot nome should Be sepaewted by ot least ene
¥ space
L
# haditionally, commerts (s o thess) noy be dnserted on dndividasl
# lines or follodeg the maching nane derobed by 2 "¢ pymbol
"
¥ For exanple
"
J 18R 3404 97 AR, Bem. i P louRLE Lorver
" 382380, 10 X, Bong. Con " x client Post
¥ localfost nane retolution d5 hendled within DAG Iteald
L] ITe..0 Joc bt
v 1 v
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Chapter 2

Integrate the Network

20

1. Select all entries with CTRL+A.

T "urmtims - Fonagad
Rie Gin Fasmal  Wies Heg

e

12. Copy the entries with CTRL+C.

13. Return to the hosts file.

14. Place your cursor below the last line of text.
15. Paste the new entries with CTRL+V.

N ]
Wi Elt Fosmil Vs il
#® This file containe the meopdngs of 1P pddresses to host neses. Esch
# entry whould be wept o 8 individeal line. The [# sddeess ssould
# pe plated in the Virst columm followed By the corresponding most mme.
# The 7 address and the Moot Apse sould Be scparated by ot least one
¥ spate.
*
* sasiciorally, commevty (Puch a3 these) may b lserted on individes]

# lires or follouing the machine ~ame denoted by & *F' symbol.
L

¥ For example:

L]

" LIRS PRAAG, BEme . (0N P Boure perver
" L WA ] u_scms . Com P x clieat maaw
* localrost mome resolvtion Iv Pondled withis 008 dtself.

L) ree.d localnost

L] nl localhost

152,168, 249, 11 Poatl-teme.rs. dnteraal B HoEt § Basssoacd Mansgessnt [ontralles
ER2, 168, 249, 12 Poatl-teme . s, dnteenal B MEET I Badedoscd Mansfement [oatroller
ERY, 168, 2400, 18 wlenter, vy, bntercal Fowlavter porver

ESE. 100 309, 14 Fogtl.ra.boternal F cluster hodt 1

K92 160, 4%, 1% Postl.ra.doternal ® cluster host 1

92,158 24%. 15 Ao ra. laternal F sanadenet MOST

N5, 168, 143 16 witrais. ra dAteraal F wlteds hedt

BE3. 168 24% OF serrved.fuolatecasl DN sacvar

BE2, 168, 249, 19 tupoort-pecte. rd, Laternal I Support probe

ERY, 160, 4%, 10 upoortproxy . ra. betemal B kopsrt prasy

LA e

BN, W LRI -

16.  From the File menu, select Save and then close the file.

The default VVA IP addresses are now part of the local hosts file.
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Chapter 3

Manage the System

Domain Name system The Domain Name System (DNS) on your network can be configured to access to the VMware

: vSphere® Web Client from your VVA. DNS can also be configured to integrate the VVA into an
Requlrements Active Directory (AD) environment. See Configure Active Directory Authentication on page 45
for more information.

To access the VMware vSphere Web Client, you must complete one of the following
procedures:

«  Configure your AD to forward DNS requests from the ra.internal domain to the NetSvcs
virtual machine (VM) default IP address — 192.168.249.17.

Configure your management computer to use the NetSvcs VM default IP address as your
DNS server — IP address 192.168.249.17.

« Add entries in your host file for the VVA in the management computer.

Forward DNS Requests

To add DNS conditional forwarders to the VVA, perform the following steps.

1. Open the Server Manager from the Windows” Start men.
2. On the Server Manager dashboard, select Tools and then DNS.

K { |
= N

3. Inthe Navigation pane on DNS Manager, right-click Conditional Forwarders and select
New Conditional Forwarder.

2, DNS Manager
File Action View Help
o AP XE =2 Hm 8§ EC

& DNs | 1P Address
v § USMVINSSMWADOO1 | II—E”-E 30.136.34
» [) Forward Lookup Zones [ 11723013635
» [ Reverse Lookup Zones . A
v (] Conditional Forwarders |
| Neuéond'mona | Forwarder...
Refresh
The New Conditional Forwarder box displays.
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4. In the DNS Domain field, add the following domain:

ra.internal
New Conditional Forwarder X
DINS Domain:
ra.internal |
IP addresses of the master servers:
IP Address Server FQDN Validated
<Click here to add a...
0192_ 168.249.17 <Unable to resolve> A timeout ocaurred duri...
[A5tore this conditional forwarder in Active Directory, and replicate it as follows:)
| Al DNS servers in this forest v/
A This will not replicate to DNS servers that are pre-Windows Server 2003
domain controllers

Number of seconds before forward queries time out:

The server FQDN will not be avadable if the appropriate reverse lookup zones and entries are not
configured.

L e ][ conce |

5. Select the <Click here to add...> field and add an IP address.

New Conditional Forwarder X

DINS Domain:
ra.internal

IP addresses of the master servers:

IP Address Server FQDN Valdated

| Deete |
<Click here to add a...
. 2499, <Unabie to resolve> &hnwtocqmedd.n...l

[A5tore this conditional forwarder in Active Drectory, and repiicate it as folows:)

|Mmﬁmhﬂisqu=t "l

m This will not replicate to DNS servers that are pre-Windows Server 2003
domain controllers
Number of seconds before forward queries time out:

The server FQDN will not be avadable if the appropriate reverse lookup zones and entries are not
cnnﬁg.ud.

] o]

6. Toquery and validate the IP address, check the "Store this conditional forwarder in
Active Directory .. ." option.

The query timeout settings value can be adjusted as needed.
7. After the IP address is established and validated, select Ok.
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8. Confirm ra.internal is listed under the DNS Conditional Forwarder list.

2, DNS Manager
File Action View Help

e 2mXEc2 EBm § 8

| & ONs IP Address
v § USMVINSSMWADOOT []192.168.249.17
> (] Forward Lookup Zones ||
> ) Reverse Lookup Zones
v ] Conditional Forwarders
> (5] mvilabs.ra-int.com

& ra.interBl

9. Toreturn to the Server Manager dashboard, close the DNS Manager window.

L 0885 Manager - 0
Fig Adion View Help
e arXEds= Bm i B

The entry is now added as a DNS conditional forwarder.

Configure the Management Computer

To add the DNS server address to a Windows” computer, perform the following steps.

Note: the procedures in this section are based on a Windows 10 computer. Other

versions of Windows might vary.

1. From the Start menu, open the Control Panel.
2. Inthe Control Panel, select Network and Internet.
3. On the Network and Sharing Center, select the Ethernet link.

+ 3_1: £ pwtrgal P gt et ged tareat © Fartaor gre Whanen (ente

- Vieew your basic nehwork inlormation and set up connNeCtiong
T )
Vemm yous BTn rartatrk
Chrtegh et iefiegn
bt e il L | LERE A 2 alaaad
e Prsy dig ool i Conwacinns g | ’J

Blgtad o o=l
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4. On the General tab of Ethernet Status, select Properties.

Coerees ol

Corrmctan
Pl Comnecinily: Interret
Pvé Comnicinaly: o reBvork a0ess
My State: Enabled
Duraton: 4 days 2054
Soeed: 10.0 Ghos.
0 =

ACmaty

Sl — g — Rpteeed
=

Bytes: 122,683,010,.668 | 41,645, 110.831

[Osrs]) | @ouse || ooy

5. On the Networking tab, select Properties.

Netwokng

Connect usng
P vrenet) Ethemet Adagler

| Configre
Thlm“-hiﬁ-ul-n
- for Mcroscht Netwarss N
¥ T Fie and Prrter Shanng for MicrosoR Hetworka
o TGS Packet Scheduer
¥ 4 Irdemet Protocel Verson 4 (TCPAPW) 3

O & Microsoft Network Adapter Mubplesor Protocol
¥ s Merssch LLOP Protocel Dver
ﬂ;mww{ﬂt’ﬁ »
‘LE!E“ﬂ""'

Trararssmon Cortral Protocol rtemet Pratocal The delaut
e ared Meteorh pratocol al Drovdes ComTTuUnECaten
scrman dreerss rterorvacted ralwork
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6. On the General tab, select Advanced.

G sl

Tou can gt P pettrgs ssagred sutemaboaly f pour reteort oo
Tt capabdly. Othervete, you Need D Sk pour Mefedrs sdmealr st
for Tt spproorale [P weitegl.

(C) e an B address sutomatcaly

(i) L e Foloreng 1P acdress:

[P scdress: (. & &
Cutwet (5. = =]

Do fand? gateway- (. & ]
Civtwr DA server sl et autormatoally

) U S folorar DN vy adcressey

Preferred 00 server: (0.8 & =]

kternate UM perer _':E __i__-I__-_-:

[ vaicdate setorgs upon et @

o Carcel

7. Onthe DNS tab, select Add.

PSetings DHS  wins

DS server addresses, in onder of use:

1008 - 5 E‘

IE E“_ | Remove

The fabowing three se are appeed to all cormections with TCRTP
enabled. For resclution of unqualified names:

) Append primary and cornecton spedifle DHS suffixes
£ Apend parent suffices of the primary DS suffx

8. Enter the IP address for your DNS server and select Add.

152. o o |
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9. Onthe DNS tab, select the new DNS address, press the green up-arrow until the address
is at the top of the order, and then select Ok.

Pietongn O wps

DS perver Boihetted, n onder of use

e I
. LB
T p——

The bolavers) Tree e ophed B ol Gorrechon st TOPBP
erabled. For resoiuton of unquaided names-

W) Apperd preeay o Conrechon o™t DNG wfan
] gt et matrs. of S premary D6S i
() dpperd Tese DG sufues [n order):

¥

aas. || ke Fomov
[T T A ——

=] tegeter T correchon s sddremes n D0 3
[ i s correcmon's. Ofch sffle 0 OFS regar stion

o Carenl

10. On the General tab, verify that the IP address just added is the preferred DNS server
address.

1. Once verified, select Ok.

Gerer sl

Yo can gt IP settrgs ssagred sstomatcaly f pour neteork apoports
e capabsiity, Ofwrvese, yvou need D ash your merbeork admee iy ator

for e approprate P petonge.
(CrCttmn an I sddrens sutomatcaly

) e e folowng [P acdrens:

P addrem: [m. - - e
—— [ - -]
etk gatemar: (o .5 = 7

—_—

Ctvr DN s phS st s tormatoaly
e e Rl DG de e sy ey

Mot DG zevuer [0 = & |
Ot

12. On the Networking tab, select Close.
13. On the General tab, Close.
14. Close Networking and Sharing Center window.
The DNS server address is now reachable via the Ethernet connection.

Rockwell Automation Publication GMSN-UMOO3A-EN-P - October 2023



Chapter 3 Manage the System

Install VersaVirtual This section provides information on how to install VVA licenses within 90 days of purchase.
Licenses

IMPORTANT The VVA ships with a 90-day evaluation license. To continue uninterrupted
service, Rockwell Automation recommends that you install a license before
the end of the 90-day evaluation period.

To install a license after the VVA 90-day evaluation has expired, visit the
Rockwell Automation Knowledgebase and search for “VersaVirtual.”

Other application licenses, such as those for Microsoft®, are not included with
the VVA.

To install VVA licenses, perform the following steps.
1. Access the following VMware® website:
https://vcenter.ra.internal.
2. Under Getting Stated, select Launch vSphere Client.

1w} D Welcome to VMware vSphere x |+

< @] A Motsecure | hitps://vcenterrainternal

vmware

Getting Started

LAUNCH VSFHERE CLIENT

Documentation

WMware vSphere Documentation Center

3. Logon with the following credentials.
Username: administrator@ra.internal
Password: <system-specific password>

4. Select Login.

VMware® vSphere

administrator@ra.internal

T TR YY TY

LOGIN
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5. At the top of the home page, select Manage Your Licenses.

N There are expired or expiring licenses in your inventory. il MANAGE YOUR LICENSES

vSphere Client

< m Datacenter | :acrions
[D] E @ Summary Manitor Configure Permissions Hosts & Clusters VMs

vCenter.rainternal

Datacenter Details i @

6. Inthe left pane, select Licenses, then select the Assets tab, and then verify the
vCenter.ra.internal asset is selected.

<
Licenses
Administration

Access Contral w .
- ¥ U ¥ v o v | Lo ¥
Sclutions v i

7. From the top, select the Hosts tab and verify hostl.ra.internal is selected.

Licenses
GO TO CUSTOMER CONM
Licenses Products Aszsets
I
Asset LT T | procuet T cense S I IR
& Never
% | [ nostzraimemal  1CPUS(uplo T2core.  Evalation Mode Evaluation Lice: A 0612023
Iy
b3 ‘

8. From the top, select vSAN Clusters and verify that Cluster is selected.

Licenses

GO TO CUSTOMER CONNECT
Licenses Products Assets

9. From the top, select vCenter Server Systems.

Licenses

Licenses Products

WCEMTER SERVER SYSTEMS
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10. In the left pane, select Licensing > Licenses.

vSphere Client

Admiristration

Access Control

Licensing

Solutions

Client Plugins

1. In the right pane, under Licenses, select Add.

vSphere Client

Administration
Access Control
Roles

Global Permissions

Licensing

Licenses

e

Solutions

Client Plugins

12. Enter the license keys that were supplied with your appliance purchase and select Next.

New Licenses Enter license keys
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13. Rename each license key as needed and select Next.

New Licenses Edit license names
Product wCenter Server B Foundation Capacity: 1instances

Moense NAME:  VVA vSAN 8
License koey Expires:  Never
Product VSAN Standard Capacity: 2 CPUS (up to 32 cores)

License name.  VVA vSphere 8

License key Expires: Never

Product wSphere B Standand Capacity: 2 CPUS (up 0 32 cores)
name: a4

License key Expires: Mever

Product vSphere 7 Standard Capacity: 1 CPUs (up to 32 cores)

CANCEL BACK
14. Verify the license key names. If any changes are needed, select Back.

New Licenses Ready to complete %
Number of hcenses: 4

VWA vCenter B

VVA VSAN B

v VWA vSphere 8

15. After verifying the license names, select FINISH.
The main License page is displayed.
16. In the left pane, select Licenses, then the Assets tab at the top.

17. Verify that the vCenter.ra.internal asset is selected and then select the Assign License
link.

Licenses
Administration

Access Control
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18. On the Assign License page, verify that the new vCenter Foundation license key is
available and selected and then select Ok.

Assign License

ExisTING LicEnsEs IR

Assignment Validation for VA vCenter 8

» features wil become unavalable

The main Assets page is displayed.
19. Select HOSTS and verify that the following three assets are checked:
hostl.ra.internal
host2.ra.internal
npu.ra.internal

Administration

Access Control

Deployment

20. Select the Assign License link.

21. AnAssign License dialog box is displayed to confirm license configuration on multiple
objects. Select Yes.

Assign License X

Farform this action on 3 objects?
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22. The Assign License page appears.
Verify the new vSphere standard license key is available and selected and select Ok.

Assgn Licenss - 3 Db
L]

The Hosts page is displayed.
23. Select vSAN Clusters.
Verify that Cluster is selected and select the Assign License link.

<
[siministration Licenses ‘
Accers Control . S .
Licensing < E——— h
| vooewer | T :
Solutions I -

Chent Pluging

24. On the Assign License page, verify the new vSAN standard license key is available and
selected and select Ok.

Assign License

1
Assignment Validation for VA vSAN 8

Some teatures will become unavalable

The Cluster page is displayed.
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25. In the upper-left corner, select the menu navigation icon > Inventory.

VBB £ FilarTal
I Dabscense

=T

.: PeorS L Fiari

¥ ‘I

Reliyr ‘il Bl
By P Pinecihar
S aprperel Dy cslig
St NPTy

T R u§

26. Confirm that each asset that the license was applied to is now visible.

‘@ hostirainternal

~ || Licensing

Lerrie WA viphere 8
Licerse ey
Braguet Vigrsre 8 Stanasr

v sage 1 CPUs fup o X2 coves)
Ucenas expration @ i
Lcenaad featres Unirraed v SMS

H.264 for Bemote Consoie Corections
v agent P Wihbware Poul
A VEgrare APV
Conbent Libeary
Storage AP
Vicrare Whoten
RGwcn vidotion
VEgrane Ha

v Viokare Data Probecion
e VEgreere R aton

Repeat the prior steps to add any licenses not installed on the system.
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Change Default Passwords  This section provides details on how to change the default passwords for each component.

Baseboard Management Controller

Each VVA has a Baseboard Management Controller (BMC) with two host management
controllers. To change the system password on each BMC, perform the following steps.

1. Open a web browser and navigate to:
https://192.168.249.11

2. Sign in with the following credentials.
Username: root
Password: <system-specific password>

3. Select Log In.

Integrated Dell Remote Access Controller 9

host1-bmc | PowerEdge XR4520c | Enterprise

Type the User Name and Password and click Log In

Username: Password: @

Domain:

This iDRAC i

4, On the Dashboard page, select iDRAC Settings > Users.

--m IDRACY Enterprise

# Dashboard & System 8 Storage fif Configuration~  FI Maintenance ™ 9, iDRAC Settings "
Dashboard il
£ Health Information lis b::y;uf-m INoMmauon

5. Onthe iDRAC Settings page, select Local Users, then root user, then Edit.

EE iDRACS | Enterprise
# Dashboard [E System™~ S Storage ™ 1t configuration ~ = Maintenance *

IDRAC Settings

Overview Connectivity Services Users Settings

v Local USers e

it B
D User Name ’ State User Role

Administrator

[#5]

sysadmin Enabled MNone
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6. Inthe Edit User dialog box, enter the new password in the Password and Confirm
Password fields.

7. When finished, select Save.

Edit User (7]
User Configuration SSH Key Configurations Smart Card Configuration

User Account Settings

ID 2

Password* sernaenararrer S—————
Confirm Password® P E—
User Privileges

User Rolke mdministrator

Login to iIDRAC Configure iDRAC Configure Users
Clear Logs Control and Configure System Access Virtual Console
Access Virtual Media F Test Alerts Execute Debug Commands

=3
8. When the success dialog box is displayed, select Ok.
9. Sign out of the BMC website and the new credentials.
10. Repeat steps 1...9 for the other host management controller.

For step 1, use the URL address for the other host controller:
https://192.168.249.12

VMware vSphere

The VMware vSphere has one NPU, one Witness, and two cluster hosts. To change the
password for each one, perform the following steps on each host.

1. Open a web browser and navigate to:
https://192.168.249.13

2. Sign in with the following credentials.
Username: root
Password: <system-specific password>
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3. Select Login.

User name

Password

4. Under the navigation pane, select Manage.

-

“I7 Navigator

~ [g Host

Monitor

- (5] Virtual Machines

5. On the Manage page, select the Security and Users tab.

vmware ESXi

rool@192.168.249.13 - Help -

[ npu.rainternal - Manage

Acceptance level

Authentication
Cenificates
Users

Roles

Lockdown mode

Acceptance level

System Hardware Licansing Packages Servicas Security & users |

# Eansettings | ' Refresh

Partnes

6. Under the Acceptance Level Navigation Pane, select Users.

vmware ESXi-

rool@ 162 168.249.13 - Help -

Q Search %

Acceplance level 5 Add user
Authentication
Certificates

o
Roles ot

Lockdown mode
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7. Select root and then Edit User.

vmware EsXi MOKEE2 16824913 » | Help -
T3 Navigator | ﬂ npuraintemnal - Manage
| System Hardware Licensing Fackages Senvices Security & users
Acceptance level 4 Adduser # Edituser (¥ Refrash
Authentication Q. Search
Cerntificates
User Name ~ Description ~ Shell Access v
Roles root Administrator true
Lockdown mode 1 items i

8. Inthe Edit User dialog box, enter the new password in the Password and Confirm
Password fields.

rf Edit User
User name root
Description | Administrator |
Password | .............. ‘
Confirm password | .............. B ‘
Enable Shell Access

| Save || Cancel

“1

9. When finished, select Save.

10. Sign out of the VMware ESXi webpage and the new credentials.
1. Repeat steps 1...10 for each of the two cluster hosts and the Witness.

For step 1, use the following URL addresses for each ESX host:
hostl: https://192.168.249.14
host2: https://192.168.249.15
Witness: https://192.168.249.16

VMware vCenter

To change the password in VMware vCenter’, perform the following steps.
1. Open a web browser and navigate to:
https://192.168.249.18
2. Sign in with the following credentials.
Username: administrator@ra.internal
Password: <system-specific password>
3. Select Login.
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4. 0On the Home Page, select the menu navigation icon and then select Administration on
the left side.

vSphere Chent

<

y [# Cluster
&9
Memitar Confagiine Permissians  Hosts  VMs  Datastorss  MNetworks  Updates
Cluster Details i Capacity and Usage
Last upgated ot 928 PM
(=11
— Total Processors: F 6718 GHr
| W Total vMaticn 2 0.8 cuuses  ssocaed
o Memory
29325 GB
78.76 couses ~smocarea
Storage
anasm
1,180.35- oA
’ . Ga o ated
uied
VIEW STATS
vSphere HA i Cluster Services
Protected Cluster Service health
ey | I lo -

5. Under the Administration Navigation pane, select Single Sign On > Users and Groups.

vSphere Client O

<
- Users and Groups
Administration
Access Control ~ Users Groups

P
Domain localos LEY)
Global Permissions

Licensing ~ Find
Licenses
Solutions L
Client Plugins
vCenter Servar Extensions Username T  First Name v | LastMame
Deployment e
System Configuration
Customer Experience Improvement Program
Client Configuration

Support -~

Upload File to Service Request
Certificates R

Certificate Management

Single Sign On ~
Configuration 1

6. From the Domain dropdown menu, verify ra.internal is selected.

<

Users and Groups

Administration
Access Control ~ £7 Groups
Global Permistions
Licensing “ Find lacalos
Scautions ~ ADD

Deplayment ~

7. Under the ra.internal domain users, select the Administrator radio button.
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8. Select Edit.

9. In the Edit User dialog box, enter the new password in the Password and Confirm
Password fields.

10. When finished, select Save.

Edit User X
Username
Password (1) e
Confirm Password
@

First Name .

Administrator
Last Name .

rainterna
Email
Description

P

CANCEL SAVE

1. Sign out of the vCenter webpage, and the new credentials.

Rockwell Automation Publication GMSN-UMOO3A-EN-P - October 2023 39



Chapter 3 Manage the System

VMware vCenter Server Appliance

To change the password in VMware vCenter Server’ Appliancem, perform the following steps.
1. Open a web browser and navigate to
https://vcenter.ra.internal:5480/login

@ This configuration uses TCP port 5480.

< G A Mot secure | Fies/ veenterradnternal: 5480/%/login

2. Sign in with the following credentials.
Username: root
Password: <system-specific password>
3. Select Login.

< O A Not secure | Bips//vcenterra.internal:5450/#/login

VMware vCenter Server
Management

root

LOGIN

4. In the left column, select Administration and then select Change in the top right.
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5. Enter the Old Password and New Password and then select Save.

Change Password

Current password

New password: (I)

Confirm password

| CANCEL ‘ SAVE

6. Sign out of the vCenter Appliance and then the new credentials.

Virtual Machines: NetSvcs

To change the password in the NetSvcs VM, perform the following steps.

1. Open a web browser and navigate to:

https://vcenter.ra.internal

2. Sign in with the following credentials.
Username: administrator@ra.internal
Password: <system-specific password>
Select Login.
On the Hosts and Cluster view, expand npu.ra. internal and select NetSvcs.
On the Summary tab, select Launch Web Console.
On the Launch Console dialog box, seSign inlect Ok.
In the NetSvcs Web Console, sign in as root with the system-specific password.

3.
4.
b.
6.
JA

et3vcs login: root
Password :

I _

8. Enter the following command:

passwd
9. Press ENTER.
10. Enter the new password and confirm the new password.

W

rootidnetsves  1# passwi
Changing password for user root.
New password:

Retupe new password:

passwd: all authentication tokens updated successfully.

1. Signin as sysadmin and repeat steps 8 and 9.
12. To sign out, enter:

logout
13. Press ENTER.
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Virtual Machines: Support-Probe

To change the password in the Support-Probe VM, perform the following steps.
1. Open a web browser and navigate to:
https://192.168.249
2. Sign in with the following credentials.
Username: administrator@ra.internal

Password: <system-specific password>
3. Select Login.

Select the left Hosts and Clusters icon, expand vCenter.ra.internal, then expand Cluster,
then select Support-Probe.

5. On the right Summary tab, select Launch Web Console.

— vSphere Client (O
< o
& Support-Probe
[ﬂ] E @ ﬁ Summary Monitor Configure
vCenter rainternal
[I Datacenter Guest OS5
b Cluster

.| hostlrainternal

.| host2rainternal

&) Support-Probe

G Support-Proxy

& vCenter
.| npurainternal
& NetSves
EF Witness
2| witness.rainternal | metah A | @

6. Inthe upper right corner of the console, select Send Ctrl+Alt+Delete.

7. Once logged in, press CTRL+ALT+DELETE on the keyboard and then select Change a
Password.

Lock
Switch user
Sign out

Change a password

Task Manager
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8. Enter the current password, then enter the new password twice to confirm the change.
When finished, select the arrow.

Change a password

9. Sign out of Windows and sign on again to confirm the new credentials.

Virtual Machines: Support-Proxy

To change the password in the Support Proxy, perform the following steps.

1. Open a web browser and navigate to:

https://vcenter.ra.internal

2. Sign in with the following credentials.
Username: administrator@ra.internal
Password: <system-specific Password>
Select Log In.
On the Hosts and Cluster view, expand vcenter.ra.internal and select Support-Proxy.
On the Summary tab, select Launch Web Console.
On the Launch Console dialog box, select Ok.
In the Support-Proxy Web Console, sign in as root with the system-specific password.

support-Froxy login: root
Fassword :
Tue Apr 18 11:£8:3H on tiyl

[root@Support-Frosxy “ 18 _

8. Enter the following command:

passwd
9. Press ENTER.
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10. Enter the new password and confirm the new password.

Changing password for user root.
New password:

Retupe new password:
passwd: all authentication tokens updated successfully.

1. Signin as sysadmin and repeat Step 5 and 6.
12. To sign out, enter:

logout
13. Press ENTER.
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Configure Active Directory You can use Active Directory user accounts to manage the VMware vCenter, by adding a
T Lightweight Directory Access Protocol (LDAP) identity source to your VVA. To implement this
Authentication configuration, perform the following steps.

1. Open a web browser and navigate to:
https://vcenter.ra.internal

2. Sign in with the following credentials.
Username: administrator@ra.internal
Password: <system-specific password>

3. Select Login.

In the upper-left corner of the vSphere Web Client, select the menu navigation icon and
then select Administration.

vSphere Client Q)

(n) Home @ vCenter.ra.
% Shortcuts
Summary Monitc

&a Inventory

Issues and Alz
[ Ccontent Libraries ©
db Workload Management /\ Cluster vSAN he:

R Global Inventory Lists

|5 Policies and Profiles vCenter Detail
&+ Auto Deploy
2 Hybrid Cloud Services

<> Developer Center

% Administration i ————

[E] Tasks
[E] Events

©» Tags & Custom Attributes

€2 Lifecycle Manager

5. In the Administration navigation view, scroll down and select Configuration.
6. Select the Identity Provider tab, then select Identity Sources > Add.

<
Configuration
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7. In the Add Identity Source wizard, select the Active Directory over LDAP server.

Add Identity Source

Identity Source Type Active Directory (Integrated Windows Authentication)

Active Directory (Integrated Windows Authentication)
Active Directory over LDAP
Open LDAP

Local operating system of SSO server
LPE TICROE LD arl ACUIVE LITECIOrY oo

£\ Integrated Windows Authentication will be depreciated in vSphere 7.0,
Support for IWA continues to be available in vSphere 7.0 and will be
phased out in a future release. Learn more

Domain name * (@)

CANCEL
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8. Inthe Domain name field, add the following.
- For Name, enter the domain name (DN).
- For Base DN for users, enter the DN.

This string is formed by separating each part of the fully qualified domain name
(FODN) with 'DC="

~ example.com DC=example,DC=com
~ ra.rockwell.com DC=ra,DC=rockwell,DC=com
csn.fabrikam.com DC=CSN,DC=fabrikam,DC=COM

For example: If the FODN is 'example.com’, enter the DN of 'DC=example,DC=COM".
- For the Base DN far groups, enter the preceding DN string.
- For Domain name, enter the FQDN.
- For Domain Alias, enter the NetBIOS alias of the domain.

By default, the NetBIOS alias is the first portion of the FODN.

For example: If the FODN is 'example.com’, enter the NetBIOS alias of 'Example’.

FQDN NetBIOS Alias

- example.com Example
~ ra.rockwell.com RA
csn.fabrikam.com CSN
- For Username, enter a domain user account that has administrative privileges in the
domain.
- Enter the password for the administrative user.
- Select Add.

9. Select the newly created Identity Source, and then select Set as Default Domain.
10. A warning dialog box displays. Select Ok.

Set Default Identity Source

1. In the Administration navigation view, select Users and Groups (A).
12. On Users and Groups, select the Groups tab (B).
13. On Groups, select the vertical ellipse icon next to the Administrators group (C).
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14. From the Administrators group dropdown menu, select Edit Group (D).

Users and Groups
Groups

ADD GROUP

s W v Ousiptien

Syatem Configaraton
Cuttomer Expenente impepvemant

= Suppont
Upions P 19 Service Seavest oA IMANGE AQTEAMOL oo Minag Avminiiirs

Certfcate Management

15. In the Edit Group window:

- From the Select a Domain dropdown menu, select the newly added Windows Active
Directory (A).

- Inthe search field, enter:
dom
- From the search finds (B), select the Domain Admins user group.

Edit Group X

Group Name * Aoty atore

Description

Add Members * o Selact a domain com

[ adminstrater X ) (_ o & Account Operators

& Administrators
& Aliowed RODC Password Rephcation Gre
& Cloneable Domain Controllers

& Denied RODC Password Replication Grot

o & Demain Admins
< >

16. Select Ok.

17. Select the username in the top right of the window (A).

18. From the dropdown menu, select Logout (B).

19. In the vSphere web client sign in, verify you can sign in with AD credentials.
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Update the Hardware You must keep your hardware compatibility list (HCL) updated, as it is critical to the stability of
Compatibility List the VMware vSAN environment.

If the VVA displays an error that the VVA cannot automatically access the most current version,
the HCL must be updated.

To update the HCL to the most current version, perform the following steps.
1. On the bottom of the vSAN HCL DB up-to-date alert page, select Troubleshoot.

® Cluster

host2 ranternal

& SupportFrobe
¥ Supgort-Proxy

3 vCenter Tasks and Events ¥

wEphate HA W

Resource Alocation w

2. In the bottom Recommendation to fix the issue section, select Alternative.

x

¢ (@ Cluster

Ipues and Alarms ¥

Tasas ana Events v —_—— /3002 "
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3. In the Recommendation description, select the vSAN HCL Database hyperlink.

whphere HA W [l
S -
b o Recommendation to fa the issus:

Configuration Rues
Datsatones undes AFD or P

Baciup the sxstng HCL D8 trom fetcf
the latest vSAN HOL DB dowricaded fr

3 [“usoure suom suc |

Moy

pog db in wCenler server and then upload

Beisurcs ABSZalion W
y chckireg Ehis bution

4. The web browser displays a database file similar to the following.

- L-3 x
= % A9 E b
e
b m«"ma 'MTW |'|H‘ TERRD T T vaaetepport ™
rirmans chmfupgers” [ i1 £ 5 Thrugh JH " K respebiimrfior
-maTs swemn mm Fea. Twiweige: ey sty B mwm.um-—l.
"genvelegth” s KN, "trpe g s T " rangp i bepport™ | H'Mm IJIEI‘ TEEAL T4 AT vaandupport™
"mervetepth’ | “Taee", rrmprart i e 1] e et
.- rwn-n (L el lJ - J0RN. 679" J Mlﬂﬂ“l‘ 17l
. 10 Firmanrs unnn - LRy L L R s
Rttt ruben ek B, Flrmrwn ™ [ [ F e 10 L, et
llulﬂl‘"vl&l [Sl!ﬂ il I." LT ) |
e “:‘:| |U[';::'l-rc TIEAE LN, T, S wianbeport ™) | Ty B4 Pean- Theough " 11111 I"il! .7
EEV[vaanbappart™i{ 11 PhektRass
U171 [CvsantappartTi[TAl1 FLashiPea
T S D e
1 g ["1T. 0. 02,00 e
Rl et e
5. In the webpage, right-click and save the page as a JSON file. Functionality can vary
depending on the web browser.
€ snens %
T ‘ » ThisPC » Downloads v | & 2 Search Downloads
Organize * Mew folder 7]
[ This PC Lo Name Date modified Type Size
, 3D Objects Mo terns match your search,
[ Desktop
[Z Documents
& Downloads
b Music
| Pictures
B Vvideos
e Local Disk (C:)
¥ Network v
File name: I all V|
v

Samnwz!lsonme

» Hide Folders

6. Return to the vCenter.
7. At the bottom of the page, select Update from File.
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8. Select the file that is downloaded in step 5 and then select Open.

€ open

4 & > ThisPC > Downloads » v | B
Organize = New folder
et i Name Date modified Type
tmp -~ Today (1)
B This PC all 5/11/2023 T:28 PM JSON So
<3 30 Objects - Last week (4)
B Neckton

File name: : all

9. The HCL begins the update.
When the update is complete, a green Healthy logo is displayed.

vSphere Client

*
Search Dawr |
~ @ 9
ze s
urce File 13,745 KB
v
All files w

Cancel

< & Cluster
th @ [:_] &  Ssummary Montor Configure Permissions Hosts VMs Datastore:

wCenter rainternal

I Datacenter

[l hestirainte

P-TO-DATE

[ host2raint
& Support-Pr,
& Support-Pr
& vCenter

» | npuraintennal

» B withess raimer

OM ONLINE

opy last updated  Days since last update

AW
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Add a Virtual Machine

52

To add a VM, perform the following steps.

1. Open a web browser and navigate to:
https://vcenter.ra.internal

2. Sign in with the following credentials.
Username: administrator@ra.internal
Password: <system-specific password>

3. Select Login.
In the left pane, navigate to the Applications folder.
Right-click on the Applications folder and then select New Virtual Machine.

vSphere Client O,

m B B @

v vCenterra.internal

~ [Ff Datacenter

ﬁ, 3 Applications

> [ Discovered vi [ Actions - Applications

> 3 Management &b New Virtual Machine... _

> [ Templates &' Deploy OVF Template...
> O vels P4 New Folder
7 Rename...
Move To...

Add Permission...

Tags & Custom Attributes

b. Select Create a new VM and then select Next.

New Virtual Machine Select a creation type %

How would you like
1 Select a creation type

te a virtual machine?

This option guides you throwgh creating a new virtual

Depioy from templa machine. You will be able to customize processors,
MEMmOory, NEtwork connections, and storage. You will
Clone an existing virtual maching
newd 1o install a guest operating system after creation.
Clone virtual machine to template

Corvert template b virtual maching

Clone template to template

CANCEL NEXT
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6. Name the VM, select the Application Folder, and then select Next.

New Virtual Machine Select a name and folder

Specify a unique name and target location
| 1

Virtual maching nama: My ¥M_Narme B ]

Select a location for the virtual machine.
wlantorra internal

[0 Datacenter

covered virtual machine
£ Management
B Templates

] veLE

CANCEL BACK

7. Select hostl.ra.internal as the compute resource.

In the Compatibility section, verify that the compatibility check is successful and then
select Next.

New Virtual Machine Select a compute resource
Select the destination compute resource for this operation
1l Datacenter

I Cluster

J hestZrainternal

3 Select a compute resource

\ npurainternal

» & witnessraintemal

Compatibility

Compatibility checks succeeded. i

CANCEL BACK &

8. Select vSanDatastore for the data storage location and then select Next.

New Virtual Machine Select storage

Sakect the storage for the configuration and disk files

WM Sterage Policy

Disable Storage DRS for this virtual

4 Select storage
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9. From the Compatible with dropdown menu, select the VMware ESXi software that is
most compatible with the intended application.

In this example, the most current version of 8.0 is selected.

New Virtual Machine Select compatibility X
Select compatibdity for this virtual machine depending on the hosts in your environment

Thie host or Chuster SURPOrts More than cne VMware virtual maching version. Select a compatibility for the virtual
machine

Compatible with: ESi B.0 and Late ——

Wirtual machines using hardware version 20 provide the best performance and latest features available in ESXi 8.0

5 Select compatibdity

10. Select the operating system and version that the VM will be installed on, and then select
Next.

New Virtual Machine Select a guest O5

Choose the guest 05 that will be installed on the virtual machine

dentifying the guest operating system here allows the wizard to provide the appropriate defaults for the operating
system installation

Gusest OF Family: Windows ~ i —
4 Sele ot Stordoe Guast OS Version Microgat W wi Server 2010 t6a-bit) i —
Enatie Windows Virtualization Based Security

Compatibility: E5Xi 8.0 and later (VM version 20)

1. Configure the fields so the new VM is set up appropriately for the intended application.

The default setting for adapter type is E1000E.

Rockwell Automation recommends using the VMXNET 3 adapter, which can be
selected from the Adapter Type dropdown menu.

Mew Virtual Machine Customize hardware

Status B Connect At Powes On

Adapter Type

7 Customiz

MAC Address

vice pasgihrough
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12.  Review the configuration for the new VM.
If any changes are needed, select Back.
If the configuration is correct, select Finish.

New Virtual Machine Ready to complete X

Chick Finish to start creation

Virtual maching name My WM Name

Folder

8 Ready to complete e . .
SCSI controser LS! Logk SAS |
cancer | eacx

13.  The new VM is now visible under Actions Navigation pane > Applications.

m B B8 @

w vCenter.ra.internal

Datacenter

B Applications
@ My VM Name

> [0 Discovered virtual machine

<

> 3 Management
> [ Templates
> O wCLS

14. On the Summary tab of the new VM, select the Launch Remote i icon, then select
Download Remote Console.

vSphere Client

¢ @ My VM Name o e

:;:]‘l E =] =] # Summary  Monitor

vConterraniema

1 Datacenter
. [ Caunch remore comsoe | @D *
v AppEC Aions
) Discovered virtual "r'J!-*c VMware Remote

~
1 Management Console
L Templates
L weLs PCl Devices
( w w

Mare added apps
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15. From the download page, select the correct 0S version for your application.

Widwars Rammots Corecle 10,3 bar Winddows m

Witware emote Cormale 1203 har Lisus

Wiwars Bemcts Conacle 1203 far Mac (macCes 11 and later] is awslable n 455 St

16. Sign in to VMware Customer Connect with your email address or customer number and
password.

vmware CUSTOMER CONNECT

Welcome to
Customer Connect

L

Forgot your password? (@)

Don't have an account? Sign up now

Log in to My Workspace ONE / Cloud Services Console

17. Azip file is downloaded.

18. Extract the zip file and launch the EXE (application) file.

19. The VMware Remote Console™ Install Wizard is displayed.

20. Accept the end user license agreement and install the software application.

Rockwell Automation Publication GMSN-UMOO3A-EN-P - October 2023



Chapter 3 Manage the System

21. When the installation is complete, select Finish.

]fr' Vivware Remote Console Setup

Wizard

VYMWARE

REMOTE
CONSOLE

22. Return to vCenter and select Launch Remote Console.

— X

Completed the VMware Remote Console Setup

Click the Finish button to exit the Setup Wizard.

= vSphere Client (),

£

h My VM Name

VLS

23. If any certificate warnings are displayed, select Connect Anyway.

Invalid Security Certificate

The server you are connecting to is presenting a security certificate
with the following problems:

- The host certificate chain is not complete.
Do you want to ignore these problems and proceed anyway?

[ akways trust this host with this certificate

=== | Connect Anyway Cancel
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24. On the Boot Manager Screen, in the quick access toolbar, right-click the disk image and
select Connect to Disk image file (iso).

25. In Windows File Explorer, navigate to the disk image and select Open.

26. On the Boot Manager screen, in the quick access toolbar, select the Send Ctrl+Alt+Delete
icon.

P My VM Name - YWware Remote Console

vWwRC ~ | ] ~ ‘@ 'O,

27. To finish the installation, follow the prompts.
Prompts might vary based on the operating system you are using.

The new VM is now added to your network.
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Import an OVA Template To import an OVA template, perform the following steps.

1. Open a web browser and navigate to:
https://vcenter.ra.internal

2. Sign in with the following credentials.
Username: administrator@ra.internal
Password: <system-specific password>

3. Select Login.
On the Main Navigation pane, right-click on Clusters and select Deploy OVF Template...

[2 Actions - Cluster

[T Add Hosts...

vSphere Clie

G New Virtual Machine...

+
[D] g o Deploy OVF Template. .

v vCenter.ra.inte

s Datacenter

v 5 Import Vi
[[] hosti

[ host2
e
>

Storage ?

o Suppe Host Profiles >

-

ol Suppe

@5 vCent Edit Default WM Compatibility...

> [ npurain ) _ _
¢2 Assign vSAN Cluster License...

5 & witness.r

5. Select the Local file radio button, and then select Upload Files.

Deploy OVF Template Select an OVF template x
Select an OVF template from remote URL or local file system

A Salect o g

Enter a URL to download and |

1 Select an OVF template

x

il the OVF package from the internet, of browse 10 a location accessinde from
your computer, such as a local hard deive, a network share, o a COV/DVD drive.
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6. In Windows File Explorer, navigate to the appropriate OVA file, select Open, and then
select Next.

Deploy OVF Template Select an OVF template %
Select an OVF template from remote URL or local file system

Enter a URL 10 download and install the OVF package from the internet. or browse 1o a location accessible from

YOUr COMPuter, Such as a kocal hard drive, a network share, or a COYDVD drive

1 Select an OVF template

2 Select a name and folder

|

canes m

7. Name the VM something specific to its intended use, select the location for the VM, and
then select Next.

Deploy OVF Template Select a name and folder i

Specify a unigue name and target location

Virtual machine name My _OVA_M. ’ Al —

2 Select a name and folder

Select & location Tor the virual mashn

vCenter rainternal

£ Discovered virtual maching

B Management
B Templates

B vas

ancer | sacx |m
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8. Select a compute resource, then select the VM.
Be sure the compatibility check succeeded and then select Next.

Deploy OVF Template Select a compute resource o,

Select the destination compute resource for this operation
« [ Datacenter
[ npuraintemal

» B witnessrainternal

3 Sslect a compute resource

Compatibiity

Compatibilly checks succecded. Al

9. Review the details of the template and then select Next.

Deploy OVF Template Review details %

Verity the template dotads

by The OVF package contains adh
Cconfiguration optans bekow

Publizher

Domrioad site

4 Review details
Size on disk 2.4 GB (thin prow

Advanced configuration
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10. Select the storage for the OVA file. In the Compatibility section, verify that the

compatibility check is successful and then select Next.

Deploy OVF Template Select storage

Solect the storage for the configuration and disk fios

Select virtual disk farmat
WM Storage Policy

[ Disatie Sterage DRS for i

5 Select storage

Compatibiity

Compatibdity checks succecded. imm—

CANCEL | BACK | &

1. From the Destination Network dropdown menu, select the desired port group and then

select Next.

Deploy OVF Template Select networks

Select & deslination Netwark for each SouNce Network

Source Metwork

P Allocation Settings

& Select networks
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12. Verify the configuration.
If any changes are needed, select Back.
If the configuration looks correct, select Finish.

Deploy OVF Template Ready to complete %
Review your selections before fl'\lsnlﬁfj'll\(.‘ wizard
w Select a name and folder

MName

Template name

Folder
v Select a compute resource

Resource Chustor
S Select storage v Review details

Download size 24 GB

w Select storage

Size on disk

Storage mapping

Al divks Datastone: vaanDs

v Select networks
Metwork mappéng
VM Network VM Hetwork
IP allocation settings

IP protoco

i allncation Eratic - Maniai
CANCEL | BACK

13. Verify OVF template deployment on the Cluster Recent Tasks panel.

T T

Task Name Target Status ¥

Deploy OVF template [N cCluster

o
#
(<

Fp—
Import OVF package M Cluster S

L
L
=

Task Mame L Target L Status x
[ = 5 1 )

Deploy OVF template [ Cluster ) Completed

Import OWF package ([ cluster &) Completed
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Notes:
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System Shut down and Startup
This section provides information on how to shut down and startup the VVA.

Shut down vSAN Cluster To shut down the vSAN cluster, perform the following steps.

1. To to import the necessary module, open Windows PowerShell and enter:
Install-Module vmware.powercli

EX PowerShell T (x54) = o x

> Install-Module vmware.powercli

2. Press ENTER.
3. Toconnect to the VMware vCenter enter:

Connect-ViServer -Server 'vcenter.ra.internal'

PowerShell 7 (x64)
PowerShell 7.3.4

PS C:\Users sadmin® Connect-ViServer

4, Press ENTER.

5. Signin with the following credentials.
Username: administrator@ra.internal
Password: <system-specific password>

6. Press ENTER.

sadmin> Connect-ViServer
[Specify Credential
Please specify server credential

User: administr: .
Password for user administrator@ra.internal:

vcenter.ra.internal 443 RA.INTERNALVAministrator

7. To stop the vSAN cluster, enter:

Stop-VsanCluster -Cluster (Get-Cluster) -InfraVMs
(Get-VM 'vCenter', 'Support-Proxy', 'Support-
Probe') -PowerOffReason 'Changing IP Address
Scheme'

8. Press ENTER.

Stop-VsanCluster

8 16:16:55 AM

The power button and power status indicators on each server module turn off when the
cluster shuts down.

9. Torestart each server module, press the power button on each.
10. Monitor the VMware vCenter webpage until it becomes available:
https://vcenter.ra.internal
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Shut down NPU To shut down the NPU, perform the following steps.
1. Open a web browser and navigate to:
https://192.168.249.13
2. Sign in with the following credentials.
Username: root
Password: <system-specific password>
3. Select Log in.

User name root

4. On the left side of the Navigator pane, select Host, and then select Shut Down on the
center of the page.

vmware EsXi-

[ npurainternal

(&) Manage with vCanter Server | 155 Create/Register VM B Reboot | ¥ Retresh | £} Actions

" npu.ra.internal
-
i Version 7.0 Upaste 3
State: Noamal (connected 1o wCenter Server al 10 215 250.119)
‘ Uptime: 1281 days

5. On the Shut down warning dialog box, select Shut Down.

/1. Shut down - npu.ra.internal

This host is not in maintenance mode.

2 A

I ! S Shutfing down or rebooting a host that is not in maintenance mode will not
safely stop the running virtual machines on this host. If the host is part of a
Virtual SAN cluster, you might lose access to the Virual SAN data on the host.
Put the host in maintenance mode before you reboot or shut down the host.

Shut down the selected host?

#[ Shutdown || Cancel

The system shuts down.
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Restart NPU To restart the NPU, perform the following steps.
1. Open a web browser and navigate to:
https//192.168.249.14
2. Sign in with the following credentials.
Username: root
Password: <system-specific password>
3. Select Log In.

Integrated Dell Remote Access Controller 9

host1-bmec | PowerEdge XR4520c | Enterprise

Type the User Name and Password and click Log In

Usemame: Password: @

root

Domain:

4. From the System dropdown menu, select Overview.

EE iDRACS | Enterprise

# Dashboard = [E System“~ #imil@Storage™~  1lf Configuration
Dashbo: Overview i —

Details
Performance

Host OS

Health Informauon

b. Select Witness Server.

ED iDRACS | Enterprise

# Dashboard E System*~ & Storage v 12t configuration “~ B Maintenance 9, IDRAC Settings

System
Overview Details Inventory Performance Host 05
Summary Batteries * Cooling @ CcPU

EA " vohages = pole stots % witess Server _Ma-n

6. In Power Control Settings, select the Action dropdown menu > Power On.
7. Select Apply.
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Restart vSAN Cluster To restart the vSAN cluster, perform the following steps.
1. Press the power button on both server modules.

2. Open a web browser and monitor the VMware vCenter webpage until it becomes
available:

https://vcenter.ra.internal

Once available, sign in into the VMware vCenter.
In the Navigator Pane, right-click the Cluster.
Navigate to vSAN and select Restart Cluster.
Select Ok.
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Change the IP Address Schemes

This chapter provides information on how to modify the VVA network scheme for the following
items:

« [P address

+ subnet mask

« default gateway

«  VLAN configurations, where applicable.

To modify the VVA network scheme, perform the procedures that are contained in this
chapter.

Shut Down the vSAN Cluster

To shut down the vSAN Cluster, perform the following steps.

1. Toimport the necessary module, open Windows PowerShell from the Start menu and
enter:

Install-Module vmware.powercli
Press ENTER.

EX PoveerShell T (x5

» Install-Module vmware.powercli

2. Toconnect to the VMware vCenter, enter:

Connect-ViServer -Server 'vcenter.ra.internal'

Press ENTER.

PowerShell 7 (x64)

PowerShell 7.3.4

PS C:\Users sadmin> Connect-ViServer

3. Enter the following credentials.
Username: administrator@ra.internal

Password: <system-specific password>
4. Press ENTER.

[Specify Credential

Please specify server credential
[User: admir rator@ra.intern
Password for user administrato

vcenter.ra.internal 443 RA.INTERNALVAministrator
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5. To stop the vSAN cluster, enter:

Stop-VsanCluster -Cluster (Get-Cluster) -InfraVMs
(Get-VM 'vCenter', 'Support-Proxy', 'Support-
Probe') -PowerOffReason 'Changing IP Address
Scheme'

Press ENTER.

Perform cluster power off act.. Running @ 18:10:55 AM

6. When the cluster has stopped, the power button and power status indicators on each
server module turn off.

7. Torestore power to each module, press the power button on each unit.

8. Open a web browser and monitor the VMware vCenter webpage until the cluster
becomes available:

https://vcenter.ra.internal

If you have not added ra.internal to your host file, you can monitor the
Q VMware vCenter webpage with the following IP address:

https://192.168.249.18
For information on updating your host file, see Add Host Names to Local
Host File on page 17.

Change the IPv4 Settings of the Witness Host

Because the Witness host is nested, the DCUI console can be accessed through the VMware
ESXi web interface. To access the DCUI console, perform the following steps.

1. Open a web browser and navigate to the IP address of the NPU host:
https://192.168.249.13

2. Inthe left side navigation of the NPU host, navigate to Virtual Machines and select
Witness.

3. Select the command window thumbnail, which opens the Witness browser console

T: Navigator npu.rainternal - Virtual Machines

~ [ Host

Manage

Maniios Virtueal maching

i Virtual Machines 2 *:5'. v & Normal 894 GB
» [ Storage i) h 1. Waming 38806 GB

+ £ Networking

Witness

4, When the console displays, press F2.

5. Signin with the following credentials.
Username: root
Password: <system-specific password>
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6. Press ENTER.

Authentication Required

Enter an authorized login name and password for
Witness.ra. internal.

Configured Heyboard (U3 Default)
Login Hame: [ root 1
Passwkord: [ P B I 1

<Enter> OK <Esc» Cancel

7. Inthe VMware ESXi DCUI, use the arrow keys to navigate to Configure Management
Network and press ENTER.

Syster Customization

Configure Password
Configure Lockdown Mode

onfigure Management Hetwork

Restart Managerment Hetwork
Test HManagerment Network
Hetwork Restore Options

Configure Heyboard
Troublezshooting Options

Vienw System Logs
Vienw Support Information

Reszet System Configuration
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8. Select IPv4 Configuration, and press ENTER.

Configure Management Network

Network Adapters
ULAN (optional)

IPvd Configuration

IPvb Configuration
DNS Configuration
Custom DHS Suffixes

<Up-Doun> Select

9. Use the UP and DOWN arrow keys to navigate the IPv4 setting, and input the new
configuration.

IPvd4 Configuration

This host can obtain network settings automatically if your network

DHCP server. If it does mot, the following settings must be
specified:

( ) Disable IPv4 configuration for management metwork
( ) Use dynamic IPv4 address and network configuration
(o) Set static IPvd4 address and network configuration:

IPv4 Address
Subnet Mask
Default Gateway

- -

1
e ]
= 1

<Up/Domn> Select <Space> Mark Selected <Enter> OK <Esc> Cancel

10. When configuration is complete, press ENTER.
1. To exit, press the ESC key, and Y to confirm the changes.

Reset IP Address of NPU

To change the IP address of the NPU, perform the following steps.
1. Open a web browser and navigate to the IP address of the NPU host:
https://192.168.249.13
2. Enter the following credentials.
Username: root
Password: <system-specific password>
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3. Select Log In.

User name

root

Password

4. On the left side of the navigation pane, select Networking.

5. From the Networking submenu, select vmk0.
6. On the top right, select the VMkernel NICs tab.

¢ e wvmk0
» £3 Management VM Netw...
More networks...

7. Select Edit settings.

~ [ Host | Port groups Virtual swilches Physical NICs |  vMkemel NICs
Manage
Monitor il Add VMiernel NIC e Refresh S

v 5 Virtual Machines i )| Forkyon

+ [ Storage M vmik0 ‘= 9_ Management Network

vmware ESXi

“I% Navigator el vmk0
~ [J Host
Manage s/ Editsetings | (3 Refre
= N -
I Virtual swilch:
~ (71 Virtual Machines m Sk
~ (T NetSvcs
Monitor
More VMs... | ~ TCPP configuration
B storage | TCPAPstack
IPv4 DHCP
| IPv4 address
| IPv4 subnet
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8. On the settings screen, edit the Address and Subnet Mask as needed.

Port group Management Network v
MTU 1500
IP version IPv4 and IPv6 ~
= |Pv4 settings
Configuration 0 DHCP ® Static
Subnet mask [—
» IPV6 settings Click to expand
TCPIIP stack
Services

O wMotion CJ Provisioning [ Fault tolerance logging

.

| Save || Cancel

Management [ Replication (| NFC replication

9. When finished, select Save.

Update Access and Trunk Port with New VLAN Tag (Optional)

If the default VLAN of 3249 must be changed, the access ports on the switch must be tagged
with the new VLAN 1D and the trunk ports must also be configured to allow the new VLAN ID.

Reset iDRAC IP Addresses

To reset the iDRAC IP addresses, perform the following steps.
1. Open a web browser and navigate to:
https://192.168.249.1
2. Sign in with the following credentials.
Username: root
Password: <system-specific password>
3. Select Log In.
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4. From the dropdown menu, select iDRAC Settings, then Connectivity.

W Dashbeard [ System 8 Sorage 17 Configuration T Mantenance B, IDAAC Semings
Dashboard - 4
B Health knformation B Systmmmpmesmnr
B SYSTEM 1S HEALTHY Tr
a0 Poweoge KAAGIX
System Hasin Suwige Health e
B Healthy Dncasing B Heantny

B erepme 6

5. From the dropdown menu, select Network, then select [Pv4 Settings.
v Network e

> Network Settings

> iDRAC Auto Discovery

> Common Settings

> Auto Config

~ IPv4 Settings «
Enabled IPv4 Enabled v
DHCP Disabled v

Static IP Address*

Static Gateway™

Static Subnet Mask*

Use DHCP to Obtain DNS Server Addresses Disabled v
Static Preferred DNS Server

Static Altemate DNS Server

6. Configure each text field as needed, then select Apply.
7. On the Success window, select Ok.

Success

8. Toreset the iDRAC IP of another host, repeat the prior steps 1...7.
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76

Update NetSvcs IP

To modify the IP address of the NetSvcs VM, perform the following steps.
1. Open a web browser and navigate to the new IP address of the NPU host.
2. Sign in with the following credentials.
Username: root
Password: <system-specific password>
3. Select Log In.

User name

Password

4. From the Inventory Navigator on the left, select Virtual Machines.
5. Select NetSvcs, then select the command thumbnail window, which opens the NetSvcs

DCUL.
T3 Mavigator ) npuranternal - Virtual Machines
~ @ Host |

Marage 15 Creato ! Rogistes WM | 18 Console W Shutdown 18 Suspend | (3 Retresh | ¥ Actons

Virtual machine ~ | Status ~ | Used space

b Hetsves h @ Hormat as4cE

B Witness & Noernal 382 06 GB

Cuaick fillers

NetSves

Guest 05 (Red Hat Entesprise Linaoe § {54-bat)y
Compatiity

Vidtware Tools Ves

cPUs 2

Memory 268

Host ame e

6. Signin to the NetSvcs VM with the following credentials.
Username: sysadmin
Password: <system-specific password>
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7. Press ENTER.

et5Svcs login: sysadmin

Last login: Thu Apr 13 11:83:15 on ttyl

[sysadmin@NetSucs ~15 _

8. Bring down the Ethernet interface with the following command:
nmcli connection down ensl92

9. Modify the interface with the correct IP Address, CIDR/subnet mask, and gateway with
the following command:

nmcli connection modify ensl92 ipv4d.addresses
XX.XX.XX.xX/25 1ipvd.gateway XX.xX.xX.XX

15 ncli connection modify ens192 ipwt.addresses ipwt, gateway

19

10. Activate the ens192 interface with the following command:
nmcli connection up ensl92

mnect ion up

= path: ~org/freedeskiop-NHetworkManager-fAct iveConnect ion-2)

1. Verify that the IP address changed with the following command:
ip a

te UNKNOWN group default glen 1688

A gqdisc mq state UP group default glen 168688

e global nopref ixroute e

12. Test the connection to the newly assigned gateway with ping:
ping <new gateway IP address>

[sysadmin@NetSuecs ~15 ping

PING 56(84) bytes of data.
bytes from *oicmp_seq=1 tt1=254 time=1.
bytes from D oicmp_seq=2 tt1=254 time=1.
bytes from : icmp_seq=3 tt1=254 time=1.
bytes from P oicmp_seq=4 tt1=254 time=1.
bytes from ticmp_seq=5 tt1=254 time=1.
bytes from :icmp_seq=b tt1=254 time=2.
bytes from :icmp_seq=7 tt1=254 time=1.

bytes from : icmp_seq=8 tt1=254 time=1.
bytes from :icmp_seq=9 tt1=254 time=1.
bytes from : icmp_seq=18 tt1=2541 time=1.88 ms
bytes from :icmp_seq=11 tt1=254 time=1.89 ms

- ping statistics ---
11 packets transmitted, 11 received, Bx packet loss, time 18B16m=
rtt minsavg/max-smdev = 1.879-1.251-2 . 891-8.271 m=s
[sysadminBNetSucs ~15
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Update NetSvcs DNS Settings

To update the NetSvcs DNS settings, perform the following steps.

1. If you are not already signed into the NetSvcs VM, login as detailed in steps 1...5 of
Update NetSvcs IP on page 76.

2. Once logged in, edit the DNS configuration file with the following command:

sudo vim /etc/unbound/local.d/ra.conf
3. Press ENTER.

access-control: allow

access-control : allow

access-control: allow

access-control : allow

access-control: allow

access-control : allow

access-control: allow

access-control : 11low

access-control: allow

access-control : allow

unblock-lan-zones: yes

local-zone: "ra.internal." transparent
local-data: "npu.ra.internal. IN A
local-data-ptr: 13 npu.ra.internal™
local-data: “hosti.ra.internal. IN A
local-data-ptr: hostl.ra.internal”
local-data: “hostZ.ra.internal. IN A
local-data-ptr: hostZ.ra.internal”
local-data: “"witness.ra.internal. IN A
local-data-ptr: " i witness.ra.internal”
local-data: “"NetSucs.ra.internal. IN A
local-data-ptr: " NetSucs.ra. internal™
local-data: “"wCenter.ra.internal. IN A
local-data-ptr: " vCenter.ra. internal”
local-data: “"Support-Prohe. ra._internal. IN A
local-data-ptr: " J Support-Probe.ra.1internal”

forward-zone :
name: .Y
forward-addr:

" n

Enter insertion mode by typing “i.
Use the arrow keys to navigate and make any needed changes.
To exit insertion mode, press ESC.

To save and exit the file, enter:

wq

and press ENTER.

8. Enter the following command:

sudo systemctl restart unbound

and press ENTER.

[sysadmin@NetSvcs 715 sudo systemctl restart unbound

[sysadmin@NetSucs ~15 _

9. To confirm the unbound configuration status, enter:

systemctl status unbound
and press ENTER.
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10. Look for:
Active (running)
and
status=0/SUCCESS

Q If this command returns any errors, check for any misspellings or errors in the

configuration.
If neither are found, return to step 1and repeat the procedure.

1. To exit the unbound configuration status command, enter:
S
12. To sign out, enter:

logout
and press ENTER.

Change VMware vCenter IP Address with the VMware vCenter Server

Appliance

To change the IP address of VMware vCenter, perform the following steps.

1. Open a web browser and navigate to the VMware vCenter Server Appliance:

https://192.169.249.18:5480
2. Sign in with the following credentials.
Username: administrator@ra.internal
Password: <system-specific password>
3. Select Login.
On the left side of the Appliance Manager, select Networking.

“— ', A " s, 192,168,249, 18:54

Surnmary .
4

Manitor l’

Access

et ing
‘ Health Status

Services
Update
Sysiog

Backup
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5. Onthe top left, select Edit.

Metwork Sestrgs —
..... e
netanry
¥ Satingy

6. Select NIC 0 (Management Network) and then on the bottom right, select Next.

Edit Network Settings Select Network Adapter

Sk

1 Select Network Adapter

Puynical Hetwork r
Adapter

* ©  NIC O (Management
MNetwark)

VARG Address T | IPVAAPVE Dafaun
st

T HAC Acdress T Sube

192168 24018 102168 2401 OO0 290430 up

anee m

7. Select the Hostname and DNS dropdown menu.

Edit Network Settings Edit settings

Edit your settings for the selected netwark adapter
. W Hostname and DNS

DNE Sottings

1 Select Network Adapter

Hestrame:  wCenterrantemal

2 Edit settings DNS Servers: 10.219.250.124

Obtan DNS settings automaticaly

@ Enter DNS settings manually

‘ 10318 350124

> NCO

CANCEL BACK | IIIﬂ

8. Edit the DNS server settings text field as needed.
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9. Select the NIC 0 dropdown menu.

Edit Network Settings Edit settings
DNS Sattings 0 Enter DNS sattings manually
I 1 Select Network Adapter

2 Edit settings

v NICO Status - Up
* MAC Aggress: 0000C 29 BF.4F.38

Pv4 gateway * (D)

CANCEL BACK NEXT
L _J

10. Edit thelPv4 text fields as needed.
When finished, select Next.

1. Inthe SSO credentials settings, enter the following credentials.
Username: administrator@ra.internal
Password: <system-specific password>

12. Select Next.

Edit Network Settings SSO credentials
Enter th dentials fe ritier 5
I Select Metwork Adapter
Username * adminsstrator@ra internal

2 Edit settings h
Password * EURTT T TRy

3 550 credentials

13. To save the updated IP address settings, select the Acknowledgment box and then
select Finish.

Edit Network Settings Ready to complete
Review you settings before completing the wizard
1 Select Network Adapler
/Iy Reconfiguring the NIC O managerment network adapter wil result in downtime of your vCenter Server and can
2 Edit settngs take SCme time before it IS LR and running again

3 550 credentals

Hostname

4 Ready to complete DNS §

> NCO

S () schrowiecae that | have made a BackuD of My YCENter Server 310 LITEGITENE] EXIENSIONS Defore CONLAIG WIth my

network configuration

Next Steps
After network settings have Been reconfigured and your vCenter Server is up and running, additional actions wil
be requared

The VMware vCenter saves the updated settings.
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Apply new VLAN Tag to Port Groups (Optional)

If the default VLAN of 3249 must be changed, each VMware ESXi host must be updated with the
VLAN ID of each host. To do so, perform the following steps.

1. Open a web browser and navigate to:
https://192.168.249.14
2. Sign in with the following credentials.
Username: root
Password: <system-specific password>
3. Select Login.
On the left side, select Networking and then select Management VM Network.

vm  ESXi Host Client

{~ Navigator @ hostl.ra.internal - Networking
" E' Host Port groups  Virtual switches Physical NICs VMkernel NICs
Manage
et @ Add port group # Edit settings | (& Refresh
(@ Virtual Machines E Name X
"5 vCenter @ VM Network
Manitor 2 Management VM Network «
More VMs.._ @ vMotion Network
2 storage & Management Network
@ Networking & vSAN Network
~s @ Management VM Netw...
Monitor
5. Select Edit settings.
vm  ESXi Host Client
g it VM Network
# Editsettings | C Refresh | 1 Actions
Management VM Network
Accessible: Yes
Virtual machines: 3
Virtual switch: = vSwitchO
VLAN ID: 400
More VIMs...
Active ports: 3

& storage
@ Networking

+ vSwitch topology

@ Management VM Network
VLAN ID: 400

2l B

82 Rockwell Automation Publication GMSN-UMOO3A-EN-P - October 2023



Appendix A Change the IP Address Schemes

6. Populate the VLAN ID with the appropriate VLAN ID and then select Save.

# Edit port group - Management VM Network

Name Management VM Network
VLANM ID "
Virtual switch
» Security Click to expand
» NIC teaming Click to expand
» Traffic shaping Click to expand l

CANCEL SAVE

Repeat Steps 1...4 for additional hosts.
8. Open a new web browser tab or window and sign in to the Witness host:
https://witness.ra.internal
9. Sign in with the following credentials.
Username: root
Password: <system-specific password>
10. From the Navigator, select Networking.
1. Select the VMkernel NICs tab.
12. Select vmk].

Portgroups  Virtual switches  Physical NICs  ViMkernel NICs  TCP/IP stacks  Firewall rules

T, Add VMkernel NIC & Edit settings C Refresh & Actions

Name ~  Portgroup v TCR/IP stack

5, vmko | @ Management Network | € Default TCP/IP stack
6, vmki h @ secondaryPg £ Default TCP/IP stack

# Editsettings | (C Refresh | £ Actions

(_ e vmkl
Virtual switch: & secondarySwitch
G Port group: @ secondaryPg
—

~ TCP/IP configuration
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14. Input the appropriate address and subnet mask.

15. When finished, select Save.

84 Rockwell Automation Publication GMSN-UMOO3A-EN-P - October 2023



Appendix A Change the IP Address Schemes

Update IP Addresses on vSAN Hosts

To update the IP addresses on the vSAN hosts, perform the following steps.
1. Open a web browser and navigate to the iDRAC on the host1:
https://192.168.249.14
2. Sign in with the following credentials.
Username: root
Password: <system-specific password>
3. Select Log In.

o=

Integrated Dell Remote Access Controller 9
host1-bmc | PowerEdge XR4520c | Enterprise

Type the User Name and Password and click Log In

Usemame: Password: @

Domain:

0 Security Notice: By accessing this computer, you confirm that such ac lies with your orgz security policy.

4. Select the Virtual Console thumbnail.
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5. Click inside the console and press the F2 key, which displays an authentication dialog
box.

= == ] B == (= [ ) ==l ==

Authent icat ion Requi

Conl lgured Keyboard (US Default)
[ root

Login Mame 1

GEse> Cance

6. Sign in with the root and system-specific password, and then press ENTER.

7. Inthe VMware ESXi Direct Console User Interface (DCUI), navigate to Configure
Management Network and press ENTER.

System Custon izat lon Conf Igure Ranagesent Metuork
Configure Passuord

Conf igure Lockdoun Mode
Hetwork Restore Options

Confl Igure Eeybooard
Troub leshoot ing Opt lons
View Systen Logs

View Support Infornat ion

Reset System Conf igurat ion

8. Select VLAN (Optional) and press ENTER.

Conf igure Managenent Metuork WLAN (opt lonal)
Hetuork ers

1P Conf Igurat lon
TP Conf igurat lon
DMS Conf igurat ion

Custon DS SulTixes

9. Replace VLAN ID 3249 with the desired VLAN ID and press ENTER.

YLAN (optional)

It you are unsure how to cont igure or use a VLAN, it is safe to

leave this option unset.

VLAN ID (1-4094, or 4095 to access all VLA

{Enter> O£ <Esc> Cancel
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10. Select IPv4 Configuration and press ENTER.

Conf igure Hanogenent Betuork Pu4 Conf iqurat fon
HNetwork Adopters Manual
VLAN Coptional)
IPvd Address:
T
Tgurat ion Defoult Gateuay:

NS Conf igurat i on
Custon DHS Suff ixes is h

1. Change the IPv4 settings to the desired configuration.
12. When finished, press ENTER.

IPv4 Conf igurat ion

This host can obtain netuwork settings auvtomatically if your netuwork
Inc lude DHCP serwver If it does not. the following settings must be
S iFied:

) Disable IPv4 configuration for managenent network
Y Use dynamic [Pu4 address and network configuration
0) S5et static IPv4 address and network conf igurat ion:

Subnet Mask l_ 1

(
(
(

Default Gateway i I 1
CUp/Doun> Select <Spaced Mark Selected (Fac) Concel

13. Use the down arrow key to navigate to the DNS Configuration field and press ENTER.

Conf igure Ranagement Metuori DNS Conf igurat ion
Hetwork Adopters Hanusal

VLAN Coptional)
1Pv4 Conf igurat lon

1Pui Conf i ion Alternate DNS Server:
w Mot set
Custon Suffixes

Hostnane
hostl

Prinaru DNS Server:

14. Enter the new IP address of the NetSvcs (DNS).
15. When finished, press ENTER.

DHS Conf igurat ion

This host can only obtain DNS settings autonatically if alsn obtain:

and a hostnane autom

(0) Use the ruum:lng TR T T e e

Primary DNS Server [ 10.219.250.124 1
Alternate DNS Server [ 1
Hostnane [ hostl 1
Qp/Dosn> Select <Spaced Mark Selected <Esch Cancel
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16. To exit, press ESC and then press Y to confirm the changes.

Conf igure Hanagenent Metwork: Confirm

Apply changes and restart nonsgement netiork?®

<¥> Yes <MD Mo €Esc) Cancel

17.  Repeat the preceding steps 1...16 for host2.
Update High Availability

To update the high availability configuration, perform the following steps.
1. Open a web browser and navigate to the VMware vCenter:
https://192.168.249.14
2. Sign in with the following credentials.
Username: administrator@ra.internal
Password: <system-specific password>
3. Select Login.
From the left pane, select Cluster.
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5. From the top, select the Configure tab.

E

- varsere HA 5 Tumed

B ey piorTaror b dprary sk

D ekl B el Dol bl pring Taall

Fapluire ComChEns e re

6. From the left Services dropdown menu,

7. From the top right, select Edit.

vSphere HA is Turned ON

i L [T
i

i DCTIE

select vSphere Availability.

ol Clusier

Btwn ww -

— (]

Runtime information for vSphere HA is reported under vSphere HA Monitoring

Proactive HA is not available
To enable Proactive HA you must also enable DRS on the cluster.

Failure conditions and responses

Failure Response

Host failure ~ Restart VMs

Proactive HA () Disabled

Host Isolation (D Disabled

Datastore with Permanent Device Lo. ~ Power off and restart V..
Datastore with All Paths Down ~ Power off and restart V-
Guest not heartbeating () Disabled

8. From the top right, select the Advance

Edit Cluster Settings = Cluster

Details
Restart VMs using VM restart priority ordering.

Proactive HA is not enabled.

VMs on isclated hosts will remain powered on.

Datastore protection enabled. Always attempt to restart VMs

Datastore protection enabled. Ensure resources are available before restarting V.

VM and application monitoring disabled

Options tab.

Failures and responses Admission Contro Heartbeat Datastores
Option Value
Option value
Aah X —_— o 30
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9. Update the das.isolationaddress0 text field with the new IP address.

Failures and responses Admission Control Heartbeat Datastores Advanced Options

Option Value
Option Value
! | das.config.ldm unknownStateMonitorPeriod 30
E dasisolationaddress0 .
E das reregisterrestartdisabledvms True
das.usedefaultisolationaddress Folse
4 items.
10. When finished, select Ok.
Failures and responses Admission Control Heartbeat Datastores Advanced Options
Option Value
Option Value
das.config fdm.unknownStateMonitorPeriod 30
H das isolationaddress0
- x
- dasreregisterrestartdisabledvms True
.
H das. usedefaultisolationaddress Folse
4 jtems.

.
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1. Right-click on host1 and select Reconfigure for vSphere HA.

[ Actions - hostlra.internal

5t New Virtual Machine....

vSphere Client

& Deploy OVF Template...

hm B 8 @

— Loy

. i Import VMs
vCenter.ra.internal

il Datacenter
= Maintenance Mode

~ [} Cluster

—EEn d

= Power
[}l host2ra.internal

= P

(2 Support-Probe Certificates
(& Support-Proxy
ft

vCenter Storage

+ | npurainternal
Add Networking

i
I

£ NetSwves

&8 Witness ~
Host Profiles
=| witness.ra.internal

hd Recent Tasks Alarms Export System Logs...
Task N T 4 R

T e, Reconfigure for vSphere HA
Cancel Check complianc.. [

% Assign License...

The warning clears after a moment.
12. Repeat steps 4...10 for host2.

Reconnect Hosts

If the VMware vCenter displays an error that it cannot synchronize the host, the four hosts
(host1, host2, NPU, and Witness) must be disconnected and reconnected. To do so, perform the
following steps.

1. Open a web browser and navigate to the VMware vCenter:
https://192.168.249.14

2. Sign in with the following credentials.
Username: administrator@ra.internal
Password: <system-specific password>

3. Select Login.
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92

4. Right-click hostl, select Connection > Disconnect.

T -

‘a.internal ! ACTIONS
|
[El] E @ Monitor Configure Pen
vCenter rainternal =
T import VMs
¥ nd Alarms

~ [ Datacenter

v [ Cluster Maintenance Mode

—t

mnection and power state

[® host2 rainternal (Not responding) i Eh Connect =
& Support-Probe (disconnected) [fs Disconnect h
@ Support-Proxy (disconnected) Certificates tails
@ wCenter (disconnected)
v [® npura.intemnal (Not responding) Strdge 4
& NetSves (disconnected) . Hypervisor:
@ Witness (disconnected) Modai:
é'a_. witness.ra.internal (Not responding) Hast Profiles ¥ Processor Type:

5. Todisconnect host], select Ok.

Disconnect hostl.ra.internal X

N

Disconnect the selected host?

6. Repeat steps 3 and 4 for the host2, NPU, and Witness.

7. After all four hosts are disconnected, right-click on host1 and select
Connection > Connect.

= _

ira.internal | :acmows
[El] @ @ | Monitor Configure Perm
L vCenter.ra.internal T import VMs |
il \d Alarms

[l Datacenter

4 ® Cluster Maintenance Mode E———
[ host2rainternal (Not responding) P N Eb Conm e
2 Support-Probe (disconnected) [fy Disconnect
B Support-Proxy (disconnectad) Certificates » tails
& vCenter (disconnected)
v [® npuraintemal (Not responding) Shorage
@ NetSves (disconnected) . Hypervisor:
@ Witness (disconnected) Modal:
£¥ witness.ra.internal (Not responding) Host Profiles 3 Processor Type:
Export System Logs Logical Processors:
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8. Toreconnect the host, select Ok.

9. Repeat steps 7 and 8 for the remaining hosts.

Restart vSAN Cluster

To restart the vSAN cluster, perform the following steps.
1. In the VMware vCenter, right-click the Cluster and select vSAN > Restart cluster.

L AU P

o i _

| : ® Cluster PA

& Deploy OVF Template_

[El] E I Summary Monitor
= 4 vCenterrainterna
Issu nd Alarn
w [ Datacenter it import VMs ssues and Ala
B Custer | N -

[l hestlral Storage >
- (D) vSAN strotched chis
[ hostZral —— )
& Support- sraiioke I:D' WEAM data slam v

& Support- Edit Default VM Compatibility._. ViEW AL ESE
a vCenter
« [ npurainten < Assign vSAN Cluster License...
& NetSves % Cluster Details
i Settings
£ Witness
3_’- witness.rair Mcve To.. o
Rename... = i To
Miy
Tags & Custom Attributes >
Fa
Add Permission
e
Alarms
£3 Delete

Hestarlchﬁm S

2. Select Restart.

Hestart | cluster

sl

The vSAN cluster restarts.
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Notes:
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Appendix B

Rename VersaVirtual Appliance Components

This chapter provides information on how to rename the VVA components. The procedures
that are outlined in this chapter require approximately 1...2 hours to complete.

When multiple VVA units are installed on the same network, it is helpful to rename one of the
units so both can be managed from one workstation. Renaming one of the units also reduces
the need to edit the host file or reconfigure the DNS records.

IMPORTANT The procedures documented in this section can be performed without system

downtime. However, when you implement the steps in this section, system
redundancy is degraded, which can result in downtime, should a hardware or
software component fail during procedure execution.

Rockwell Automation recommends that you implement the procedures in this
section during a time when an unexpected failure will not cause the loss of
production or other hazards.

Before you perform the procedures in this section, consider the following:

Host and domain names can be changed.

Since vSphere is configured to use FODNs, the process remains consistent regardless
of the change being requested.

The procedures in this section are based on components that are configured with
default names and IP addresses, such as vcenter.ra.internal and hostl.ra.internal.

When a new host name is required, these procedures use "vval-" at the start of the host
name being changed — for example, vval-*.example.com.

The domain “ra.internal” is replaced with “example.com.”

During implementation, the example values used in this section are meant to be
replaced with the desired host and domain names.
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Preliminary Steps Before you begin the rename process, perform the following preliminary steps.

1. Confirm you have a current backup of any VM stored on the vSAN cluster. While this
process should be safe to perform without data loss or disruption, one of the
procedures temporarily removes nodes from the vSAN cluster. If a component fails
during this time, data loss could result.

Verify that the hosts and VMware vCenter are running YMware vSphere 6.7u3 or later.

Update the local hosts file or DNS server for the computer that is used to perform these
steps. Doing so helps ensure that the new and default host names resolve properly.
Following is an example of a host file that reflects the default and updated host names.

] *hosts - Notepad - C
File Edit Format View Help

# localhost name resolution is handled within DNS itself.

# 127.6.0.1 localhost

# i1 localhost

# WA Original Names

192.168.249.11 hostl-bmc.ra.internal # Host 1 Baseboard Management Controller
192.168.249.12 host2-bmc.ra.internal # Host 2 Baseboard Management Controller
192.168.249.18 vCenter.ra.internal # vCenter server

192.168.249.14 hostl.ra.internal # cluster host 1

192.168.249.15 host2.ra.internal # cluster host 2

192.168.249.13 npu.ra.internal # management host

192.168.249.16 witness.ra.internal # witness host

192.168.249.17 netsvcs.ra.internal # DNS server

192.168.249.19 support-probe.ra.internal # Support probe

192.168.249.208 support-proxy.ra.internal # Support proxy

# WA Updated Names

192.168.249.11 vval-hostl-bmc.example.com # Host 1 Baseboard Management Controller
192.168.249.12 vval-host2-bmc.example.com # Host 2 Baseboard Management Controller
192.168.249.18 wval-vCenter.example.com # vCenter server

192.168.249.14 vval-hostl.example.com # cluster host 1

192.168.249.15 vval-host2.example.com # cluster host 2

192.168.249.13 vval-npu.example.com # management host

192.168.249.16 vval-witness.example.com # witness host

192.168.249.17 vval-netsvcs.example.com # DNS server

192.168.249.19 vval-support-probe.example.com # Support probe

192.168.249.20 vval-bupport-proxy.example.com # Support proxy
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Rename Procedures

Add New Name Information Host name information must first be added to the DNS server hosted by NetSvcs. When you

add host name information to this server, the VMware vCenter can resolve new and existing
to DNS Server Hosted by host names for the VMware vCenter and other system components. Adding host name
NetSvcs information can also be helpful if you rename your VVA components.

To add new host name information to the DNS server hosted by NetSvcs, perform the following

steps.
1.

2.

Connect to a terminal session on the NetSvcs VM, either through the VM remote console
or through SSH.

Rockwell Automation recommends that you use SSH with an editor such as Microsoft®
Visual Studio® Code so you can edit the DNS server configuration files offline and paste
changes from the editor into the configuration file.

Once connected, edit the ra.conf file with the following command:
sudo nano /etc/unbound/local.d/ra.conf

[sysadmin@NetSwes ~15 sudo nano ~etcsunboundslocal .d-ra.conf -

3.

~

In the editor, add new records for forward and reverse entries.

a. If only the host name is changing, add the new records to the existing "local-zone"
section.

b. If you change the domain name, create a "local-zone" section as show in the sample
updated configuration in the Updated ra.conf at the end of this section.

Confirm that the updated configuration contains records for both original and new
names. Original records are removed as the last step in the configuration process.

Press CTRL+0 and enter to save the file.

To exit the editor, press CTRL+X.

With the file updated, enter:

sudo systemctl restart unbound

The process might take several minutes to complete. Completion status is not typically
displayed.

To verify status after running the command in step 6, enter:

systemctl status unbound
Look for active (running) status.

Leave the shell session open.
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Factory default: ra.conf

Following is an example of the default ra.conf file.

access-control: 192.168.249.17/24 allow

access-control: 192.168.249.49/25 allow

access—-control: 169.254.50.194/16 allow

access-control: 169.254.50.194/16 allow

access-control: 169.254.190/16 allow

access-control: 130.151.185.147/22 allow

access—-control: 169.254.110.230/16 allow

access-control: 127.0.0.1/8 allow

unblock-lan-zones: yes

local-zone: "ra.internal." transparent
local-data: "npu.ra.internal. IN A 192.168.249.13"
local-data-ptr: "192.168.249.13 npu.ra.internal"
local-data: "hostl.ra.internal. IN A 192.168.249.14"
local-data-ptr: "192.168.24v9.14 hostl.ra.internal"
local-data: "host2.ra.internal. IN A 192.168.249.15"
local-data-ptr: "192.168.249.15 host2.ra.internal"
local-data: "witness.ra.internal. IN A 192.168.249.16"
local-data-ptr: "192.168.249.16 witness.ra.internal"
local-data: "NetSvcs.ra.internal. IN A 192.168.249.17"
local-data-ptr: "192.168.249.17 NetSvcs.ra.internal"
local-data: "vCenter.ra.internal. IN A 192.168.249.18"
local-data-ptr: "192.168.249.18 vCenter.ra.internal"
local-data: "Support-Probe.ra.internal. IN A 192.168.249.19"
local-data-ptr: "192.168.249.19 Support-Probe.ra.internal"

forward-zone:

name: "."

forward-addr: 192.168.249.1s
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Updated ra.conf

Following is an example of an ra.conf file, after it has been updated.

access-control: 192.168.249.17/24 allow
access-control: 192.168.249.49/25 allow
access—-control: 169.254.50.194/16 allow
access-control: 169.254.50.194/16 allow
access-control: 169.254.190/16 allow
access-control: 130.151.185.147/22 allow
access—-control: 169.254.110.230/16 allow
access-control: 127.0.0.1/8 allow
unblock-lan-zones: yes

local-zone: "ra.internal." transparent

local-data: "npu.ra.internal. IN A 192.168.249.13"
local-data-ptr: "192.168.249.13 npu.ra.internal"

local-data: "hostl.ra.internal. IN A 192.168.249.14"

local-data-ptr: "192.168.249.14 hostl.ra.internal"

local-data: "host2.ra.internal. IN A 192.168.249.15"

local-data-ptr: "192.168.249.15 host2.ra.internal"

local-data: "witness.ra.internal. IN A 192.168.249.16"
local-data-ptr: "192.168.249.16 witness.ra.internal"
local-data: "NetSvcs.ra.internal. IN A 192.168.249.17"
local-data-ptr: "192.168.249.17 NetSvcs.ra.internal"
local-data: "vCenter.ra.internal. IN A 192.168.249.18"
local-data-ptr: "192.168.249.18 vCenter.ra.internal"
local-data: "Support-Probe.ra.internal. IN A 192.168.249.19"
local-data-ptr: "192.168.249.19 Support-Probe.ra.internal"

local-zone: "example.com." transparent

local-data: "vval-npu.example.com. IN A 192.168.249.13"
local-data-ptr: "192.168.249.13 vval-npu.example.com"
local-data: "vval-hostl.example.com. IN A 192.168.249.14"
local-data-ptr: "192.168.249.14 vval-hostl.example.com"
local-data: "vval-host2.example.com. IN A 192.168.249.15"
local-data-ptr: "192.168.249.15 vval-host2.example.com"
local-data: "vval-witness.example.com. IN A 192.168.249.16"
local-data-ptr: "192.168.249.16 vval-witness.example.com"
local-data: "vval-NetSvcs.example.com. IN A 192.168.249.17"
local-data-ptr: "192.168.249.17 vval-NetSvcs.example.com"
local-data: "vval-vCenter.example.com. IN A 192.168.249.18"
local-data-ptr: "192.168.249.18 vval-vCenter.example.com"

local-data: "vval-Support-Probe.example.com. IN A

192.168.249.19"
local-data-ptr: "192.168.249.19 vval-Support-
Probe.example.com"
forward-zone:
name: "."
forward-addr: 192.168.249.1
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Rename NetSvcs To rename the NetSvcs VM, perform the following procedures.

1.

From the same shell session that was used to update the DNS server settings (in the
Add New Name Information to DNS Server Hosted by NetSvcs section), enter:

sudo hostnamectl set-hostname <new fgdn>

Replace "<new fqdn>" with the new host name and domain name for NetSvcs. For
example:

sudo hostnamectl set-hostname vval-
netsvcs.example.com

No information is returned after you run this command.
To verify that the host name and domain name have changed, enter:
hostnamectl

Review the output and confirm the new host name and domain name in the static host
name field.

cample.com
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Rename VMware vCenter To rename the VMware vCenter, perform the following procedures.

1. Openaweb browser and navigate to the VMware vCenter Server Appliance management
interface:

https://vcenter.ra.internal:5480

2. Sign in with the following credentials.
Username: root (or) administrator@ra.internal
Password: <system-specific password>

3. Select Next.

To open the network settings wizard, select Networking from the left navigation. Then,
from the upper right, select Edit.

Summan v Network Settings o w
certatraans

Hostname

DNS Servers

NICO

Networking o Status

MAC Address
Firewall iAcAdd

1Pva Ad

Time
IPV4 Default Gateway

Services "
Boadtron P s g b o PO Y, W= PO PSRRI S O S

5. The standard VMware vCenter deployment displays one network adapter. Select next.

jork Setting Select Network Adapter

1 Sebect Network Adapler
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102

6. Update the host name field to the desired FODN and then select Next.

Edit Netwark Settings Edit settings
& Wan serhngy L Sarvarn T AL 34
NI O

7. Enter the default SSO credentials for the unit:
Username: administrator@ra.internal
Password: <system-specific password>

8. Select Next.

Edit Metwork Seltings 550 credentials

3 530 credentais
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9. Select the "l acknowledge that | have made a backup..." option and then select Finish.

MNext Steps

WARNING: Do not refresh this page.

A WARNING: After several minutes, the browser redirects you to the new FODN.
WARNING: The VMware vCenter SSO is not functional at this point, so to sign in,
use the root user name and password.

VMware vCenter SSO will not change. The default administrator account also
remains unchanged:

administrator@ra.internal
10. The task progress window displays again.
Continue to wait.

O If you change the FQDN of VMware vCenter, the domain name that is used by the

1. When the process is complete, select Close on the network update progress window.
12. The Summary page now reflects the new name of the VMware vCenter appliance.

Ssummary
Monior Tj q

Access

Networking
Health Status Single Sign-On

Firewall s > ,
Overall Health (© Good (Last checked Jan 29, 2021, 04:49.08 . Domain _
N i 4

- e i i S P D

Rockwell Automation Publication GMSN-UMOO3A-EN-P - October 2023 103



Appendix B Rename Procedures

Redeploy the vSAN Witness s typically more efficient to redeploy the vSAN witness VM with a new instance of the
: : witness, rather than rename the existing instance. To redeploy the vSAN witness, perform the
Virtual Machine steps in this section.

IMPORTANT  This process degrades the redundant state of the vSAN cluster. To
reduce the risk of data loss due to a component failure during this
procedure, backup and shut down any VMs that are running on the unit.

Any VMs that are running during this procedure continue to run.
However, when you perform the steps in this procedure, the unit
operates without redundancy, and will stop operating if a cluster host
or disk fails during the procedure.

Unregister and Remove Existing Witness

To unregister and remove the existing witness, perform the following procedures.
1. Signin to the VMware vCenter Client
2. Open aweb browser and navigate to the VMware vCenter Client:
3. https://vcenter.ra.internal
4. Sign in with the following credentials.
Username: administrator@ra.internal
Password: <system-specific password>
Select Login.
Once logged in, select Cluster and then navigate to the Configure tab.
From the configuration list, select Fault Domains.
Select Disable Stretched Cluster.

9. Awarning is displayed to indicate that the vSAN witness is about to be removed from
the cluster, which could lead to a cluster misconfiguration. Select Remove.

Femove Witness Host

2 wWilneds. rantErnal

BEMOVE

i

The cluster is degraded while the witness is replaced.
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10. Wait for the Remove witness host and all Update vSAN configuration tasks to complete.

Task Marme T Tar gel ¥ Status T
Update vSAM configurati [ hostzrainternal &) Completed
Update vSAN configurati [l hostirainternal & Completed
Remediate vSAN cluster D Ciuster &) Completed
Update vSAN configurati [ witness.rainterna ) Completed
Update vSAN configurati ] witness rainternal &) Completed
Remove witness host BN Cluster &) Completed

1. Right-click the Witness host and select Remove from Inventory.

_____ —

346w e
& -t .
ST [ o P

1007 s e
2T e —
3[B06 .. T

It is not necessary to shut down the guess 0S since the VM is going to be removed and
replaced.
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13. Right-click on the Witness VM and select Delete from Disk.

R
-
:-'ﬂ_‘ﬂ f——

——

[Pye——
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Deploy the New vSAN Witness Virtual Machine

To deploy the new vSAN witness VM, perform the following steps.
1. Right-click on the NPU host and select Deploy OVF Template.

- B S @ O
2. —— . e

oD B B @ -
U =~
Cp— . ™ 164e— 22X
Soeecre B T = e
2 o - —— BSlaw 222
L, e e £ 9962w =

2. In the Deploy OVF Template wizard, select Local File > Choose Files. Browse to the
location of VMware-VirtualSAN-Witness-201912001-15160138.0va, or a newer version of
that file provided by Rockwell Automation technical support. Then select Next.
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3. Enter a name for the Witness VM.

[y Oy W Tl-l""lil g

o 1 Rt m e ka1 @ e @] Yplgur

The name does not have to match the host name or FQDN of the witness

appliance.

Rockwell Automation recommends adding “witness” to the name to help

identify it in the future.
4. Select Next.

5. Verify that the NPU host is selected and that no compatibility issues are displayed, and

then select Next.

Deploy OVE Template

w1 Eabert wn (T peemmarts

W RERTY B RS el R i R T DR o g, P
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6. Review the template details.

If you specify additional configuration information for the VM, additional steps might be
added to the wizard.

7. After you confirm the template details, select Next.

Deploy OVF Template Review details

Y L T e

By Vo OFdF ekl SO v GO R DO, et SO G b Ty e B T
scfemnond ConfgurEbon opRony beiow. Chc et i SO0RGE te scvanosd condgunston opSon.

(R hmas

Praan Whmars skl W Eres Aoy

e gt

Lt diie L T

|t I

8. Review and accept the end-user license agreement and then select Next.

= 1 it pn 0T dempleie L ean sy wairla
o T R o vy o Tl S B ST g e g a]
T Rl § oo AT

& Devirs deisih
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9. Confirm that the Medium configuration size is selected and click Next.

Deploy OVF Template Configuration
— .

s

10. Select NPU.Datastore as the target datastore, confirm that the virtual disk format is set
to Thick Provision Lazy Zeroed, and then select Next.

Deploy OVF Template Select storage
Sabect the sorsge: o T CoPPaparatan s dies e
e o g Prolay afariore Dataalt

Dot S DS Ao B wirtis muaschire

el |
1. On Select Networks, set Management Network to Management Network and Secondary
Network to Management Network. Then select Next.

Deploy OVF Template Select networks

Salpr] 5 TP Nnles T T BOLATH P

—> BB

Rockwell Automation Publication GMSN-UMOO3A-EN-P - October 2023



Appendix B Rename Procedures

12.

On Customize Template enter the appliance password or desired password for the vSAN
Witness, set Network for vSAN Traffic to Secondary. Then scroll down to complete the
rest of the form.

£ 4 4 4 & £ 5 4

>
5
3

= 8 3
.

Syt el abe § et

P PPRp e — ool i

13.

Configure the Management Network as follows:
- IP address: 192.168.249.16

- Netmask: 255.255.255.0

- Gateway: 192.168.249.1

Deploy OVF Template Customize template *

O

Confirm Password

Metwork fof VSAN Traffic

~ Managemant Natwork

P Address

MNetmask

nnnnnnnnn

CANCEL BACK MNEXT

If the IP addresses in your unit have already been reconfigured per the procedures
in this user manual, adjust the values in this section to match the new addresses
used for the appliance.

IP addresses referenced in the following steps and screenshots are based on
factory defaults.
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14. Scroll down and continue the configuration, as follows.
- DNS Domain: ra.internal or the desired new domain name
example: example.com
- Witness Host name: witness or the desired new host name
example: vval-witness
- DNS Server: 192.168.249.17
If the unit has been reconfigured per this user manual, use the new address that is

assigned to NetSvcs

- NTP Servers: 192.168.249.1

If the unit has been reconfigured per this user manual, use the new addresses that
are assigned to network module 1and 2

Deploy OVF Template

Select an OVF template

N}

Select a name and folder

w

Select a compute resource

IS

Review details

)

License agreements

o

Configuration

~

Select storage

8 Select networks

9 Customize template

Customize template X

~ Management Network 7 settings

IP Address P Address of vmk0 (DHCP if left blank)

192.168.249.16

Netmask Netmask of vmkO (DHCP if left blank)

2550

Gateway Gateway of vmkO (DHCP if left blank)
192.168.249.1

DNS Domain DNS Domain (DHCP if left blank)
example.com

Witness Hostname Witness Hostname (DHCP if left blank)

DNS Servers

Use comma separators (DHCP if left blank)
192.1
NTP Servers Use comma separators or leave blank

—
—
—
e—-

192.168.249.1

CANCEL BACK NEXT

15. Scroll down and set the Secondary Network address to 192.168.250.70, with a subnet
mask of 255.255.255.192.

Leave the gateway blank and select Next

Deploy OVF Template

1 Select an OVF template

N}

Select a name and folder

w

Select a compute resource

IS

Review details

«

License agreements

®

Configuration

~

Select storage

8 Select networks

9 Customize template

Customize template X

DNS Domain DNS Domain (DHCP if left blank)

Witness Hostname

iostname (DHCP if left blank)

DNS Servers Use comma separators (DHCP if left blank)

192.168249.17
NTP Servers Use comma separators or leave blank

19

8.249.1

v Secondary Network 3 settings

IP Address P Address of vmk1 (DHCP if left blank)

ﬁ 192.168.249.21
—

Netmask Netmiask of wmk1 (DHCP if left blank)

Gateway

ay of vmkl (Not set if left blank)

CANCEL BACK NEXT
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16. Review the configuration and then select Finish.

Ready to complete

Storage mapping

Deploy OVF Template

w Select networks
Hetwork mapping
Management Mas
Network
Metwork
P allccation settings

1P protocel

~ Customize template

Properties

10 Reacdy to complete

Recent Tasks Alarms

Task Name Target

Deploy OVF template

Import OVF package

Recent Tasks Alarms

T

Task Name Target

Deploy OVF template

Import OVF package

1P allocation Static - Manual

WF template Al disis Datastors: NPU. datastore:

Secondary Managernent VM Networ

l:'l npu.ra.internal

npu.ra.internal

[} npurainternal

npu.ra.internal

17. Wait for the Deploy OVF Template and Import OVF package tasks to complete.

18. Right-click on the new Witness VM and select Power > Power On

-

" 0 w Dirlsin
. [S——
Bl et i R — P
C g — s
.- —— l_pﬂ e
# wom —— ——— O [E—
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r—
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19. Wait for the VM to finish start up. To monitor the startup sequence, select the VM, which
displays a small console status icon to the right of the selection.

Urkare ESXi B.8.8 (UHMernel Release Build 28513897)

UHnare, Inc. UHksare Virtwual Platfornm

Intel(R) Atom(TH) CPU C3588 @ 1.68GH=
16 GiB Hewory

To manage this host, go to:
https:sswwal-uitnesss

https:/-192. 168.249. 16/ (STATIC)
https:/7[feBB::258:561:Teb?:855517 (STATIC)

<F2> Customize SystenUlew Logs <F12» Shut DownsRestart

Register the New vSAN Witness

To register the new vSAN witness, perform the following steps.
1. Right-click Datacenter and select Add Host...

vm vSphere Client enu v . S
o

& Witness ¥ o ©

O onz
& o @ 19968
1 + oonsate 3 388.06G8B
B
13 > te.
w— s s P oo B oo B oot s ppritintatd mea AT o e, .

2. Enter the new FODN of the Witness and select Next

Add Host

1 Name and location Name and location
2 Connection settings

Enter the name or IP address of the host to add to vCenter Server.

Host name or IP address:

Location:

3. Enter the following credentials.
Username: administrator@ra.internal
Password: <system-specific password>
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4. Select Next.

Add Host

v 1Name and location Connection settings.

2 Connection settings Enter the host connection details

User name root

Password: PR

CANCEL E 3 NINXT

5. To accept the certificate thumbprint, select Yes.

Security Alert
The certificate store of vCenter Server cannot verify the certificate.

The SHAT thumbprint of the certificate is:
D4:6F:29:83:DB:2F:38:05:C6:0B:E5:0D:DB:0C
Click Yes to replace the host's certif

signed by the VMware Certificate Serw

workflow

Click No to cancel connecting to the host

6. Verify that the information on the Host summary screen is correct and click Next

Add Host
+ 1Name and location Hest summary
+ 2 Connection settings Review the summary for the host
3 Host summary
4 Assign license Name vval-witness example com
‘Vendor VMware, Inc.
Model are Virtual Platform
Version VMware ESXi 6.7.0 build-15160138

Virtual Machines

=
CANCEL E1 hEﬁ
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7. Accept the default license assignment and click Next

Add Host
v 1Name and location Assign license
v 2 Connection settings Assign an existing or a new license to this host

+ 3 Host summary

License v License Key ¥ Product v Usage Capacity
w License 1 NH2HM-XXXXX-XXXXX-XXXXX-28DNP  VMware vSphere 6 for « 2CPUs 2CPUs

BT vSphere NG2L-2WK1J-WB487-0JOUE-IRMNM VMware vSphere 6 Sta

{2 Evaluation License

Assignment Validation for License 1

2) The license assignment is valid

‘

IMPORTANT DO NOT CHANGE THE LICENSE.

The vSAN Witness virtual appliance is provided with a
pre-installed license from VMware.

If the license is changed, the witness must be removed and
recreated.

8. Accept the Lockdown mode default configuration and select Next.

Add Host
+ 1 Name and location Lockdown mode
v 2 Connection settings Specify whether to enable lockdown mode on the host

+ 3 Host summary
v 4 Assign license

S Lockdown mode

Normal

The host is accessible only t

) Strict

he host is accessible only through vCenter Server. The Direct Console Ul service is stopped
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9. Select a VM location and then select Next.

Add Host

v 1Name and location VM location

+ 2 Connection settings

+ 3 Host summary v [ Datacenter

v 4 Assign license = App! s

v 5 Lockdown mode

> [ Discovered virtual machine

complete > £ Templates

CANCEL

10. Verify the configuration information and select Finish

Add Host

+ 1Name and location Ready to complete

+ 2 Connection settings Click Finish to add the host
v 3 Host summary
v 4 Assign license wal-witness example com
B Datacenter

VMware ESXI 6.7.0 bulld-15160138
v 6 VM location e

se License
7 Ready to complete Networks

VM Network

v 5 Lockdown mode Location

Datastores
Lockdown mode Disabled
VM location Management

CANCEL E 1 eikisu
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1. When the Add Standalone Host task completes, perform the following steps.
a. Select Cluster and navigate to the Configure tab.
b. From the configuration list, select Fault Domains.
c. Select Configure Stretched Cluster.

vm vSphere Client

m 2 8 € @ Clusterl | acrions~

vnoconﬁgure

+ Fault Domains

Fault domain failures to tolerate °

Configuration type
You can drag and drop hosts below to create a new fau

Primary

Standalone Hosts (0) @

12. Select Secondary (fault domain) and then click the double arrow (>>) button. This moves
the secondary fault domain to the right pane.

Configure Stretched Cluster Configure fault domains

Divide the hosts in 2 fault domains that will be used for configuring VSAN stretched cluster
1 Configure fault domains

preferred domain Secondary domain

Preferred

oj Secondary ﬂ|

Secondary

[ host2ra.internal
B Primary
O hostirainteral

CANCEL NEXT
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13. Verify that host 1is in the primary fault domain field and host 2 is in the secondary fault
domain field. Then select Next

Configure Stretched Cluster Configure fault domains X

Divide the hosts in 2 fault domains that will be used for configuring vSAN stretched cluster.
1 Configure fault domains

Preferred domain Secondary domain

Primary Secondary

B Prmary

L]
B hostira.internal . @ hos

v B Secondary

14. Select the new witness host from the inventory list, which launches the Configure
Stretched Cluster wizard to run a compatibility check. Verify that the check succeeds
and then select Next.

Configure Stretched Cluster Select witness host X
Select a host which will store all the witness components for this vVSAN Stretched Cluster.
1 Configure fault domains
Requirements for witness host:
2 Select witness host * Not part of any vSAN enabled cluster

B management rainternal

[] wval-witness example.com

°@ Compatibility checks succeeded

15. Select the cache and capacity tier disks. Confirm that there is only one of each, then
select Next to continue.

Configure Stretched Cluster Claim disks for witness host X

Select disks on the witness host to be used for storing witness components.
1 Configure fault domains
First, select a single disk to serve as cache tier

2| Salact witness host
2 Select witness host Name v Drive Type ¥ Capacity v Transport Type v Adapter ¥

3 claim disks for witness host 0 E Local VMware Disk (mpx.vmh Flash 10.00 GB

Then, select one or more disks to serve as capacity tier

Capacity type:  HDD

w Name v | OmeType v | Capacty v | TrmportType v  Adepter v

) Local VMware Disk (mpx.vmh... HDD 350.00GB

Sl ’m
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16. Verify the configuration information and then select Finish.

Configure Stretched Cluster
1 Configure fault domains
2 Select witness host
3 Claim disks for witness host

4 Ready to complete

Ready to complete X
Review your settings selections before finishing the wizard
Preferred fault domain name: Primary

Hosts in preferred fault domain:  host

nternal

Secondary fault domain name:  Secondary

Hosts in secondary fault domain:  host

Witness host

Claimed cache

Claimed capacity: 350.00 GB

RS M

17. After you select Finish, you might receive the following error:

G) Failed to extract requested data. Check vSphere Client logs for details 5. 4

18. This error message might be false. If you receive it, verify the task sign in the

background.

Configure Stretched Cluster

gure fault domain

4 Ready to complete

Ready to complete

If there is an Add witness host and Update vSAN configuration task in the task list, close
the wizard by clicking the X in the upper right and then wait for the tasks to complete.
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19. To rebuild the virtual objects, perform the following steps.
a. Select the Monitor tab, and navigate to vSAN > Skyline Health.
b. Select the vSAN object health alert.
Performance counter objects are degraded, even on systems without VMs.
c. To start the rebuild, select Repair Objects Immediately.

It can take several minutes to complete this process, depending on the number of
affected objects.

vm  vSphere Client

g 2 8 @ @ Clusterl | acrions~

w“o»wmmv Configure

+ Skyline Health (Last checked: 02/01/2021, 3:43:38 PM)

[Ferest
@ oata - VSAN object health
olo VSAN object heath i %
ilence Aler
@ Hardware compatibility
oy
ot il il o e o o s 0B i

20. To monitor resynchronization, select vSAN > Resyncing objects.

M @ 8 9@ [§Clusterl | acrions~

Summary  Monitor  Configure

D status: Active @ showfirst 100

Wait for the resynchronization to complete before continuing.
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Rename Cluster Hosts To rename the cluster hosts, you must remove each host from the vSAN cluster individually. If
you perform these steps, your system redundancy will be temporarily degraded. To reduce the
risk of data loss due to a component failure during this procedure, shut down and back up any
VMs that run on the unit.

IMPORTANT  Any VMs that are running during this procedure continue to run.

However, the unit will run without redundancy and will stop running if a
cluster host or disk fails during the procedure.

Rename Host 1
Enter Maintenance Mode on Host 1

To enter maintenance mode on host 1, perform the following procedures.

1. Open a web browser and navigate to the VMware vCenter Client:
https://vcenter.ra.internal

3. Signin with the following credentials.
Username: administrator@ra.internal
Password: <system-specific password>
Select Login.

5. Right-click Host1 and select Maintenance Mode > Enter Maintenance Mode

B @ 8 9 [ Clsten

Summary  Monitor  Configure  Permissions  Hosts  VMs  Datastores  Networks

P i D P O G gt

6. Select Ensure accessibility and then select Ok.

Enter Maintenance Mode  hestiraintemnas

P
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7. If there is an active VM on Host 1, a warning is displayed.

Warning  hostirainternal

8. Select Ok.
9. If thereis an active VM on Host 1, select Host 1and then navigate to the VMs tab.

10. Select and drop each active VM from host 1to host 2.

vm  vSphere Client

N S WBRRPEY e W S N PN e

To move multiple VMs between hosts, hold down the shift key and select the VMs
@ you wish to move, then move the selected VMs to the other host as needed.

1. If you move multiple VMs, an alert is displayed to confirm the action.

Move To

12. To proceed, select Yes.
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13. The Migration wizard is displayed. Select Change compute resource only and then select
Next.

WAD?2 - Migrate
Select a migration type

VM origin @
2 t a compute resource  Change the virtual machines' compute resource. storage, or both.
3 t networks
®
A ekt vMtis e ® Change compute resource only
o R N ke Migrate the virtual machines to another nost or cluster

O Change storage only

Migrate the virtual machines' storage to a compatible datastore or datastore cluster

¢

) Change both compute resource and storage

Migrate the virtual machines to a specific host or cluster and their

& to a specific datastor,

r datastore cluster.

14. Verify that host 2 is selected then select Next.

WAD?2 - Migrate

v 1Select a migration type Select a compute resource

VM origin @
PREEEEPREUIEREEEIEE]  Select a cluster, host, vApp or resource pool to run the virtual machines.

3 Select networks

4 Select vMotion priority oo
5 Rea omplete v it
Name 1 v s v swws ~ Cluster v ComsumedCPU%  ~

[ nostiraintemet

Connected v Normal Cluster! =\ =
°D host2ramemal Connected v Normal Clustert 0%

Compatibility

v Compatibility checks succeeded

15. Verify the VM Network connection mapping and select Next.
WAD?2 - Migrate
+ 1Select a migration type Select networks VM origin @
2 Select a compute resource  Select destination networks for the virtual machine migration. i

3 Select networks

Migrate VM networking by selecting a new de:
4 Select vMotion priority RAIA.V M WO by Seiecting 3 s

on network for all VM network adapters attached to the

ce network
& The Source Network

mplete Used By Destination Network
o VM Network 1VMs /1N adapters VM Network

Compatibility

v Compatibility checks succeeded.
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16. Select Schedule vMotion with high priority then select Next.

WAD?2 - Migrate

+ 1Select a migration type Select vMotion priority

+ 2 Select a compute resource  Protect the performance of your running v
+ 3 Select networks CPU resources

4 Select vMotion priority

rtual machines by prioritizing the allocation of

g preference relative to high priority migrations. You ¢

17. When ready to migrate the VM(s), select Finish.

WAD?2 - Migrate

+ 1Select a migration type Ready to complete

VM origin @
+ 2 Select a compute resource  Verify that the information is correct and click Finish to start the migration
+ 3 Select networks
v 4 Select vMotion priority

5 Ready to complete Migration Type

Virtual Machine

Cluster
Host host2 ra internal
vMation Priority

Networks

:

18. When VM migration is complete, the host exits maintenance mode.

vm vSphere Client

A hostlra.internal | ac

Summary  Monitor  Configure P

VMs  Datastores  Networks

Updates
Ll /M Templates
-
Name 1 v s v suuws

v Provisioned Space v Used Space v HostcPu v HosMem v

& support
B T e I o O e S Y N

19. To remove Host 1from the cluster, select it and drop it into Datacenter.

A hostlra.internal | actions~

nmary  Monitor  Configure  Permissions ~ WMs  Datastores  Networks  Updates
v ran
S ~ | suus ~ Provsioned Space © Useaspie v HostCPU v HomMem  ~
[ management ra intern
B Netsves
5 support

sl iasomiont, o s sl o BB p GO o g o B o B B I o it
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Remove Host 1 from VMware vCenter Inventory

To remove host 1from the VMware vCenter inventory, perform the following procedures.
1. Right-click on Host 1and select Remove from Inventory.

vm vSphere Client

H 2 8 9 B hostlra.internal

Summary  Monitor  Configure  Permissions  VMs  Datastores  Networks  Updates  Updates

Iy Virtual switches 'ADD NETWORKING

@ VSAN Network

2. Aremove host alert is displayed. To continue, select Yes.

Hemove Host R4 5k
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Reconfigure Host 1

To reconfigure host 1, perform the following procedures.

1. Opena new web browser tab or window and navigate to the local management
interface for Host 1. The default addresses for the interface are as follows:

https://hostl.ra.internal/ui
or
https://192.168.249.14/ ui
2. Sign in with the following credentials.
Username: root
Password: <system-specific password>
3. Select Login.

vmware ESXi

4. In the left navigator, select Networking, then select the TCP/IP stacks tab, and then
select Default TCP/IP stack.

vmware ESXi

| & Hosttsnintemal Networking

@ Rotrosh

v 1PV gateway v IPY6 gateway

5. Select Edit settings.

vmware ESXi rool@wat-host! example com ~ | Hop ~ | (CYEERG]
"\; Navigator || = Delault TCPIP stack
|
~ [ Host
Seaase 7 Easaiggs @ Roresh | £ Actons
Mookor | == Default TCP/IP stack
= K fautT
Virtual Machines o SRt
B storage |
- Wetworking n|
- Congunion [~ Roing
Wore networks... | 1Pv6 Enabled |~ 1pva
Congestion contro algoritm New Reno Routing table Networkaddress.. v Prefix|_. v Gateway Sowiis
|
WMaximum connections 1000 0900 o T = |
B PN P e I D U SN S SRRy S Y
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1
~ 1§ Host ‘ Podgrows  Virual swich es  PhysialNICs VMkpmo TCPAP stacks | Firewal rles
Manage
o

rooi@wathostt examplecom + | Hetp ~ | (CYENE

v | Prafarrad DNS v Alterate DNS

19216824917

PSR L» E T I S e A N SR

Sitems
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6. Change the host name, domain name, and search domains to the desired values, then
select Save.

f“m:_'-h“mﬂ
| o1 et el D wiui T iy et st e, i

Terr TR ¥ 18 Te iy brpe b St sRoaiid obfn B il By I TOPAP #Epc
Ll CalP DR sareacid Do T Gikpeing scpher

e}

B Ly, coreigure e sednge e ine B0PP sk

Hprt rpney 11 Pt
Draropr e PR ETe ]
P DA A G vl e 17

Sacaemry DS server

Tear® o & ropTIh I3

Tew pepnk doman per s

LT 2R

Fel fETain SRl 16 240 1
e paream
Bgvanel el
o [ P TR T ] M
Wk BTGl O e L L

1. Verify that the DNS configuration for Default TCP/IP stack contains the desired new
values.

vmware ESXi [—

ecom~ | v~ | (R

@ Successtully updated configuration for Default TCPIP stack

~ @ Host
Yeon # Edisetings | G Refresh | £ Actions
Monitor GSEI= Default TCPIP stack N
== etaulTeppstack
1 Virtual Machines [ o] == T
B une o
+@ Networking [ 1]
~ Configuration ~ Routing
More networks... 1Pv6 Enabled - IPvg
[CompmnorE ou s Suckian W Eano Sy ae Network address_ v Prefiil v Gateway v Dev. v
Maximum connections 1000 0000 0 1621682491 \mio
VMKemel NICs - ma 1021682490 2 0000 vmio
- o 1621682500 » 0000 vkt
. vkt 192168250128 26 0000 mia
Ll 1e216825064 28 0000 vmiz
DHCP Disabled
- P
~ DNS configuration
1Pve Netwerk ageress.. v Prefix.. | Gateway vl bev. v
Host name wat-hostt
Detaut 64 Local sutnet 100
Adaresses 162.168249.17
Defaut 64 Local subnet wmi2
Domain name example.com ( S & e —
Search domains example.com Defautt 64 Local subnet vmko
Def Locgiumet vkt
bt S Y A B e N ’)ﬂ‘" i

When finished, close the web browser.
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Add Host 1Back to VMware vCenter Inventory

To add host 1back to the VMware vCenter inventory, perform the following procedures.
1. Inthe vSphere Client, right-click Cluster1 and select Add Hosts...

vm vSphere Client =

1 Datacenter

Summary ~ Monitor  Configure  Permissions  Hosts & Clusters ~ VMs  Datastores  Networks  Updates

W o S POt G i il P 0 o ™ Dato B Pl il

2. Enter the new fully qualified domain name, user name, and password, then select Next.

Add hosts Add new and existing hosts to your cluster X

1 Add hosts New hosts (1)

2 Host summary
a wval-hostl.example.com oot esseeses < x

3 Ready to complete

3. Enter the following credentials.
Username: root
Password: <system-specific password>
4. Acertificate alert is displayed for host 1. Select Ok.

Security Alert

SHA1 Thumbprint

E5F9:77:0F:591F:0B:89:5C 8E:0C BO:AD:6A:DD D4 40 7E:6168

Bz -
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5. Confirm the host summary information and select Next.

Add hosts

| 1 Add hosts

2 Host summary

ady to complete

Host summary

Hostname / IP Address

ESX Version

Model

6. Select Finish

Add hosts

3 Ready to complete

Review and finish

Wait for all running tasks to complete. It might take several minutes for the system to

complete all tasks.

Rename Host 2

To rename Host 2, repeat the procedures that are listed in the Rename Host 1 section.
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Rebalance Virtual Machines Arter you rename the cluster hosts, all VMs run on host 1.

across the Cluster

Remove Obsolete
Information from NetSvcs

If you want to separate applications for primary and secondary VMs, the cluster must be
rebalanced manually.

After you rename the cluster hosts, Rockwell Automation recommends that you remove the
original host name entries from the NetSvcs DNS configuration. To do so, perform the
following steps.

1.

Connect to a terminal session on the NetSvcs VM, either through the VM remote console
or through SSH.

Rockwell Automation recommends that you use SSH with an editor such as Microsoft®
Visual Studio® Code so you can edit the DNS server configuration files offline and paste
changes from the editor into the configuration file.

Once connected, edit the ra.conf file with the following command:
sudo nano /etc/unbound/local.d/ra.conf

[sysadminfusal-netsucs ~195 sudo nano setc-unbound-local .dsra.conf

In the editor, remove the old records for forward and reverse entries.
If only the host name needs to be changed, remove the old local-zone section records.

If you change the domain name, the entire local-zone section for ra.internal can be
removed.

To save the file, press CTRL-0 and then ENTER.

To exit the editor, press CTRL-X.

With the file updated, enter the following command:
sudo systemctl restart unbound

It can take several minutes to complete and does not return a confirmation or other
information.

Once complete, verify the system status by entering the command:
systemctl status unbound
Look for active (running) status.
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Final ra.conf

Following is an example of the ra.conf after the components have been renamed.

access-control:
access-control:
access-control:
access-control:
access-control:
access-control:
access-control:
access-control:

unblock-lan-zo

127
nes:

192.
192.
169.
169.
169.
130.
169.

168.
168.
254.
254.
254
151.
254.
.0.0.

yes

local-zone: example.com.
vval-npu.example.com. IN A 192.168.249.13

local-data:

local-data-ptr:

local-data:

local-data-ptr:

local-data:

local-data-ptr:

local-data:

local-data-ptr:

local-data:

local-data-ptr:

local-data:

local-data-ptr:

local-data:
192.168.249

forward-zone:
name :
forward-addr:

249.17/24 allow
249.49/25 allow
50.194/16 allow
50.194/16 allow

.190/16 allow

185.147/22 allow
110.230/16 allow
1/8 allow

transparent

192.168.249.13 vval-npu.example.com

vval-hostl.example.com. IN A 192.168.249.14

192.168.249.14 vval-hostl.example.com

vval-host2.example.com. IN A 192.168.249.15

192.168.249.15 vval-host2.example.com

vval-witness.example.com. IN A 192.168.249.16

192.168.249.16 vval-witness.example.com

vval-NetSvcs.example.com. IN A 192.168.249.17

192.168.249.17 vval-NetSvcs.example.com

vval-vCenter.example.com. IN A 192.168.249.18

192.168.249.18 vval-vCenter.example.com

vval-Support-Probe.example.com. IN A

.19
local-data-ptr:

192.168.249.19 vval-Support-Probe.example.com

192.168.249.1
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Final steps After you have updated the naming scheme, Rockwell Automation strongly recommends that
you perform a controlled system shut down and restart after you follow the procedures that
are outlined in chapter 5 of the VersaVirtual User Manual and the knowledge base
Answer QA45441. Performing the procedures that are outlined in these documents helps the
VMware vCenter startup properly. Doing so also helps confirm that the newly deployed witness
VM is added to the management node auto-start list.
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Notes:
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Rockwell Automation Support

Use these resources to access support information.

Find help with how-to videos, FAQs, chat, user forums, Knowledgebase, and product

i e . !

Technical Support Center notification updates. rok.auto/support

Local Technical Support Phone Numbers Locate the telephone number for your country. rok.auto/phonesupport

Technical Documentation Center Quickly access and download technical specifications, installation instructions, and user rok.auto/techdocs
manuals. B

Literature Library Find installation instructions, manuals, brochures, and technical data publications. rok.auto/literature

Product Compatibility and Download Center Download firmware, associated files (such as AOP, EDS, and DTM), and access product

(PCDC) release notes. rok.auto/ pede

Documentation Feedback

Your comments help us serve your documentation needs better. If you have any suggestions on how to improve our content, complete the
form at rok.auto/docfeedback.

Waste Electrical and Electronic Equipment (WEEE)

At the end of life, this equipment should be collected separately from any unsorted municipal waste.

Rockwell Automation maintains current product environmental compliance information on its website at rok.auto/pec.

Allen-Bradley, expanding human possibility, and Rockwell Automation are trademarks of Rockwell Automation, Inc.
Cisca is a trademark of Cisca Systems, Inc.

EtherNet/IP is a trademark of ODVA, Inc.

Trademarks not belonging to Rockwell Automation are property of their respective companies.

Rockwell Otomasyon Ticaret A.S. Kar Plaza i Merkezi E Blok Kat:6 34752, igerenkay, istanbul, Tel: +90 (216) 5698400 EEE Yénetmeligine Uygundur

Connect with us. ﬂ m

rockwellautomation.com expanding human possibility”

AMERICAS: Rockwell Automation, 1201 South Second Street, Milwaukee, W153204-2496 USA, Tel: (1) 414.382.2000, Fax: (1) 414.382.4444
EUROPE/MIDDLE EAST/AFRICA: Rockwell Automation NV, Pegasus Park, De Kleetlaan 12a, 1831 Diegem, Belgium, Tel: (32) 2663 0600, Fax: (32)2 663 0640
ASIA PACIFIC: Rockwell Automation SEA Pte Ltd, 2 Corporation Road, #04-05, Main Lobby, Corporation Place, Singapore 618494, Tel: (65) 6510 6608, FAX: (65) 6510 6699
UNITED KINGDOM: Rockwell Automation Ltd., Pitfield, Kiln Farm, Milton Keynes, MK113DR, United Kingdom, Tel: (44)(1908) 838-800, Fax: (44)(1908) 261-917

Publication GMSN-UMOO3A-EN-P - Octaber 2023
Copyright © 2023 Rockwell Automation, Inc. All rights reserved. Printed in the U.S.A.


https://rok.auto/support
https://rok.auto/phonesupport
https://rok.auto/techdocs
https://rok.auto/literature
https://rok.auto/pcdc
https://literature.rockwellautomation.com/idc/groups/literature/documents/du/ra-du002_-en-e.pdf
https://rok.auto/docfeedback
https://rok.auto/pec
https://www.instagram.com/rokautomation/
https://www.linkedin.com/company/rockwell-automation
https://twitter.com/ROKAutomation
https://www.facebook.com/ROKAutomation/
https://www.rockwellautomation.com/

	VersaVirtual Appliance User Manual
	Preface
	About this Publication
	Abbreviations
	Features
	Overview

	Download Firmware, Add-on Profile, EDS, and Other Files
	Additional Resources

	1 - Install the VersaVirtual Appliance
	Install the VVA in a Rack
	Identify Ports and Components
	Connect Network Cables
	Connect Power Cables
	Install Front Bezel

	2 - Integrate the Network
	Connect the Appliance to the Network
	Use the Default VLAN
	Add Host Names to Local Host File

	3 - Manage the System
	Domain Name System Requirements
	Forward DNS Requests
	Configure the Management Computer

	Install VersaVirtual Licenses
	Change Default Passwords
	Baseboard Management Controller
	VMware vSphere
	VMware vCenter
	VMware vCenter Server Appliance
	Virtual Machines: NetSvcs
	Virtual Machines: Support-Probe
	Virtual Machines: Support-Proxy

	Configure Active Directory Authentication
	Update the Hardware Compatibility List
	Add a Virtual Machine
	Import an OVA Template

	4 - System Shut down and Startup
	Shut down vSAN Cluster
	Shut down NPU
	Restart NPU
	Restart vSAN Cluster

	A - Change the IP Address Schemes
	Shut Down the vSAN Cluster
	Change the IPv4 Settings of the Witness Host
	Reset IP Address of NPU
	Update Access and Trunk Port with New VLAN Tag (Optional)
	Reset iDRAC IP Addresses
	Update NetSvcs IP
	Update NetSvcs DNS Settings
	Change VMware vCenter IP Address with the VMware vCenter Server Appliance
	Apply new VLAN Tag to Port Groups (Optional)
	Update IP Addresses on vSAN Hosts
	Update High Availability
	Reconnect Hosts
	Restart vSAN Cluster

	B - Rename VersaVirtual Appliance Components
	Preliminary Steps
	Rename Procedures
	Add New Name Information to DNS Server Hosted by NetSvcs
	Factory default: ra.conf
	Updated ra.conf

	Rename NetSvcs
	Rename VMware vCenter
	Redeploy the vSAN Witness Virtual Machine
	Unregister and Remove Existing Witness
	Deploy the New vSAN Witness Virtual Machine
	Register the New vSAN Witness

	Rename Cluster Hosts
	Rename Host 1
	Rename Host 2

	Rebalance Virtual Machines across the Cluster
	Remove Obsolete Information from NetSvcs
	Final ra.conf

	Final steps


	Index

	Back Cover



