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Important User Information
Read this document and the documents listed in the additional resources section about installation, configuration, and operation of this equipment before you install, configure, 
operate, or maintain this product. Users are required to familiarize themselves with installation and wiring instructions in addition to requirements of all applicable codes, laws, and 
standards.

Activities including installation, adjustments, putting into service, use, assembly, disassembly, and maintenance are required to be carried out by suitably trained personnel in 
accordance with applicable code of practice.

If this equipment is used in a manner not specified by the manufacturer, the protection provided by the equipment may be impaired.

In no event will Rockwell Automation, Inc. be responsible or liable for indirect or consequential damages resulting from the use or application of this equipment.

The examples and diagrams in this manual are included solely for illustrative purposes. Because of the many variables and requirements associated with any particular installation, 
Rockwell Automation, Inc. cannot assume responsibility or liability for actual use based on the examples and diagrams.

No patent liability is assumed by Rockwell Automation, Inc. with respect to use of information, circuits, equipment, or software described in this manual.

Reproduction of the contents of this manual, in whole or in part, without written permission of Rockwell Automation, Inc., is prohibited.

Throughout this manual, when necessary, we use notes to make you aware of safety considerations.

WARNING:  Identifies information about practices or circumstances that can cause an explosion in a hazardous environment, which may lead to personal injury or 

death, property damage, or economic loss. 

ATTENTION:  Identifies information about practices or circumstances that can lead to personal injury or death, property damage, or economic loss. Attentions help 

you identify a hazard, avoid a hazard, and recognize the consequence. 

IMPORTANT:  Identifies information that is critical for successful application and understanding of the product. 

These labels may also be on or inside the equipment to provide specific precautions.

SHOCK HAZARD:  Labels may be on or inside the equipment, for example, a drive or motor, to alert people that dangerous voltage may be present. 

BURN HAZARD:  Labels may be on or inside the equipment, for example, a drive or motor, to alert people that surfaces may reach dangerous temperatures. 

ARC FLASH HAZARD:  Labels may be on or inside the equipment, for example, a motor control center, to alert people to potential Arc Flash. Arc Flash will cause severe 

injury or death. Wear proper Personal Protective Equipment (PPE). Follow ALL Regulatory requirements for safe work practices and for Personal Protective Equipment 

(PPE). 

The following icon may appear in the text of this document.

Tip:  Identifies information that is useful and can help to make a process easier to do or easier to understand. 

Rockwell Automation recognizes that some of the terms that are currently used in our industry and in this publication are not in alignment with the movement toward inclusive 
language in technology. We are proactively collaborating with industry peers to find alternatives to such terms and making changes to our products and content. Please excuse the 
use of such terms in our content while we implement these changes.
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Chapter 1

Factory settings
Devices feature two or more Ethernet interfaces, whose factory settings are shown in the following table.

Device type Interface IP address Mask

LAN 192.168.0.1 255.255.255.0Stratix 4300

WAN assigned by DHCP assigned by DHCP

Access to device configuration is protected by a combination of username and password:

• The default username  is admin.

• The default password  is admin.

When accessing the device for the first time, you will be prompted to change its password. Once you have changed 

the device password, you will be required to restart the device.
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Chapter 2

Access System Manager from a browser
You can remotely access System Manager through the Ethernet connection, by typing the device IP address into a 

web browsing bar.

NOTE:  See the factory settings of the device Ethernet interface for more information about Ethernet 

connections.

1. Enter the device IP address into a web browsing bar. Each device comes pre-configured with a default IP 

address, which may vary depending on the specific Ethernet interface to which the device is connected.

NOTE:  You will be warned that the connection is not private and the security certificate is 

not trusted. In this case, select Advanced  and proceed.

2. If you access System Manager for the first time, enter the default credentials:

a. username: admin

b. password: admin

3. Once you sign in, you will be prompted to change your password.

From the second sign in on, you can access System Manager by using admin  as a username and the newly

set up password, or through the user's account if activated by an Admin  user.

NOTE:  Create a strong password to reduce cybersecurity risk. 

Your password must:

◦ Be at least 8 characters long

◦ Include at least three of the following requirements:

▪ at least one uppercase character

▪ at least one lowercase character

▪ at least one numeric character

▪ at least one symbolic character

Use passphrases longer than 8 characters to enhance password strength. Strong 

passwords increase the time needed to guess them.

NOTE:  When you restart a device through the browser, the web page shows a countdown 

widget that you can interrupt by selecting Cancel.
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Chapter 3

System Manager menu

System Manager features a menu on the left screen, which is split into the following sections:

• General  on page 9

• Interfaces  on page 11

• Networking  on page 14

• FT Remote Access  on page 16

• Users  on page 18

• Diagnostics  on page 20

• Maintenance  on page 

When you apply any changes within each section, click Apply. A message appears, confirming that any change has 

been saved.

NOTE:  Depending on the applied changes, you might have to restart your device. 

When you restart a device through the browser, the web page shows a countdown widget that you 

can interrupt by selecting Cancel.

The following image displays the General  section, as an example.

General

General

Interfaces

Networking

FT Remote Access

Users

Diagnostics

Stratix 4300 - Device Manager

Apply Restart

General options

Web server interfaces

WAN

LAN

Hostname

Internet connectivity

WAN/Wi-Fi

Wi-Fi

Date and time

General
This section guides you through the essential settings to customize and secure your device.
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Chapter 3        System Manager menu

General Options
• Hostname: A unique identifier assigned to the device. Hostname identifies the device over a network and can

be used to configure or troubleshoot the device.

• Web server interfaces:

◦ Wi-Fi: Enable this option to allow users to access the System Manager web interface through Wi-Fi.

◦ WAN: Enable this option to allow users to access the System Manager web interface through the WAN

port.

◦ LAN: Enable this option to allow users to access the System Manager web interface through the LAN

port.

• Internet connectivity: Select a mode to establish an Internet connection.

NOTE:  The Auto  mode sets the connection based on priority. The priority is in descending 

order as follows: WAN, Wi-Fi and Modem.

Date and Time
• Time synchronization mode: Configure your device date and time settings. Select Manual  to manually set

both date and time or choose Auto (Remote NTP server)  to synchronize both date and time automatically by 

using a remote Network Time Protocol (NTP) server.

NOTE:  The device can be configured to automatically adjust the date and time from a remote 

NTP server and provide the same service to any devices that are locally connected through 

the NTP server.

• Remote NTP Server: Set the IP address of the NTP server.

NOTE:  This setting is only visible if the Time synchronization mode  is set to Auto (Remote 

NTP server).

• Date  and Time: Select the device time settings.

• Time zone: Select the time zone affecting your device current time.

• Local NTP server interfaces: Select at least one interface to enable the local NTP server to listen for

connections on the standard UDP port 123 through the specified interface. This setting allows for accurate 

timekeeping across your network.

External Storage Devices
• USB Enabled: Activate or deactivate any storage devices mounted on the device USB ports.

NOTE:  This selection does not impact the recognition or usage of any USB devices, such as 

keyboards, mouses or other HID devices.

NOTE:  See External storage  on page 23 for further information on this subject.
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Chapter 3        System Manager menu

System Information

This section shows useful information about your device such as:

• Product name

• Firmware version

• OS version

• System Manager version

• FT Remote Access Runtime version

NOTE:  The device OS, System Manager and FT Remote Access Runtime version  depend on its 

firmware version.

• Select Update Firmware  to upload a firmware image (.img file) onto the device directly from the browser.

NOTE:  See Update the device firmware  on page 21 for further information on this subject.

Legal Notices

Each button in this section shows a specific set of licenses used in System Manager:

• Main Licenses: Commercial software licenses.

• Open source licenses: Open-source software licenses.

Interfaces
This section allows you to set up any device interfaces and their related settings.

WAN
• Enabled  is checked by default and enables the WAN interface.

• MAC address: Shows the unique identifier for the device port. This address is essential for network 

communication and device identification purposes.

• Check Obtain IP configuration automatically  to allow the automatic acquisition of any IP address, subnet

mask, and default gateway from a DHCP server on the local network.

NOTE:  If the WAN port is set to automatically obtain its IP configuration, and the DHCP server 

supplies an updated configuration, you might have to toggle to another System Manager tab 

first to view the newly set configuration.

• IP address: Enter the IP address of the device connected through the WAN interface.

NOTE:  This setting is only available if Obtain IP configuration automatically  is not selected.

• Mask: Enter the mask of the device connected through the WAN interface.

NOTE:  This setting is only available if Obtain IP configuration automatically  is not selected.

• Gateway: Enter the gateway of the device connected through the WAN interface.
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Chapter 3        System Manager menu

NOTE:  This setting is only available if Obtain IP configuration automatically  is not selected.

• DNS 1: Enter the primary DNS of the device connected through the WAN interface.

NOTE:  This setting is only available if Obtain IP configuration automatically  is not selected.

• DNS 2: Enter the secondary DNS of the device connected through the WAN interface.

NOTE:  This setting is only available if Obtain IP configuration automatically  is not selected.

• IP Addresses used for NAT 1:1: Shows the WAN IP addresses set in the WAN > LAN (NAT 1:1) 

configuration. See NAT Rules  on page 15.

LAN
• MAC address: Shows the unique identifier for the device port. This address is essential for network 

communication and device identification purposes.

• Check Obtain IP configuration automatically  to allow the automatic acquisition of any IP address, subnet

mask, and default gateway from a DHCP server on the local network.

Tip:  If the LAN port is set to automatically obtain its IP configuration, and the DHCP server 

supplies an updated configuration, you might have to toggle to another System Manager tab first 

to view the newly set configuration.

• IP addresses: Enter one or more IP addresses of the devices connected through the LAN interface, and the

related subnet mask. Select Add  or Remove  to add or remove any IP address configuration.

NOTE:  This setting is only available if Obtain IP configuration automatically  is not selected.

• FactoryTalk Remote Access Device Discovery: Check Enable enhanced discovery on LAN interface  to 

allow your device to be discovered on the LAN by the Device Setup or Device Discovery Tool in FactoryTalk 

Remote Access Manager.

NOTE:  The device may not be discovered in certain network topologies that may consist 

of different subnets, and where a default gateway is missing. Indeed, the device where the 

Device Discovery or Device Setup Tool is running and the remote device are on different 

subnets.

DHCP server on LAN

IMPORTANT:  This section is intended for users who possess a good understanding of 

the Dynamic Host Configuration Protocol (DHCP).
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Chapter 3        System Manager menu

DHCP automatically assigns IP addresses to devices connected to a LAN network. Configure this automatic 

assignment process by setting the following parameters:

• Check Enable DHCP Server  to enable the DHCP server on the LAN interface. By selecting this checkbox, the 

following parameters become configurable.

◦ LAN IP address: Copy and paste here the LAN IP address that you previously entered in the LAN  > IP 

address  section.

◦ LAN Mask: Copy and paste here the LAN mask that you previously entered in the LAN  > IP address 

section, next to the IP address.

◦ Mode: Select the IP addresses assignment mode:

Select Implicit Pool  if the list of the client IP addresses available for assignment is automatically 

provided by the device mask subnet.

Select IP Pool  if the DHCP assigns a client IP address based on a range of IP addresses that you can

define by setting IP address start  and IP address end.

NOTE:  The DHCP does not assign any IP address outside this set range that are among 

the client IP addresses provided by the Implicit Pool.

◦ Lease time (in minutes): Set the time period during which the IP address assigned by the DHCP server 

is valid. Once this time period expires, the DHCP server can assign another IP address to the device, 

based on the assignmend mode selected in Mode.

◦ Gateway: Enter the static gateway that the DHCP server will send to the DHCP client.

◦ DNS 1: Enter the static primary DNS that the DHCP server will send to the DHCP client of the connected 

device.

◦ DNS 2: Enter the static secondary DNS that the DHCP server will send to the DHCP client of the

connected device.

• Address reservation table: Enter any MAC address  along with their corresponding static IP address  to 

prevent the DHCP server from assigning other IP addresses. When a device with a specified MAC address 

requests a connection, the DHCP server automatically assigns the reserved IP address from this table.

• List of clients: View all clients on the LAN interface that have been assigned a dynamic IP address by the

DHCP server. You can select Refresh  to update the list of connected clients and their related Hostname, MAC 

address, Assigned IP address  and IP address expiration time in Valid until.

Gateway Priority
• In Mode, select the default gateway priority between LAN  and WAN, if both the interfaces have a default

gateway configured.

◦ Auto: Sets the gateways priority according to metrics automatically assigned by the OS.

◦ WAN: Sets the gateway of the WAN port to use.

◦ LAN: Sets the gateway of the LAN port to use.

Wi-Fi
• Mode: Set the router Wi-Fi connection via an adapter or an access point.

◦ Adapter: Router connects to the Wi-Fi as a client and uses the Wi-Fi network to access the Internet and 

the FactoryTalk Remote Access  network.

◦ Access Point: Router shares a Wi-Fi network to allow mobile devices to connect to the LAN automation

network.
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Chapter 3        System Manager menu

Modem

This section provides details about the modem connected to the device and its connection, and allows you to 

automatically or manually configure any Access Point Name (APN) gateway.

IMPORTANT:  Do not remove or insert any SIM card while the router is powered.

• Reset: Reset the modem if there is a disruption. When the modem restarts, it will automatically reconnect 

using any pre-configured settings.

• Check Automatic APN configuration  to automatically update SIM APN parameters using the configurations

stored in System Manager. The automatic configuration might not work if your SIM card is very new or 

if the SIM provider has changed any parameters. In such cases, you need to manually enter the required 

information in the fields listed below.

NOTE:  This feature is available for wireless routers only.

◦ APN: Enter the APN identifier.

◦ Username: Enter the APN username to authenticate and access the network.

◦ Password: Enter the APN password to authenticate and access a specific domain to establish a

network connection.

◦ Domain: Enter the APN password to authenticate and access the network.

◦ Dialed number: Enter the APN numbered string to initiate a data connection.

◦ Check Set service center  to set the SMS Service Center address and enable Data roaming, as needed. 

This configuration might be mandatory for some SIM cards configuration.

NOTE:  When starting a router equipped with a modem, allow up to two minutes for the modem to 

establish a connection.

Serial Port
• In Mode, choose the specific serial type that aligns with your requirements for enabling communication

via the serial cable that is connected to your device. This communication process is managed 

through FactoryTalk Optix or the FactoryTalk Remote Access Manager  serial pass-through.

Networking
This section allows you to configure the needed settings for your device networking, specifically Internet sharing with 

other devices, the implementation of Network Address Translation (NAT) rules, and the establishment of routing rules.
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Internet Sharing

The settings included in this section allow you to share the Internet connection used by the router to a device on an 

automation subnetwork. This process is possible regardless of whether the router is connected to the FactoryTalk 

Remote Access Manager  through a VPN connection.

1. Under Enabled network interfaces, check LAN.

NOTE:  The Wi-Fi  entry is disabled for Stratix® 4300 Wireless. To enable it, select Interfaces 

> Wi-Fi  > Access point  and populate the fields underneath.

2. Select:

◦ Allow any MAC address: Share the Internet connection with all of the devices on an automation

subnetwork.

◦ Allow the MAC addresses in the following list: Share the Internet connection only with selected

devices on an automation subnetwork by entering their MAC addresses in the field provided below.

NAT Rules
1. Add or remove any NAT Rule by selecting New  or Remove.

2. Select the Mapping type  to define the data packages source and destination:

◦ WAN > LAN: Networking process that routes data packets from a WAN to a LAN. This process is typically

used in routers and gateways to distribute Internet connectivity from a single source (WAN) to multiple 

devices on a local network (LAN).

◦ WAN > LAN (NAT 1:1): Networking process that creates a unique mapping between a public IP address

of the WAN interface and a private IP address of the LAN network. When you select this option, you are 

prompted to specify both the Source IP address  and Destination IP address.

NOTE:  You can enter up to 10 NAT 1:1 rules.

◦ LAN > WAN: Networking process that routes data packets from a LAN to a WAN. This is typically used 

when a device on a local network (LAN) must communicate or send data to an external network or the

Internet (WAN).

3. Populate the fields listed below as required. Fields may vary according to the Mapping type  that you

previously selected.

4. Check Translate source address  to translate the source IP address and MAC address, to allow the

destination device to respond, without setting up any gateway.

NOTE:  This option appears only if you set Mapping type  to WAN > LAN  or LAN > WAN.

5. Select Enable  and Save  your NAT Rule.

Routing Rules

Routing rules consist of a set of criteria determining the path that data packets take from the source to destination, 

across one or more networks.
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Chapter 3        System Manager menu

To create, modify and cancel any static Routing Rules, proceed as follows:

1. Check Enabled.

2. Click Add  and populate the fields included in the dialog window:

◦ Destination IP address: Enter a device or a subnet IP address.

◦ Mask: Enter a device or a subnet mask.

◦ Destination interface: Select the device or subnet destination.

◦ Gateway: Enter a gateway IP address.

3. Select Add.

FT Remote Access
This section allows you to manage settings for connecting your device to a FactoryTalk Remote Access organization.

Connection

You can Connect  or Disconnect  your device to or from the FactoryTalk Remote Access  network infrastructure.

NOTE:  To learn how to register a device to a domain, refer to the Device registration to domain 

chapter in the FactoryTalk Remote Access Manager  online manual.

NOTE:  You can unregister a device from its FactoryTalk Remote Access organization  by removing the 

device from the FactoryTalk Remote Access Manager.

• Status: Displays the connection status to FactoryTalk Remote Access Manager. The available connection 

statuses are:

◦ Disconnected from the FactoryTalk Remote Access infrastructure

◦ Disconnected from the private server network infrastructure

◦ Connecting

◦ Connected to the FactoryTalk Remote Access infrastructure

◦ Connected to the private server network infrastructure

◦ Disconnecting

◦ Protocol error

◦ A newer version of firmware is required

◦ This firmware version is not supported by the server

◦ Device registration error

Configuration

This section outlines the configuration parameters related to the device connection to FactoryTalk Remote 

Access Manager.

• Select the Availability mode  of a connection:

◦ Always on: Help prevent the device from being disconnected from the FactoryTalk Remote Access

network infrastructure or connected and disconnected to/from the FactoryTalk Remote Access  network 

infrastructure through FactoryTalk Optix.

◦ Digital input: Enable the IN0 digital input to allow the management of the connection to the

FactoryTalk Remote Access  network infrastructure.
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NOTE:  Refer to the device User Manual  for further information on this topic.

◦ SMS: (Feature available for modem-routers) Enable this option to text the SIM card installed in the

router, to establish or end a connection with the FactoryTalk Remote Access  domain.

NOTE:  This option is currently not supported for AT&T SIM cards.

• Connection port: Select a port for connecting your device to the FactoryTalk Remote Access  network 

infrastructure.

• Server: Determine the FactoryTalk Remote Access  network infrastructure to which you want to connect your 

device:

◦ Public: The device connects to the public network infrastructure hosted by Rockwell Automation

(default value).

◦ Legacy: The device connects to the legacy public network infrastructure named UBIQUITY.

◦ Private: The device connects to an on-premise/private network infrastructure  (currently inactive).

• Proxy configuration: Configure the connection parameters for FactoryTalk Remote Access organization  if a 

proxy is required. Choose the option that best suits your network requirements and security policies.

Local Connection

The Local Connection allows you to establish a connection with the device, transfer files, manage processes and 

establish a VPN connection through the FactoryTalk Remote Access Manager  Local Connection Tool, without the need 

of any Internet connection.

NOTE:  See the FactoryTalk Remote Access Manager Tools  and Local Connection  sections in the 

FactoryTalk Remote Access Manager  manual for further information on this topic.

• Check Enabled  to activate the Local Connection feature, allowing a connection to the device through

FactoryTalk Remote Access Manager.

• Password: Define a local password to establish a device Local Connection.

VPN

Select the Network interface  for which you want to establish a VPN connection through FactoryTalk Remote Access 

Manager.

• WAN: Allows you to reach all of the WAN subnet devices through the VPN connection, unless prevented by any

Firewall policies set through FactoryTalk Remote Access Manager.

• LAN: Allows you to reach all of the LAN subnet devices through the VPN connection, unless prevented by any

Firewall policies set through FactoryTalk Remote Access Manager.

• Point-to-point virtual ethernet adapter: Allows you to reach the device by establishing a VPN connection

through the IP address of the virtual Ethernet adapter (10.173.249.x).
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Reserve Static IP pool
• Check Reserve static IP pool for VPN connections  to enable the assignment of static IP addresses to the

remote device where the FactoryTalk Remote Access Manager  Tools are installed.

• Add  or Remove  one or more IP pools that you want to use to dynamically assign an IP address to the remote

device where the FactoryTalk Remote Access Manager  Tools are installed.

IMPORTANT:  The IP addresses specified in the Static IP pool do not undergo any verification process. 

It is your responsibility to ensure that these addresses do not conflict with either WAN or LAN 

subnets.

Users
This section allows you to set up and manage your device users' credentials, as well as any passwords and 

session security policies.

Accounts

While an Admin  account can manage all the device settings, a User  account is least-privileged and can be activated 

only if an Admin  user sets a password for them.

• Username: Select Admin  or User  and set up a password.

The password must meet the following requirements:

◦ be at least 8 characters long.

◦ include at least three of the following:

▪ one uppercase character

▪ one lowercase character

▪ one numeric character

▪ one symbolic character

NOTE:  An Admin  user can reset a User's password as needed.

Table  1. A User  account can manage the following features:

Section Subsection Feature

General options Internet connectivity  (WAN/Wi-Fi, Auto 

and Modem)

Date and time Time synchronization mode

Auto (Remote NTP Server)

Date

Time

Time zone

General

System Information Product name

Firmware version

OS version

System Manager version

FT Remote Access Runtime version

18 2800E-UM006B-EN-D - April 2025 Rockwell Automation, Inc.



Chapter 3        System Manager menu

Table  1. A User  account can manage the following features:  (continued)

Section Subsection Feature

Legal Notices Main licenses

Open source licenses

WAN Enabled

MAC address

Obtain IP configuration automatically

IP address

Mask

Gateway

DNS 1

DNS 2

Wi-Fi Wi-Fi Mode

Network name (SSID)

Obtain IP configuration automatically

IP address

Mask

Gateway

DNS 1

DNS 2

Security mode

Username

Security key

Modem Status

IMEI

Carrier

Carrier mode

Signal strength

PIN code

Automatic APN configuration

APN

Username

Password

Domain

Dialed number

Service center

Data roaming

Reset

Interfaces

Gateway priority Mode

Configuration Connection port

Proxy configuration

SOCK5/HTTP

FT Remote Access

Local Connection Enabled

Password
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Table  1. A User  account can manage the following features:  (continued)

Section Subsection Feature

Users Accounts New password

Ping PingDiagnostic

Export Logs Export all

Apply

Restart

Security Policies
• Automatic session lock (minutes): Specify the period of inactivity (in minutes) during which System

Manager stays operational.

When the inactivity period elapses, a dialog window warns the user by showing a 30-second countdown

timer.

NOTE:  At the end of this inactivity period, the user is logged out and directed to 

the login page.

Diagnostics
This section allows you to detect any device issues.

NOTE:  The Diagnostics  section is only visible if you access System Manager from a browser.

Ping

This feature tests a host reachability over a network, by sending ping requests.

Enter an IP address in the Network address  field, then select Ping.

System Manager generates a log file named SystemManager_log_*.txt  and stores it into the Logs  section. In 

addition, System Manager automatically launches a browser window that displays the results extracted from the Ping 

log file.

Logs

The logs provided in this section include valuable information for diagnosing any device activity issues and 

identifying their root cause.

Select Export all  to download any activity log files.
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Update the device firmware
You can update your device firmware through System Manager, FactoryTalk Remote Access Manager  or by means of a 

USB memory stick.

The firmware image is provided in the format of a single file that works as a “container” for the components to be 

updated. The container files are identified by the .img file extension and for convenience, firmware images are 

available on the Product Compatibility and Download Center (PCDC) portal or through the Over-the-air updates.

NOTE:  See the Runtime and firmware update  section in the FTRA online Help  for more information on 

this subject.

IMPORTANT:  InsuLcient space in the Persistent folder may hinder the device firmware update. 

Ensure the Persistent folder has adequate space for the new .img file upload and firmware update. If 

space is insuLcient, delete existing .img files to free up capacity in the Persistent folder.

Update through System Manager

IMPORTANT:  The process takes approximately two minutes to complete. During this time, do not to 

turn off the device, nor disconnect it from the power supply.

1. In System Manager, access General  > System Information, then select Update Firmware  to browse for 

and upload a firmware image onto the device.

NOTE:  The upload process of the firmware image may stop and resume.

2. Once the firmware image upload process is complete, select Restart.

3. The status indicator flashes green three times. While restarting, the device detects the firmware image

file, checks for its validity and starts the update procedure. During the entire update phase, the status 

indicator alternates between flashing red and green.

4. After the router automatically restarts, the update is complete. The status indicator flashes green three

times.

Update through USB memory stick
The software component upgrades are packaged into a single file that acts as a container for the components to be 

replaced.

NOTE:  Firmware update through USB memory stick is supported through FAT32 and exFAT file 

systems.

Rockwell Automation, Inc. 2800E-UM006B-EN-D - April 2025 21

https://www.rockwellautomation.com/en-us/docs/factorytalk-remote-access/current/factorytalk-remote-access-help-ditamap/updates-and-maintenance/runtime-and-firmware-update.html


Chapter 4        Update the device firmware

IMPORTANT:  The process takes approximately two minutes to complete. During this time, do not to 

turn off the device, nor disconnect it from the power supply.

1. Copy the firmware update file to the root folder of an empty USB memory stick.

2. Insert the USB memory stick into the USB port on the router.

3. Manually restart the router. The status indicator flashes green three times. While restarting, the device 

detects the firmware image file, checks for its validity and starts the update procedure. During the entire 

update phase, the status indicator alternates between flashing red and green.

4. After the router automatically restarts, the update is complete. The status indicator flashes green three

times.

Remote update through FactoryTalk Remote Access Manager

NOTE:  Before you start this process, you must register your device to a FactoryTalk Remote Access 

Manager organization. See the FactoryTalk Remote Access Manager  user manual  to learn how to 

access FactoryTalk Remote Access Manager  and register a device to an organization.

IMPORTANT:  The process takes approximately two minutes to complete. During this time, do not to 

turn off the device, nor disconnect it from the power supply.

1. In FactoryTalk Remote Access Manager, access the Explorer  > Domain view  section and select the

device.

2. Click the Interactive Access (Tools)  button.

3. In the Interactive Access  Tool, access the Explorer  section on the left menu and copy the firmware

image from the local system into the folder shown in the table.

Local system folder Remote device folder

...\<FirmwareImage>.img persistent\data\Updates\<FirmwareImage>.

img

4. Manually restart the router. The status indicator flashes green three times. While restarting, the device 

detects the firmware image file, checks for its validity and starts the update procedure. During the entire 

update phase, the status indicator alternates between flashing red and green.

5. After the router automatically restarts, the update is complete. The status indicator flashes green three

times.
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Chapter 5

External storage

The device allows the use of USB memory sticks as storage devices.

NOTE:  Active and passive USB hub devices are not supported.

USB memory sticks are used as a temporary storage for tasks such as transferring files, storing logs and performing 

system updates.

For these reasons, different file systems are supported:

Storage type Supported file system Recommended use

FAT32USB memory stick

exFAT

Suggested, if used as a temporary storage
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Rockwell Automation Support

Use these resources to access support information.

Technical Support Center Find help with how-to videos, FAQs, chat, user forums, and product notification updates. rok.auto/support

Knowledgebase Access Knowledgebase articles. rok.auto/knowledgebase

Local Technical Support Phone Numbers Locate the telephone number for your country. rok.auto/phonesupport

Literature Library Find installation instructions, manuals, brochures, and technical data publications. rok.auto/literature

Product Compatibility and Download Center 

(PCDC)

Get help determining how products interact, check features and capabilities, and find 

associated firmware.

rok.auto/pcdc

Documentation feedback

Your comments help us serve your documentation needs better. If you have any suggestions on how to improve our content, complete the form at rok.auto/docfeedback.

Waste Electrical and Electronic Equipment (WEEE)

At the end of life, this equipment should be collected separately from any unsorted municipal waste.

Rockwell Automation maintains current product environmental information on its website at rok.auto/pec.
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