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OptixEdge Standard User Manual

Important User Information
Read this document and the documents listed in the additional resources section about installation, configuration, and operation of this equipment before 
you install, configure, operate, or maintain this product. Users are required to familiarize themselves with installation and wiring instructions in addition to 
requirements of all applicable codes, laws, and standards.

Activities including installation, adjustments, putting into service, use, assembly, disassembly, and maintenance are required to be carried out by suitably 
trained personnel in accordance with applicable code of practice.

If this equipment is used in a manner not specified by the manufacturer, the protection provided by the equipment may be impaired.

In no event will Rockwell Automation, Inc. be responsible or liable for indirect or consequential damages resulting from the use or application of this 
equipment.

The examples and diagrams in this manual are included solely for illustrative purposes. Because of the many variables and requirements associated with 
any particular installation, Rockwell Automation, Inc. cannot assume responsibility or liability for actual use based on the examples and diagrams.

No patent liability is assumed by Rockwell Automation, Inc. with respect to use of information, circuits, equipment, or software described in this manual.

Reproduction of the contents of this manual, in whole or in part, without written permission of Rockwell Automation, Inc., is prohibited.

Throughout this manual, when necessary, we use notes to make you aware of safety considerations.

These labels may also be on or inside the equipment to provide specific precautions.

The following icon may appear in the text of this document.

WARNING: Identifies information about practices or circumstances that can cause an explosion in a hazardous environment, 
which may lead to personal injury or death, property damage, or economic loss.

ATTENTION: Identifies information about practices or circumstances that can lead to personal injury or death, property 
damage, or economic loss. Attentions help you identify a hazard, avoid a hazard, and recognize the consequence.

IMPORTANT Identifies information that is critical for successful application and understanding of the product.

SHOCK HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that dangerous 
voltage may be present.

BURN HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that surfaces may 
reach dangerous temperatures.

ARC FLASH HAZARD:  Labels may be on or inside the equipment, for example, a motor control center, to alert people to 
potential Arc Flash. Arc Flash will cause severe injury or death. Wear proper Personal Protective Equipment (PPE). Follow ALL 
Regulatory requirements for safe work practices and for Personal Protective Equipment (PPE).

Identifies information that is useful and can help to make a process easier to do or easier to understand.
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Preface

This manual is a user guide for OptixEdge™ Industrial IOT Edge Gateway. It provides 
procedures for the following:

• Install.
• Make connections.
• Operate.
• Troubleshoot.

A general knowledge of automation technology is needed to understand and follow the 
instructions in this publication.

Summary of Changes This publication contains the following new or updated information. This list includes 
substantive updates only and is not intended to reflect all changes.

Catalog Numbers This publication is applicable to the following systems. For your catalog number, see the 
product label on the side of your appliance.

Catalog Number 
Explanation

Examples that are given in this section are not intended to be used for product selection. Not 
all combinations generate a valid catalog number. Use ProposalWorks software to configure 
the system. ProposalWorks software is available from rok.auto/systemtools.

Additional Resources These documents contain additional information concerning related products from Rockwell 
Automation. You can view or download publications at rok.auto/literature.

Topic Page
Added new Software Options catalog numbers throughout

Cat. No. Identifier
2800E-***-*

2800E - A N A - S
a b c d

a b c d
Model Type Wireless Options Software Options Branding

Cod. Description Cod. Description Cod. Description Cod. Description
A Standard (ARM) N None A FT Optix XS (5 token) S Standard AB

B FT Optix S (8 token)
C FT Optix M (11 token)
D FT Optix L (15 token)

Resource Description
OptixEdge Installation Instructions, publication 2800E-IN001 Provides basic installation guidelines and instructions.
OptixEdge Technical Data, publication 2800E-TD001 Provides technical specifications about the OptixPanelTM systems.
FactoryTalk Optix Help Center, website FactoryTalkTM Optix Help Center.

EtherNet/IP Network Devices User Manual, ENET-UM006 Describes how to configure and use EtherNet/IP devices to communicate on the 
EtherNetTM/IP network.

Ethernet Reference Manual, ENET-RM002 Describes basic Ethernet concepts, infrastructure components, and infrastructure features.

System Security Design Guidelines Reference Manual, SECURE-RM001
Provides guidance on how to conduct security assessments, implement Rockwell 
Automation products in a secure system, harden the control system, manage user access, 
and dispose of equipment. 

UL Standards Listing for Industrial Control Products, 
publication CMPNTS-SR002

Assists original equipment manufacturers (OEMs) with construction of panels, to help ensure 
that they conform to the requirements of Underwriters Laboratories.

American Standards, Configurations, and Ratings: Introduction to
Motor Circuit Design, publication IC-AT001

Provides an overview of American motor circuit design based on methods that are outlined 
in the NEC.
Rockwell Automation Publication 2800E-UM001B-EN-P - June 2026 7

https://rok.auto/literature
http://literature.rockwellautomation.com/idc/groups/literature/documents/in/2800e-in001_-en-p.pdf
https://www.rockwellautomation.com/docs/en/factorytalk-optix/1-00/contents-ditamap.html
https://literature.rockwellautomation.com/idc/groups/literature/documents/um/enet-um006_-en-p.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/rm/enet-rm002_-en-p.pdf
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https://literature.rockwellautomation.com/idc/groups/literature/documents/sr/cmpnts-sr002_-en-p.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/at/ic-at001_-en-p.pdf
https://rok.auto/systemtools
http://literature.rockwellautomation.com/idc/groups/literature/documents/td/2800e-td001_-en-p.pdf


Preface          
Industrial Components Preventive Maintenance, Enclosures, and Contact 
Ratings Specifications, publication IC-TD002

Provides a quick reference tool for Allen-Bradley industrial automation controls and 
assemblies.

Wizard application, publication 2800E-UM002 Provides info about the Wizard Application for OptixEdge, a user-friendly tool designed to 
effortlessly manage and configure controller data transmission.

Safety Guidelines for the Application, Installation, and Maintenance of 
Solid-state Control, publication SGI-1.1

Designed to harmonize with NEMA Standards Publication No. ICS 1.1-1987 and provides 
general guidelines for the application, installation, and maintenance of solid-state control in 
the form of individual devices or packaged assemblies incorporating solid-state 
components.

Industrial Automation Wiring and Grounding Guidelines, publication 1770-4.1 Provides general guidelines for installing a Rockwell Automation industrial system.
Product Certifications website, rok.auto/certifications. Provides declarations of conformity, certificates, and other certification details.

Resource Description
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Chapter 1

Overview

The Allen-Bradley® OptixEdge™ Standard is an Industrial IoT gateway equipped with an NXP® 
i.MX 8M Plus processor.

This appliance allows to:
• Collect, analyze and send data to the cloud via FactoryTalk® Optix™.
• Provide remote assistance via FactoryTalk® Remote Access™ with embedded digital I/O 

for extra security.
• Extend the capabilities of FactoryTalk Optix and FactoryTalk Remote Access by hosting 

Docker containers.

Connectors / LEDs / 
Buttons

Table 1 - Connectors / LEDs / Buttons (continued)

No. Description Required Cable LED Color Status /Function

1 MOD LED —

Off No power is being applied to the device.

Steady Green The boot phase is completed and the device 
is operating normally.

Steady Red The device has a major nonrecoverable 
fault.

Flashing Green The device is booting.

Flashing Red
The device has a recoverable fault or the 
device firmware is being updated or 
Factory Reset is in progress.

Railroad flashing Green/
Red

The device is powering up and performing 
its power-up self-test.

2 POWER LED —

Off No power is being applied to the device.

Steady Green Appropriate power is being applied to the 
device.

Steady Red The device is not receiving appropriate 
power.

Top side view

1 2
43

6

5
7

8
9

10

11

12

13

14

15

16

17

18

19

Front side view
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Chapter 1          Overview
3 NET LED —

Off The device is powered off or is powered on 
but no IP address configured.

Steady Green
An IP address is configured and at least one  
CIP connection (any transport class) is 
established, and an Exclusive Owner 
connection has not timed out.

Steady Red
For devices that support duplicate IP 
address detection, the device has detected 
that its IP address is already in use.

Flashing Green
An IP address is configured, but no CIPTM 
connections are established, and an 
Exclusive Owner connection has not timed 
out.

Flashing Red

An IP address is configured, and an 
Exclusive Owner connection for which this 
device is the target has timed out. The 
indicator, returns to steady green only when 
an Exclusive Owner connection is 
reestablished.
NOTE: An incorrect or inconsistent 
configuration would be considered a major 
recoverable fault.

Railroad flashing Green/
Red

The device is performing its power-up self-
test.

4 SERVER LED —

Off No power is being applied to the device.
Steady Green Device connected to FTRA servers.

Steady Red The device started and did not connect to 
FTRA servers.

Flashing Green The device started and is connecting to 
FTRA servers.

Flashing Red

The device started but is not connecting to 
FTRA servers because:
it is not associated to a domain.
it is already associated with a different 
domain than the one it is trying to connect 
to.
(future implementation) the ID and 
password for accessing the domain are 
invalid.

5 REMOTE 
CONNECT LED —

Off No remote connections are active to the 
device.

Steady Green At least one remote connection is active to 
the device.

6 LINK 1 LED
LINK 2 LED —

Off The device is not connected to a network. 
The port is administratively disabled.

Steady Green The device is connected to a network, but is 
not actively communicating.

Flashing Green The device is actively communicating on a 
network.

7 RX LED —
Off The device is not receiving data.

Flashing Green The device is receiving data.

8 TX LED —
Off The device is not transmitting data.

Flashing Green The device is transmitting data.
9 USB Shielded, Length: max 3 m (9.84 ft) USB 3.0 connector (Type-A / host).
10 LINK 1

Shielded 1 Gigabit Ethernet, RJ45 connector.
11 LINK 2

12 1 x COM Shielded
Length: max 30 m (98.42 ft) RS232/422/485 isolated (DB9M).

13 Data activity (all 
LAN ports LED)

—

No color No Activity is present.
Flashing Green Activity is present.

14 Data link (all 
LAN ports LED)

No color No link is present.
Yellow 10/100/1000 Mbps.

Table 1 - Connectors / LEDs / Buttons (continued)

No. Description Required Cable LED Color Status /Function
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Back Side View Figure 1 - Back Side View

15 DC power Unshielded Power connector.
16 I/O Unshielded I/O connector.
17 Micro SD — — Micro SD slot.

18 Factory Reset
Factory Reset pushbutton to reset the 
firmware to factory settings (including 
application data and all other 
configurations).

19 Restart Restart pushbutton for software reboot of 
the system (NO power cut).

WARNING: USB CONNECTORS NOT FOR USE IN HAZARDOUS LOCATIONS. TO USE ONLY FOR INITIAL 
SET-UP AND MAINTENANCE.
ADVERTISSMENT:LE CONNECTEURS USB NE DOIT PAS ÊTRE UTILISÉ DANS DES ENDROITS 
DANGEREUX. DOIT ÊTRE UTILISÉ POUR LA CONFIGURATION INITIALE ET LA MAINTENANCE 
SEULEMENT.

COM Pinout

PIN RS232 RS422 RS485 Connector Layout
1 Isolated +5V max 100 mA DC OUT
2 RX RX+ -
3 TX TX- RTX-
4 — — —
5 Isolated GND
6 — — —
7 RTS TX+ RTX+
8 CTS RX- —
9 — — —

Digital I/O Pinout

PIN Signal Connector layout
1 IN0 +
2 IN0 -
3 IN1 +
4 IN1 -
5 OUT C
6 OUT NO
7 OUT1 C
8 OUT1 NO

Table 1 - Connectors / LEDs / Buttons (continued)

No. Description Required Cable LED Color Status /Function

1

1 No. Description
1 Book mount bracket installation holes
2 DIN rail mount hook installation holes

1

1

1

22
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Figure 2 - Side View

Standards Compliance and 
Certifications

UL/cUL Mark Compliance

Equipment with the UL/cUL mark complies with the requirements of UL 61010-1, UL 61010-2-
201, CSA C22.2 No. 61010-1, and CSA C22.2 No. 61010-2-201.

A copy of the certificate of compliance is available at rok.auto/certifications.

European Union Directive Compliance

This equipment meets the European Union Directive requirements when installed within the 
European Union or EEA regions and have the CE marking. A copy of the declaration of the 
conformity is available at rok.auto/certifications.

Technical specifications

No. Description
1 Aeration holes

1

1

1

11

OptixEdge Standard

HMI software FactoryTalk Optix XS size
(5 tokens)

FactoryTalk Optix S size
(8 tokens)

Remote assistance software FactoryTalk Remote Access PRO (UBIQUITY® compatible)

Other SW
3rd party Docker container support
Networking NAT, NAT1:1, Routing, Internet Sharing

O.S. installed Linux Yocto

Protection grade IP
IP rating IP 20
NEMA rating UL TYPE 1 (indoor only)

Case
Installation DIN rail or Book mounting
Material Aluminium

Processor  i.MX 8M Plus
System memory RAM 4GB
Mass storage ~12GB available for customer's application (eMMC in pSLC mode)
Storage expansion 1x MicroSD slot on board with external access (push-push)

Interfaces
LAN 2x Gigabit Ethernet (RJ45)
USB 1x USB 3.0 (Type-A / host)
Serial 1x RS232/422/485 (DB9M) isolated

Digital Inputs
IN 0 enable FTRA Network connection
IN 1 restart Device
Type 18...32V - optoisolated (500V)
12 Rockwell Automation Publication 2800E-UM001B-EN-P - June 2026
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Chapter 1          Overview
Digital Outputs
OUT 0 feedback on FTRA Network connection
OUT 1 feedback on active FTRA remote connection
Type Solid state relay - optoisolated (500V) max 200mA - 24V DC - N.O.

Power supply input DC input 24VDC (18...32V DC) SELV isolated
Current Consumption 0.5A max at 24VDC
RTC Backup Supercapacitor
Operating Temperature 0...50° C (32...122° F)
Storage Temperature -20...+60° C (-4...+140° F)
Operating / Storage Relative humidity 20%...90% RH (non-condensing)
Max. Altitude, operating 2000 m (6562 ft)

Vibration (EN 60068-2-
6:2008-02 Environmental 
testing - Part 2-6: Tests - 
Test Fc: Vibration 
(sinusoidal))

Frequency 
range 10,00 Hz to 500,00 Hz

Sweep rate 1 octave / min
Number of 

sweep cycles 5 / axis (56’27”)

Displacement 0,3048 mm p-p (10,00 Hz to 57 Hz)
Acceleration 0-p: 2,0 g (57 Hz to 500,00 Hz)

Shock (En 60068-2-
27:2009-05, 
Environmental testing – 
Part 2-27: Tests – Test Ea 
and guidance: Shock) 
Shape of rated 
mechanical stress: Half-
Sine

operating 15 g (acceleration) at 11 ms (duration)

non operating 30 g (acceleration) at 11 ms (duration)

Approvals

REACH
RoHS
WEEE

CE (EMC)
cULus Listed

KC
UKCA
RCM

MOROCCO
ODVA

OptixEdge Standard
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Notes:
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Chapter 2

Installation

Follow these guidelines and procedures to help you plan your installation and mount and 
power up the system.

Safety Installation According to the Instructions 

Commissioning the system device is prohibited until it has been absolutely ensured that the 
system in which the system is to be installed complies with all the applicable EU and 
international regulation. 

ATTENTION: Read this document and the documents listed in the Additional Resources section 
about installation, configuration, and operation of this equipment before you install, configure, 
operate, or maintain this product. Users are required to familiarize themselves with 
installation and wiring instructions in addition to requirements of all applicable codes, laws, 
and standards. Activities including installation, adjustments, putting into service, use, 
assembly, disassembly, safety, and maintenance are required to be carried out by suitably 
trained personnel in accordance with applicable code of practice. If this equipment is used in a 
manner not specified by the manufacturer, the protection provided by the equipment may be 
impaired. 
Ensure that the environment is free of hazardous gases and/or dust before connecting or 
disconnecting the system. 
In case of partial or total system damage, switch off immediately the equipment and change 
the system. Cuts or slits on the touch-screen front foil are considered damages compromising 
the defined protection grade.
Compliance with regulations lapses if inappropriate maintenance and / or repairs are made by 
the Customer or by third parties not authorized.
For resistive touchscreen only:
Provision should be made to prohibit the product from being exposed to UV radiation while in 
use. Care should be taken not to rub or bluff the touchscreen surface in a way that might cause 
the accumulation of static charge.

To ensure the declared protection level, follow these instructions:
• Use only components supplied with the system.
• Make the mounting cut-out of the system following the instruction described.
• Do not allow layers of dust to form on the system and clean it regularly.
• Before switching the system on, to avoid condensation, wait until the system temperature 

reaches the temperature of the environment in which it is installed.
• For connections use fixing systems (ex. screws, slides, clamps) that ensure a reliable contact 

even with vibrations and ensure that all the interfaces (COM, LAN) are connected in a safe way.
• Execute the wiring of the equipment keeping signals and power cables separated.
• Use interconnection components like cables or other devices that meet the minimum 

requirements for appropriate use [ex. cable’s max temperature 70 °C (158 °F)].
• Do not use damaged components.

Disposition for electrical connection:
• Strictly follow the instructions of the system’s User Manual.
• The system has the polarity inversion protection. If the system does not switch on, check the 

connections because the polarity can be inverted.
• Always connect the earth on the system using the proper power supply connector terminal.
• In case of installation of the system on metallic cabinet, ensure the connection between the 

system earth and the cabinet earth.
• After the system installation you have to place on the equipment, in a clearly visible position, a 

label with the rating data present on the system’s general label.
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Qualified Personnel
• The system may be operated only by personnel qualified for the specific task in 

accordance with the relevant documentation for the specific task, in particular its 
warning notices and safety instructions. 

• Qualified personnel are those who, based on their training and experience, are able to 
identify risks and avoid potential hazards when working with these systems. 

Environment and Enclosure Information
• The enclosure must allow sufficient space around air inlets and outlets to provide the 

circulation necessary for cooling. Never allow air passages to become obstructed.
• Hot air rises. The temperature at the top of the enclosure is often higher than the 

temperature in other parts of the enclosure, especially if air is not circulating.
• Consider a user-supplied fan, heat exchanger, or air conditioner for heat generated by 

other devices in the enclosure.
• For installation in control cabinets and, in particular, in closed containers, make sure 

the ambient temperature complies with the requirements.
• The indicated environmental conditions must be observed.
• Verify the operating temperature of the equipment to ensure that the specified 

temperature range is not exceed after it is installed in the end user application.

Equipment with the UL/cUL mark complies with the requirements of UL 61010-1, UL 61010-2-
201, CSA C22.2 No. 61010-1, CSA C22.2 No. 61010-2-201. Copies of the certificate of compliance 
are available at rok.auto/certifications.

Working on the Control Cabinet 
• The system is open equipment. The cabinet in which the system is installed should only 

be accessed with a key or tool and only by trained and authorized personnel. 
• Dangerous voltage. Opening the cabinet may expose high voltage parts. Before opening 

the cabinet, always disconnect the power.

Unpack Before you unpack the system, inspect the shipping carton for damage. If damage is visible, 
immediately contact the shipper and request assistance. Otherwise, proceed with unpacking. 

Keep the original packing material in case you must return the appliance for repair or 
transport it to another location. 

This product is shipped with the following items:

ATTENTION: This equipment is intended for use in a Pollution Degree 2 
industrial environment, in overvoltage Category II applications (as defined in 
IEC 60664-1), at altitudes up to 2000 m (6561 ft) without derating. 
This equipment is considered Group 1, Class A industrial equipment according 
to IEC/EN 61326-1. Without appropriate precautions, there can be potential 
difficulties with electromagnetic compatibility in other environments due to 
conducted and radiated disturbance.
This equipment is UL Listed. However, to meet some regulatory requirements, 
the appliance must be mounted in an enclosure that is suitably designed for 
environmental conditions that can be present.
In addition to this publication, see the following:
Industrial Automation Wiring and Grounding Guidelines, publication 1770-4.1, 
for more installation requirements.
UL 50, CSA C22.2 No. 94.1, and IEC 60529, as applicable, for explanations of the 
degrees of protection provided by enclosures.
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Installation Guidelines

• When choosing the installation site, consider the following:
• The site must have sufficient power.
• The site must be indoors and non-hazardous.
• The site must not expose the system to direct sunlight.

• The system can operate in the following environmental conditions:
- Operation temperature: 0…50 °C (32…122 °F).

Parts List

Item Description

Hardware

OptixEdge
Book mount installation kit
DIN rail mount installation kit
Removable power terminal block, pre-installed.
Removable power terminal block cover kit. 

Document Installation instructions.

WARNING: Special Conditions for Safe Use:
• The ambient temperature range is 0…50 °C (32…122 °F).
• Subject devices are to be installed in a tool-only accessible enclosure that provides a degree of 

protection not less than IP54 for atmospheres with gas or IP6x for atmospheres with dust, in 
accordance with IEC/EN 60079-0, Explosive atmospheres – Part 0: Equipment – General 
requirements and IEC/EN 60079-7, Explosive atmospheres – Part 7: Equipment protection by 
increased safety “e”. Enclosure is to be marked with the following: “Warning - Do not open when 
energized”. After installation of subject devices into the enclosure, access to termination 
compartments shall be dimensioned so that conductors can be readily connected. Grounding 
conductor should have a minimum cross-sectional area of 1.5 mm² (16 AWG) .

• Subject devices are for use in an area of not more than pollution degree 2 in accordance with 
IEC 60664-1.

• Subject devices are to use copper conductors with a minimum conductor temperature rating of 
75 °C (167 °F).

• Subject devices are to be installed in the vertical orientation only.

AVERTISSEMENT:Conditions particulières d’utilisation sécuritaire :
• La plage de température ambiante est de 0…50 °C (32…122 °F).
• Les dispositifs en question doivent être installés dans un boîtier accessible uniquement aux 

outils qui offre un degré de protection au moins égal à IP54 pour les atmosphères avec gaz ou 
IP6x pour les atmosphères avec poussièreconformément à la norme CEI/EN 60079-0, 
Atmosphères explosives – Partie 0 : Équipement – Exigences générales et à la norme CEI/EN 
60079-7, Atmosphères explosives – Partie 7 : Protection de l’équipement par une sécurité 
accrue « e ». L’annexe doit porter la mention suivante : « Avertissement - Ne pas ouvrir lorsqu’il 
est sous tension ». Après l’installation des dispositifs en question dans l’enceinte, l’accès aux 
compartiments de terminaison doit être dimensionné de sorte que les conducteurs puissent 
être facilement raccordés. Le conducteur de mise à la terre doit avoir une section transversale 
minimale de 1,5 mm² (16 AWG).

• Les dispositifs en question doivent être utilisés dans une zone ne dépassant pas le degré de 
pollution 2 conformément à la norme CEI 60664-1.

• Les dispositifs visés doivent utiliser des conducteurs en cuivre dont la température nominale 
minimale est de 75 °C (167 °F).

• Les dispositifs en question ne doivent être installés qu’à la verticale.

WARNING: This appliance is intended to operate in an industrial or control room environment, which 
uses some form of power isolation from the public low-voltage mains. Some appliance configurations 
cannot comply with the EN 61000-3-2 Harmonic Emissions standard as specified by the EMC Directive 
of the European Union. Obtain permission from the local power authority before you connect any 
computer configuration that draws more than 75 W of AC power directly from the public mains. All I/O 
cables are rated for indoor use only.

AVERTISSEMENT: Ce appliance est conçu pour fonctionner dans un environnement industriel ou de 
salle de commande, qui utilise une certaine forme d’isolation de l’alimentation électrique du réseau 
public basse tension. Certaines configurations informatiques ne peuvent pas être conformes à la 
norme EN 61000-3-2 sur les émissions harmoniques telle que spécifiée par la directive EMC de l’Union 
européenne. Obtenir l’autorisation de l’autorité d’alimentation locale avant de connecter une 
configuration informatique qui tire plus de 75 W d’alimentation CA directement du secteur public. Tous 
les câbles d’E/S sont conçus pour une utilisation à l’intérieur seulement.
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- Storage temperature: -20...+60 °C (-4°...+140 °F).
- Operation / storage relative humidity (RH) non condensing: 20...90%.

Mounting Requirements Follow these requirements to mount the system.
• Choose a suitable mounting height.
• To help prevent overheating and to provide access to the I/O ports for cable 

connections, mount the system with the following minimum clearances from all four 
sides of the outer frame and back of the appliance chassis:

Approximate Dimensions Dimensions are in mm (inches). Dimensions are not intended to be used for manufacturing 
purposes.

IMPORTANT Because of self-heating, do not operate the appliance in an enclosure by using the 
minimum clearances unless adequate ventilation or other methods are used to lower 
the temperature within the enclosure.

Table 2 - Installation min. clearance

Item Description Value [mm. (in.)]
X+ Right 50 (2)
X- Left 50 (2)
Y+ Top 50 (2)
Y- Bottom 50 (2)
Z Front (for I/O port access 127 (5)

Book / DIN Rail Mount Installation Min. Clearance
Y+

Y-

Z
X-

Y+

Y-

Z
X-

X+

 1
5,

3 
[0

.6
0]

 

 

 1
86

 [7
.3

2]
 

4.5 [0.17] 

 7
.0

 [0
.2

7]
 

 1
63

,8
 [6

.4
4]

 

 9.0 [0.35] 

 129 [5.07] 

 1
46

 [5
.7

4]
 

 36,4 [1.43] 

2800E dimensions (Book installation)
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.

Book Mount Installation Observe these guidelines to install the system in a panel.

Plan the panel holes according to the following:
1. Plan the panel area that is needed for your system, see paragraph Approximate 

Dimensions on page 18 .
2. Verify that the area around the panel is clear of obstructions.
3. Remove all electrical power from the panel before you make the holes.

Required Tools
• Drill and drill bit, level, ruler, Philips screwdriver, safety glasses.
• Two M4x20 (or similar) stainless steel screws (not supplied).
• Adjustable torque driver with 1.5 mm hex key bit.

To execute the book mount installation, perform the following steps:
1. Install the book mount bracket to the appliance:

a. Place the Book mount bracket on the rear of the appliance.
b. Secure it to the appliance with the four M3x4 screws with a 0.7...0.8 N•m (0.51...0.59 

ft•lb) torque.

2800E dimensions (DIN Rail installation)

 4
4 

[1
.7

3]
 

 7
3 

[2
.8

7]
 

 8,2 [0.32] 
 [0.78]

20

 5
2 

[2
.0

4]
 

 5
0 

[1
.9

6]
 

 8.2 [0.32] 

 7
3 

[2
.8

7]
 

 7
3 

[2
.8

7]
 

 7
3 

[2
.8

7]
 

 129 [5.07] 

 1
46

 [5
.7

4]
 

 8.5 [0.33] 
 36.4 [1.43] 

WARNING: Failure to follow these guidelines can result in personal injury or damage 
to the panel components. Take precautions so any metal fragments during the 
panel cutout do not enter components that are installed already in the panel.

AVERTISSEMENT: Lorsqu'un panneau est découpé, des morceaux de métal peuvent 
être produits. Vous devez prendre les mesures de sécurité nécessaires pour 
prévenir la pénétration des morceaux dans les composants déjà installés dans le 
panneau.

Sequence No. Description
1 Book mount bracket
2 4 M3x4 screws

2

1
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2. Place your appliance against the mounting surface. see paragraph Approximate 
Dimensions on page 18 .

3. Level, measure, then mark the top of the keyhole slot on the top and the slot on the 
bottom of the book mount bracket. 

4. Set your appliance aside.
5. Drill holes in your mounting surface to accommodate for the two M4x20 stainless steel 

screws (not supplied).
6. Partially tighten the two M4x20 stainless steel screws into the mounting surface, 

leaving a gap equivalent to the bracket thickness.
7. Lift and align the top set of mounting hole of the bracket on your appliance with the top 

screw. 
8. Align the slot on the bottom bracket with the bottom screw.
9. Slide your appliance downward until all two M4x20 stainless steel screws are at the top 

of each bracket slot.
10. Fully tighten the two M4x20 stainless steel screws against the mounting surface. 

DIN Rail Installation

Install the DIN Rail (not supplied) in your desired location. See the installation instructions 
packed with your DIN Rail, Mounting Requirements on page 18, and Approximate Dimensions on 
page 18 for proper planning and installation.

WARNING: Failure to follow these guidelines can result in personal injury or damage 
to the panel components. Take precautions so any metal fragments during the 
panel cutout do not enter components that are installed already in the panel.

AVERTISSEMENT: Lorsqu'un panneau est découpé, des morceaux de métal peuvent 
être produits. Vous devez prendre les mesures de sécurité nécessaires pour 
prévenir la pénétration des morceaux dans les composants déjà installés dans le 
panneau.
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To execute the DIN Rail installation, perform the following steps:
1. Install the DIN rail hook to the appliance:

a. Place the DIN Rail hook on the rear of the appliance.
b. Secure it with the two provided M3x8 screws with a 0.7...0.8 N•m (0.51...0.59 ft•lb) 

torque.

2. Install your appliance onto the DIN Rail (previously installed according to its installation 
instructions).

3. Hang the appliance to the DIN Rail.
4. Turn down until you hear the click.

Sequence No. Description
1 DIN Rail hook
2 2 M3x8 screws2

1

click

DIN Rail

DIN Rail

DIN Rail
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DC Power Supply Guidelines The appliance has the following features:
• The internal power supply of the appliance has a galvanically isolated DC-DC converter 

board for increased electrical noise immunity.
• Reverse polarity circuitry, overvoltage, and a 5 A soldered fuse provide input power 

protection.

Follow these guidelines to select the DC power to supply appliance.
• The appliance is intended to be connected to a “Secondary Circuit Overvoltage Category 

II” .

• The appliance must only be connected to a 24V DC ( ) [maximum admissible 
operating voltage range 18...32V DC ( )] power supply which satisfies the 
requirements of safe extra low voltage (SELV) in accordance with IEC/EN/DIN EN/
UL61010-1-201.

• The power supply has to fulfill the requirements NEC Class2 or LPS in accordance with 
IEC/EN/DIN EN/UL60950-1.

• The inrush current cannot exceed a peak current of < 15 A and a pulse width time < 2 
ms.
- Iin= 0.50 A max. @24V (nominal voltage).
- Iin= 0.65 A max. @18V (min. voltage).
- Iin= 0.40 A max. @32V (max. voltage).

• The nominal output power should be 25% larger than the drained power.
• The output voltage raise time must be less than 100 ms.

Power Consumption

The following table shows the maximum power consumption in Watts of the appliance.

Connect DC Power Required Tools
• Adjustable torque screwdriver with M2 and M3 flat-blade screw bits.
• Wire stripper, cutter, and crimper tool.
• Cutting pliers.

Table 3 - Maximum Power Consumption in Watts [W]

Catalog Number Max. Power 
Consumption Typ. Power Consumption Max. Ambient temperature

2800E 16W 8W 50 °C (122 °F)

DC power connector assembly

Terminal block cover kit

1

8

4

72

3

11

5 6

9

12

10

+
–

24V
- - -
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• Remove the DC terminal block (5) from the appliance.
• Use wires not included, (1) (2) (3) with 1.5mm2 (16 AWG) cross section with copper 

conductor certified for operation at least 75°C (167°F).

• Strip 7mm (0.275 in) the end of each power wire (4).
• Insert each stripped end into the DC terminal block and fix it with the corresponding 

screws (7) with 0.22...0.25 N•m (0.16...0.18 ft•lb) torque. 
• Insert the cable tie (9) through the slots of the terminal block (11) connector clamp [step 

(A)].
• Slide the connector half with the attached tie onto the end of the DC terminal block 

[step (B)].
• Tighten the tie and remove the excess part [step (C)].
• Install the white labels (10) supplied with the terminal block cover kit [steps (D) (E)].

• Align and install the other connector (12) clamp half [step (F)] to complete the assembly 
[step (G)].

• Connect the DC terminal block (complete with cables and cover) to the appliance 
chassis and fix it with the corresponding screws (8) with 0.3 N•m (0.22 ft•lb) torque. 

Start the Appliance • Make sure that all necessary peripheral devices are connected to the corresponding I/O 
ports on the appliance. 

• Make sure any connected components with separate power supplies are turned on first 
(all ASEM I/O are isolated, be sure third part I/O are isolated before to be turned on).

• Apply power to the maim power switch or breaker.

Item No. Description Note
1 DC+ (24V DC nominal)

A wire (not included) with a cross-section of  1.5 mm² (16 AWG) with 
copper conductor, certified for operation at least 75 °C (167 °F).2 DC- (0V DC nominal)

3 Ground wire
4 Stripped wire lenght 7 mm (0.275 in)
5 Terminal block -
6 Polarity symbol -

7 Torque range to secure DC 
power wires

0.22...0.25 N•m
(0.16...0.18 ft•lb)

8 Torque value to reinstall DC 
terminal block to the appliance 0.3 N•m (0.22 lb•in)

9 1 cable tie -
10 2 labels -
11 Half cover with cable tie slot -
12 Half closing cover -

The color of wires should follow the local regulations.

The white labels (10) can be used for identification or other information.

When installed correctly, both tabs of the clamp half lock into place.

Terminal block cover assembly

D E F GCBA
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• Once power is applied, various light-emitting diode (LED) status indicators illuminate to 
display the state of your appliance. See table Connectors / LEDs / Buttons on page 9 for 
details of these LED status indicators.
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Operation
Operating Guidelines Follow these operating guidelines for your appliance.

When your appliance is mounted in an enclosure:
• Operator access is limited to the front and the top of your appliance.

• Keep the enclosure door closed during operation to minimize dust and other airborne 
contamination entering your appliance. Open the door only for maintenance.

• After you shut down your appliance, do not apply power again until shutdown is 
complete.

Restart / Factory Reset

IMPORTANT Access to components behind the panel where your appliance is 
installed is restricted to authorized and properly trained personnel.

ATTENTION: Do not operate your appliance with the covers removed. 
All covers are required to maintain its electromagnetic interference 
(EMI) shield.

IMPORTANT It is highly recommended, from cyber-security perspective, to 
physically protect the appliance's I/O (for example, Ethernet, Serial and 
USB ports, Reset and Factory Reset push buttons) from unauthorized 
access installing the appliance in an enclosure.

Note No. Description
1 Factory Reset button
2 Restart button
3 MOD LED
4 POWER LED

3 4

2

1
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Restart

Press the Restart button (1) to perform a restart of the system. Power LED (4) illuminates red 
for a few seconds.

Restore to Factory Defaults

This procedure lets you restore firmware to the original factory defaults. If the firmware had 
been updated to a newer revision, which is given that the factory default is restored, this 
procedure results in a downgrade.

To restore your device to its factory defaults, follow the steps below:
1. Power Off the device.
2. Power On the device while pressing and holding the "Factory Reset" pushbutton (2).
3. Keep pressing the "Factory Reset" pushbutton (2) while the "MOD" LED (3) blinks in red 4 

times.
4. After a few seconds, the "MOD" LED (3) starts rapidly blinking in red, "Power" LED (4) that 

is steady green: this means the restore is in progress. 
5. The restore is completed when the "MOD" LED (3) turns steady green.
6. At the end the system restarts.

Table 4 - Power ON LED

LED Color Function

POWER
Green The system is powered on
Red The system is restarting

IMPORTANT HMI software licenses are maintained.

The restore procedure does not remove:
• FactoryTalk Optix entitlements.
• The link to FactoryTalk Remote Access organization. This means that it is not 

possible to change the Organization/Domain doing the restore to factory defaults 
as a protection against unwanted Organization/Domain change.

• Contents of microSD card or USB Memory plugged on the device.

IMPORTANT Before proceeding, make sure to back up any important data stored on 
the device. This procedure erases all user settings, configurations, and 
data like the FactoryTalk Optix application and the related FactoryTalk 
Optix runtime.

IMPORTANT The process takes approximately 2 minutes to complete. During this 
time, it's important NOT to turn off the device or remove power.

Table 5 - MOD LED

LED Color Function

MOD
Red Blinking red when factory restore procedure is in 

progress.
Off Normal state.
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Digital I/O Connection

Wizard Application The Wizard Application for OptixEdgeTM is a tool developed through FactoryTalk Optix installed 
on the OptixEdge device, designed to effortlessly manage and configure PLC data 
transmission via communication protocols like MQTT and OPC UA. The application shares data 
with these common protocols or saves the data in an internal datalogger. 

The Wizard Application empowers users to effortlessly configure data transmission with a 
logic that mirrors the parameters of FactoryTalk Optix. Therefore, users can experience the 
simplicity of managing nodes and related parameters in an intuitive and user-friendly format. 
Additionally, the Wizard Application allows you to create an Edge Gateway Application without 
requiring expertise in FactoryTalk Optix. 

WAN
CONNECTION

ENABLED

OptixEdge
CONFIGURATION

IN0
SENSE? YESNO

(DEFAULT)

DIGITAL
IN

24V DC

1

2

IN0+

IN0-

Feature to be enabled by ASM.

IN0 - WAN connection enabling security key

RESET
BUTTON

HW RESET
PROCEDURE

WD reset

WD reset

Processor

 

«POR» input  

REBOOT 
COMMAND

FROM
CONTROL 

CENTER

DIGITAL
IN

24V DC

3

4

IN1+

IN1-

Keep the contact closed at least 5 sec. to 
perform reboot.

IN1 - Reset input

DIGITAL
OUT

OUT0A 5

6OUT0B

24V DC
max

200mA

DIGITAL
OUT

24V DC 230V AC

OUT0A 5

6OUT0B

max
200mA

OUT0 - WAN connection enabled signaling

DIGITAL
OUT

OUT1A 7

8OUT1B

24V DC
max

200mA

DIGITAL
OUT

24V DC 230V AC

OUT1A 7

8OUT1B

max
200mA

OUT1 - Remote assistance service 
running
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Access the application by entering this address in your browser and replacing the <device-IP> 
placeholder with your device IP address: https://<device-IP>:8443 

The application is intuitively divided into five sections: 
• General: View any information about your device and firmware, and set your data 

Dashboard as the initial page. 
• Data Sources: Configure communication driver stations to ensure seamless data 

transmission. 
• Data Destinations: Manage settings for data transmission to multiple destinations, 

such as communication protocols and dataloggers. 
• Dashboard: Create dynamic dashboard widgets to visualize your transmitted data. 
• Diagnostics: Access detailed data logs and system diagnostics. 

For detailed instructions on this application and its features, refer to the Wizard Application 
user manual embedded in the application folder. 
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Chapter 4

Configuration
(System Manager Firmware revision: 6.0.1.x)

Factory Settings Devices feature two Ethernet interfaces, whose factory settings are shown in the following 
table.

Access to device configuration is protected with a combination of username and password:

The default username is admin.

The default password is admin.

When accessing the device for the first time, you will be prompted to change its password. 
Once you have changed the device password, you will be required to restart the device.

Access System Manager You can remotely access System Manager through the Ethernet connection, by typing the 
device IP address into a web browsing bar.

Access from a Browser

1. Enter the device IP address into a web browsing bar. Each device comes pre-configured 
with a default IP address, which may vary depending on the specific Ethernet interface 
to which the device is connected.

2. If you access System Manager for the first time, enter the default credentials:
a. username: admin
b. password: admin

3. Once you sign in, you will be prompted to change your password. From the second sign 
in on, you can access System Manager by using admin as a username and the newly set 
up password, or through the user's account if activated by an Admin user.

Device type Interface IP address Mask
OptixEdge™ WAN (Link1) assigned by DHCP assigned by DHCP

LAN (Link2) 192.168.0.1 255.255.255.0

See the factory settings of the device Ethernet interface for more information 
about Ethernet connections.

You will be warned that the connection is not private and the security certificate is 
not trusted. In this case, select Advanced and proceed.

Create a strong password to reduce cybersecurity risk.
Your password must:
• Be at least 8 characters long
• Include at least three of the following requirements:

- at least one uppercase character
- at least one lowercase character
- at least one numeric character
- at least one symbolic character

Use passphrases longer than 8 characters to enhance password strength. Strong 
passwords increase the time needed to guess them.
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System Manager Menu System Manager features a menu on the left screen, which is split into the following sections:
• General
• FT Optix
• Interfaces
• FT Remote Access
• Docker
• Users
• Diagnostics
• Maintenance

When you apply any changes within each section, click Apply. A message appears, confirming 
that any change has been saved.

The following image displays the General section, as an example.

General This section guides you through the essential settings to customize and secure your device.

Protection Mode
• Disable software update, application download and remote configuration: enable 

this mode to enhance your device security. Once enabled, your device rejects the 
following operation:
- Interface updates: TCP/IP configuration (configuration method, network address, 

hostname), EthernetLink configuration (link enablement, speed, and duplex) and 
remote configuration requests via CIP.

IMPORTANT Make sure to save your password. You must sign in as an Admin to 
transfer a FactoryTalk® Optix™ application through FactoryTalk Optix 
Studio. If you lose your password, you must restore the device factory 
default settings. This operation causes the deletion of any FactoryTalk 
Optix Applications and system updates.

When you restart a device through the browser, the web page shows a countdown 
widget that you can interrupt by selecting Cancel.

Depending on the changes applied, you might have to restart your device.
When you restart a device through the browser, the web page shows a countdown 
widget that you can interrupt by selecting Cancel.
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- Firmware updates via USB or remotely through FactoryTalk Remote Access Manager.
- FactoryTalk Optix application updates.

The device will still accept settings and restart requests through the System Manager web 
interface, FactoryTalk Optix System Tags, and FactoryTalk Remote Access Manager Tools, 
which require user authentication. This allows any changes to only be implemented by 
authorized Admin users.

General Options
• Hostname: A unique identifier that is assigned to the device. Hostname identifies the 

device over a network and can be used to configure or troubleshoot the device. 
• Web server interfaces:

- WAN: Enable this option to allow access to the System Manager web interface 
through the WAN port. 

- LAN: Enable this option to allow access to the System Manager through the LAN port. 

Date and Time
• Time synchronization mode: Configure your device date and time settings. Select 

Manual to manually set both date and time or choose Auto (Remote NTP server) to 
synchronize both date and time automatically by using a remote Network Time Protocol 
(NTP) server.

• Remote NTP Server: Set the IP address of the NTP server.

• Date and Time: Select the device time settings.
• Time zone: select the time zone affecting your device current time.
• Local NTP server interfaces: Select at least one interface to enable the local NTP 

server to listen for connections on the standard UDP port 123 through the specified 
interface. This setting allows for accurate timekeeping across your network.

External Storage Devices
• USB Enabled: Activate or deactivate any storage devices mounted on the device USB 

ports.

• Check Micro SD Enabled to activate any micro SD card storage devices.
• Select Format Micro SD as EXT4 to format a plugged micro SD card through anEXT4 

file system.

IMPORTANT The Protection Mode is disabled by default for all out-of-the-box 
products and after a factory reset. Enable this setting in a production 
environment, to help prevent unauthorized access and potential 
cybersecurity risks.

The device can be configured to automatically adjust the date and time from a 
remote NTP server and provide the same service to any devices that are locally 
connected through the NTP server.

This setting is only visible if Time synchronization mode is set to Auto (Remote 
NTP server).

This selection does not impact the recognition or usage of any USB devices, such 
as keyboards, mouses or other HID devices. 

This is the preferred file system if the micro SD card in use is used to extend the 
content of an eMMC memory, for example as storage for a FactoryTalk Optix 
application embedded database file.

See External Storage on page 44 for further information on this subject.
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System Information

This section shows useful information about your device such as:
• Product Name
• Firmware version
• OS version
• System Manager version
• FT Remote Access runtime version

• Select Update Firmware to upload a firmware image (.img file) onto the device directly 
from the browser.

Legal Notices

Each button in this section shows a specific set of licenses used in System Manager:
• Main licenses: Commercial software licenses.
• Open source licenses: Open-source software licenses.

FT Optix FactoryTalk Optix provides a development environment for creating HMI projects that can then 
be deployed to a device. This section allows you to configure any settings related of the 
FactoryTalk Optix Runtime and any entitlements associated with it.

Configuration
• Check Run FT Optix Application Update Service at system startup to activate the 

Update Service and enable the deployment of a FactoryTalk Optix application to the 
target device.

• Check Load only password protected applications to download, install and run only 
password-protected applications on your device.

Application
• Application name: Displays the name of the FactoryTalk Optix project that has been 

deployed to the device.
• FT Optix Runtime version: Displays the FactoryTalk Optix Studio version that was used 

to develop the deployed project. This information allows for tracking compatibility 
between the project and the Runtime environment, and may be useful for 
troubleshooting any issues related to project development and deployment.

• Load application: Select Load to transfer a FactoryTalk Optix application from a USB 
memory stick to a device. Proceed as follows:
a. In FactoryTalk Optix Studio, select , Export > FactoryTalk Optix Application, then 

select your target device.
b. Define a password for the application package.
c. Transfer the application package to a USB memory stick. 

d. Plug the USB memory stick into the USB port of the target device.
e. In System Manager, access FTOptix > Application, then click Load.
f. In the dialog window, enter the previously defined password.

The device OS, System Manager and FT Remote Access runtime version depend 
on its Firmware version.

See Update the Device Firmware on page 43 for further information on this 
subject.

See External Storage Devices on page 31 for further information on the supported 
file system formats.
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• Delete current application: Select Delete to delete the current FactoryTalk Optix 
application installed on your device.

Entitlement
• Installed entitlements: Shows any Runtime entitlement keys currently in use. Your 

device comes with a pre-activated Runtime entitlement worth a specific size in tokens

• Select an entitlement key row and click Details to view the Runtime entitlement 
details in a dialog window.

• Select Rehost to make the entitlement available to the FactoryTalk Optix 
dashboard (under Organization Entitlements) on FactoryTalk Hub, so that it can 
be allocated to another device.

• Activate a new entitlement: You can purchase a Runtime entitlement on the Rockwell 
Automation commerce portal https://commerce.rockwellautomation.com/. Once 
purchased, your license becomes available on the FactoryTalk Hub and you can allocate 
it to your Organization. Then, the license entitlement appears on the FactoryTalk Optix 
landing page, under Organization Entitlements.

You can activate a Runtime entitlement either through an online procedure for devices 
connected to the internet or an offline procedure for devices without internet access.

• Online:
a. If your device is online, select Online. A dialog window appears, prompting you to 

enter the entitlement key.
b. Select Activate. Your device validates the key and activates the entitlement on the 

device through the FactoryTalk Optix servers. A dialog box confirms whether the 
activation process was successful.

• Offline:
a. If your device is offline, select Offline.
b. A dialog window appears. Select Export an entitlement Activation Request for this 

device to a file.
c. A dialog window appears, prompting you to enter the entitlement key.Enter the 

entitlement key and select Create: a .req file is generated.
d. On a device with internet access, open Entitlement Manager and select Online.

Once you click Delete, you can select Delete all application files. This is useful if 
you are updating a FactoryTalk Optix application and you want to clear all 
historical data of the project, such as data sourced in datalogger databases, 
persistent databases, and so on.

IMPORTANT You can purchase an upgraded Runtime entitlement in the form of a 
greater tokens package. To do so, refer to the Runtime entitlements 
upgrade procedure related to your device, under the FactoryTalk Optix 
Runtime entitlements and upgrade section in the FactoryTalk Optix 
Installation Guide.

Any factory-set entitlement cannot be rehosted.

NOTE: Refer to the FactoryTalk Optix Installation Guide for further 
information on this subject.

IMPORTANT You can purchase an upgraded Runtime entitlement in the form 
of a greater tokens package. To do so, refer to the Runtime 
entitlements upgrade procedure related to your device, under 
the FactoryTalk Optix Runtime entitlements and upgrade section 
in the FactoryTalk Optix Installation Guide.
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e. Select Activate an entitlement for a different device and Next.
f. Browse for and select the Activation Request (.req) file that you retrieved from 

the device.
g. Select Activate.
h. Select OK.
i. An Explorer window opens to save the newly activated entitlement file.
j. Accept the file name and select Save.
k. Select OK.
l. On the offline device, open System Manager, access FT Optix > Entitlement and 

select Offline.
m. Select Install an already activated entitlement file into this device and Next.
n. Browse for the activated entitlement file that you copied and select Open.
o. Select OK. System Manager now displays the installed entitlement. A dialog box 

confirms whether the activation process was successful.

Interfaces This section allows you to set up any device interfaces and their related settings.

WAN: (Link1)
• Enabled: is checked by default and enables the WAN interface.
• Mac address: Shows the unique identifier for device port. This address is essential for 

network communication and device identification purposes.
• Check Obtain IP configuration automatically to allow the automatic acquisition of any 

IP address, subnet mask, and default gateway from a DHCP server on the local network.

• IP addresses: Enter one or more IP addresses of the devices connected through the 
LAN interface, and the related subnet mask. Select Add or Remove to add or remove 
any IP address configuration.

• Mask: Enter the mask of the device connected through the WAN interface.

• Gateway: Enter the gateway of the device connected through the LAN interface.

• DNS 1: Enter the primary DNS of the device connected through the LAN interface.

• DNS 2: Enter the secondary DNS of the device connected through the LAN interface.

NOTE: Entitlement Manager belongs to the FactoryTalk Optix Runtime 
Tools. You must install Runtime Tools on the device to access the 
Entitlement Manager. See the Runtime Tools-related sections in the 
FactoryTalk Optix Installation Guide.

If the LAN port is set to automatically obtain its IP configuration, and the DHCP 
server supplies an updated configuration, you might have to toggle to another 
System Manager tab first to view the newly set configuration.

This setting is only available if Obtain IP configuration automatically is not 
selected.

This setting is only available if Obtain IP configuration automatically is not 
selected.

This setting is only available if Obtain IP configuration automatically is not 
selected.

This setting is only available if Obtain IP configuration automatically is not 
selected.

This setting is only available if Obtain IP configuration automatically is not 
selected.
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LAN: (Link2)
• Mac address: Shows the unique identifier for device port. This address is essential for 

network communication and device identification purposes.
• Check Obtain IP configuration automatically to allow the automatic acquisition of any 

IP address, subnet mask, and default gateway from a DHCP server on the local network.

• IP addresses: Enter one or more IP addresses of the devices connected through the 
LAN interface, and the related subnet mask. Select Add or Remove to add or remove 
any IP address configuration.

• Mask: Enter the mask of the device connected through the WAN interface.

• Gateway: Enter the gateway of the device connected through the LAN interface.

• DNS 1: Enter the primary DNS of the device connected through the LAN interface.

• DNS 2: Enter the secondary DNS of the device connected through the LAN interface.

• FactoryTalk Remote Access Device Discovery: Check Enable enhanced discovery 
on LAN (Link2) interface to allow your device to be discovered on the LAN by the 
Device Setup or Device Discovery Tool in FactoryTalk Remote Access Manager.

DHCP server on LAN

DHCP automatically assigns IP addresses to devices connected to a LAN network. Configure 
this automatic assignment process by setting the following parameters:

• Check Enable DHCP Server to enable theDHCP server on the LAN interface. By selecting 
this checkbox, the following parameters become configurable.
- LAN IP address: Copy and paste here the LAN IP address that you previously entered 

in the LAN (Link2) > IP address section.
- LAN Mask: Copy and paste here the LAN mask that you previously entered in the LAN 

(Link2) > IP address section, next to the IP address.
- Mode: Select the IP addresses assignment mode:

Select Implicit Pool if the list of the client IP addresses available for assignment is 
automatically provided by the device mask subnet.
Select IP Pool if the DHCP assigns a client IP address based on a range of IP 
addresses that you can define by setting IP address start and IP address end.

If the LAN port is set to automatically obtain its IP configuration, and the DHCP 
server supplies an updated configuration, you might have to toggle to another 
System Manager tab first to view the newly set configuration.

This setting is only available if Obtain IP configuration automatically is not 
selected.

This setting is only available if Obtain IP configuration automatically is not 
selected.

This setting is only available if Obtain IP configuration automatically is not 
selected.

This setting is only available if Obtain IP configuration automatically is not 
selected.

This setting is only available if Obtain IP configuration automatically is not 
selected.

NOTE: The device may not be discovered in certain network topologies that may consist 
of different subnets, and where a default gateway is missing. Indeed, the device where 
the Device Discovery or Device Setup Tool is running and the remote device are on 
different subnets.

This section is intended for users who possess a good understanding of the 
Dynamic Host Configuration Protocol (DHCP).
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- Lease time (in minutes): Set the time period during which the IP address assigned 
by the DHCP server is valid. Once this time period expires, the DHCP server can 
assign another IP address to the device, based on the assignmend mode selected in 
Mode.

- Gateway: Enter the static gateway that the DHCP server will send to the DHCP client.
- DNS 1: Enter the static primary DNS that the DHCP server will send to the DHCP client 

of the connected device.
- DNS 2: Enter the static secondary DNS that the DHCP server will send to the DHCP 

client of theconnected device.
• Address reservation table: Enter any MAC address along with their corresponding 

static IP address to prevent the DHCP server from assigning other IP addresses. When 
a device with a specified MAC address requests a connection, the DHCP server 
automatically assigns the reserved IP address from this table.

• List of clients: View all clients on the LAN interface that have been assigned a dynamic 
IP address by the DHCP server.You can select Refresh to update the list of connected 
clients and their related Hostname, MAC address, Assigned IP address and IP address 
expiration time in Valid until.

Gateway Priority
• In Mode, select the default gateway priority between LAN (Link2) and WAN (Link1), if 

both the interfaces have a default gateway configured.
• Auto: Sets the gateways priority according to metrics automatically assigned by the OS.
• WAN: Sets the gateway of the WAN port to use.
• LAN: Sets the gateway of the LAN port to use.

Serial Port
• In Mode, choose the specific serial type that aligns with your requirements for enabling 

communication via the serial cable that is connected to your device. This 
communication process is managed through FactoryTalk Optix or the FactoryTalk 
Remote Access Manager serial pass-through.

FT Remote Access This section allows you to manage settings for connecting your device to a FactoryTalk 
Remote Access organization.

Connection

You can Connect or Disconnect your device to or from the FactoryTalk Remote Access 
network infrastructure.

• Status: Displays the connection status to FactoryTalk Remote Access Manager. The 
available connection statuses are:
- Disconnected from the FactoryTalk Remote Access infrastructure
- Disconnected from the UBIQUITY infrastructure
- Disconnected from the private server network
- Connecting
- Connected to the FactoryTalk Remote Access infrastructure
- Connected to the UBIQUITY infrastructure

The DHCP does not assign any IP address outside this set range that are among 
the client IP addresses provided by the Implicit Pool.

To learn how to register a device to a domain, refer to the Device registration to 
domain chapter in the FactoryTalk Remote Access Manager online manual.

You can unregister a device from its FactoryTalk Remote Access organization by 
removing the device from the FactoryTalk Remote Access Manager.
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- Connected to the private server network
- Disconnecting
- Protocol error
- A newer version of firmware is required
- This firmware version is not supported by the server
- Device registration error

Configuration

This section outlines the configuration parameters related to the device connection to 
FactoryTalk Remote Access Manager.

• Select the Availability mode of a connection:
- Always on: Help prevent the device from being disconnected from the FactoryTalk 

Remote Access network infrastructure or connected and disconnected to/from the 
FactoryTalk Remote Access network infrastructure through FactoryTalk Optix.

- Digital input: Enable theIN0 digital input to allow the management of the connection 
to the FactoryTalk Remote Access network infrastructure

- Reconnect to server at restart if left connected: Automatically re-establish a 
connection to the server after restarting the device.

• Connection port: Select a port for connecting your device to the FactoryTalk Remote 
Access network infrastructure.

• Server: Determine the FactoryTalk Remote Access network infrastructure to which you 
want to connect your device:
- Public: The device connects to the public network infrastructure hosted by Rockwell 

Automation (default value).
- Legacy: The device connects to the legacy public network infrastructure named 

UBIQUITY.
- Private: The device connects to an on-premise/private network infrastructure 

(currently inactive).

Private address: Enter the private server address to which you want your device to connect.

• Select Import CA: Upload a Certificate Authority (CA) file. This file is necessary to 
authenticate the private server that you have previously defined in the Private address 
field.

• Proxy configuration: Configure the connection parameters for FactoryTalk Remote 
Access organization if a proxy is required. Choose the option that best suits your 
network requirements and security policies.

Local Connection

The Local Connection allows you to establish a connection with the device, setting up a VNC-
like remote desktop, transfer files, manage processes and establish a VPN connection through 
the FactoryTalk Remote Access Manager Local Connection Tool, without the need of any 
Internet connection.

Refer to the device User Manual for further information on this topic.

This setting is only available if Server is set to Private.

This setting is only available if Server is set to Private.

See the FactoryTalk Remote Access Manager Tools and Local Connection sections 
in the FactoryTalk Remote Access Manager manual for further information on this 
topic.
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• Check Enabled to activate the Local Connection feature, allowing a connection to the 
device through FactoryTalk Remote Access Manager.

• Password: define a local password to establish a device Local Connection.

VPN

Select the Network interface for which you want to establish a VPN connection through 
FactoryTalk Remote Access Manager.

• WAN: Allows you to reach all of the WAN subnet devices through the VPN connection, 
unless prevented by any Firewall policies set through FactoryTalk Remote Access 
Manager.

• LAN: Allows you to reach all of the LAN subnet devices through the VPN connection, 
unless prevented by any Firewall policies set through FactoryTalk Remote Access 
Manager.

• Point-to-point virtual ethernet adapter: Allows you to reach the device by 
establishing a VPN connection through the IP address of the virtual Ethernet adapter 
(10.173.249.x).

Reserve Static IP Pool
• Check Reserve static IP pool for VPN connections to enable the assignment of static 

IP addresses tothe remote device where the FactoryTalk Remote Access Manager Tools 
are installed.

• Add or Remove one or more IP pools that you want to use to dynamically assign an IP 
address to the remote device where the FactoryTalk Remote Access Manager Tools are 
installed.

Docker The Docker section allows you to manage the Docker daemon configuration,shows your 
containers status and allows you to enable or disable the remote Docker management.

System Manager supports several solutions for container management, such as Docker API, 
Portainer, and Ansible.

As an optional feature, the device offers an integrated instance of Portainer CE (Community 
Edition). This allows for the management of Docker containers directly through the web 
interface provided by Portainer CE, eliminating the need for any additional external tools.

Services
• Check Docker Engine to activate the Docker daemon rootless service.
• Check Embedded Portainer CE to run the latest Portainer image. This image gets 

downloaded in the background, when you click Apply. Once the download is complete, 
you can access it via the HTTP port9000or the HTTPS port9443.

IMPORTANT The IP addresses specified in the Static IP pool do not undergo any 
verification process. It is your responsibility to ensure that these 
addresses do not conflict with either WAN or LAN subnets.

For further information on Docker, refer to the offcial Docker webpage.

You can only download Portainer CE on a device that is still configured with 
factory default settings.

Before proceeding with downloading Portainer CE, make sure that your device is 
connected to the Internet.
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Check Enable sharing of input devices to allow any input devices connected to your device, 
to access Docker containers at the next device restart.

For example: If you connect a barcode scanner to your device through a USB connection, and 
you upload a Docker container with an app that is compatible with the barcode scanner, you 
can operate this latter through the Docker container.

Containers

The Containers table shows information about the containers in the device.
• Import docker image via USB: Allows you to import a docker image from a USB 

memory stick and run the container as defined in the .yml file associated to the image.

Default Bridge Network: Enter the IP address and Mask to customize the default bridge 
network, if the default bridge network set by default is inoperable or not suitable for a 
specified use case.

Remote Management
• Connection type: Select the communication type of theRemote Management Tools in 

use, such as Docker API, Portainer, Ansible.
Select one of the following options:
- None: The Docker daemon does not accept any incoming connections.
- Unencrypted on port 2375:The Docker daemon accepts incoming unencrypted 

connections onport2375 for remote management.

IMPORTANT Do not expose port 9000 to the Internet. This port utilizes the HTTP 
protocol, which is susceptible to Man-in-the-Middle (MITM) attacks. 
Exposing this port can compromise the security of your system and 
data.

IMPORTANT The responsibility to deploy only secure images and harden the 
deployed images lies with the user.

Expose containers to the Internet only if strictly necessary.

IMPORTANT Enabling container access to the backplane by mounting a specific 
library using Docker file allows any user within the container to access 
the backplane. Ensure that only trusted and secure containers are 
granted this access to prevent unauthorized use.

IMPORTANT Do not enable any remote command line interfaces, such as SSH, in 
containers. This is especially critical if users have poor password 
hygiene and the container is exposed to the Internet. Enabling remote 
command line interfaces significantly increases the cyberattack 
surface, making it easier for attackers to compromise the container. 
Moreover, if the container has access to the backplane, an attacker 
could gain access to critical system components.

The USB memory stick must include only a .yml (Docker composer) and a .tar file. 
Only a System Manager Admin user can import these files.

IMPORTANT Do not use in a production environment. Access to the daemon on port 
2375 is both unencrypted and unauthenticated. This vulnerability allows 
any user on the network, or even on the Internet, if exposed, to connect 
and run commands on the Docker engine. Such exposure can lead to 
severe security breaches and unauthorized control over your Docker 
containers.
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- Encrypted on port 2376:The Docker daemon accepts incoming encrypted 
connections on port 2376for remote management and requires a certificate 
installation. You can import any certificates with their related private keys by 
selecting Import. You can verify both certificates and private keys by selecting 
Verify.

• Connection interfaces: Select the interface (WAN or LAN) that is made accessible to 
the client connection type that you previously selected for Connection type.

Container Storage
• Data Root: Select one of the following options:

- Internal: The internal MMC to store any Docker data such as images, containers, 
volumes and configuration files.

- Micro SD: The Micro SD (if present) to store any Docker data.

Private Registries
• Private Registries: Manage a list of secure or unsecure registries where any container 

image can be pulled from or pushed to.

• Add: Add a private registry by entering its URL and uploading a certificate.

Proxy
• Proxy: Enter the address and port of the HTTP proxy server that the Docker daemon 

and related containers can use to access the Internet.

Users This section allows you to set up and manage your device users' credentials, as well as any 
passwords and sessions security policies.

Accounts

While an Admin account can manage all the device settings, a User account is least-privileged 
and can be activated only if an Admin user sets a password for them.

• Username: Select Admin or User and set up a password.

The password must meet the following requirements:
- be at least 8 characters long.
- include at least three of the following:

• one uppercase character
• one lowercase character
• one numeric character
• one symbolic character

System Manager also warns users not to use Unencrypted on port 2375 in 
production environments.

Secure private registries require a security certificate.

IMPORTANT Use insecure registries only in test environments or in strictly 
controlled or air-gapped environments. Communication with these 
registries occurs via HTTP, which is unencrypted, exposing users to 
Man-in-the-Middle (MITM) attacks. This risk is particularly high if the 
registry is located on a different network.
The responsibility to select trusted public registries and protect their 
personal registries lies with the user.
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A User account can manage the following features:

Security Policies
• Automatic session lock (minutes): Specify the period of inactivity (in minutes) during 

which System Manager stays operational. When the inactivity period elapses, a dialog 
window warns the user by showing a 30-second countdown timer.

• Maximum password age (days): Specify the maximum duration time (in days) during 
which a password remains valid before a change is required. Set a value between 0 
(that means disabled) and 365 that is greater than the value set for the Minimum 
password age (days).

• Enforce password history: Determine the number of instances in which users are 
restricted from reusing any of their previously used passwords. You can set a value 
between 1 and 20.

An Admin user can reset a User's password as needed.

Section Subsection Feature

General

Date and time

Time synchronization mode
Auto (Remote NTP Server)
Date
Time
Time zone

System information

Product name
Firmware revision
OS version
System Manager version
FT Remote Access Runtime version

Legal notices
Main licenses
Open source licenses

Interfaces
WAN

Enabled
MAC address
Obtain IP configuration automatically
IP address
Mask
Gateway
DNS 1
DNS 2

Gate priority Mode

FT Remote Access
Configuration

Connection port
Proxy configuration
SOCK5/HTTP

Local connection
Enabled
Password

Users Accounts New password

Diagnostic

Ping Ping

Export logs
Export all
Apply
Restart

At the end of this inactivity period, the user is logged out and directed to the login 
page.

If you set a Maximum password age (days) value that is lower than the Minimum 
password age (days), a conflict may arise.
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• Minimum password age (days): Specify the minimum duration time (in days) during 
which a password cannot be changed. Set a value between 0 (that means disabled) and 
365 that is lower than the value set for the Maximum password age (days).

Diagnostic This section allows you to detect any device issues.

Ping

This feature tests a host reachability over a network, by sending ping requests. Enter an IP 
address in the Network address field, then select Ping. System Manager generates a log file 
named SystemManager_log_*.txt and stores it into the Logs section. In 
addition, System Manager automatically launches a browser window that displays the results 
extracted from the Ping log file.

Logs

The logs provided in this section include valuable information for diagnosing any device 
activity issues and identifying their root cause. Select Export all to download any activity log 
files.

Maintenance This section allows you to set up a new device or a replacement device, by importing an 
existing device configuration or exporting any device settings for later use on another device.

Configuration Import

You can share a device configuration among devices of the same type.You can import a device 
configuration both locally and remotely.

Local configuration via USB memory stick:
1. In System Manager, export a configuration file from the source device. See 

Configuration Export on page 43.
2. Load the previously exported configuration file into a USB memory stick.
3. Plug the USB memory stick into the USB port of the target device.
4. Depending on whether the device is initialized or not:

- Initialized device: Under Maintenance > Configuration Import, select Import and 
browse to the configuration .json file.

- Non-initialized device: Restart the device while the USB memory stick is still 
plugged in. The importer searches for a .json file named after the device serial 
number, such as a {hostname}_{serial_number}.json file. If 
the importer does not find any serial number, it searches for a generic file named 
DeviceConfiguration.json. Once the device restarts, you are 
prompted you enter a password to initialize the device.

If you set a Maximum password age (days) value that is lower than the Minimum 
password age (days), a conflict may arise.

The Diagnostics section is only visible if you access System Manager from a 
browser.

You can import a device configuration into non-initialized devices only by using a 
USB memory stick.

You can use an exported configuration file on another device; however, the 
exported configuration file is not editable. For instance, modifications to LAN 
settings, such as IP addresses, are not permitted.

Any error occurring during the process is logged into the System Manager 
Diagnostics > Logs section.
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Remote configuration through System Manager:
1. Remotely access System Manager. See Access from a Browser on page 29.
2. Export a configuration file from the source device. See Configuration Export on 

page 43.
3. Under Maintenance > Configuration Import , select Import.
4. A dialog window opens to let you browse to a previously exported configuration file in 

the .json format.

Configuration Export

The process might differ, depending on whether you are accessing System Manager from a 
browser or directly from the device:

Local configuration via USB memory stick:
1. In System Manager, access Maintenance > Configuration Export.
2. Select all the device configurations that you want to export, then click Export.
3. A {hostname}_{serial_number}.json configuration file is 

generated, downloaded and stored on the USB memory stick if you inserted any into the 
device USB port.

Remote configuration through System Manager:
1. Remotely access System Manager. See Access from a Browser on page 29.
2. Access Maintenance > Configuration Export.
3. Select all the device configurations that you want to export, then click Export.
4. A dialog window opens to let you download a 

{hostname}_{serial_number}.json configuration file.

Update the Device 
Firmware

You can update your device firmware through System Manager, FactoryTalk Remote Access 
Manager or by means of a USB memory stick.

The firmware image is provided in the format of a single file that works as a “container” for the 
components to be updated. The container files are identified by the .img file extension and for 
convenience, firmware images are available on the Product Compatibility and Download 
Center (PCDC) portal, rok.auto/pcdc.

Update through System Manager

1. In System Manager, access General > System Information, then select Update 
Firmware to browse for and upload a firmware image onto the device.

2. Once the firmware image upload process is complete, select Restart.
3. The status indicator flashes green three times. While restarting, the device detects the 

firmware image file, checks for its validity and starts the update procedure.During the 
entire update phase, the status indicator alternates between flashing red and green.

4. After the router automatically restarts, the update is complete. The status indicator 
flashes green three times.

IMPORTANT The device might automatically restart during the process.

IMPORTANT The process takes approximately two minutes to complete. During this 
time, do not to turn off the device, nor disconnect it from the power 
supply.

The upload process of the firmware image may stop and resume.
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Update through USB Memory Stick

The software component upgrades are packaged into a single file that acts as a container for 
the components to be replaced.

1. Copy the firmware image file into the root folder of an empty USB memory stick.
2. Insert the USB memory stick into the USB port on the router.
3. Manually restart the router.The status indicator flashes green three times.While 

restarting, the device detects the firmware image file, checks for its validity and starts 
the update procedure.During the entire update phase, the status indicator alternates 
between flashing red and green..

4. After the router automatically restarts, the update is complete. The status indicator 
flashes green three times.

Remote Update through FactoryTalk Remote Access Manager

1. In FactoryTalk Remote Access Manager, access the Explorer > Domain view section 
and select the device.

2. Click the Interactive Access (Tools) button.
3. In the Interactive Access Tool, access the Explorer section on the left menu and copy 

the firmware image from the local system into the folder shown in the table.
F

4. Manually restart the router.The status indicator flashes green three times.While 
restarting, the device detects the firmware image file, checks for its validity and starts 
the update procedure.During the entire update phase,the status indicator alternates 
between flashing red and green.

5. After the router automatically restarts, the update is complete. The status indicator 
flashes green three times.

External Storage The device allows the use of USB memory sticks as storage devices.

USB memory sticks are used as a temporary storage for tasks such as transferring files, 
storing logs and performing system updates. MicroSD Cards are ideal for permanent storage, 
such as a device memory expansion (for example, the project Embedded Database location).

For these reasons, different file systems are supported:

Firmware update through USB memory stick is supported through FAT32 and 
exFAT file systems.

IMPORTANT The process takes approximately two minutes to complete. During this 
time, do not to turn off the device, nor disconnect it from the power 
supply.

Before you start this process, you must register your device to a FactoryTalk 
Remote Access Manager organization. See the FactoryTalk Remote Access 
Manager user manual to learn how to access FactoryTalk Remote Access Manager 
and register a device to an organization.

IMPORTANT The process takes approximately two minutes to complete. During this 
time, do not to turn off the device, nor disconnect it from the power 
supply.

Local system folder Remote device folder

...\<FirmwareImage>.img persistent\data\Updates\<FirmwareImage
>.img

Active and passive USB hub devices are not supported.
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To access any external storage devices through a FactoryTalk Optix Application, use the 
system path shown in the following table:

Storage type File system supported Usage

USB Memory stick
FAT32

Suggested if used as temporary storage
exFAT

microSD Card
FAT32

Suggested if used as permanent storageexFAT
EXT4

The EXT4 file system is inherently compatible with the Linux operating system. 
Therefore, if you want to access data from a microSD Card that uses the EXT4 file 
system on a Windows operating system, you would need to use a third-party 
application, such as Ext2Explore.

Storage type Folder

USB Memory

/storage/usb1
/storage/usb2
/storage/usb3
Access storages by entering the related progressive numbers after /storage/
usb...

microSD Card /storage/sd1
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Notes:
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Chapter 5

Clean OptixEdge
For optimal performance, it is important to clean the system periodically.

To maintain your system it is important to clean the vent holes, and to remove grease or paint.

To avoid electrostatic charge on the system, use only specific EPA zone cleaning products and 
damp cloths. Before to reassemble the system into the equipment, ensure that there are no 
changes in the mechanical or electrical features, the seal ensures the defined protection 
grade, the fixing tools are in good conditions and ensure the right tightening. If any component 
is in poor conditions, immediately contact support.

Clean the Air Openings Perform the following steps to clean the appliance.
1. Disconnect power from the system at the power source.
2. Disconnect all peripheral devices from the appliance.
3. Vacuum dust and debris from all air openings on the chassis. Remove stubborn dirt with 

a mild detergent and soft cloth.
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48 Rockwell Automation Publication 2800E-UM001B-EN-P - June 2026



Chapter 6

Troubleshooting
Ship or Transport the 
System

If you must ship the system via common carrier or otherwise transport it to another location 
for service or any other reason, you must place it in its original packing material.

Dispose of the System

You cannot dispose of system equipment like other waste material. Most systems contain 
heavy metals that can contaminate the earth. Therefore, check with local health and 
sanitation agencies for ways to dispose the equipment safely.

When a storage drive is part of what you plan to dispose, then erase any data on it 
permanently or destroy the drive before it is disposed.

IMPORTANT Do not ship or transport the system when it is installed in a machine, 
panel, or rack. To avoid damage to the system, you must uninstall it and 
place it in its original packing material before you ship it. Rockwell 
Automation is not responsible for damage to a system that is shipped or 
transported while installed in a machine, panel, or rack.

At the end of its life, collect the system separately from any unsorted 
municipal waste.
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Chapter 7

Replace Components
OptixEdgeTM has replacement parts and upgrade accessories. This chapter explains how to 
replace or add these components.

Replacement Parts Review the specifications of a new component before you install it to verify that it is 
compatible with the appliance. Record the model, serial number, and any other pertinent 
information of new components for future reference.

Voltage Precautions The appliance contains line voltages. Disconnect all power to the appliance before you install 
or remove components.

Electrostatic Discharge 
Precautions

Follow these ESD precautions:
• Transport the appliance and replacement parts in static-safe containers, such as 

conductive tubes, bags, or boxes.
• Keep electrostatic-sensitive parts in their containers until they arrive at the designated 

static-free work area.
• Cover the designated work area with approved static-dissipating material:

- Use an anti-static wrist strap that is connected to the work surface.
- Use properly grounded tools and equipment.

• Keep the designated work area free of non-conductive materials, such as ordinary 
plastic assembly aids and foam packing.

• Avoid contact with pins, leads, or circuitry.
• Always hold components with a printed circuit board (PCB) by its edges and place it with 

the assembly side down.

Pre-configuration

Follow these steps before you replace a hardware component.
1. Shut down the appliance and all peripherals that are connected to it.

IMPORTANT We recommend that you use only Allen-Bradley® approved replacement 
parts.

ATTENTION: Electrostatic discharge (ESD) can damage static-sensitive 
devices or microcircuitry:
• Disconnect all power before you work on the appliance as detailed in Voltage 

Precautions.
• Observe all proper packaging and grounding techniques to help prevent 

damage.

IMPORTANT Before you install hardware or perform maintenance procedures that 
require access to internal components, we recommend that you first 
back up all data to avoid loss.

ATTENTION: Make sure to read and understand all installation and removal 
procedures before you configure the appliance hardware.
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2. To avoid exposure to high energy levels, disconnect all cables from power outlets. If 
necessary, label each cable to expedite reassembly.

3. Disconnect all peripheral cables from the I/O ports.
4. Loosen the mounting screws and remove the appliance from its mounting.

Post-configuration Follow these steps after you install or replace a hardware component.
1. Reinstall the appliance to its mounting.
2. Tighten the mounting screws.
3. Reinstall any peripherals and system cables that were previously removed.
4. Reconnect all external cables and power to the appliance.
5. Turn on the main power switch or breaker.

Micro SD Card Installation/
Removal

To access the Micro SD slot perform the following steps.

Micro SD card installation.
1. Turn off the appliance and remove all electrical power.
2. Insert the Micro SD card into the slot (1). Pay attention to the beveled edge.
3. Push the (2) Micro SD card all the way.
4. Micro SD card correctly installed (4).
5. Reconnect electrical power and turn on the appliance.

ATTENTION: Potential data loss. Do not remove the memory card while data is 
being accessed. Data on memory card is lost if you attempt to remove it when 
the system is accessing its data.

Tools required:
• Phillips screwdriver.

No. Description
1 Micro SD card SLOT

1

Beveled edge

2 4

SD card installation

1
Micro SD
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Micro SD card removal
1. Turn off the appliance and remove all electrical power.
2. Push (1) and release (2) the Micro SD card from the slot. The Micro SD card is now 

released.
3. Extract the Micro SD card (3).
4. Micro SD card correctly removed (4).
5. Reconnect electrical power and turn on the appliance.

SD card removal

1 2 3 4

SD card removal
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