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MicroLogix 1400 Programmable Controllers User Manual

Important User Information

Read this document and the documents listed in the additional resources section about installation, configuration, and operation of this equipment before you
install, configure, operate, or maintain this product. Users are required to familiarize themselves with installation and wiring instructions in addition to
requirements of all applicable codes, laws, and standards.

Activities including installation, adjustments, putting into service, use, assembly, disassembly, and maintenance are required to be carried out by suitably trained
personnel in accordance with applicable code of practice.

If this equipment is used in a manner not specified by the manufacturer, the protection provided by the equipment may be impaired.
In no event will Rockwell Automation, Inc. be responsible or liable for indirect or consequential damages resulting from the use or application of this equipment.

The examples and diagrams in this manual are included solely for illustrative purposes. Because of the many variables and requirements associated with any
particular installation, Rockwell Automation, Inc. cannot assume responsibility or liability for actual use based on the examples and diagrams.

No patent liability is assumed by Rockwell Automation, Inc. with respect to use of information, circuits, equipment, or software described in this manual.
Reproduction of the contents of this manual, in whole or in part, without written permission of Rockwell Automation, Inc., is prohibited.

Throughout this manual, when necessary, we use notes to make you aware of safety considerations.

WARNING: |dentifies information about practices or circumstances that can cause an explosion in a hazardous environment, which
may lead to personal injury or death, property damage, or economic loss.

ATTENTION: Identifies information about practices or circumstances that can lead to personal injury or death, property damage,
or economic loss. Attentions help you identify a hazard, avoid a hazard, and recognize the consequence.

> B

IMPORTANT Identifies information that is critical for successful application and understanding of the product.

These labels may also be on or inside the equipment to provide specific precautions.

SHOCK HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that dangerous voltage
may be present.

BURN HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that surfaces may reach
dangerous temperatures.

ARC FLASH HAZARD: Labels may be on or inside the equipment, for example, a motor control center, to alert people to potential Arc
Flash. Arc Flash will cause severe injury or death. Wear proper Personal Protective Equipment (PPE). Follow ALL Regulatory
requirements for safe work practices and for Personal Protective Equipment (PPE).

| B> >

The following icon may appear in the text of this document.

Identifies information that is useful and can help to make a process easier to do or easier to understand.

©

N
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Preface

About This Publication

Purpose of this Manual

Download Firmware, AOP,
EDS, and Other Files

Summary of Changes

Additional Resources

Additional Resources

Use this manual if you are responsible for designing, installing, programming, or troubleshooting
control systems that use MicroLogix™ 1400 controllers.

You should have a basic understanding of electrical circuitry and familiarity with relay logic. If you
do not, obtain the proper training before using this product.

Rockwell Automation recognizes that some of the terms that are currently used in our industry and
in this publication are not in alignment with the movement toward inclusive language in technology.
We are proactively collaborating with industry peers to find alternatives to such terms and making
changes to our products and content. Please excuse the use of such terms in our content while we
implement these changes.

This manual is a reference guide for MicroLogix 1400 controllers and 1762 expansion I/0. It
describes the procedures you use to install, wire, and troubleshoot your controller. This manual:

« Explains how to install and wire your controllers
» Gives you an overview of the MicroLogix 1400 controller system

See MicroLogix 1400 Programmable Controllers Reference Manual, publication 1766-RM0QY, for the
MicroLogix 1400 instruction set and for application examples to show the instruction set in use. See
your RSLogix 500®/RSLogix™ Micro programming software user documentation for more
information on programming your MicroLogix 1400 controller.

Download firmware, associated files (such as AOP, EDS, and DTM), and access product release
notes from the Product Compatibility and Download Center at rok.auto/pcdc.

This publication contains the following new or updated information. This list includes substantive
updates only and is not intended to reflect all changes.

Topic Page
Updated template throughout
Added 1762 Expansion 1/0 Specifications 134
Updated Certifications 135

These documents contain additional information concerning related products from Rockwell
Automation.

Resource

Description

MicroLogix 1400 Programmable Controllers Reference Manual,

publication 1766-RM001

Information on the MicroLogix 1400 Controllers instruction set.

MicroLogix 1400 Programmable Contrallers Installation Instructions, Information on mounting and wiring the MicroLogix 1400 Controllers, including a mounting

publication 1766 -INOO1

template for easy installation.

Advanced Interface Converter (AIC+) User Manual, publication 1761-UM004

A description on how to install and connect an AIC+. This manual also contains information on

network wiring.
DeviceNet Interface User Manual, publication 1761-UM005 Information on how to install, configure, and commission a DeviceNet® Interface.
DF1 Protocol and Command Set Reference Manual, publication 1770-6.5.16 Information on DF1 open protocal.
Modbus Protocol Specifications available from www.modbus.org Information about the Modbus pratocal.

Distributed Network Protocol (DNP3) Specifications Available from www.dnp.org | Information about the Distributed Network Protocaol.

Provides guidance on how to conduct security assessments, implement Rockwell Automation®

System Security Design Guidelines Reference Manual, publication SECURE-RMOO1 | products in a secure system, harden the control system, manage user access, and dispose of

equipment.

UL Standards Listing for Industrial Control Products, publication CMPNTS-SR002 Assists original equipment manufacturers (OEMs) with construction of panels, to help ensure that

they conform to the requirements of Underwriters Laboratories.

American Standards, Configurations, and Ratings: Introduction to Motor Circuit | Provides an overview of American motor circuit design based on methods that are outlined in the

Design, publication IC-AT001

NEC.
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https://literature.rockwellautomation.com/idc/groups/literature/documents/rm/1766-rm001_-en-p.pdf
https://www.modbus.org
https://www.dnp.org

Preface

Additional Resources (Continued)

Resource

Description

Industrial Components Preventive Maintenance, Enclosures, and Contact Ratings
Specifications, publication IC-TD002

Provides a quick reference tool for Allen-Bradley® industrial automation controls and
assemblies.

Safety Guidelines for the Application, Installation, and Maintenance of Solid-state
Control, publication_SGI-1.1

Designed to harmonize with NEMA Standards Publication No. ICS 1.1-1987 and provides general
guidelines for the application, installation, and maintenance of solid-state control in the form of
individual devices or packaged assemblies incorporating solid-state components.

Industrial Automation Wiring and Grounding Guidelines, publication 1770-4.1

Provides general guidelines for installing a Rockwell Automation industrial system.

Product Certifications website, rok.auto/certifications

Provides declarations of conformity, certificates, and ather certification details.

You can view or download publications at rok.auto/literature.
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Chapter 1

Hardware Overview

Hardware Features The MicroLogix 1400 programmable controller contains a power supply, input and output circuits, a
processor, an isolated combination RS-232/RS-485 communication port, an Ethernet port, and a
non-isolated RS-232 communication port. Each controller supports 32 discrete I/0 points (20 digital
inputs, 12 discrete outputs) and 6 analog I/0 points (4 analog inputs and 2 analog outputs:
1766-L32BWAA, 1766-L32AWAA, and 1766-L32BXBA only).

Figure 1shows the hardware features of the controller.

Figure 1- Controller Hardware Features

A
% af¢(ell
MAAAR =
E m E % E 1
BuBUlY - =
AAn0A]
NiiaE
0
Left side view Top view
Controller Description
Description Description
1 Comm port 2 - 9-pin D-shell RS-232C connector 8 Battery connector
2 Memory module 9 Output terminal block
3 User 24V (for 1766-BWA and 1766-BWAA only) 10 LCD display
4 Input terminal block 1 Status indicator panel
5 LCD display keypad (ESC, OK, Up, Down, Left, Right) 12 Comm port 1- RJ45 connector
6 Battery compartment 13 Comm port 0 - 8-pin mini DIN RS-232C/RS-485 cannector
7

1762 expansion bus connector
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Hardware Overview

Controller Input and Output Description

Catalog Number

Description

Input Power

User Power

Embedded Discrete 1/0

Embedded Analog I/0

Comm. Ports

1766-L32BWA

1766-L32AWA

100/240V AC

24V 0C

12 fast 24V DC inputs
8 normal 24V DC inputs
12 relay outputs

1766-L32BXB

24V DC

None

20120V AC inputs
12 relay outputs

12 fast 24V DC inputs

8 normal 24V DC inputs
6 relay outputs

J fast DC outputs

3 normal DC outputs

None

1766-L32BWAA

1766-L32AWAA

100/240V AC

24V DC

12 fast 24V DC inputs
8 normal 24V DC inputs
12 relay outputs

1766-L32BXBA

24V DC

None

20120V AC inputs
12 relay outputs

12 fast 24V DC inputs

8 normal 24V DC inputs
6 relay outputs

3 fast DC outputs

3 normal DC outputs

4 voltage inputs
2 voltage outputs

1RS-232/RS-4850)
1 Ethernet

1RS-232@

(1) Isolated RS-232/RS-485 combo port.
(2) Non-isolated RS-232. Standard D-sub connector

Component Descriptions

MicroLogix 1400 Memory Module and Built-in Real-time Clock

The controller has a built-in real-time clock to provide a reference for applications that need time-
based control.

The controller is shipped with a memory module port cover in place. You can order a memory
module, 1766-MM1, as an accessory. The memory module provides optional backup of your user
program and data, and is a means to transport your programs between controllers.

The program and data in your MicroLogix 1400 is non-volatile and is stored when the power is lost
to the controller. The memory module provides additional backup that can be stored separately.

The memory module does not increase the available memory of the controller.

Figure 2 - 1766-MM1 Memory Module
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Chapter 1 Hardware Overview

Communication Cables

1762 Expansion 1/0 Modules

1762 expansion I/0 modules can be connected to the MicroLogix 1400 controller, as shown in
Figure 3.

A maximum of seven 1/0 modules, in any combination, can be connected to a
controller. See Appendix H to determine how much heat a certain combination
generates.

Figure 3 - 1762 Expansion 1/0 Modules

1762 expansion 1/0 module 1762 expansion 1/0 modules connected to a MicroLogix 1400 controller

Expansion 1/0 Modules

Catalog Number Description

Digital

1762-1A8 8-point 120V AC input module

1762-108 8-point sink/source 24V DC input module
1762-1016 16-point sink/source 24V DC input module
1762-1032T 32-point sink/source 24V DC input module
1762-0A8 8-point 120/240V AC Triac output module
1762-0B8 8-point sourcing 24V DC output module
1762-0B16 16-point sourcing 24V DC output module
1762-0B32T 32-point sourcing 24V DC output module
1762-0V32T 32-paint sinking 24V DC output module
1762-0W8 8-point AC/DC relay output module

1762-0W16 16-point AC/DC relay output module

1762-0X6l 6-point isolated AC/DC relay output module
1762-1080W6 8-point sink/source 24V DC input and 6-paint AC/DC relay output module
Analog

1762-IF4 4-channel voltage/current analog input module
1762-0F4 4-channel voltage/current analog output module
1762-1F20F2 Combination 2-channel input 2-channel output voltage/current analog module
Temperature

1762-1R4 4-channel RTD/resistance input module

1762-1T4 4-channel thermocouple/mV input module

Use only the following communication cables with the MicroLogix 1400 controllers. These cables
are required for Class | Div. 2 applications.

« 1761-CBL-AMOO, Series C or later
« 1761-CBL-APQO, Series C or later
« 1761-CBL-PM02, Series C or later
«  T761-CBL-HM02, Series C or later
« 1763-NCO01, Series A or later

o 1747-CP3, Series A or later
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ATTENTION: UNSUPPORTED CONNECTION

Do not connect a MicroLogix 1400 controller to another MicroLogix family
controller such as MicroLogix 1000, MicroLogix 1200, MicroLogix 1500, or
the network port of a 1747-DPS1 port splitter with a 1761-CBL-AMO0

(8-pin mini-DIN to 8-pin mini-DIN) cable or equivalent.

This type of connection damages the RS-232/RS-485 communication
port (Channel 0) of the MicroLogix 1400 and/or the controller itself. The
communication pins that are used for RS-485 communications on the
MicroLogix 1400 are alternately used for 24V power on the other
MicroLogix controllers and the network port of the 1747-DPS1 port splitter.

Programming Program the MicroLogix 1400 controller using RSLogix 500/RSLogix Micro software, version 8.10.00
or later for Series A controllers and version 8.30.00 or later for Series B and Series C controllers.
Communication cables for programming are available separately from the controller and software.

Firmware Revision History

Features are added to the controllers through firmware updates. Use the listing in Table 1 to be
sure that your controller's firmware is at the level you need. Firmware updates are not required,
but they allow you to access to the new features.

Table 1- MicroLogix 1400 Controllers

os® .. |0S
Catalog Number  |Series Egtf:: 18100 | Firmware Release Date Enhancement
Letter Release Number
A A FRN1 August 2005 Initial product release
1766-L32AWA A - S - = 7400 :
1766-L32BWA A B FRN2 October 2005 ccording to the RAM component, Mlcquog|x 1400 could cause Hard-fault at the
1766-L32BBB start of the Operating System in a very high temperature environment. Corrected.
A C FRN3 February 2006 Added Data file write feature through web server.

Direct connection to RS-485 Network for DF1 half-duplex master driver
Direct connection to RS-485 Network for DF1 half-duplex slave driver
Direct connection to RS-485 Network for ASCII driver

Selectable Stop/Data Bits for Modbus master RTU driver

Selectable Stop/Data Bits for Modbus slave RTU driver

Selectable Stop/Data Bits for ASCII driver

Settable Inactivity Timeout feature for Ethernet driver

Unsolicited Ethernet messaging to RSLinx® OPC topic

CIP™ Generic messaging through the Ethernet port

Unconnected EtherNet/IP protocol for Ethernet driver

IP conflict detection mechanism

Email feature

Ethernet MSG break bit

DNS functionality when the email feature is used

Change IP address with Ethernet MSG instruction

ST file type for all PCCC commands

HSC (High-Speed Counter) up to 40 KHz

PTO/PWM up to 40 KHz

2-channel Analog Input Filter

Web View Disable for Data Files

1766-L352AWA
1766-L32BWA B A FRN4 February 2007
1766-L52B8B

Fixed anomaly for CIP Messaging Error when CIP Service Code is 4Bh or 4Ch.
Fixed anomaly for the EtherNet/IP List Identity reply.

Fixed anomaly for window size error in TCP/IP stack.

Improved system interrupt delay time.

1766-L32AWA
1766-L352BWA B B FRNS May 2007
1766-L.32BBB

Initial Product release. Supports the features that are listed above for the 1766-
L32AWA, 1766-L32BWA, and 1766-L32BBB controllers.

1766-L32DWD B B FRNS May 2007

(1)  0S = Operating system
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Communication Options

MicroLogix 1400 controllers provide three communications ports: an isolated combination RS-232/
RS-485 communication port (Channel 0), an Ethernet port (Channel 1), and a non-isolated RS-232
communication port (Channel 2).

You can connect Channel 0 and Channel 2 ports on the MicroLogix 1400 controller to the following:
«  Operator interfaces, personal computers, and so on, with DF1 full-duplex point-to-point
« A DH-485 network
«  ADF1Radio Modem network
« A DFT half-duplex network as an RTU master or RTU slave
»  AModbus network as an RTU master or RTU slave
«  An ASCIl network

«  An Ethernet network using the Ethernet Interface module (catalog number 1761-NET-ENI, or
1761-NET-ENIW)

o A DNP3 network as a slave

When connecting to an RS-485 network with DH-485, DF1 half-duplex master/slave, Modbus RTU
master/slave, or DNP3 slave protocaols, you can connect the MicroLogix 1400 controller directly via
Channel 0 without an Advanced Interface Converter, catalog number 1761-NET-AIC. The Channel 0
combo port provides both RS-232 and RS-485 isolated connections. The appropriate electrical
interface is selected through your choice of communication cable. The existing MicroLogix 1761
communication cables provide an interface to the RS-232 drivers. The 1763-NCO1 cable provides an
interface to the RS-485 drivers.

You can also connect the controller to serial devices, such as barcode readers, weigh scales, serial
printers, and other intelligent devices, using ASCII. See Default Communication Configuration on
page 57 for the configuration settings for Channel 0. MicroLogix 1400 controller can be connected
directly to the RS-485 network via channel 0, using ASCII.

The MicroLogix 1400 supports EtherNet/IP™ communication via the Ethernet communication
Channel 1. In addition, either Modbus TCP or DNP3 aver IP can be enabled for Channel 1. You can
connect your controller to a local area network that provides communication between various
devices at 10 Mbps or 100 Mbps. This port supports CIP explicit messaging (message exchange)
only. The controller cannot be used for CIP implicit messaging (real-time I/0 messaging). The
controller also includes an embedded web server that allows viewing of not only module
information, TCP/IP configuration, and diagnostic information, but also includes the data table
memory map and data table monitor screen using a standard web browser.

See Chapter 4 for more information on how to connect to the available communication options.
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Notes:
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Installation Considerations

Safety Considerations

Install Your Controller

Most applications require installation in an industrial enclosure (Pollution Degree 20)) to reduce the

effects of electrical interference (Over Voltage Category 11®)) and environmental exposure. Locate
your controller as far as possible from power lines, load lines, and other sources of electrical noise
such as hard-contact switches, relays, and AC motor drives. For more information on proper
grounding guidelines, see Industrial Automation Wiring and Grounding Guidelines,

publication 1770-4.1.

ATTENTION: Electrostatic discharge can damage semiconductor devices inside
the controller. Do not touch the connector pins or other sensitive areas.

ATTENTION: Vertical mounting of the controller is not supported due to heat
build-up considerations.

ATTENTION: Be careful of metal chips when drilling mounting holes for your
controller or other equipment within the enclosure or panel. Drilled fragments that
fall into the controller or I/0 modules could cause damage. Do not drill holes
above a mounted controller if the protective debris shields are removed or the
processor is installed.

WARNING: Do not place the MicroLogix 1400 programmable controller in direct
sunlight. Prolonged exposure to direct sunlight could degrade the LCD display and
have adverse effects on the controller.

The controller is not designed for outdoor use.

> | PP P

Safety considerations are an important element of proper system installation. Actively considering
the safety of yourself and athers, and the condition of your equipment, is of primary importance.
We recommend reviewing the following safety considerations.

Hazardous Location Considerations

This equipment is suitable for use in Class | Division 2, Groups A, B, C, D, or non-hazardous locations
only. The following WARNING statement applies to use in hazardous locations.

(a) Pollution Degree 2 is an environment where normally only non-conductive pollution occurs except that occasionally temporary
conductivity caused by condensation shall be expected.

(b) Overvoltage Category Il is the load level section of the electrical distribution system. At this level, transient voltages are controlled
and do not exceed the impulse voltage capability of the products insulation.
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« Do not replace components or disconnect equipment unless power has been
switched off.

« Do not connect or disconnect components unless power has been switched off.

« This product must be installed in an enclosure. All cables connected to the product
must remain in the enclosure or be protected by conduit or other means.

« All wiring must comply with N.E.C. article 501-10(b) and/or in accordance with
Section 18-1J2 of the Canadian Electrical Code, and in accordance with the
authority having jurisdiction.

« For applicable equipment (for example, relay modules), exposure to some
chemicals may degrade the sealing properties of the materials that are used in
these devices:

- Relays, epoxy

It is recommended that you periodically inspect these devices for any

degradation of properties and replace the module if degradation is found.

WARNING: EXPLOSION HAZARD
A « Substitution of components may impair suitability for Class | Division 2.

Use only the following communication cables in Class | Division 2 hazardous locations.

Environment Classification Communication Cables
1761-CBL-ACOO Series C or later
1761-CBL-AMOO Series C or later
1761-CBL-APQO Series C or later
1761-CBL-PM02 Series C or later
1761-CBL-HMO2 Series C or later
2707-NC9 Series C or later
1763-NC01 Series A or later
1747-CP3 Series

Class | Division 2 Hazardous Environment

Disconnect Main Power

WARNING: Explosion Hazard
Do not replace components, connect equipment, or disconnect equipment unless
power has been switched off.

The main power disconnect switch should be located where operators and maintenance personnel
have quick and easy access to it. In addition to disconnecting electrical power, all other sources of
power (pneumatic and hydraulic) should be de-energized before working on a machine or process
that is controlled by a contraoller.

Safety Circuits

WARNING: Explosion Hazard
Do not connect or disconnect connectors while the circuit is live.

Circuits installed on the machine for safety reasons, like overtravel limit switches, stop push
buttons, and interlocks, should always be hard-wired directly to the master control relay. These
devices must be wired in series so that when any one device opens, the master control relay is de-
energized, which removes power to the machine. Never alter these circuits to defeat their function.
Serious injury or machine damage could result.

Power Distribution

There are some points about power distribution that you should know:
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Power Considerations

« The master control relay must be able to inhibit all machine motion by removing power to
the machine 1/0 devices when the relay is de-energized. It is recommended that the
controller remain powered even when the master control relay is de-energized.

« Ifyou are using a DC power supply, interrupt the load side rather than the AC line power.
This avoids the additional delay of power supply turn-off. The DC power supply should be
powered directly from the fused secondary of the transformer. Power to the DC input and
output circuits should be connected through a set of master control relay contacts.

Proof Tests of Master Control Relay Circuit

Any part can fail, including the switches in a master control relay circuit. The failure of one of these
switches could cause an open circuit, which is a safe power-off failure. However, if one of these
switches shorts out, it no longer provides any safety protection. These switches should be tested
periodically to verify that they stop machine motion when needed.

The following explains the power considerations for the micro controllers.

Isolation Transformers

Consider using an isolation transformer in the AC line to the controller. This type of transformer
provides isolation from your power distribution system to reduce the electrical noise that enters
the controller and is often used as a step-down transformer to reduce line voltage. Any
transformer that is used with the controller must have a sufficient power rating for its load. The
power rating is expressed in volt-amperes (VA).

Power Supply Inrush

During power-up, the MicroLogix 1400 power supply allows a brief inrush current to charge internal
capacitors. Many power lines and control transformers can supply inrush current for a brief time. If
the power source cannot supply this inrush current, the source voltage could sag momentarily.

The only effect of limited inrush current and voltage sag on the MicroLogix 1400 is that the power
supply capacitors charge more slowly. However, consider the effect of a voltage sag on other
equipment. For example, a deep voltage sag could reset a computer that is connected to the same
power source. The following considerations determine whether the power source is required to
supply a high inrush current:

« The power-up sequence of devices in a system
« The amount of the power source voltage sag if the inrush current cannot be supplied
« The effect of voltage sag on other equipment in the system

If the entire system is powered-up simultaneously, a brief sag in the power source voltage typically
does not affect any equipment.

Loss of Power Source

The power supply is designed to withstand brief power losses without affecting the operation of
the system. The time that the system is operational during power loss is called program scan hold-
up time after loss of power. The duration of the power supply hold-up time depends on the type
and state of the I/0, but is typically between 10 milliseconds and 3 seconds. When the duration of
power loss reaches this limit, the power supply signals the processor that it can no longer provide
adequate DC power to the system. This is referred to as a power supply shutdown. The processor
then performs an orderly shutdown of the controller.

Input States on Power Down

The power supply hold-up time previously described is longer than the turn-on and turn-off times
of the inputs. Because of this, the input state change from On to Off that occurs when power is
removed could be recorded by the processor before the power supply shuts down the system.
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Help Prevent Excessive Heat

Master Control Relay

Understanding this concept is important. The user program should be written to take this effect
into account.

Other Types of Line Conditions

Occasionally the power source to the system can be temporarily interrupted. It is also possible that
the voltage level drops substantially below the normal line voltage range for a period of time. Both
of these conditions are considered to be a loss of power for the system.

For most applications, normal convective cooling keeps the controller within the specified
operating range. Confirm that the specified temperature range is maintained. Proper spacing of
components within an enclosure is sufficient for heat dissipation.

In some applications, a substantial amount of heat is produced by other equipment inside or
outside the enclosure. In this case, place blower fans inside the enclosure to help with air
circulation and to reduce hot spots near the controller.

Additional cooling provisions might be necessary when high ambient temperatures are
encountered.

Do not bring in unfiltered outside air. Place the controller in an enclosure to protect it

Q from a corrosive atmosphere. Harmful contaminants or dirt could cause improper
operation or damage to components. In extreme cases, you can use air conditioning to
protect against heat build-up within the enclosure.

A hard-wired master control relay (MCR) provides a reliable means for emergency machine
shutdown. Since the master control relay allows the placement of several emergency stop
switches in different locations, its installation is important from a safety standpoint. Overtravel limit
switches or mushroom-head push buttons are wired in series so that when any of them opens, the
master control relay is de-energized. This removes power to input and output device circuits. See
Figure 4 on page 23 and Figure 5 on page 24.

ATTENTION: Never alter these circuits to defeat their function since serious injury
and/or machine damage could result.

If you are using an external DC power supply, interrupt the DC output side rather than
Q the AC line side of the supply to avoid the additional delay of power supply turn-off.

The AC line of the DC output power supply should be fused.

Connect a set of master control relays in series with the DC power supplying the input
and output circuits.

Place the main power disconnect switch where operators and maintenance personnel have quick
and easy access to it. If you mount a disconnect switch inside the controller enclosure, place the
switch operating handle on the outside of the enclosure, so that you can disconnect power without
opening the enclosure.

Whenever any of the emergency stop switches are opened, power to input and output devices
should be removed.

When you use the master control relay to remove power from the external I/0 circuits, power
continues to be provided to the controller's power supply so that diagnostic indicators on the
processor can still be observed.

The master control relay is not a substitute for a disconnect to the controller. It is intended for any
situation where the operator must quickly de-energize I/0 devices only. When inspecting or
installing terminal connections, replacing output fuses, or working on equipment within the
enclosure, use the disconnect to shut off power to the rest of the system.
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Do not control the master control relay with the controller. Provide the operator with
Q the safety of a direct connection between an emergency stop switch and the master
control relay.

Emergency Stop Switches

When using emergency stop switches, adhere to the following points:

« Do not program emergency stop switches in the controller program. Any emergency stop
switch should turn off all machine power by turning off the master control relay.

«  Observe all applicable local codes concerning the placement and labeling of emergency
stop switches.

« Install emergency stop switches and the master control relay in your system. Verify that
relay contacts have a sufficient rating for your application. Emergency stop switches must
be easy to reach.

« Inthe following illustration, input and output circuits are shown with MCR protection.
However, in most applications, only output circuits require MCR protection.

Figure 4 and Figure 5 show the master control relay wired in a grounded system.

In most applications input circuits do not require MCR protection; however, if you must
Q remove power from all field devices, you must include MCR contacts in series with
input power wiring.

Figure 4 - Schematic (Using IEC Symbols)
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Figure 5 - Schematic (Using ANSI/CSA Symbols)
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Install a Memory Module To install the memory module, do as follows:

1. Remove the memory module port cover.

=]

3. Firmly seat the memory module into the controller.
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Use the Battery

&

4. Use a screwdriver as in step 1to remove the memory module in the future.

The MicroLogix 1400 controller is equipped with a replaceable battery (catalog number 1747-BA).
The Battery Low indicator on the LCD display of the controller shows the status of the replaceable
battery. When the battery is low, the indicator is set (displayed as a solid rectangle). This means
that either the battery wire connector is disconnected, or the battery fails within 2 weeks if it is
connected.

IMPORTANT  The MicroLogix 1400 controller ships with the battery wire connector
connected. Ensure that the battery wire connector is inserted into the
connector port if your application needs battery power. For example, when
using a real-time clock (RTC).

If yo9u replace the battery when the controller is powered down you will
lose all user application memory. Replace the battery when the controller is
powered on.

See Guidelines for Handling Lithium Batteries Installation Instructions,
publication 1747-IN515, for more information on installation, handling,
usage, storage, and disposal of the battery.

See RTC Battery Operation on page 119, for more information on the use of
the battery in relation with RTC.

This could cause an explosion in hazardous location installations. Be sure that the
area is nonhazardous before proceeding.

For Safety information on the handling of lithium batteries, including handling and
disposal of leaking batteries, see the Guidelines for Handling Lithium Batteries
Technical Data, publication AG-TD054.

j WARNING: When you connect or disconnect the battery an electrical arc can occur.

IMPORTANT  When the controller's Battery Low indicator is set (displayed as a solid
rectangle) with the battery wire connector connected, you should install a
new battery immediately.

Connect the Battery Wire Connector

To connect the battery wire connector to the battery connector, do as follows:
1. Insert the replaceable battery wire connector into the controller's battery connector.

2. Secure the battery connector wires so that it does not block the 1762 expansion bus
connector as shown in Figure 6 on page 26.
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Figure 6 - Secure Battery Connector Wires
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Controller Mounting Mounting Dimensions
Dimensions

1766-L32BWA, 1766-L32AWA, 1766-L32BXB, 1766-L32BWAA, 1766-L32AWAA, 1766-L32BXBA

Dimension Measurement

A 90 mm (3.5in.)

B 180 mm (7.087 in.)
C 87 mm (3.43in.)
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Controller and Expansion 1/0  The controller mounts harizontally, with the expansion 1/0 extending to the right of the controller.

Spacing

Mount the Controller

Allow 50 mm (2 in.) of space on all sides of the controller system for adequate ventilation. Maintain
spacing from enclosure walls, wireways, adjacent equipment, and so on, as shown in Figure 7.

Figure 7 - Controller Spacing

Top

O

Side

3
<>4] .

oo E
I

Bottom

MicroLogix 1400 controllers are suitable for use in an industrial environment when installed in
accordance with these instructions. Specifically, this equipment is intended for use in clean, dry

environments (Pollution degree 22)) and to circuits not exceeding Over Voltage Category I®) (IEC
60664-1).©

and all other equipment in the panel near the controller are mounted and wiring is
complete. Once wiring is complete, remove protective debris shield. Failure to

2 ATTENTION: Do not remove the protective debris shield until after the controller
remove shield before operating can cause overheating.

Debris strip

ATTENTION: Electrostatic discharge can damage semiconductor devices inside
the controller. Do not touch the connector pins or other sensitive areas.

For environments with greater vibration and shock concerns, use the panel mounting
method described on page 28, rather than DIN rail mounting.

DIN Rail Mounting

The maximum extension of the latch is 14 mm (0.55 in.) in the open position. A flat-blade
screwdriver is required for removal of the controller. The controller can be mounted to EN50022-
35x7.5 or EN50022-35x15 DIN rails. DIN rail mounting dimensions are shown below.

(a) Pollution Degree 2 is an environment where, normally, only non-conductive pollution occurs except that occasionally a temporary
conductivity caused by condensation shall be expected.

(b) Over Voltage Category Il is the load level section of the electrical distribution system. At this level transient voltages are controlled
and do not exceed the impulse voltage capability of the product’s insulation.

(c) Pollution Degree 2 and Over Voltage Category Il are International Electrotechnical Commission (IEC) designations.
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Mount on DIN Rail
A
]B
j A
Ic
N
Dimension Height
A 90 mm (3.51in.)
B 275 mm (1.08 in.)
C 275 mm (1.08 in.)

To install your controller on the DIN rail, do as follows:

1.

Mount your DIN rail. (Make sure that the placement of the controller on the DIN rail meets the

recommended spacing requirements, see Controller and Expansion 1/0 Spacing on page 27.
See the mounting template inside the back cover of this document.)

Close the DIN latch, if it is open.
Hook the top slot over the DIN rail.

While pressing the controller down against the top of the rail, snap the bottom of the
controller into position.

Leave the protective debris shield attached until you are finished wiring the controller and
any other devices.

To remove your controller from the DIN rail:

1.
2.
3.
4

Place a flat-blade screwdriver in the DIN rail latch at the bottom of the controller.

Holding the controller, pry downward on the latch until the latch locks in the open position.
Repeat steps 1and 2 for the second DIN rail latch.

Unhook the top of the DIN rail slot from the rail.

o

/ |

HOool | D

-]

S ~
Open Closed +

Panel Mounting

Mount to panel using #8 or M4 screws. To install your controller using mounting screws:

1.

2.

Remove the mounting template from inside the back cover of MicroLogix 1400
Programmable Controllers Installation Instructions, publication 1766-INOQT.

Secure the template to the mounting surface. Make sure your controller is spaced properly.
See Controller and Expansion 1/0 Spacing on page 27.

Drill holes through the template.
Remove the mounting template.
Mount the controller.

28 Rockwell Automation Publication 1766-UMOQTP-EN-P - March 2024


https://literature.rockwellautomation.com/idc/groups/literature/documents/in/1766-in001_-en-p.pdf

Chapter 2 Install Your Controller

1762 Expansion 1/0 Module
Dimensions

Mount 1762 Expansion 1/0
Modules

6. Leave the protective debris shield in place until you are finished wiring the controller and
any other devices.

Mounting Template

Expansion I/0 Module Dimensions

Dimension Measurement
A 90 mm (3.5in.)
B 40 mm (157 in.)
C 87 mm (343 in.)

A\

ATTENTION: During panel or DIN rail mounting of all devices, be sure that all
debris such as metal chips and wire stands, is kept from falling into the module.
Debris that falls into the module could cause damage when the module is under
power.

DIN Rail Mounting

The module can be mounted using the following DIN rails:
« 35x75mm (EN 50 022 - 35 x 7.5), or
« 35x15mm (EN50 022 - 35 x 15).

Before mounting the module on a DIN rail, close the DIN rail latch. Press the DIN rail mounting area
of the module against the DIN rail. The latch momentarily opens and locks into place.

Use DIN rail end anchors (Allen-Bradley part number 1492-EA35 or 1492-EAH35) for vibration or
shock environments. Figure 8 shows the location of the end anchors.
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Connect Expansion 1/0
Modules

30

Figure 8 - End Anchor Position

End anchor

End anchor

Q 1762 expansion I/0 modules must be mounted horizontally as illustrated.

For environments with greater vibration and shock concerns, use the panel mounting
method described below, instead of DIN rail mounting.

Panel Mounting

Use the dimensional template shown in Figure 9 to mount the module. The preferred mounting
method is to use two M4 or #8 pan head screws per module. Mounting screws are required on
every module.

Figure 9 - Dimensional Template

For more than 2 modules: (number of modules - 1) x 40 mm (1.59 in.)

142 204
st a0,
. . o o o
10006 90 MicroLogix =\
(3.939) (3.54) 1400 BB R
N v hii U
NOTE: All dimensions are in mm (inches). Hole i A «404»\
spacing tolerance: +0.4 mm (0.016 in.). A =165 mm (6.497 in.) (159

The expansion |/0 module is attached to the controller or another 1/0 module by means of a flat
ribbon cable after mounting, as shown in Figure 10.

Figure 10 - Attach Expansion 1/0 Modules

T
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Q Use the pull loop on the connector to disconnect modules. Do not pull on the ribbon
cable.

Q You can connect up to seven expansion I/0 modules to a controller.

you remove or insert a module with power applied, an electrical arc may occur.

An electrical arc can cause personal injury or property damage by:

« Sending an erroneous signal to your system’s field devices, causing the controller
to fault

« Causing an explosion in a hazardous environment

Electrical arcing causes excessive wear to contacts on both the module and its

mating connector. Worn contacts may create electrical resistance, reducing

product reliability.

2 ATTENTION: Remove power before removing or inserting an 1/0 module. When

bus connector cover must be snapped in place.

In Class | Division 2 applications, all modules must be mounted in direct contact
with each other as shown on page 23. If DIN rail mounting is used, an end stop
must be installed ahead of the controller and after the last 1762 1/0 module.

WARNING: EXPLOSION HAZARD
A In Class | Division 2 applications, the bus connector must be fully seated and the
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Notes:
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Wiring Requirements

Wire Your Controller

Wiring Recommendation

A\

ATTENTION: Before you install and wire any device, disconnect power to the

controller system.

A\

ATTENTION: Calculate the maximum possible current in each power and
common wire. Observe all electrical codes dictating the maximum current
allowable for each wire size. Current above the maximum ratings may cause

wiring to overheat, which can cause damage.

United States Only: If the controller is installed within a potentially hazardous
environment, all wiring must comply with the requirements stated in the National
Electrical Code 501-10 (b).

«  Allow for at least 50 mm. (2 in.) between I/0 wiring ducts or terminal strips and the
controller.

«  Route incoming power to the controller by a path separate from the device wiring. Where

paths must cross, their intersection should be perpendicular.

Do not run signal or communications wiring and power wiring in the same conduit.
Wires with different signal characteristics should be routed by separate paths.

«  Separate wiring by signal type. Bundle wiring with similar electrical characteristics together.
«  Separate input wiring from output wiring.

« Label wiring to all devices in the system. Use tape, shrink-tubing, or other dependable
means for labeling purposes. In addition to labeling, use colored insulation to identify wiring
based on signal characteristics. For example, you can use blue for DC wiring and red for AC

wiring.

Table 2 - Wire Requirements

Wire Size (2 wire maximum per terminal screw)

Wire Type - - . -

1 wire per terminal 2 wire per terminal
Solid Cu-90°C (194°F) #12..#20 AWG #16...4#20 AWG
Stranded Cu-90°C (194°F) #14...#20 AWG #18...#20 AWG

Wiring torque = 0.56 Nem (5.0 Ibein) rated

Wire without Spade Lugs

When wiring without spade lugs, we recommend that you keep the finger-safe covers in place.
Loosen the terminal screw and route the wires through the opening in the finger-safe cover.
Tighten the terminal screw making sure the pressure plate secures the wire.
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Z)

4— Finger-safe cover

Wire with Spade Lugs

The diameter of the terminal screw head is 5.5 mm (0.220 in.). The input and output terminals of
the MicroLogix 1400 controller are designed for a 6.35 mm (0.25 in.) wide spade (standard for #6
screw for up to 14 AWG) or a 4 mm (metric #4) fork terminal.

When using spade lugs, use a small, flat-blade screwdriver to pry the finger-safe cover from the
terminal blocks as shown below. Then loosen the terminal screw.

Finger-safe caver

Use Surge suppressors Because of the potentially high current surges that occur when switching inductive load devices,
such as motor starters and solenoids, the use of some type of surge suppression to protect and
extend the operating life of the controllers output contacts is required. Switching inductive loads
without surge suppression can significantly reduce the life expectancy of relay contacts. By adding
a suppression device directly across the coil of an inductive device, you prolong the life of the
output or relay contacts. You also reduce the effects of voltage transients and electrical noise from
radiating into adjacent systems.

Figure 11 shows an output with a suppression device. We recommend that you locate the
suppression device as close as possible to the load device.
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Figure 11 - Output with Suppression Device

+DCor 1

Suppression
VAC/OC device

Out0
Out1

AN
T —W)
outputs Out 3 Load
Out &

Outb
Out6

Out7

If the outputs are DC, we recommend that you use a IN4004 diode for surge suppression, as shown
below. For inductive DC load devices, a diode is suitable. A IN4004 diode is acceptable for most
applications. A surge suppressor can also be used. Table 3 on page 36 for recommended
suppressors. As shown below, these surge suppression circuits connect directly across the load
device.

+24V DC

AC/DC J

Dut 0
Put1
Put 2
Relay or solid state ~ Put 3
DC outputs Dut 4

buts () IN4Q04 diode

ut & You can also use a surge
put 7 24V DC common ‘ suppressor
COM

Suitable surge suppression methods for inductive AC load devices include a varistor, an RC
network, or an Allen-Bradley surge suppressar, all shown below. These components must be
appropriately rated to suppress the switching transient characteristic of the particular inductive
device. See Recommended Surge Suppressors on page 35 for recommended suppressors.

Figure 12 - Surge Suppression for Inductive AC Load Devices

O

()
N

Output device Output device Output device

Surge
m ‘ suppressor
Varistor RC network

Recommended Surge Suppressors

Use the Allen-Bradley surge suppressors shown in Table 3 for use with relays, contactors, and
starters.
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Table 3 - Recommended Surge Suppressors

Device Coil Voltage Suppressor Catalog Number Type®
24, 48V AC 100-KFSC50
110...280V AC 100-KFSC280 RC
380...480V AC 100-KFSC480

Bulletin 100/104K 700K 12..55 VAC, 12..77V DC 100-KFSV55
56...136 VAC, 78...180V DC 100-KFSV136 MOV
137...277V AC, 181...250 V DC 100-KFSV277
12...250V DC 100-KFSD250 Diode
2%..48V AC 100-FSC48®
110...280V AC 100-Fsc280? RC
380...480V AC 100-Fscgo

Bulletin 100C, (C09...C97) 12 55VAC. 2.7V O L
56...136V AC, 78...180V DC 100-Fsv136
137...277V AC, 181...250V DC 100-Fsv77) oy
278..575V AC 100-Fsv5750)
12...250V DC 100-Fsp250™ Diode

. . 12..120V AC 599-K04

Bulletin 509 motor starter size 0...5 200 T6MV AC 509-KADE MOV
12..120V AC 199-FsMA1®) RC

Bulletin 509 motor starter size 6
12..120V AC 199-GSMA](Z') MOV
AC coil Not Required

. 24..48V DC 199-FSMA9

Bulletin 700 R/RH relay 50..120V OC 199-FSMATO MOV
130...250V DC 199-FSMAN
6...150V AC/DC 700-N24 RC
24...48V AC/DC 199-FSMA9

Bulletin 700 Type N, P, PK or PH relay 50..120V AC/DC 199-FSMA10 MOV
130...250V AC/DC 199-FSMAN
6...500v DC 199-FSMZ-1 Diode

L’I;ﬂmeous electromagnetic devices limited to 35 6150V AC/DC 700-N2% RC

(1) Do not use RC Type with Triac outputs.
Varistor is not recommended for use on the relay outputs.
(2) Catalog numbers for screw-less terminals include the string CR after 100-.
For example: Catalog number 100-FSC48 becomes catalog number 100-CRFSC48; Catalog number 100-FSV55 becomes 100-CRFSV55; and so on.
(3) For use on the interposing relay
(4)  For use on the contactor or starter

Ground the Controller In solid-state control systems, grounding and wire routing helps limit the effects of noise due to
electromagnetic interference (EMI). Run the ground connection from the ground screw of the
controller to the ground bus prior to connecting any devices. Use AWG #14 wire. For AC-powered

controllers, this connection must be made for safety purposes.

be referenced to controller ground, or be floating (not referenced to a potential

other than ground). Failure to follow this procedure may result in property

damage or personal injury.

« For 1766-L32BWA and 1766-L32BWAA controllers, the COM of the sensor supply is
also connected to chassis ground internally. The 24V DC sensor power source
should not be used to power output circuits. It should only be used to power input
devices.

» For 1766-L32BXB and 1766-L32BXBA controllers, the VDC NEUT or common
terminal of the power supply is also connected to chassis ground internally.

2 ATTENTION: All devices connected to the RS-232/485 communication port must
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Wiring Diagrams

This product is intended to be mounted to a well grounded mounting surface such as a metal
panel. See Industrial Automation Wiring and Grounding Guidelines, publication 1770-4.1, for
additional information. Additional grounding connections from the mounting tab or DIN rail, if used,
are not required unless the mounting surface cannot be grounded.

Q Use all four mounting positions for panel mounting installation.

]

Grounding stamping —Jp

ATTENTION: Remove the protective debris strip before applying power to the
controller. Failure to remove the strip may cause the controller to overheat.

The following illustrations show the wiring diagrams for the MicroLogix 1400 controllers. Controllers
with DC inputs can be wired as either sinking or sourcing inputs. Sinking and sourcing does not
apply to AC inputs. See Sinking and Sourcing Wiring Diagrams on page 40.

Figure 13 to Figure 15 show the controller terminal block layouts. The shading on the labels
indicates how the terminals are grouped.

Q This @ symbol denotes a protective earth ground terminal which provides a low
impedance path between electrical circuits and earth for safety purposes and
provides noise immunity improvement. This connection must be made for safety
purposes on AC-powered controllers.

This e symbol denotes a functional earth ground terminal which provides a low
impedance path between electrical circuits and earth for non-safety purposes, such
as noise immunity improvement.

Terminal Block Layouts

ATTENTION: When you connect or disconnect the Removable Terminal Block
(RTB) with field side power applied, an electrical arc can occur. This could cause
an explosion in hazardous location installations. Be sure that power is removed or

the area is nonhazardous before proceeding.

WARNING: When used in a Class | Division 2, hazardous location, this equipment
must be mounted in a suitable enclosure. All wiring must be in accordance with
Class | Division 2 wiring methods of Article 501 of the National Electrical Code and/or
in accordance with Section 18-1J2 of the Canadian Electrical Code, and in accordance
with the authority having jurisdiction.
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Figure 13 - 1766-L32BWA/L32BWAA

Input terminal block

[ ! [ ! [ ! [ !
INO N2 COM1 NS IN7 NS INtO COM3 N3 N5 N7 NG9 VO IV2(s)
COM 0 IN1 IN3 IN4 IN§ COM 2 IN9 IN11 IN12 IN14 IN16 IN18 coM IV1(+) 1V3(+)
ANA
l | l ] l | l | | |
WVAC VAC] com
L 2N OUTO OUTf OUT2 OUT3 OUT4 DC5  OUT7  OUTE OUTIO  ANA  OVf
@ DCo DCt DC2 DC3 DC4 ouTs 0ouTe DCé ouTY ouT1t ovo
VAC VAC  VAC VAC  VAC
l I ] | |
Group 0 Group 1 Group 2 Group 3 Group 4 Group 5 Group 6

Output terminal block

ATTENTION: The 24V DC sensor supply of the 1766-L32BWA and 1766-L32BWAA
controllers should not be used to power output circuits. It should only be used to

power input devices, for example, sensors and switches. See Master Control Relay
on page 22 for information on MCR wiring in output circuits.

Figure 14 - 1766-L32AWA/L32AWAA

Input terminal block

[ ! [ ! [ ! [ !

INO IN2 COM 1 IN5 IN7 IN8 IN10 coM3 IN13 IN15 IN17 IN19 1VO(+) 1V2(+)

CoMo IN1 IN3 IN4 IN6 com2 IN9 IN11 IN12 IN14 IN16 IN18 COoM V1(+) 1V3(+)
ANA

I | I L | L | L |

W\/AC VAC ] VAC CcoM
L L2IN 0ouTo ouTt ouT2 ouTs ouT4 DCs ouT? ouTs  OUT10 ANA ovt
@ Dco pCt Dc2 alex) Dc4 ouTs ouTe DCé ouTg  OuTH ovo
VAC VAC VAC VAC VAC VA
L J v o 5 3 1

Group 0 Group 1 Group 2 Group 3 Group 4 Group 5 Group 6

Output terminal block
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Figure 15 - 1766-L32BXB/L32BXBA
Input terminal block

[ 1 [ 1 [ 1 [ 1 I !

INO IN2 COM 1 INS IN7 IN8 INT0 COoM 3 IN13 IN17 IN19 VO(+) IV2(+)
COM 0 IN1 IN3 IN4 IN6 COM 2 INg IN11 IN12 IN14 IN16 IN18 COM W1(+) V3(+)

ANA
e — | | I L | L | L |

WVDC VDC COM

+24 NEUT ouTo ouTt

ouT2 ouT4 0UT6  COM2 0ouT8 ouTY

5‘: DCO DCt vDC2 ouT3 ouTs out? DC3 DC4
= VAC VAC

VAC VAC

L J | L5 1

ouT10 ANA ovi

ouTi1 ovo

Group 0 Group 1

Table 4 - Wire Types and Sizes

Group 2 Group 3 Group 4

Output terminal block

Group 5

Wire Type Wire Size
Solid wire Cu-90 °CC (194 °FF) 14...22 AWG
Stranded wire Cu-90 °CC (184 °FF) 16...22 AWG
Wiring torque = 0.791 Nem (7 Ib«in) rated
Table 5 - Output Terminal Grouping
Controllers Output Group Description \(;:Ittgl(l;esTerminal Output Terminal
Group 0 Isolated relay output VAC/DCO ouTo
Group 1 Isolated relay output VAC/DC1 0uT1
Group 2 Isolated relay output VAC/DC2 0uT2
A Group 3 Isolated relay output VAC/DC3 ouT 3
Group 4 Isolated relay output VAC/DC4 0UT 4,0UT5
Group 5 Isolated relay output VAC/DC5 0uT 6, 0UT7
Group 6 Isolated relay output VAC/DC6 ouT8..m
Group 0 Isolated relay output VAC/DCO ouTo
Group 1 Isolated relay output VAC/DC1 0uT1
Group 2 Isolated relay output VAC/DC2 ouT2
) Group 3 Isolated relay output VAC/DC3 ouT3
Group 4 Isolated relay output VAC/DC4 0UT 4,0UT5
Group 5 Isolated relay output VAC/DC5 0uT 6, 0UT7
Group 6 Isolated relay output VAC/DC6 ouT8..m
Group 0 Isolated relay output VAC/DCO 0uTo
Group 1 Isolated relay output VAC/DC ouT1
1766-L32BXB Group 2 FET output VDC2/C0oM 2 ouT2.7
1766-L32BXBA Group 3 Isolated relay output VAC/DC3 ouT 8
Group 4 Isolated relay output VAC/DC4 ouT9
Group 5 Isolated relay output VAC/DC5 ouT10,0UTM

A\

proceeding.

WARNING: If you connect or disconnect wiring while the field-side power is on, an
electrical arc can occur. This could cause an explosion in hazardous location
installations. Be sure that power is removed or the area is nonhazardous before
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and must not be connected or disconnected unless the area is free of ignitable

WARNING: The local programming terminal port is intended for temporary use only
A concentrations of flammable gases or vapors.

Sinking and Sourcing Wiring Any of the MicroLogix 1400 DC embedded input groups can be configured as sinking or sourcing
Diagrams depending on how the DC COM is wired on the group.

Type Definition

The input energizes when high-level voltage is applied to the input terminal (active high).
Connect the power supply VDC (-) to the input group’s COM terminal.

Sinking Input

The input energizes when low-level voltage is applied to the input terminal (active low).

Sourcing Input Connect the power supply VDC (+) to the input group’s COM terminal.

circuits. It should only be used to power input devices (for example. sensors,
switches). See Master Control Relay on page 22 for information on MCR wiring in

j ATTENTION: The 24V DC sensor power source must not be used to power output
output circuits.

1766-L32BWA, 1766-L32AWA, 1766-L32BXB, 1766-L32BWAA, 1766-
L32AWAA, 1766-L32BXBA Wiring Diagrams

In Figure 16 to Figure 22, lower case alphabetic subscripts are appended to common-
terminal connections to indicate that different power sources may be used for
different isolated groups, if desired.

Figure 16 - 1766-L32AWA/L32AWAA Input Wiring Diagram !

COM 0 INO IN1 IN2 IN3 COM 1 IN4 INS IN6 IN7 COM 2 IN8 IN9 IN10 IN11

1766-L32AWAA only

COM
COM 3 IN12 IN13 IN14 IN15 IN16 IN17 IN18 IN19 ANA 1VO(+) 1V1(+) 1V2(+) 1V3(+)

(1) Do not use “NOT USED" terminals as connection points.
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I

24V DC
Sensor
Power

+DC

DC ouT

- 24V 4+

1

Figure 17 - 1766-L32BWA/L32BWAA Sinking Input Wiring Diagram

+DCa

+DC

+DCb
24v DC
Sensor
e Pover e -pca -DCb
DC OUT
rlezely

DC DC
COM 0 INO IN1 IN2 IN3 COM 1 IN4 INS IN6 IN7

AN

DC
COM 2 IN8

IN9 IN10 IN11

RN

DC
COM 3 IN12 IN13 IN14. IN15 IN16 IN17. IN18 IN19

1766-L32BWAA

only

COM
ANA 1VO(+)

Vi) IV2(+)  IV3(+)

Figure 18 - 1766-L32BWA/L32BWAA Sourcing Input Wiring Diagram

DC DC DC
COM 0 INO IN1 IN2 IN3 COM 1 IN4 IN5 IN6 IN7. COM

-DCa. -DCb -DCc.
+DCa ; ; ; ; +DCb ; ; ; ; +DCc ; ; ; ;

IN9 IN10 IN11

1766-L32BWAA only

DC
COM 3 IN12 IN13 IN14 IN15 IN16 IN17 IN18 IN19

CcoM
ANA 1VO(+)

VA()  IV2() IV3(+)

Figure 19 - 1766-L32BXB/L32BXBA Sinking Input Wiring Diagram

DC DC DC
COM 0 INO IN1 IN2 ING COM 1 IN4 IN5 ING IN7 coM

> IN8 |

N9 IN10 IN11

1766-L32BXBA

only

DC
COM 3 IN12 IN13 IN14 IN15 IN16 IN17 IN18 IN19

COM
ANA 1VO(+)

Vi) IV2(+)  IV3(+)
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Figure 20 - 1766-L32BXB/L32BXBA Sourcing Input Wiring Diagram

-DCa -DCb. -DCc.
+DCa J J J J +DCb ; ; J J +DCc ; ; J J

NOT NOT
USED USED

DC bC DC
COM 0 INO INT IN2 IN3 COM 1 IN4 IN5 IN6 IN7 coM2 N8 IN9 IN10 IN11

1766-L32BXBA only

DC com
coma  IN12 IN13 IN14 IN15 IN16 IN17 IN18 IN19 ANA IVO()  IVA() V() IV3(+)

Figure 21 - 1766-L32AWA/L32AWAA and 1766-L32BWA/L32BWAA Output Wiring Diagram

y = ©, () © ©, ©, ©,
\
[x] = e DCo ouTo DC1 ouT1 DC2 out2 DC3 outs  DC4 oUT4  OUT5  DCs oute  OUT7 DC6 OUTs ~ OUT9  OUTI0 OUTI1  com ovo ovi
Il 100-240 Vi Acﬂ VTC | vixc | Vfc | VAC VIAC | VTC | vfc | ANA

Figure 22 - 1766-L32BXB/L32BXBA Output Wiring Diagram

+DCa -DCa +DCb -DCb +DCe -DCe +DCd -DCd +DCe -DCe +DCf -Det -DCf Ao Aouro Aourt

- () @ < @ < @ ©, ()

+ 24V - > DCo ouTo DC1 ouT1 vbC2 ouT2 ouT3 ouT4 0uTs ouTe ouT7 com2 DC3 ouTs DC4 ouT9 DCs 0uT10 ouT11 coMm ovo ovi
[L DCIN .ﬂ VAC VAC VAC VAC VAC ANA
L LI | | | | | | | |
c 0 LI °o o ] L] o
ontroller 1/0 Wiring Minimize Electrical Noise

Because of the variety of applications and environments where controllers are installed and
operating, it is impossible to ensure that all environmental noise is removed by input filters. To help
reduce the effects of environmental noise, install the MicroLogix 1400 system in a properly rated
(for example, NEMA) enclosure. Make sure that the MicroLogix 1400 system is properly grounded.

A system may malfunction due to a change in the operating environment after a period of time. We

recommend periodically checking system operation, particularly when new machinery or other
noise sources are installed near the MicroLogix 1400 system.
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Wire Your Analog Channels Analog input circuits can monitor voltage signals and convert them to serial digital data.

Sensor 2 (V)
voltage

Sensor 0 (V)
voltage

Input terminal block

1 [ 1 [ 1 I

1 /8 /10 COM3 /13 115 117 119 VO(+)  IV2(+)

COM 2 119 1 112 114 116 118 com V1(+) V3(+)
ANA

Sensor 1(V)
voltage

Sensor 3 (V)
voltage

The controller does not provide loop power for analog inputs. Use a power supply that matches the
transmitter specifications as shown.

The analog output can support a voltage function as shown in the following illustration.

Figure 23 - Analog Output

( ) ( ) Voltage load
VAC com
0/3 0/4 DC5 0/7 0/8 0/10 ANA ovi
3 DC4 0/5 0/6 DC6 0/9 o/m ovo
C VAC VAC
1
Output terminal block (' \ A\

==
—

Analog Channel Wiring Guidelines

Consider the following when wiring your analog channels:

«  The analog common (COM) is connected to earth ground inside the module. These terminals
are not electrically isolated from the system. They are connected to chassis ground.

«  Analog channels are not isolated from each other.
«  Use Belden 8761, or equivalent, shielded wire.

«  Under normal conditions, the drain wire (shield) should be connected to the metal mounting
panel (earth ground). Keep the shield connection to earth ground as short as possible.
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Lt

« To ensure optimum accuracy for voltage type inputs, limit overall cable impedance by
keeping all analog cables as short as possible. Locate the 1/0 system as close to your
voltage type sensors or actuators as possible.

« The controller does not provide loop power for analog inputs. Use a power supply that
matches the transmitter specifications as shown in Figure 24.

Figure 24 - Analog Input Transmitter Specifications

2-Wire Transmitter Tfnsmit_ter Controller
+O O O O VO(+), IV1(+), IV2(+) or IV3(+)
- Q O COM ANA
1 .
= Transmitter
3-Wire Transmitter Supply GNDSlgnal Coniroller
Power +O O O © QO IVO), IV1(+), IV2(+) or IV3(+)
Supply - O ¢ O COMANA
Wi ' Transmitter
4-Wire Transmitter Sgply Sl ool
Power +O + +0O O IVO(+), IV1(4), IV2(+) or IV3(+)
Supply . Q O- -0 O COMANA
=

Minimize Electrical Noise on Analog Channels

Inputs on analog channels employ digital high-frequency filters that significantly reduce the effects
of electrical noise on input signals. However, because of the variety of applications and
environments where analog controllers are installed and operated, it is impossible to ensure that all
environmental noise is removed by the input filters.

Several specific steps can be taken to help reduce the effects of environmental noise on analog
signals:

« install the MicroLogix 1400 system in a properly rated enclosure, for example, NEMA. Make
sure that the MicroLogix 1400 system is properly grounded.

« use Belden cable #8761 for wiring the analog channels, making sure that the drain wire and
foil shield are properly earth grounded.

«  route the Belden cable separately from any AC wiring. Additional noise immunity can be
obtained by routing the cables in grounded conduit.

Ground Your Analog Cable

Use shielded communication cable (Belden #8761). The Belden cable has two signal wires (black
and clear), one drain wire, and a foil shield. The drain wire and foil shield must be grounded at one
end of the cable.

Foil shield X
Black wire

Insulation
— Drain wire

Clear wire

IMPORTANT Do not ground the drain wire and foil shield at both ends of the cable
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Expansion 1/0 Wiring Digital Wiring Diagrams

Figure 25 to Figure 37 show the digital expansion 1/0 module wiring diagrams.

Figure 25 - 1762-1A8 Wiring Diagram

L1 A
INO [—
°— IN1
IN2 [—™
o—1 IN3
100/120V AC IN4 o
o—1 IN5
J_ IN6 [—
o—— IN7
AC
COM - _I Common connected internally
L2 y Ac | !
COM
Figure 26 - 1762-108 Wiring Diagram
+DC (sinking)
-DC (sourcing) A
INO [
°—1 IN1
IN2 [
o— IN3
24V DC IN4 —
o—1 IN5
J_ IN6 [—
o—1 IN7
DC
COM - - = _l Common connected internally
- (sinkng) Y |
+DC (sourcing) DC 2
COoMm
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Figure 27 - 1762-1016 Wiring Diagram
+DC (sinki
i_ _____ | A -0C ((:;ngg:;)
INO
H Nt =
| IN2 ‘l_°
oT IN3 |
IN 4 24V DC
o N5 =
| IN6 —I—O
OT IN7 |
DC | v -DC (sinking)
| COMO | +DC (sourcing)
+DC (sinking) | |
-DC (sourcing) A | |
o1 N8 |
o N9 | L
J_ IN 10 -I-O o—¢
24V DC | N N |
12 /4)—0
J‘o—l—' IN 13 = |
0 IN 14 %
o—— IN15 |
-DC (sinking) L 4 | DC
+DC (sourcing) | COM 1 |
_____ —
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Figure 28 - 1762-1032T Wiring Diagram

DC DC
+DC (sourcing) r COM 1 +DC (sourcing) r COM 3
—DC (sinking) | | bC —DC (sinking) | | bC
COM 1 COoM 3
INO [ 7 IN16 [ 71
IN 1 —o/do—< IN 17 —o/do—<
IN2 40/40—‘ IN 18 40/40—‘
24vpc | N3 72 71 24vDC | IN19 [ 1
IN 4 40/40—< IN 20 "
IN5 40/40—< IN 21 "
IN6 [T IN22 [° 71
—DC (sourcing) IN7 2= —DC (sourcing) IN 23 2=

+DC (sinking) +DC (sinking)

I
I

+DC (sinking) +DC (sinking)
—DC (sourcing) IN8 W —DC (sourcing) IN 24 40/40_4
INO | ot IN25 o o
IN 10 40/40—‘ IN 26 40/40—‘
IN 11 40/40—‘ IN 27 40/40—‘
24vpc | N2 o 24vpe | IN28 = 7~
IN 13 40/40—‘ IN 29 40/40—‘
IN 14 —0/40—4 IN 30 —0/40—4
IN 15 e IN 31 e
DC DC
—DC (sinking) [comz —DC (sinking) [ coma
+DC (sourcing) | [ pc +DC (sourcing) | | pc
COM 2 COM 4

Figure 29 - 1762-0A8 Wiring Diagram

| 1
VAC L1
ouTO 0 |
ouT 1 % 2
QuUT?2
ouT3
|
VAC |
1
s 1@
0UT5 |
|
0uT® |
0uT7 |
e _ _|
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Figure 30 - 1762-0B8 Wiring Diagram

@ +VDC +DC
. ouTO
ouT1
ouT 2
oUT 3
—"\,— ouT4
outs "\ —
ouUT 6 24V DC (source)
ouT7
DC COM
-DC
Figure 31 - 1762-0B16 Wiring Diagram
WwC+ +—— _ iDC
@ ouTo A
oUT 1
@ ouT 2
ouT3
oUT 4
outs —/\ —
@ ouT6
G our
@ ouT8 24V DC (source)
@ oUT9
ouT10 7\, —*
@ OUT 11
ouT12 —/\ —s
@ oUT 13
out14 "\, —t
OUT 15
DC COM
-DC
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Figure 32 - 1762-0B32T Wiring Diagram

o]

24V DC

-DC JL[

+VDC 1
+VDC 1

ouTo
ouT 1
out2
ouT 3
out4 —"\,—1
ouTs [—"\,/—
ouT6
ouT7
ouT8
ouT9
ouT 10 —"\,/—1
ouT 11
outiz| V]
ouT 13
ouT 14 —"\,/—1
OUT 15 |—A ——
DC

COM 1

DC
COM 1

+VDC 2
+DC-=—
A +VDC 2

OUT 16

ouT 17

OouT 18

ouT 19

OuT 20

OuT 21

OouT 22

24V DC OuT 23

OuUT 24

OouT 25

OuUT 26

ouT 27

OuT 28

OuT 29

OUT 30

OUT 31
DC

oG j[_[ com2
bc

COM 2

Figure 33 - 1762-0V32T Wiring Diagram

+DC

24V DC(sink)

-oc H’ oou

W
:

{ +VDC 1
A +VDC 1

ouTo
ouT 1
ouT2
ouT3
ouTt4 —"\,—1
outs —\/—1
ouT6
ouT7
ouTs
ouT9
ouT 10 —\/—
ouT 11
outt2 [ V]
ouT 13
ouT 14 —\/—1
OuT 15 |~

DC

COM 1

11919190091 19990

+DC

{ +VDC 2
A +VDC 2

OuT 16

ouT 17

OuUT 18

OuUT 19

OuUT 20

OuT 21

OuT 22

24V DC(sink) | OUT 23

OuUT 24

OUT 25

OUT 26

OouT 27

OuT 28

OuT 29

OUT 30

OuUT 31

1191919099 19399

DC

-oc H’ cou 2

COM 2
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Figure 34 - 1762-0W8 Wiring Diagram

Nl VAC-VDC 1]7

OouTo

/\
@ ouT2 |

L1 VAC1 +

ﬂi L2 DC1COM

L1 VAC2 + —————(VAC-VDC2

ouTS5
ouTs

L2 DC2 COM

+0C

1

7 N I_ e
Figure 35 - 1762-0W16 Wiring Diagram
_____ —
| VAC-VDC N
ouT 0 0 |
OUT 1 12
ouT2
ouT3
OUT 4 |
OouT5
ouT 6 |
ouT7 |
|
| [ VAC-vDC |
I
|

ouT8 .

OUT 10 |

ouT 12
OUT 13

OUT 14 |
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Figure 36 - 1762-0X6l Wiring Diagram

L2 0R-DC

L2 0R-DC

11-0 | (10R4DC
OUTON.C.
/7N OUTON.O.
L1OR+DC —  L1-1
OUT1 N.C.
N~/
L2 0R-DC OUT1 N.O. @
7N\
12 |—L10R+DC
2 0R-DC @ OUT2N.C.
N~/
() ourzno.
7N\
L10R+DC —] L1-3
L2 0R-DC OUT3N.C .~_,
@ OUT3N.O.
7N\
L10R+DC — L1-4 @
OUT4N.C.
N~/
L2 0R-DC OUT4N.0.
7N\
11-5 L1 0R4DC
@ OUT5 N.C.
0UT5 N.0.

Figure 37 - 1762-1080W6 Wiring Diagram

ﬁ

+DC (sinking)
-DC(sourcing)
INO
o] INT
IN 2
o IN3 DC -DC (sinking)
+DC(sinking) como| ~ +DCl(sourcing)
-DC(sourcing) | > IN 4 NS
oo ING
L IN7
—DC(sinking)i DC
+DC (sourcing) COM 1
VAC [~~~ 7 IConnected internally
(O outo |-/BE ”
ot OUT 1 L2 or-DC
(CR)- ouT2
N ouT3 @
(O— OuT 4
oUT5 HCR)
Analog Wiring

Consider the following when wiring your analog modules:

«  The analog common (COM) is not connected to earth ground inside the module. All terminals
are electrically isolated from the system.

«  Channels are not isolated from each other.
«  Use Belden 8761, or equivalent, shielded wire.

«  Under normal conditions, the drain wire (shield) should be connected to the metal mounting
panel (earth ground). Keep the shield connection to earth ground as short as possible.
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« To ensure optimum accuracy for voltage type inputs, limit overall cable impedance by
keeping all analog cables as short as possible. Locate the 1/0 system as close to your
voltage type sensors or actuators as possible.

«  The module does not provide loop power for analog inputs. Use a power supply that
matches the input transmitter specifications.

1762-1F20F 2 Input Type Selection

Select the input type, current or voltage, using the switches located on the module’s circuit board
and the input type/range selection bits in the Configuration Data File. See MicroLogix 1400
Programmable Controllers Reference Manual, publication 1766-RM0OQ1. You can access the switches
through the ventilation slots on the top of the module. Switch 1 controls channel 0; switch 2 controls
channel 1. The factory default setting for both switch 1and switch 2 is Current. Switch positions are
shown in Figure 38.

Figure 38 - 1762-1F20F2 Switch Positions

A Switch location Ch0 Ch1

T Voltage (OFF)
L
o
1 2

* Current (ON) default

]

1762-1F20F2 Qutput Type Selection

The output type selection, current or voltage, is made by wiring to the appropriate terminals, lout or
Vout, and by the type/range selection bits in the Configuration Data File. See MicroLogix 1400
Programmable Controllers Reference Manual, publication 1766-RM00]1.

applied or removed. This characteristic is common to most analog outputs. While
the majority of loads will not recognize this short signal, it is recommended that
preventive measures be taken to ensure that connected equipment is not
affected.

j ATTENTION: Analog outputs may fluctuate for less than a second when power is

1762-1F20F2 Wiring

Figure 39 shows the 1762-1F20F2 analog expansion 1/0 terminal block.
Figure 39 - 1762-1F20F2 Terminal Block Layout

. INO (+)
INO () .
w10|I® || 1 (4
VOut0
| Out0 Vout1
| Out 1
Com ~ | "} Common connected internally.
CcoM B
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Figure 40 - Differential Sensor Transmitter Types

AN VAN QINO(+)
[ | —ome
— —/ OIN1 ()
L 77 lowg
T /A AN
out0
| Load | ( ) | ) Olout
ou
U 57/ OVout0
| OV out1
/I Ocom
Ocom
Figure 41 - Single-ended Sensor/Transmitter Types
2-Wire Transmitter Transmitter
+ - Module
Power  + (O O O OIN+
supply - q; OIN-
T O com
3-Wire Transmitter Transmitter
Supply Signal Module
Power + (O O O O O IN+
supphy" - 9} Py OIN-
1 O com
4-Wire Transmitter Transmitter
Supply Signal Module
power + (O O+ +0O OIN+
supply” - ([) O- -0 QOIN-
1 QOcom

(1) All power supplies are rated N.E.C. Class 2.

1762-1F4 Input Type Selection

Select the input type, current or voltage, using the switches located on the module’s circuit board
and the input type/range selection bits in the Configuration Data File. See MicroLogix 1400
Programmable Controllers Reference Manual, publication 1766-RM001. You can access the switches
through the ventilation slots on the top of the module.

Figure 42 - 1762-IF4 Switch Location

Ch0 Cht Ch2 Ch3

1L

1 2 *Current(UN default)
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Figure 43 - 1762-IF4 Terminal Block Layout

.. INO (+)

o ||

N IN1(+)

o) IN2(+)
IN3(+)

IN3 ()

COM .
'I Commons internally connected.

EEEEE

COM

Figure 44 - Differential Sensor Transmitter Types

A 2\ OINO(+)

(] L] oo
r()IN1(+)

OIN1()
OIN2(+)
OINZ(—)
OIN3(+)
OIN3 ()
Ocom
Ocom

Grounding the cable shield at the module end only usually provides sufficient noise

Q immunity. However, for best cable shield performance, earth ground the shield at both
ends, using a 0.01 pF capacitor at one end to block AC power ground currents, if
necessary.

Figure 45 - Sensor/Transmitter Types

2-Wire Transmitter Transmitter
+ _ Module
Power  + O O O O IN +
supply” ~ ﬁ) OIN-
COM
T S
Transmitter
3-Wire Transmitter Supply Signal Module
Power 4 O O Q O O IN +
supply™ _ ? s O IN -
COM
T Q
4-Wire Transmitter Transmitter
Supply Siqnal Module
Power 4 O O + +O O IN +
supply” ? O- -0 OIN-
Ocom

L power supplies are rated N.E.C. Class 2.
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1762-0F% Qutput Type Selection

The output type selection, current or voltage, is made by wiring to the appropriate terminals, | out
or V out, and by the type/range selection bits in the Configuration Data File.

Figure 46 - 1762-0F4 Terminal Block Layout

)|V outo
X[V out 1
)|V out 2
)|V out 3

[outO

[out1

[out 2

[out3

COM

Commons connected internally

[ |

COM

¥|® XXX X

Figure 47 - 1762-0F4 Wiring

AN 2\ lout0

( L] Joo

Ol out2
L Olout3
Voltage load

IOV out 0
IOVout 1
IOV out 2
OV out3
~Ocom
“LdoOcom

!_
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Notes:
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Supported Communication
Protocols

Default Communication
Configuration

Communication Connections

The method you use and cabling required to connect your controller depends on what type of
system you are employing. This chapter also describes how the controller establishes
communication with the appropriate network.

The MicroLogix 1400 controllers provide three communication channels, an isolated RS-232/RS-485
communication port (Channel 0), an Ethernet port (Channel 1) and a non-isolated RS-232
communication port (Channel 2).

MicroLogix 1400 controllers support the following communication protocols from the primary RS-
232/RS-485 communication channel 0 and the RS-232 communication channel 2:

o DH-485

+  DF1Full-duplex

«  DF1Half-duplex master and slave

 DF1Radio modem

«  Modbus RTU master and slave

« ASCHI

« DNP3 slave

The Ethernet communication channel, Channel 1, allows you to connect your controller to a local
area network for various devices providing 10 Mbps/100 Mbps transfer rate. MicroLogix 1400
controllers support EtherNet/IP with CIP explicit messaging (message exchange), BOOTP/DHCP
Client, HTTP Server, SMTP Client, DNS Client, SNMP Server, Socket Interface with CIP Generic
messaging, Modbus TCP Client/Server and DNP3 over IP. MicroLogix 1400 controllers do not
support Ethernet I/0 master capability through CIP implicit messaging (real-time I/0 messaging).

For more information on MicroLogix 1400 communications, see MicroLogix 1400 Programmable
Controllers Reference Manual, publication 1766-RMO01.

The MicroLogix 1400 communication Channel 0 has the following default communication
configuration.

Q For Channel 0, the default configuration is present when:

« The controller is powered up for the first time.

« The communications toggle functionality specifies default communications (specified
using the LCD Display. The DCOMM indicator on the LCD Display is on, that is, it in solid
rectangle).

« An 0S upgrade is completed.

See LCD and Keypad on page 75 for more information on using the LCD Display.

See Connect to Networks Via RS-232/RS-485 Interface on page 169 for more information on
communicating.

Table 6 - DF1 Full-duplex Default Configuration Parameters

Parameter Default

Baud Rate 19.2 Kbps

Parity None

Source ID (Node Address) 1

Control Line No handshaking
Error Detection CRC
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Use the Communications
Toggle Functionality

58

Table 6 - DF1 Full-duplex Default Configuration Parameters (Continued)

Parameter Default
Embedded Responses Auto detect
Duplicate Packet (Message) Detect Enabled
ACK Timeout counts 50

NAK retries 3

ENO retries 3

Stop Bits 1

Data Bits 8

The Communications Toggle Functionality can be operated using the LCD display on the controller,
as shown in Figure 48.

Use the Communications Toggle Functionality to change from the user-defined communication
configuration to the default communications mode and back on Channel 0. The Default
Communications (DCOMM) indicator on the LCD display operates to show when the controller is in
the default communications mode. Hold down the OK key more than 5 seconds to toggle the
communication mode on the Main Menu screen.

Figure 48 - Main Menu Screen

VAN
ST FEEY

aonnnn RU

I—-ER0O000000O000O000
Qoo
123456789012
4536783
O0—0O0000000000a.

Q The Communication Toggle Functionality only affects the communication configuration

of Channel 0.
Change Communication Configuration

Follow the procedure below to change from the user-defined communication configuration to the
default communications mode and back. In this example, we start from the Main Menu screen of
the LCD display, as shown. If necessary, press ESC repeatedly until you return to the Main Menu
screen.

1. Onthe Main Menu screen, select Advance Set by using the Up and Down keys on the LCD
keypad. If the menu items shown do not display on the Main Menu screen, scroll down the
screen by pressing the Down key.

000000 RU
User Display
PAdvanced Set
security

2. Press OK on the LCD keypad. The Advanced Settings Menu screen displays.
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000004 RUN
PKevIin Mode
OCOMH Ctg
EMET Ctg

3. Select DCOMM Cfg using the Up and Down keys, and then press OK.

00000a RUN

KevIin Hode
pOCOMH Ctg
EHMET Cfg

4, The DCOMM Configuration screen displays. In this example, the current status is Disable.

Q
%%Q{\

000000 RU
DCOMM Cfg:
Enable
plisable

The DCOMM status indicator, which is the fourth of the six indicators at the top left of the LED

display, displays as an empty rectangle. It means that the communication configuration is
set to a user-defined communication mode.

5. Use the Up arrow to change the indicator position so that it points to Enable. Press OK to
change to the default communication mode.

RIS
ST E YD

OOO0m00 RUH
DCOMH Cfg:
PEnahle
Disable

The DCOMM Mode Change Notification screen display. It indicates that the communication
configuration is changed to the default communication mode. The DCOMM status indicator
displays a solid rectangle.

OO0OR00 RUN
Comms config set
to DF1 default
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If you change to the user-defined configuration from the default configuration mode by
selecting Disable and pressing OK, the DCOMM Mode Change Notification displays.

000a0ad RUH
Comms config is
restored!

6. Press ESC to return to the Advanced Set Menu screen, as shown in step 3.

Connect to the RS-232 Port  There are two ways to connect the MicroLogix 1500 programmable contraller to your personal
computer using the DF1 protocol: using a point-to-point connection, or using a modem.
Descriptions of these methods follow.

must be referenced to controller ground, or be floating (not referenced to a

potential other than ground). Failure to follow this procedure may result in

property damage or personal injury.

« For 1766-L32BWA controllers, the COM of the sensor supply is also connected to
chassis ground internally. The 24V DC sensor power source should not be used to
power output circuits. It should only be used to power input devices.

» For 1766-L32BXB contraollers, the VDC NEUT or common terminal of the power
supply is also connected to chassis ground internally.

2 ATTENTION: All devices connected to the RS-232/RS-485 communication port

Table 7 - Available Communication Cables

Communication Cables Length
1761-CBL-AMOO Series C or later cables are required for Class | Div 2 applications. 45¢cm (1771n.)
1761-CBL-APQO Series C or later cables are required for Class | Div 2 applications. 45¢m (17.71n.)
1761-CBL-PMO02 Series C or later cables are required for Class | Div 2 applications. 2m (6.5 ft)
1761-CBL-HMO2 Series C or later cables are required for Class | Div 2 applications. 2m (6.5 ft)
2707-NC9 Series C or later cables are required for Class | Div 2 applications. 15 m (69.2 ft)
1763-NCO1 Series A or later 30cm (11.81in.)
1747-CP3 Series A or later 3m (98 ft)

ATTENTION: UNSUPPORTED CONNECTION

Do not connect a MicroLogix 1400 controller to another MicroLogix family
controller such as MicroLogix 1200 or to the 1747-DPS1 Network port using a
1761-CBL-AMOO (8-pin mini-DIN to 8-pin mini-DIN) cable or equivalent.

This type of connection will cause damage to the RS-232/RS-485 communication
port (Channel 0) of the MicroLogix 1400 and/or the controller itself.
Communication pins used for RS-485 communications are alternately used for
24V power on the other MicroLogix controllers and the 1747-DPS1 network port.

Make a DF1 Point-to-Point Connection

You can connect the MicroLogix 1400 programmable controller to your personal computer using a
serial cable (1761-CBL-PM02) from your personal computer's serial port to the controller's Channel
0. The recommended protocaol for this configuration is DF1 Full-Duplex.

You can connect a MicroLogix 1400 controller to your personal computer directly without using an

external optical isolator, such as Advanced Interface Converter (AIC+), catalog number 1761-NET-
AIC, as shown in the illustration below, because Channel 0 is isolated within the controller.
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MicroLogix 1400 controller
Channel 0

Personal
computer

1761-CBL-APOO or
1761-CBL-PM02"

(1) Series C or later cables are required for Class | Div 2 applications.

You can use modems to connect a personal computer to one MicroLogix 1400 controller (using DF1
Full-Duplex protocol), to multiple controllers (using DF1 Half-Duplex protocol), or Modbus RTU Slave
protocol via Channel 0, as shown in the following illustration. See Connect to Networks Via RS-232/
RS-485 Interface on page 169 for information on types of modems you can use with the micro
controllers.

IMPORTANT Do not attempt to use DH-485 protocol through modems under any
circumstance. The communication timing using DH-485 protocol is not
supported by modem communications.

Personal computer

] Wm cable (straight-through)
JEEEEEEEEE MicroLogix 1400 controller

Modem \\\" Channel 0
[ 0

Protocol Options
« DF1Full-duplex protocal (to 1controller)

«  DF1Half-duplex protocol (to multiple controllers) [Teeeeery)
« Modbus RTU slave protocol Modem _ V761-CBL-APOO or 1761-CBL-PMO2)

(straight-through)

(1) Series C or later cables are required for Class | Div 2 applications.

You can connect a MicroLogix 1400 controller to your modem directly without using an external
optical isolator, such as AIC+, catalog number 1761-NET-AIC, as shown in the illustration below,
because Channel 0 is isolated within the controller.
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MicraLogix 1400 Channel 0 to Modem Cable Pinout

When connecting MicroLogix 1400 Channel O to a modem using an RS-232 cable, the maximum that
the cable length may be extended is 15.24 m (50 ft).

DTE Device .
. . DCE Device
MicroLogix 1400 - .
(Modem or PanelView™ Terminal)
Channel 0
8-Pin 25-Pin 9-Pin
7 XD »|TXD 2 3
4 RXD < RXD 3 2
2 GND < GND |7 5
1 B(+) DCD 8 1
8 A DTR 20 4
5 DCD DSR 6 6
6 CTS < CTS 5 8
3 RTS »|RTS 4 7

the RS-232/RS-485 communication port (channel 0) of the MicroLogix 1400 and/or

ATTENTION: Do not connect pins 1and 8. This connection will cause damage to
A the controller itself.

Construct Your Own Modem Cable

If you construct your own modem cable, the maximum cable length is 15.24 m (50 ft) with a 25-pin
or 9-pin connector. Figure 49 shows a typical pinout for constructing a straight-through cable.

Figure 49 - Typical Straight-through Cable Pinout
AIC+ Optical isolator

or 1766-LEC Channel 2 Modem

9-pin 25-pin 9-pin

3 TXD » | TXD 2 3

2 RXD < RXD 3 2

5 GND < p GND |7 5

1 CD < CD 8 1
Pins 4 and 6 are Toolh DTR »|DTR 20 4
internally connected « I6 DSR < DSR |6 [}
for 1766-LEC only 8 CTS < TS 5 8

1 RTS » | RTS b 1

Construct Your Own Null Modem Cable

If you construct your own null modem cable, the maximum cable length is 15.24m (50 ft) with a 25-
pin or 9-pin connector. Figure 50 shows a typical pinout.

Figure 50 - Typical Null Modem Cable Pinout

Optical isolator Modem

9-pin 25-pin  9-pin
3 ™ [< | >0 2 3

2 RXD [ RYD 3 2

5 OND |« » | GND 7 5

1 o |, ) 8 1

4 DR | DTR 20 4

6 DSR E DSR 6 6

8 CTS CTS 5 8

7 RS | y—’—‘ _[RTS 4 7
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Connect to a DF1 Half-Duplex Network

Table 8 shows available parameters for a communication port that is configured for DF1 Half-
duplex slave.

Table 8 - DF1 Half-Duplex Configuration Parameters

Parameter Options
Baud Rate 300, 600, 1200, 2400, 4800, 9600, 19.2 Kbps, 38.4 Kbps
Parity none, even
Node Address 0...254 decimal
Control Line no handshaking, half duplex modem (RTS/CTS handshaking, no handshaking (DH-485 network)
Error Detection CRC, BCC
enabled, disabled
EOT Suppression When EOT Suppression is enabled, the slave does not respond when polled if no message is queued. This saves modem transmission

power and time when there is no message to transmit.

Duplicate Packet (Message) Detect

enabled, disabled
Detects and eliminates duplicate responses to a message. Duplicate packets may be sent under noisy communication conditions if the
sender's Message Retries are not set to 0.

Poll Timeout (x20 ms)

0...65,635 (can be set in 20 ms increments)

Poll Timeout only applies when a slave device initiates a MSG instruction. It is the amount of time that the slave device waits for a poll from
the master device. If the slave device does not receive a poll within the Poll Timeout, a MSG instruction error is generated, and the ladder
program needs to re-queue the MSG instruction. If you are using a MSG instruction, it is recommended that a Poll Timeout value of zero
not be used. Poll Timeout is disabled when set to zero.

0...65,535 (can be set in 20 ms increments)

RTS Off Delay (x20 ms) Specifies the delay time between when the last serial character is sent to the modem and when RTS is deactivated. Gives the modem
extra time to transmit the last character of a packet.
0...65,635 (can be set in 20 ms increments)

RTS Send Delay (x20 ms) Specifies the time delay between setting RTS until checking for the CTS response. For use with modems that are not ready to respond with

CTS immediately upon receipt of RTS.

Message Retries

0..255
Specifies the number of times a slave device attempts to resend a message packet when it does not receive an ACK from the master
device. For use in noisy environments where message packets may become corrupted in transmission.

Pre Transmit Delay
(x1 ms)

0...65,535 (can be set in 1 ms increments)

« When the Control Line is set to no handshaking, this is the delay time before transmission. Required for 1761-NET-AIC physical Half-
duplex netwarks. The 1761-NET-AIC needs delay time to change from transmit to receive mode.

« When the Control Line is set to DF1 Half-duplex modem, this is the minimum time delay between receiving the last character of a packet
and the RTS assertion.

DF1 Half-duplex Master/Slave Network

Use Figure 51 for DF1 Half-duplex master/slave protocol without hardware handshaking.
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Figure 51 - DF1 Half-duplex Master/Slave Protocol

SLC5/03 B ) CI =121 MicroLogix 1400
processor ) e e ) e DF1 master Q ]| controller
o CHO ﬂ

L= CHO T761-CBL-AMOO or T761-CBL-HM021¥

X | «———1761-CBL-APOO or 1761-CBL-PM02 DF1 Slave

) ez

X OlFde radio modem O

' A or lease line

i ]| straight 9-25 pin cable 1)

\

, straight
- T 9-25 pin

cable = = =24V DC power (user-supplied)

radiomodem

T763-NCO (daisy chain) to AIC+ orlease fine | 1763 Noo (daisy chain) to AIC+

MicroLogix 1400 MicroLogix 1400
controller controller
DF1 Slave DF1 slave
RS-485 DF1 RS-485 DF1
half-duplex half-duplex

(1) DB-9 RS-232 port

(2) Mini-DIN 8 RS-232 port

(3) RS-485 port

(4)Series C or later cables are required for Class | Div 2 applications.

DF1 Half-Duplex Network (Using PC and Modems)

RSLinx software version 2.0 (or later),
SLC 5/03, SLC 5/04, SLC 5/05, PLC-5® processor,
or MicroLogix 1200 controller configured for DF1
Half-duplex master.

RSLinx 2.5 is required for MicroLogix 1400.

DF1 Half-duplex protocol

[Teeeeees] [Teeeeeer]

I

MicroLogix 1000 MicroLogix 1400 MicroLogix 1200 MicroLogix 1500 controller MicroLogix 1500 controller SLC 5/03 processor (slave)
controller (slave) controller (slave) controller (slave) with 1764-LSP or 1764-LRP with 1764-LRP processor (slave)
processor (slave)
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Connect to a RS-485
Network

The network diagrams on the next pages provide examples of how to connect MicroLogix 1400
controllers to the RS-485 network.

You can connect a MicroLogix 1400 controller to your RS-485 network directly without using an
external optical isolator, such as Advanced Interface Converter (AIC+), catalog number 1761-NET-
AIC, as shown in the illustrations below, because Channel 0 is isolated within the controller.

Use a 1763-NCO1 Series A or later (8-pin mini-DIN to 6-pin RS-485 connector) cable or
Q equivalent to connect a MicroLogix 1400 controller to a RS-485 network.

e h

MicroLogix 1400 controllers support various protocols on the RS-485 network, including DH-485,
DF1 Half-duplex master/slave, Modbus RTU master/slave, ASCIl and DNP3 slave protocals. In this
section, DH-485 protocol is used as an example. Any physical connection should be the same as
other protocols.

DH-485 Configuration Parameters

When MicroLogix communications are configured for DH-485, the following parameters can be
changed:

Table 9 - DH-485 Configuration Parameters

Parameter Options

Baud Rate 9600, 19.2 Kbps
Node Address 1...31 decimal
Token Hold Factor 1.4

See Software Considerations on page 174 for tips on setting the parameters listed in Table 9.
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DH-485 Network with a MicroLogix 1400 Controller

AIC+ AIC+
I - FE gl
T T
SLC 5/04 processor PanelView 550
DH-485 Network
AIC+ AIC+ AIC+
i3 o - &
2 ==,
ol @] :ﬁmégl @]
= = [ 1 =
El']cnrt?tﬁg:x 1000 Personal MicroLogix 1200 MicroLogix 1500
controller computer controller controller

DH-485 Network Belden, shielded, twisted-pair cable

Belden, shielded, twisted-pair cable

1761-CBL-APOO or
1761-CBL-PM02

© ©
Y Yyyyryrryyn

24V DC (user supplied)

e L
port2 to PC

1747-CP3
or 1761-CBL-AC00

(1) DB-9 RS-232 port

(2) mini-DIN 8 RS-232 port
(3) RS-485 port

(&) Series A or later cables are required.

Typical 3-Node Network (Channel O Connection)

PanelView 550
@ PanelView
i |
il
o000
ooo
(TI11] g% MicroLogix 1400 controller
()
RIMGport | T71-CBL-ASOS g =
or 1761-CBL-AS03 YR
f 1 {0
1747-CP3 or CHO

1761-CBL-AMOO or

T761-CBL-ACO0 7=, B
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Recommended Tools

To connect a DH-485 network to additional devices, you need tools to strip the shielded cable and
to attach the cable to the AIC+ Advanced Interface Converter. We recommend the following
equipment (or equivalent):

Working with Cable for DH-485 Network

Description Part Number Manufacturer
Shielded twisted pair cable #3106A or #9842 Belden

Stripping tool Not applicable Not applicable
1/8" slotted screwdriver Not applicable Not applicable

DH-485 Communication Cable

The suggested DH-485 communication cable is either Belden #3106A or #9842. The cable is
jacketed and shielded with one or two twisted-wire pairs and a drain wire.

One pair provides a balanced signal line and one additional wire is used for a common reference
line between all nodes on the network. The shield reduces the effect of electrostatic noise from the
industrial environment on network communication.

The communication cable consists of a number of cable segments daisy-chained together. The
total length of the cable segments cannot exceed 1219 m (4000 ft). However, two segments can be
used to extend the DH-485 network to 2438 m (8000 ft). For additional information on connections
using the AIC+, see Advanced Interface Converter (AIC+) User Manual, publication 1761-UM004.

When cutting cable segments, make them long enough to route them from one AIC+ to the next,
with sufficient slack to prevent strain on the connector. Allow enough extra cable to prevent
chafing and kinking in the cable.

Use these instructions for wiring the Belden #3106A or #3842 cable. See Cable Selection Guide on
page 70 if you are using standard Allen-Bradley cables.

Connect the Communication Cable to the DH-485 Connector

Q A daisy-chained network is recommended. Do not make the incorrect connection

shown below:
Belden #3106A or Belden #3106A or Belden #3106A or
#9842 #9842 #9842
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Single Cable Connection

When connecting a single cable to the DH-485 connector, use Figure 52.

Figure 52 - Single Cable Connection

Orange with white stripes
White with orange stripes

Shrink tubing recommended

Multiple Cable Connection

Blue (#3106A) or
Blue with white Drain wire
stripes (#9842)

When connecting multiple cables to the DH-485 connector, use Figure 53.

Figure 53 - Multiple Cable Connection

To next device

To previous device

Connections using Belden #3106A Cable

For this Wire/Pair Connect this Wire To this Terminal
Shield/drain Non-jacketed Terminal 2 - Shield
Blue Blue Terminal 3 - (Common)
White/orange White with orange str?pe Terminal 4 - (Data B)
Orange with white stripe Terminal 5 - (Data A)

Connections using Belden #9842 Cable

For this Wire/Pair Connect this Wire To this Terminal
Shield/drain Non-jacketed Terminal 2 - Shield
. White with blue stripe Cut back - no connection”
Blue/white
Blue with white stripe Terminal 3 - (Common)
Whiteforange White with orange stripe Terminal 4 - (Data B)

Orange with white stripe

Terminal 5 - (Data A)

(1) To prevent confusion when installing the communication cable, cut back the white with blue stripe wire immediately after the
insulation jacket is removed. This wire is not used by DH-485.

Ground and Terminate the DH-485 Network

Only one connector at the end of the link must have Terminals 1and 2 jumpered together. This
provides an earth ground connection for the shield of the communication cable.

Both ends of the network must have Terminals 5 and 6 jumpered together, as shown in Figure 54.
This connects the termination impedance (of 120 ohm) that is built into each AIC+ or the 1763-NCO1
cable as required by the DH-485 specification.
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Connect the AIC+

Figure 54 - End-of-Line Termination

1219 m (4000 ft) max

Jumper

MicroLogix 1400 Channel 0 to DH-485 Communication Cable Pinout

When connecting MicroLogix 1400 Channel 0 to DH-485 communication cable pinout using an
RS-232 cable, the maximum that the cable length may be extended is 15.24 m (50 ft). See Figure 55.

Figure 55 - DH-485 Communications Cable Pinout

(DPLE:)T.\QSE( 1400 Channel 0 DCE Device (DH-485 connector)
8-Pin 6-pin

1 TXD 6 Termination

4 RXD 5 A

2 GND 4 B

1 B(+) 3 Common

8 Al 2 Shield

5 DCD 1 ChassisGround

6 CTS

3 RTS

You can connect a MicroLogix 1400 controller to a DH-485 network via Channel 0 directly without
using an optical isolator, such as AIC+, catalog number 1761-NET-AIC, because Channel 0 is
isolated. However, you need to use an AIC+ to connect your PC or other MicroLogix family products,
such as MicroLogix 1200, to a DH-485 network.

Figure 56 shows the external wiring connections and specifications of the AIC+.

Figure 56 - External Wiring Connections

AIC+ Advanced Interface Converter
(1761-NET-AIC)

Item | Description Item | Description

NR.Q RQ. DC Power source selector switch (cable = port 2 power source,
1 Port - DB-3 R3-232, OTE 4 External = external power source connected to item 5)
2 |Port 3 - RS-485 Phoenix plug 5  [Terminals for external 24V DC power supply and chassis ground
3 |Port2 - mini-DIN 8 RS-232 DTE

For additional information on connecting the AIC+, see Advanced Interface Converter (AIC+) User
Manual, publication 1761-UMO04.
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Cable Selection Guide

1761-CBL-APOOY

R —
I

1761-CBL-PM0O2 @

Cable Length Connections from to AIC+ ::(l::';all‘::l‘::: 40 [s,\:‘::zll;ssﬂ;f:g%
SLC 5/03 or SLC 5/04 processors, ch 0 Port 2 Yes External
MicroLogix 1200 ch 0 Port 1 Yes External
1761-CBL-APOO® 45 cm (1771n.) MicroLogix 1400 ch 2 Port 2 Yes External
1761-CBL-PM02? 2m(65ft) PanelView 550 through NULL modem adapter Port 2 Yes External
DTAM™ Plus / DTAM™ Micro Port 2 Yes External
PC COM port Port 2 Yes External
(1) External power supply required unless the AIC+ is powered by the device connected to port 2, then the selection switch should be set to cable.
(2) Series C or later cables are required.
= P ——
T761-CBL-AM0? 1761-CBL-HM02?
Cable Length Connections from to AIC+ ;:::I;allt::l‘;: 40 g""v‘;{g;ss‘:;f;:m
1761-CBL-AMo0® 45 ¢m (1771n.) MicroLogix 1200 ch 0 Port 2 No Cable
1761-CBL-HM02® 2m(65fY) To port 2 on another AIC+ Port2  [Yes External

(I

(2) Series C or later cables are required.

1761-CBL-ACO0

External power supply required unless the AIC+ is powered by the device connected to port 2, then the selection switch should be set to cable.

. External Power Power Selection
Cable Length Connections from to AIC+ Supply Require d" | switch Settingm
SLC 5/03 or SLC 5/04 processor, channel 0 Port1 Yes External
PC COM port Port1 Yes External
T747-CP3 3Im(Q8 ) PanelView 550 through NULL modem adapter Port 1 Yes External
1761-CBL-AC00" 45 om (1771n.) DTAM Plus / DTAM Micro Port 1 Yes External
Port 1 on another AIC+ Port1 Yes External
MicroLogix 1400 ch 2 Port 2 Yes External
(1) External power supply required unless the AIC+ is powered by the device connected to port 2, then the selection switch should be set to cable.
:I:
user-supplied cable j;
. External Power Power Selection
Cable Length Connections from to AIC+ Supply Required®  [Switch Setting®
straight 9-25 pin - Modem or other communication device Port1 Yes External
(1) External power supply required unless the AIC+ is powered by the device connected to port 2, then the selection switch should be set to cable.
= ,.WI Be tﬂixi//\:

1761-CBL-AS03
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. External Power Power Selection
Cable Length Connections from to AIC+ Supply Required®  |Switch Setting®
SLC 500 Fixed,
TR-CBLASDS i (gélf%f ) SLC 5/01, SLC 5/02, and SLC 5/03 processors Port3  |Yes External
-CBL- . 71t
m PanelView 550 RJ45 port Port 3 Yes External

(1) External power supply required unless the AIC+ is powered by the device connected to port 2, then the selection switch should be set to cable.

1761-CBL-PMO02 Series C (or equivalent) Cable Wiring Diagram

O
917113
8—o L ?
T2 o e
DS C‘—‘Z
o1
o]
EL578
3 (éi\i\ 5
4 \o:nj
12
Programming Device Controller
9-Pin D-Shell 8-Pin Mini Din
9 RI B(+) 1
8 CTS ‘—| GND 2
7 RTS L RTS 3
6 DSR 4—‘ P RXD 4
5 GND DCD 5
[ DTR J CTs 6
3 XD XD 7
2 RXD 4—] AL) 8
1 DCD

Recommended User-Supplied Components

These components can be purchased from your local electronics supplier.

User Supplied Components

Component Recommended Model
External power supply and chassis ground Power supply rated for 20.4...28.8V DC
NULL modem adapter Standard AT

Straight 9-25 pin RS-232 cable

See Figure 57 and Table 10 on page 72 for port information
if making own cables

Figure 57 - Port Pinout

1761-CBL-APOO or 1761-CBL-PM02

Port1
DB-9 RS-232
6 1
O L,
fH—3
8 4
9 O™ 5

Port 2

Rockwell Automation Publication 1766-UMOQTP-EN-P - March 2024

w

- N

Port 3

RS-485 connector

TERM

com

SHLD

—
CHS GND

n



Chapter &4 Communication Connections

Table 10 - Cable Assignment

Pin

Port 1: DB-9 RS-232

Port 20; (1761-CBL-PM02 cable)

Port 3: RS-485 Connector

Received line signal detector (DCD)

24V DC

Chassis ground

Not Applicable

Not Applicable

1

2 Received data (RxD) Ground (GND) Cable shield

3 |Transmitted data (TxD) Request to send (RTS) Signal ground
4 |DTE ready (OTR)? Received data (RxD)® DH-485 data B
5  [Signal common (GND) Received line signal detector (DCD) DH-485 data A
6 |DCE ready (DSR)? Clear to send (CTS)®! Termination

7 Request to send (RTS) Transmitted data (TxD) Not Applicable
8  |Cleartosend (CTS) Ground (GND) Not Applicable
9

Not Applicable

An 8-pin mini DIN connector is used for making connections to port 2. This connector is not commercially available. If you are
making a cable to connect to port 2, you must configure your cable to connect to the Allen-Bradley cable shown in Figure 57.
On port 1, pin 4 is electronically jumpered to pin 6. Whenever the AIC+ is powered on, pin &4 will match the state of pin 6.

(3) Inthe 1761-CBL-PM02 cable, pins 4 and 6 are jumpered together within the DB-3 connector.

=

Safety Considerations

This equipment is suitable for use in Class | Division 2, Groups A, B, C, D or non-hazardous locations
only.

WARNING: EXPLOSION HAZARD
AIC+ must be operated from an external power source.

This product must be installed in an enclosure. All cables connected to the
product must remain in the enclosure or be protected by conduit or other means.

A\

See Safety Considerations on page 19 for additional information.

Install and Attach the AIC+
1. Take care when installing the AIC+ in an enclosure so that the cable connecting the
MicroLogix controller to the AIC+ does not interfere with the enclosure door.

2. Carefully plug the terminal block into the RS-485 port on the AIC+ you are putting on the
network. Allow enough cable slack to prevent stress on the plug.

3. Provide strain relief for the Belden cable after it is wired to the terminal block. This guards
against breakage of the Belden cable wires.

Power the AIC+

MicroLogix 1000, 1200, and 1500 programmable controllers support 24V DC communication power
on Channel 0. When connected to the 8-pin mini-DIN connector on the 1761-NET-AIC, 1761-NET-ENI,
and the 1761-NET-ENIW, these controllers provide the power for the interface converter modules.
The MicroLogix 1400 does not provide 24V DC communication power through communication ports.
Instead these pins are used to provide RS-485 communications directly. Any AIC+, ENI, or ENIW not
connected to a MicroLogix 1200 controller requires a 24V DC power supply.

If both the controller and external power are connected to the AIC+, the power selection switch
determines what device powers the AIC+.

ATTENTION: If you use an external power supply, it must be
24V DC (-15%/+20%). Permanent damage results if a higher voltage supply is
used.

A\

Set the DC Power Source selector switch to EXTERNAL before connecting the power supply to the
AIC+. Figure 58 shows where to connect external power for the AIC+.
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Connect to Ethernet

Figure 58 - External Power for AIC+

24V
e | )
DC
NEUT, @
CHS
S | (X

[ 1]

Bottom view

nearest earth ground. This connection must be made whether or not an external

ATTENTION: Always connect the CHS GND (chassis ground) terminal to the
A 24V DC supply is used.

Power Options

Below are two options for powering the AIC+:

«  Use the 24V DC user power supply built into the MicroLogix 1000, 1200, or 1500 controller.
The AIC+ is powered through a hard-wired connection using a communication cable (1761-
CBL-HMO02, or equivalent) connected to port 2.

« Use an external DC power supply with the following specifications:
- operating voltage: 24V DC (-15%/+20%)
- output current: 150 mA minimum
- rated NEC Class 2

Make a hard-wired connection from the external supply to the screw terminals on the
bottom of the AIC+.

ATTENTION: If you use an external power supply, it must be 24V DC (-15%/
+20%). Permanent damage results if mis-wired with the wrong power source.

You can connect directly a MicroLogix 1400 to an Ethernet network via the Ethernet port (Channel 1).
You do not need to use an Ethernet interface card, such as the Ethernet Interface (ENI) and (ENIW),
catalog number T761-NET-ENI and 1761-NET-ENIW, to connect your MicroLogix 1400 controller to an
Ethernet network. For additional information on connecting to an Ethernet network, see Cannect to
Netwarks Via Ethernet Interface on page 267.
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RS-232/RS-485 port (Channel 0)

Ethernet Connections

The Ethernet connector, Channel 1, is an RJ45, 10/100Base-T connector. The pin-out for the
connector is shown in Table 1.

Table 11 - RJ54 Connector Pinout

Pin

Pin Name

Tx+

Tx-

Rx+

Not used by 10/100Base-T

Not used by 10/100Base-T

Rx-

Not used by 10/100Base-T

V| N || NN

Not used by 10/100Base-T

T4 Rockwell Automation Publication 1766-UMOQTP-EN-P - March 2024

End view of RJ 45 plug H

12345678

e

87654321

Looking into a RJ45 jack

For information on how to select the proper cable, see Guidance for Selecting Cables
for EtherNet/IP Networks White Paper, publication ENET-WPQQ7.
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Chapter 5

LCD and Keypad

The LCD and keypad are shown in Figure 59.

Figure 59 - Controller Part Identification
12 3 4 5 6 7

13 12 11 10 9 8

Table 12 - LCD and Keypad

Feature Description
10 LCD
5 LCD screen keypad
(ESC, OK, Up, Down, Left, and Right buttons)
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Operating Principles Figure 60 - MicroLogix 1400 LCD Menu Structure Tree

User
defined?

—( Main Menu )
———— 1/0 Status
NG

Integer

Long Integer

G
R LI S G
G

RUN
B QLTI S G
> G
> G )

System Info

Fault Code

LCD Setup

i

Protocol Cfg
*

L S s Det—>Cromermn

Deactivate PWD

if

*%

Change PWD

» (" User Defined Menu )<
LCD Instruction Interface

* This menu is available in firmware revision FRN 21 and higher.

** This menu option is displayed only when LCD Password is set.

Startup Screen

The Startup screen displays whenever the controller is powered up.

Figure 61 - LCD Default Startup Screen

MicroLogix
1400

You can customize this Startup screen in your application program by defining a ASCII data file that
contains the bitmap format image to display on the Startup screen and specifying the CBL element
of the LCD Function File to the address of this ASCI file.
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Figure 62 shows an example of a customized Startup screen.

Figure 62 - Customized Startup Screen Example

L INE#3
HACHINE# ¢

Your imported Bitmap file format should meet the following criteria:
«  Image resolution: 128 x 64 pixels (black/white image)

 Image size: 1088 bytes
(consisting of image header = 62 bytes
+raw image data size = 1024 bytes
+ padding data: 2 bytes)

To load a customized boot logo image to your controller, the CBL (Customized Boot Logo ASCII File)
element in the LCD Function File should be configured properly. If the CBL element is set to 0
(default) or if the indexed ASCII file does not exist, the embedded default logo displays.

= Function Files i ] 4]
HSC |PTO | PwM | STI |EN |RTC  LCD MM |BHI |cso | <»

Address Walue Description -
— e
— CEL - Customnized Boot Logo &5CI File ' 20
- 5CD - Start with Customized Display 1
- TO - Data Input Timeout of LCD Instructic El
- DN - LCD Instruction Job Done
- ERR - LCD Display Operation Error Bit l
- ERM - LCD Module Operation Errar Mum 2
— TUF - Target User Define File MNumber | 7
— 106G - Jog data opdate Mode Set 1
= ThIM - Trimpot Low Value 1
— ThAX - Trimpot High Yalue !]249
1
1]
a

i

- POTO - Trimpot 0 Data (TN -Tha&x)
- POT1 - Trimpot 1 Data (TMIN - TR&X)
= WD - Instruction Display Window

- OK - OF key in Custormized Display

iI_H: K. key in Custornized Display, l _'I:J

Q Once a valid bitmap file is imported successfully, you should see the data in ASCII data
files.

Make sure that the second element (file size) in the first ASCII data file is 0x0440 (1088
bytes) in hexadecimal value.

After a power cycle, you should see the customized boot logo on your LCD display.

For more information on how to create and use a customized Startup screen, see the LCD function
file described in the MicroLogix 1400 Programmable Controllers Reference Manual, publication
1766-RM001.

After the default Startup screen or your customized Startup screen displays for 3 seconds, either
the default screen (the 1/0 Status screen) displays by default, or a user-defined screen displays if
your application uses a custom default screen.

Main Menu and Default Screen

The Main menu consists of five menu items: I/0 Status, Monitoring, Mode Switch, User Display, and
Advanced Set.
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Figure 63 - LCD Main Menu

00000 RUN
pI/0 Status

Honitoring
Hode Switch

000000 RUH
pUser Display
Advanced Set
Security

Note: The Security menu is available in firmware revision 21.000 or later.

Main Menu ltems

Menu ltem Description For details, see:
1/0 Status g:aﬁls}yﬁ Uthe 1/0 Status screen, which shows the 1/0 status of the embedded 1/0 Status on page 80

Monitor User Defined Target Files on page 82

Monitoring Allows you to view and change the data value of a bit and an integer file. Monitor Integer Files on page 85
Mode Switch Allows you to change the mode switch selection. Mode Switch on page 93
User Display Displays the user defined LCD screen User-defined LCD Screen on page 35

Allows you to configure or view the following:
« Change the Key In mode for value entry for a trim pot. « Change Key In Mode on page 96

Use the communications toggle functionality. » Communications Toggle Functionality on page 98
View and change the Ethernet netwark configuration. « View Ethernet Status on page 98

Change the data value of trim pots. Trim Pots on page 105

Advanced et View system information, such as operating system series and firmware /0 Status on page 80
version. Save or Load Communication EEPROM on page 108
« User communication EEPROM functionality. « LCD setup on page 110
« Change LCD contrast and backlight option. « Protocal Configuration on page 112
+ Modbus RTU Slave Node Address
Security Allows you to set, activate, deactivate and change the LCD password. LCD Password Setup on page 114

Figure 64 - LCD Default Screen - 1/0 Status Screen

QO N\ O
S

S K
YV §
S S

&
AR

I RUN

I—EEOO0000O0000O000ic
Qoo
B1Z34567890123
456783

O0—000000000C]m.

Figure 64 is the default screen of the display, allowing you to monitor controller and I/0 Status. For
more information on the I/0 Status screen, I/0 Status on page 80.
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Operating Buttons

@ Button Function
Move cursor

Cursor Buttons | Select menu item
Choose file numbers, values, and so on.

0K Next menu level, store your entry, apply the changes
ESC Previous menu level, cancel your entry

Use Menus to Choose Values

Press To

« (o to next menu level.
« Store your entry.
« Apply the changes.

« (o to previous menu level.
« Cancel your entry since the last Ok.
« Press repeatedly to go to the main menu.

Change menu item.
Change value.
Change position.

@@&

Select Between Menu ltems

o\ RUN
pI/0 Status

Monitoring
Aoy o e Y Hode 5Switch

The } symbol represents the cursor.

AN
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Cursor Display

000000
I[/0 Status

pHONitoring
Hode Switch

I:“_IH There are two different cursor types:

Selection cursor (the pp symbol) displays left of the selected item.
Move cursor with the up/down arrows

= Data File B3 (bin) — BINARY H H H .
et AR - Full block navigation shows as a flashing block:
Dffset 151413121110 8 8 7 6 5 4 3 2 1 0
LS «  Change position with left/right arrows
E3: 1 00 000000000000 00
P2 0 0 0 0000000000000 » Change values with up/down arrows
B3:3 00 000000000000 00
B3z 4 000 00000000000 00
E3: 5 0O 0000000000000 D00
E3:6 00 0 00000000000 D00
E3:7 000 00000000000 00
B3: 5 000000000000 D00 0D
E3:9 0O 0000000000000 00
[E3:10 UUUUUUUUUUUUUUUU:‘
K| =
B30/ IHadix:lBinary >
Symbol: | | Columns{16 =
Desc: | ]
B3 j Properties Usage | Help |
ata File B3 {(bin) -- BINARY o ] 1
5 3121110 9 & 7 & 5 4 3 2 1 0O
Change value = up/down arrows 0 pooooooo0 0000000 0N
Move cursor between digits = left/right arrows ) D 0l O o e D oum D Ok Ok e Do
iz o000 000000000000
i3 T T T S R O T S B S S
14 o000 0 00 000 0000000
5 o0 0 0 0 0000 0 000000
6 o000 0 00000000000
Stores entries 7 00000 00000000000
i o0 0 0 00 000 0000000
3 o0 0 0 0 0000 0000000
Retain previous va E3: L0 00000000 00000000~
etain previous value
K| =
[E30/0 | Radi: [Einary -]
Symbal: | | 'Z-‘;Iurnns!|15 -—I
Desc! | |
|B3 :Il Eroperties' Usage | Help |

1/0 Status

Left/right arrow moves the cursor between the digits of the value.
Up/down arrow changes the value.

Up arrow = increment

Down arrow = decrement

The MicroLogix 1400 controller provides /0 status indicators on the LCD screen. You can view the

status of inputs and outputs on the I/0 Status screen on the LCD, as in Figure 65 on page 81. The I/
0 status indicators on this screen are updated every 100 ms to reflect the current I/0 status in real
time, regardless of controller scan time.
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Figure 65 - 1/0 Status Screen

Sl

Q0000 RUN

I _..DDDDDDDDDDDD‘— Input status indicators (20)
Oo00on
B1Z340678901 L3
456780

O0—0O000000000E

A solid rectangle displays when the input or output is energized. An empty rectangle displays when
the input or output is not energized.

Output status indicators (12)

IMPORTANT  If no user defined LCD screen is used, the 1/0 Status screen displays,

« 5 seconds after the controller has powered-up.

« When you enter the 1/0 Status screen from other screen using the LCD
menu. If you are at another screen and want to view 1/0 status, you have to
enter the I/0 Status screen manually using the menu. Otherwise, the current
screen displays continuously.

IMPORTANT  If a user defined LCD screen is used, the I/0 Status screen displays,

« When you hold down the ESC key for more than 3 seconds.

« When time out is enabled, that is, the time out period is set to a positive
value, and the time out period is passed. You can enable and disable time
out and set the time out period using the TO element in the LCD Function
File. For more information, see the LCD Function File described in
MicroLogix 1400 Programmable Controllers Reference Manual, publication
1766-RM001.

- Iftime out is disabled, that is, the time out period is set to zero (0), and a
custom LCD screen displays, it displays continuously until you give an input
to change to another screen. For more information, see User-defined LCD

Screen on page 35.

View 1/0 Status

Follow these steps to view the status of inputs and outputs on the LCD.

1. On the Main Menu screen, select I/0 Status by using the Up and Down keys on the LCD
keypad, as shown.

000000 BU
p1/0 Status

Honitoring
Hode Switch

2. Then, press OK on the LCD keypad. The I/0 Status screen displays, as shown.

OO000c RU

I—-RR0O0000000000
aogoog
B1Z345678938012

45683
O0-—0O000000000CmE

Rockwell Automation Publication 1766-UMOQTP-EN-P - March 2024 81


https://literature.rockwellautomation.com/idc/groups/literature/documents/rm/1766-rm001_-en-p.pdf

Chapter 5

LCD and Keypad

3. If you have finished viewing I/0 status, press ESC to return to the Main Menu screen, as
shown in step 1.

Monitor User Defined Target The LCD allows you to view and change the data values of 256 bits, words or double integers in a

Files

82

user defined file. You can access to this functionality via the Monitoring screen of the LCD screen.

To monitor the bit file on the LCD screen, you have to specify its file number in the Target User
Defined File Number (TUF) element of the LCD Function File and download your application program
to the controller. The TUF element can only be changed by a program download.

Target User Defined File Number (TUF)

Feature Address Data Format Type User Program Access

Target User Defined File Number {LCD:0.TUF Word (int) Control Read Only

The value stored in the TUF element identifies the bit file with which the LCD will interface. Valid bit
files are B3, and B10 through B255. When the LCD reads a valid bit file number, it can access up to
256 bits (0...255) on the LCD screen. The protection bit (LCD edit disable) in the data file properties
of target hit file are used to define the read-only or read/write privileges for its file.

The file type that the LCD interfaces with is bit, integer, double integer or float file specified in the
TUF element.

IMPORTANT  Use your programming software to ensure that the bit file you specify in
the TUF element, as well as the appropriate number of elements, exist in
the MicroLogix 1400 user program.

The data protection for a file depends on the LCD edit disable setting. When LCD Edit Disable is set
(1: Checked) in file properties, the corresponding data file is considered read-only by and the
“Protected!” message displays. When LCD Edit Disable is clear (0: Unchecked), the “UnProtected!”
message displays and the corresponding data file is editable from the LCD keypad.

IMPORTANT  Although you cannot change protected data from the LCD keypad, the
control program or other communication devices do have access to this
data. The Protection bit (LCD Edit Disable) only provides write protection
from the LCD keypad. This does not provide any overwrite protection from
ladder logic, HMI, or programming software. It is the user's responsibility to
ensure that data is not inadvertently overwritten.

Q The LCD always starts at bit 0 of a data file. It cannot start at any other address within
the file.
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Monitor a Bit File

For explanations in this section, we assume the following in the application program:

«  Abit file B3, which is 256 elements long (256 words = 4096 bits), is defined with the preset
data, as shown.

i Data File B3 {(bin) — BINARY

o o o o o oo oo o o

o
o
o
o
o
o
o
o
o
o
o

o o o o o o o o oo off
o 0 o0 o0 o0 oo oo oo
[ Y Y e Y e T = T = Y N e T Y e e
o o0 o0 o0 o0 oo oo oo
o 0o o0 o0 oo oo oo
O 0 o0 o0 o0 oo o0 o0 oo
o o0 o o o oo o o o ofga
o 0 o0 o0 o oo oo o oéE
o o0 oo o oo oo o o
o o0 o o0 o oo oo o ofS
o o0 oo o oo oo o ogld

o Y R e R e Y = N e Y e N = Y e e

£
e

[E3:0/0 | Radi:[Binary |
Symbol:[ ] Columns:|]5 'I

Desc: [ |

|B3_:|| Properties | Usage | Help |
- LCD Edit Disable is set to unchecked (disable)

Data File Properties [ x|

General |
File: 3
Type: B

Marme: |EI0EIER

Desc! |
Elernants: [256 Last: [B3:255

Attributes

I~ Debug
[~ Skip When Deleting Unused Memaory

Scope
& Global
¢ Lacal Ta Filet JLAD 2 - MAIN_PROG =l

Protection
€ Constant i Static & Mone
[~ Mermory Module / Download [~ Web View Disable [ LCD Edit Disable

« The TUF element of the LCD Function File is set to 3 to specify the bit file B3 as the target bit
file to monitor on the LCD, as shown.

=2 Function Files . =lol x|
HSC | PTOX | PWMX' STI | Ell I R LCD IMMl | BHI | Cs0 | ‘I L3
Address | Value | Description -
= ]

.ll
- CBL - Custormnized Boot Logo ASCI File 0
- SCD - Start with Customized Display 1]
- T - Data Input Timeout of LCD Instructic 0
DM - LCD Instruction Job Done 1
—ERR - LCD Display Operation Error Bit 10
- ERM - LCD Module Operatmn Error MNum

—J0G - Jog dataupdte ModeSet

i
- THIM - Trimpot Low Yalue 1]
- Théx - Trimpot High Yalue 2R0 JL
—POTO - Trimpot 0 Data (TMIN -TMAX) 0
-POTI - Trimpot 1 Data (TWIN - TMAXY 0
- WHND - Instruction Display Window 1]
|- 0K - OK key in Customized DIS|3|ay 1]

| -
4| | »

« The controller mode is set to REMOTE RUN.
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Follow these steps to view and change the data values of the bit file B3.

1.

On the Main Menu screen, select Monitoring by using the Up and Down keys on the LCD
keypad.

BUO000 REMOTE
I1/0 Status

PHonitoring
Hode Switch

Press OK on the LCD keypad. The File Number prompt displays.

B00000 REHOTE
File Num? BH3
Data Tvpe:-B
Press OK to edit

If number 3 is selected, as shown in step 2, press OK. If not selected, press Up or Down to
select it and then press OK.

The current data value (ON) of the B3:0/0 bit displays as shown. Note that “0/0" flashes,
which means the cursor is at the target bit position.

BO0000 REHOTE
B3:8/0

=]}

UnProtected!

To change the data value of the B3:0/0 bit to OFF (0):
First, press OK to select the displayed address and mave the cursor to the data value
position. Then, “ON” flashes, which means the cursor is at the data value position.

Press the Down key. Then, the data value is represented as “OFF”. Note that “OFF" continues
to flash, which means the cursor is still at the data value position.

Press OK to apply the changes. Then, the new value OFF (0) is applied. Note that the target
bit, “0/0" in this example, flashes. The cursor moves automatically to the target bit position.

BO0O00 BEHOTE
B3:8/08

=0FF
UnProtected!

Rockwell Automation Publication 1766-UMOQTP-EN-P - March 2024



Chapter 5 LCD and Keypad

You can identify that this change of data value is reflected to your RSLogix 500/RSLogix
Micro programming software.

=+ Data File B3 (bin) —- BINARY

9 8 7 6 5 4 3 2 1
000 O0O0O0O0O0DO0O0O0O0 0 0 0NE
000000 000000000
000000 000000000
0000000000 00000
0000000000 00000
0000000000 00000
0000000000 00000
0000000000 00000
000000 000000000
000000 000000000
0000000000 00000
ol e
[B30/0 |Radis:[Binary =]
Symboli| | Columnsi 16" =]
Dezc! | |
|B3 :.IJ Properties | Usage | Help |

When the cursor is at the data value position, press Down to change the data value of
Q a bit from ON (1) to OFF (0). Press Up to change from OFF (0) to ON (1).

After changing the data value of a target bit, press OK to apply the changes or press
ESC to discard the changes.

8. Now, we will view an example of the data value of a protected property. If LCD Edit Disable is
set to checked (enable), the “Protected!” message displays and this data file cannot be
edited from the LCD.

BUO0O00 BEMOTE
B3:8/08

=0FF

Protected!

9. Try to move the cursor to the data value position by pressing OK. Because the B3:0/0 bitis a
protected hit, you will find that the cursor does not move to the data value position.

10. Hold down the Up key until the target bit becomes “255/15", as shown. The maximum range
of bits you can monitor with the LCD is 256 words of specified target bit file.

BO0O000 REMOTE
B3:255/15

=0H

Protected!

11. If you have finished monitoring the bit file, B3, press ESC to return to the Bit/Integer File
Select screen, as shown in step 2.

Monitor Integer Files

The LCD allows you to view and change the data value of an integer file. You can access to this
functionality from the Monitoring screen of the LCD.

To monitor an integer file on the LCD, you have to specify its file number in the Target User Defined
File Number (TUF) element of the LCD Function File and download your application program to the
controller. The TUF element can only be changed by a program download.

The value stored in the TUF element identifies the integer file with which the LCD interfaces. Valid
integer files are N7, and N10...N255. When the LCD reads a valid integer file number, it can access
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up to 256 bits (0...255) on the LCD screen. The protection bit (LCD edit disable) in the data file
properties of the target integer file are used to define the read-only or read/write privileges for its
file.

Valid file type include Bit, Integer, Double integer or Float, as specified in the TUF element.

IMPORTANT  Use your programming software to ensure that the integer file you specify
in the TUF element, as well as the appropriate number of elements, exists
in the MicroLogix 1400 user program.

The example below shows how the LCD uses the configuration information with integer file number
7 (LCD:0.TUF=7).

The data protection for its file depends on the setting for LCD Edit Disable. If LCD Edit Disable is set
to Tin file properties, the corresponding data file is considered read-only by the LCD and the
"Protected!” message displays.

IMPORTANT  Although you cannot change protected data from the LCD keypad, the
control program or other communication devices have access to protected
data. Protection bits do not provide any overwrite protection to data within
the target integer file. It is entirely the user's responsibility to ensure that
data is not inadvertently overwritten.

The LCD always starts at word 0 of a data file. It cannot start at any other address
Q within the file.

For explanations in this section, we assume the following in the application program:
«  Aninteger file N7, which is 256 elements long (256 words), is defined with the preset data, as

shown.
7 Data File N7 (dec) — INTEGER
2 4 [ 7
a a a a
i n i n
a a a 1]
a a a a
a a a a
a a a a
0 n n i
a a a a
a a a a
a a a a
a a a a
L 2
[T3 |Radix:[Decimal =]
Symbal: [ | Cu\umns:m
Desc: [ ]
M1 :I‘ Properties | Usage Help

«  The TUF element of the LCD Function File is set to 7 to specify the integer file N7 as the
target integer file to monitor on the LCD, as shown.

= Function Files -10] x|
HSC | PTOX | PWMX| ST | BN |RTC  LCD |mMmi |BHI |cso |«l»
Address | Walue | Description -
(=N

1.
I—CBL - Custornized Boot Logo ASCI File | 0
- 5CD - Start with Customized Display
' TO - Data Input Timeout of LCD Instroctic D
| DM - LCD Instruction Job Done
—ERR - LCD Display Operation Error Bit D
I—EHN LCD Module Operatmn Error Num 0

lser Le g g g o
I—JOG Jog data update Mode Set 1}
I— TMIN - Trirmpot Low Yalue
= Th&X - Trimpot High Value
- POTO - Trimpot 0 Data (TAIN -ThaR)
- POTT - Trimpot 1 Data CTMIM - Th&%)
= WHD - Instruction Display Window
FOK - O_I_<Hk§3:' in Customized Dilshpllayl -
1| | 3|

I35
=

b o e f e
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The controller mode is set to REMOTE RUN.

Follow these steps to view and change the data values of the integer file N7.

1.

On the Main Menu screen, select Monitoring by using the Up and Down keys on the LCD
keypad.

00000 REHOTE
I1/0 Status
pHoOnitoring

Hode Switch

Press OK on the LCD keypad. The File Number prompt displays.

BO0O000 REMOTE
File Num? BHY
Data Type'H
Press OK to edit

If Integer is selected, as shown in step 2, press OK.
If not selected, press Down to select it and then press OK.

The current data value (ON) of the N7:0 word displays. Note that the target word “0", which
is right next to “N7:", flashes, which means the cursor is at the target word position.

B00000 REMOTE
N7f:B
=+B888d

UnProtected!

We will change the data value of the N7:0 word to the negative decimal value -1300. First,
press OK to move the cursor to the data value position. The last digit of “+00000" flashes,
which means the cursor is at the data value position.

Press the Left key twice. The cursor positions at the third digit. Press Up three times to
change the third digit to 3.

_ REHOTE
Nf:B
=+88380

UnProtected!

Press the Left key once. Then, press Up once. The second digit changes to “T". Note that “1"
continues to flash, which means the cursor is still at the data value position.

BO0O000 REMOTE
H/i:-H

=+H13808
UnProtected!
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8. Press the Left key once. Then, press Down once. The sign digit changes to "-", as shown.
Note that “-" continues to flash, which means the cursor is still at the data value position.

BO0000 REMOTE
N/ H

=-H1 3808
UnProtected!

9. Press OK to apply the changes. Then, the new value -1300 is applied. Note that the target
word “0”, which is right next to “N7:", flashes. The cursor is moved automatically to the
target word position.

You can identify that this change of data value is reflected to your RSLogix 500/RSLogix
Micro programming software, as shown.

i Data File N7 (dec) — INTEGER

MO |Hadix;|DecimaI "I
Symbal: | | Culumns:lm vI

Desc: |

|N? j Ernpertiesl Usage | Help |

After changing the data value of a target word, press OK to apply the changes or press
Q ESC to discard the changes.

10. Now, we will view an example of the data value of a protected property. If LCD Edit Disable is
set to checked (enable), the “Protected!” message displays and this data file cannot be
edited by the LCD.

Data File Properties L x|

General |
File: 7
Type: N
Name: [TNTEGER
Desc: |
Elements: [Z56 Last: [MN7:255

Attributes
I~ Debug
I Skip When Deleting Unused Memaory

Scope
= Global
€ Local To File: [LAD 2 - MaIN_PROG =l

Protection
| Canstant (" Static & Mone
[~ Memory Module / Download [~ Web View Disable ¥ LC

BO0O000 REMOTE
H/i:-H

—+HB2714
Protected!
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11. Try to move the cursor to the data value position by pressing OK. Because the N7:0 word is
protected, the cursor does not move to the data value position.

IMPORTANT  The maximum range of words you can monitor with the Integer File
Monitoring functionality on the LCD is the first 256 words (0...255) of the
target integer file.

12. If you have finished monitoring the integer file N7, press ESC to return to the Main Menu
screen, as shown in step 2.

Monitor Double Integer files

The LCD allows you to view and change the data value of a double integer file. You can access to
this functionality using the Monitoring screen of the LCD.

To monitor a double integer file on the LCD, you have to specify its file number in the Target User
Defined File Number (TUF) element of the LCD Function File and download your application program
to the controller. The TUF element can only be changed by a program download.

The value stored in the TUF element identifies the double integer file with which the LCD interfaces.
Valid double integer files are L9, and L10...L255. When the LCD reads a valid double integer file
number, it can access up to 256 words (0...255) on the LCD screen. The protection bit (LCD edit
disable) in the data file properties of target integer file are used to define the read-only or read/
write privileges for its file.

Valid file type include Bit, Integer, Double integer or Float, as specified in the TUF element.
The data protection for its file depends on the setting for LCD Edit Disable. If LCD Edit Disable is set

to 1in file properties, the corresponding data file is considered read-only by the LCD and the
Protected! message displays.

IMPORTANT  Although you cannot change protected data from the LCD keypad, the
control program or other communication devices do have access to this
data. The Protection bit (LCD Edit Disable) only provides write protection
from the LCD keypad. This does not provide any overwrite protection from
ladder logic, HMI, or programming software. It is your responsibility to
ensure that data is not inadvertently overwritten.

For explanations in this section, we assume the following in the application program:

«  Abit file L9, which is 256 elements long (256 words), is defined with the preset data, as
shown.

=2 Data File L9 (dec)

[L9:0 IHameDEﬂma| 'I
Syrmbal: | | Columns:lE vl

Desc: | |
|L9 j Properties | Usage | Help |
- LCD Edit Disable is set to unchecked (disable).
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Data File Properties x|

General

File: 9
Type: L

Marne: |

Desc: |
Elements: |258 Last: [L9:255

Attributes

I Debug
I~ Skip When Deleting Unused Memary

Scope
* Global
¢ Local T File: |L.6.D 2 - MaIN_PROG =l

Protection
 Constant {~ Static + Mone
I~ Memory Module / Download [~ Web View Disable [~ LCD Edit Disable

«  The TUF element of the LCD Function File is set to 9 to specify the integer file L9 as the target
file to monitor on the LCD, as shown.
The controller mode is set to REMOTE RUN.

= Function Files i ]
HEC | PTOX | PWMX| STl |EI |RTC LCD MM |BHI |cCS0 |<l»
Address | Walue | Description -
(= EWEH]] 1.t

- CBL - Customnized Boot Logo ASCI File 0

- &CD - Start with Custornized Display 1]

- TO - Data Input Timeout of LCD Instructic 0

- DM - LCD Instruction Job Done 1 LCD:0.CEL. Integer

- ERR - LCD Display Operation Error Bit | 0

- ERM - LCD Module Operatmn Error Num 1]
) ]

CJ0G - Jog data update Mode Set 1]
- ThIN - Trimpot Low Yalue 1]
- TM&X - Trimpot High Yalue 2!
- POTO - Trimpot 0 Data (TRIMN -Thax) 8
1]
0

n
=

FPOTI - Trimpot 1 Data (TRIN - Th&X)
= WHD - Instruction Display Window
- QK - 0K key in Customized Display

- i i i -
4| | »

Follow these steps to view and change the data values of the double integer file LS.

1. On the Main Menu screen, select Monitoring by using the Up and Down keys on the LCD
keypad.

000000 REHOTE
I1/0 Status

pHoOnitoring
Hode Switch

2. Press 0K on the LCD keypad. The File Number prompt displays.

BO0O000 REMOTE
File Num? BH9
Data Tyvpe:'L
Press OK to edit

3. If Integer is selected, as shown in step 2, press OK. If not selected, press Down to select it
and then press OK.

4. The current data value (ON) of the L9:0 word displays. Note that the target word 0, which is
at the right L9:, flashes, which means the cursor is at the target word position.
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BO0O000 REMOTE
L9:H
=+HHHABABAABA
UnProtected!

5. We will change the data value of the L9:0 word to the negative decimal value -1300. First,
press OK to move the cursor to the data value position. Then, the last digit of +0000000000
flashes, which means the cursor is at the data value position.

6. Press the Left key twice. The cursor positions at the third digit. Press Up three times to
change the third digit to 3.

BO0000 REHOTE
19:8
=+HHHEBEH38H
UnProtected!

7. Press the Left key once. Then, press Up once. The second digit changes to 1. Note that 1
continues to flash, which means the cursor is still at the data value position.

8. Press the Left key once. Then, press Down once. The sign digit changes to -, as shown. Note
that - continues to flash, which means the cursor is still at the data value position.

BO0000 REHOTE
19:8
=+HHHBEHA1 380
UnProtected!

9. Press OK to apply the changes. The new value -1300 is applied. Note that the target word 0,
which is to the right of L9:, flashes. The cursor moves automatically to the target word
position.

BO0O000 REMOTE
L9:H
=-HBH86EA1 368
UnProtected!

10. You can identify that this change of data value is reflected to your RSLogix 500/RSLogix
Micro programming software.

= Data File L9 (dec) =10 x|

3 4

........... 0 0

u] 1]

i i
: i 0|
{E| =
[L3:0 |Hadix:|DecimaI vl
Symbal: | | Columns:m
Desc: | |

|L9 :II Properties | Usage I Help |

After changing the data value of a target double word, press 0K to apply the changes
Q or press ESC to discard the changes.
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11 Now, we will view an example of the data value of a protected property. If LCD Edit Disable is
set to checked (enable), the Protected! message displays and this data file cannot be edited
by the LCD.

Data File Properties x|

General I

File: 9

Type: L

Mame: |

Desc: |

Elements: [256 Last: [[9:255

Aftributes
[ Debug
I~ Skip When Deleting Unused Memory
Scope
& Global
 Local Ta File: [LAD 2 - MAIN_PROG 2l
Protection
= Constant  Static i+ Mone

[~ Memory Module / Download [~ Web View Disable & L0

BO0000 REHOTE
19:8
=-HHHBEHA1 380
Protected!

12.  Try to move the cursor to the data value position by pressing OK. Because this double

integer file is protected, you will find that the cursor does not move to the data value
position.

13. If you have finished monitoring the double integer file, L9, press ESC to return to the File
Number question screen, as shown in step 2.

Monitor Floating Point Files

In this section, this assumption regarding the application program is made:

«  The TUF element of the LCD Function File is set to 8. This specifies the floating point file F8
as the target file to monitor via the LCD.

Most of the steps outlined in this section are similar to those found in Monitor Double Integer files on
page 89. However, you cannot edit floating point files from the LCD.

OR0000 RUN
F8:H

=-1. 23456He-B37
Protected!

The Protected! message displays on the LCD for floating point files.

MicroLogix 1400 Series A controllers display an Unprotected! message but you cannot
Q edit the corresponding data file.

Monitor System Status Files

In this section, this assumption regarding the application program is made:
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Mode Switch

«  The TUF element of the LCD Function File is set to 2. This specifies the system status file S2
as the target file to monitor via the LCD.

The format string on the third line displays as decimal, hexadecimal, or binary for each word
element, depending on what each elements means.

ORO0000 RUN
SZ2:H8 =

HHHHBABAAARABAEBAT
Arithmetic flags

For more information, see MicroLogix 1400 Programmable Controllers Reference Manual,
publication 1766-RM0O01.

The MicroLogix 1400 controller provides the controller mode switch on the LCD. The possible
positions of the mode switch are PROGRAM, REMOTE, and RUN. You can change mode switch
position using the Mode Switch screen on the LCD, as shown. In this example, the mode switch
position is set to REMOTE.

000000 REMOTE
Program
PRenote

Run

All the built-in LCD screens except the Boot Message screen display the current mode switch
position, at their top right portion, as shown. In this example, the mode switch position is set to
RUN.

I:":":":":":l F"_I <@ Current mode switch position

I—RRO0000000000

OOoood

B1Z345673981Z

456789
O0—O0000000000nE
Controller Modes

Table 13 shows the possible controller modes when the mode switch positions at PROGRAM,
REMOTE, or RUN. For example, if the Mode Switch is at RUN and you want to test a control program
with running it for a single scan, you have to first change mode switch position to REMOTE before
you run the control program in the remote test single scan mode with your RSLogix 500 or RSLogix
Micro programming software.

Table 13 - Possible Controller Modes by Mode Switch Position

When the Mode Switch Positions at | Possible Controller Modes are
Download in progress

PROGRAM Program mode

Suspend mode
— operation halted by execution of the SUS instruction
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Table 13 - Possible Controller Modes by Mode Switch Position (Continued)

When the Mode Switch Positions at | Possible Controller Modes are

Remote download in progress

Remote program mode

Remote suspend mode
REMOTE — operation halted by execution of the SUS instruction

Remote run mode

Remote test continuous mode

Remote test single scan mode

RUN Run mode

Change Mode Switch Position

Mode Switch position can be changed at two different times using LCD keypad. One is when the
controller is powered up, and the other is while the controller is powered on.

Mode Switch position can be set to either PROG or RUN when the controller is powered up. This
allows the controller operation which is different from the previous mode, that is, any program
under RUN before can be stopped or any new program can be run when the controller is powered

up.

To forcibly set Mode Switch to RUN when the controller is powered up:

1. Press OK for 5 seconds when the controller is powered up. The following LCD screen
appears if successfully done.

OO00od RUM
CPU Booted:
BUN Mode

To forcibly set Mode Switch to PROG when the controller is powered up:

1. Press ESC for 5 seconds when the controller is powered up.
The following LCD screen appears if successfully done.

000000 PROG
CPU Booted:
PROG Hode

Note that I/0 output status may be changed for some programs.

While the controller is powered on, follow these steps to change the position of the Mode Switch.

1. On the Main Menu screen, select Mode Switch by using the Up and Down keys on the LCD
keypad.

00000 RUM
I1/0 Status

Monitoring
PHode Switch
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User-defined LCD Screen

2. Press 0K on the LCD keypad. The Mode Switch screen displays, as shown.

00000 RUN
I1/0 Status

Monitoring
PHode Switch

The arrow indicates current Mode Switch position.

3. When the Up or Down key is pressed, the mode indicated by the arrow blink if the mode is
different from the current mode of controller. Press OK to set the controller to the mode
indicated by the arrow.

4. If you have finished changing mode switch paosition, press ESC to return to the Main Menu
screen, as shown in step 1.

The MicroLogix 1400 controller allows you to use user-defined LCD screens instead of the default
built-in screens.

To use a user-defined screen, you need to create a group of appropriate instructions using the LCD
instruction in your application program. For more information on how to create a user defined LCD
screen, see MicroLogix 1400 Programmable Controllers Reference Manual, publication 1766-RM001.

By using the User Display menu item, you can change from the default built-in screens to a user-
defined screen and back on the LCD.

User-defined LCD Screen

Follow these steps to display the user-defined screen implemented in your application program.

1. On the Main Menu screen, select User Display by using the Up and Down keys on the LCD
keypad, as shown. If the menu items shown in the figure below are not displayed on the
Main Menu screen, scroll down the screen by pressing the Down key.

000000 RUH
plUser Display
Advanced Set
security

Note: The Security menu is available in firmware revision 21.000 or later.
2. Press 0K on the LCD keypad.

If no user-defined screen is used in your application program, the screen displays, as
shown.

S D 08
SESEFS

OO00O0N RLN

Note that the U-DISP indicator on the top of the LCD displays is a solid rectangle. It means
the LCD is in User-defined LCD mode.

If a user-defined screen is used in your application program, the LCD screen displays, as
shown, according to the specific instructions used in your program.
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Configure Advanced
Settings

Change Key In Mode

S QDO
@*@@%@é\\«

O0000N BLUN
speed=18H

Select what?
SLOW FAST]

3. Press ESC longer than 3 seconds to return to the Main Menu screen.

OO0000 RUN
p1/0 Status
Honitoring
Hode S5Switch

With the Advanced Set menu, which is a sub-menu under the main menu of the LCD, you can use
the following features:

» change Key In mode

use communications toggle functionality

« configure Ethernet Network Configuration

« use trim pots

«  view system information

» view fault code

+ save/load Communication EEPROM

« change LCD contrast and back light

«  view/change the Modbus RTU Slave Node address

You can access the Advanced Set Menu screen shown, by selecting Advanced Set on the Main Menu
screen.

000004 RUN
PKeyIn Hode
NCOMK Ctg
EMET Ctg

Key In Modes

There are two Key In modes, Continuous and Discrete.

The Key In mode has an effect only when you change the data value of a trim pot on a
Q trim pot screen, either Trim Pot 0 or Trim Pot 1screen. For more information on how to
change the data value of a trim pot, see Change Data Value of a Trim Pot on page 105.

The current Key In mode determines how the value changes are applied when you press Up and
Down to change the data value for a trim pot. When set to Continuous, the changes apply
immediately when you press the Up and Down keys. When set to Discrete, the changes apply only
when you press OK after you have changed the value using the Up and Down keys.
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By using the Key In Mode screen shown, you can change the Key In mode to use.

000000
KeyIin Hode:
pContinuous
Discrete

RUN

Change Key In Mode

To change the current Key In mode, perform the following:

1. On the Main Menu screen, select Advance Set by using the Up and Down keys on the LCD
keypad. If the menu items do not display on the Main Menu screen as shown, scroll down the

screen by pressing the Down key.

OO0O00C

Security

User Display
pAdvanced Set

AU

Note: The Security menu is available in firmware revision 21.000 or later.

2. Press 0K on the LCD keypad. The Advanced Settings Menu screen displays.

000000
Mkevin Hode
OCOMH Ctg
EMET Ctg

RUN

3. Select Keyln Mode using the Up and Down keys, and then press OK.
4. The Key In Mode screen displays. The current mode, Continuous in this example, is selected

marked up with the p» symbol.

000000
Keyvin Mode:
pContinuous
Discrete

RLUN

5. Press Up or Down to select the different mode, Discrete in this example. Press OK.

HO000n
Kevin Mode:
Continuous
pliscrete

RUN

6. The Key In Mode Change Notification screen displays, as shown.
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Communications Toggle
Functionality

Ethernet Network
Configuration

OO0000 RUN
Mode Change
Done!

7. Press ESC to return to the Advanced Set Menu screen, as shown in step 2.

The MicroLogix 1400 controller provides the Communications Toggle functionality, which allows you
to switch between the user-defined communication configuration and the default communications
mode configuration on Channel 0. See Use the Communications Toggle Functionality on page 58 for
more information on this feature.

View Ethernet Status

The Ethernet configuration screen of the LCD displays the MAC and IP addresses assigned to the
controller.

Follow these steps to view the Ethernet configuration for your controller.

1. On the Main Menu screen, select Advanced Set by using the Up and Down keys on the LCD
keypad, as shown. If the menu items does not display on the Main Menu screen as shown,
scroll down the screen by pressing the Down key.

00040a REMWOTE
User Display

pAdvanced Set
security

Note: The Security menu is available in firmware revision 21.000 or later.
2. Press 0K on the LCD keypad. The Advanced Set Menu screen displays, as shown.

000000 REHOTE
Kevin Hode
DCOMH Cig

PEHET Cfg

3. IFENET Cfq is selected, press OK. Otherwise, select ENET Cfg using the Up and Down keys,
and then press OK.

4, The Ethernet Configuration screen displays. Press OK on the LCD Status menu.

000000 REMOTE
ENET Ctg:
pStatus

IP Address

5. When an IP address is not yet assigned to your controller, only the MAC address that is
assigned to your controller, represented as XXXXXXXXXXXX below, displays. A MAC address is
a 12-digit hexadecimal number. Your controller ships with a unique MAC address assigned in
the factory. You can identify the MAC address of your controller by opening the expansion
module cover on your controller.
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HO0000 REMOTE
ENET Mode: bootp
HAC= REXAARKEARRY
IP=-.-.-.-
6. When an IP address is assigned to your controller, both the MAC and IP addresses of your
controller display. In this example, the MAC address is represented as XXXXXXXXXXXX. The IP

address is represented as Xxx.XxX.XXx.xxx, where each xxx is a decimal number between
0...255.

000004 REHOTE
EHET Mode: bootp
HAC=KXBd R s s
M. WA, WM. WK

7. Press ESC to return to the Advanced Set Menu screen, as shown in step 2.

Configure the IP Address

The IP Address screen of the LCD displays Ethernet network configuration assigned to the
controller.

Follow these steps to edit the Ethernet network configuration for your controller.

1. On the Main Menu screen, select Advanced Set by using the Up and Down keys on the LCD
keypad, as shown. If the menu items do not display on the Main Menu screen as shown,
scroll down the screen by pressing the Down key.

00000 REHOTE
User Display

Advanced Set
security

Note: The Security menu is available in firmware revision 21.000 or later.

2. Press OK on the LCD keypad. The Advanced Settings Menu screen displays, as shown. If
ENET Cfg is selected, press OK. Otherwise, select ENET Cfg using the Up and Down keys, and
then press OK.

000000 REHOTE
Kevin Hode
DCOMM Ctg

PEHET Cfg
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3. IfIP Address is selected, press OK, If not, select IP Address using the Up and Down keys, and
then press OK.

HREEEN BEHOTE
EMET Ctg-

status

PIP Address

4. The password screen displays. Press Up, Down, Left and Right keys to enter the master
password up to a maximum of 10 digits. In this example, the current master password is
allocated as 1234.

O0000a0 BEMOTE
EMET Setup:
Haster Password:

Note: For firmware revisions 21.000 or later the LCD password screen displays.

B00000 ¢  BEMOTE
EHET{ Setup:
Password:
HEB0B0B0HE *

5. Enter the master password, then press 0K on the LCD keypad.

000000 REMOTE
EMET Setup:
Haster Password:

Note: For firmware revisions 21.000 or later, press OK on the LCD password screen.

BO0O000Y  BEMOTE
EHET{ Setup:
Password:
1234800008 *

6. If the master password is incorrect, an error message displays.

000000 REMOTE
ENET Setup:
Password Wrong!
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1. If the password is correct, the Ethernet network type screen displays as shown. Press Up or
Down key to select the appropriate Ethernet mode.

000000 BREMOTE
ETH Mode:bhootp #

Press [UfD] key
8. If you press OK at the static mode, the IP address flashes.
Qo000 HEHOTE
ENET Mode:static
IP address

192. 168. 188. 281
9. Configure the IP address and press OK. The Subnet Mask screen displays.
INEEEN HEMOTE
ENET Mode:static
subnet Hask
Zob. 255, 255, Bad

10. Configure the Subnet Mask and press OK. The Gateway address displays.

000000 REMOTE
ENET Mode:static
Gateway address

192. 168. 1808. 8

11. Configure the Gateway address and press OK. The Primary DNS displays.

O00000 REMOTE
EHET Mode:static
Pri DONS

188. 1804. 184. Ba1

12. Configure the Primary DNS and press OK. The Secondary DNS displays.

O00000 REMOTE
EHET Mode:static
Sec DHS

180. 184. 1808. 882

Q To exit the Network configuration Menu, press ESC on the LCD keypad at any time.
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Configure the Ethernet Port

The Port Settings screen of the LCD displays the Ethernet port settings assigned to the contraoller.

Follow these steps to edit the Ethernet port settings for your controller.

1. On the Main Menu screen, select Advanced Set by using the Up and Down keys on the LCD

keypad. If the menu items do not display on the Main Menu screen as shown, scroll down the
screen by pressing the Down key.

000004 REMOTE
User Display
pAdvanced Set
Security

Note: The Security menu is available in firmware revision FRN 21 and higher.
2. Press 0K on the LCD keypad. The Advanced Settings Menu screen displays.

OORO00 BEMOTE
PKeyIn Mode
OCOMM Ctg
ENET Ctg

3. IFENET Cfg is selected, press OK. If not, select ENET Cfg using the Up and Down keys, and
then press OK.

OO000d BEHOTE
Kevin Hode
DCOMH Ctg
PEHET Ctg

4, If Port Setting is selected, press OK, If not, select Port Setting using the Up and Down keys,
and then press OK.

HO0a0a REMOTE
ENET Cfg:

PPort Setting
Protocol setup

5. The password screen displays. Press Up, Down, Left and Right to enter Master password
with maximum 10 digits. In this example, the current Master password is allocated as 1234.

000000 REMOTE
EMET Setup:
Haster Passuword:

Note: For firmware revisions 21.000 or later the LCD password screen displays.

B0000C PREMOTE
EHET/ Setup:
Password:

HBBBBBBBEAE +
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6. Ifthe Master password is correct, the last configuration displays. In this example, the auto
negotiation function is enabled and the 10/100 Mbps link configuration shows.

OOm000 BEHOTE
Auto:Enable +#

18/186H FfH

7. Press Up and Down to select auto disable menu, then press OK. The fourth line on the LCD
flashes. Press Up and Down to configure the Ethernet port to 100 Mbps Full-duplex forced.

OOm000 REHOTE
Auto:Enable #

18/106H FfH

Any change to this feature’s configuration does not take effect until after the next
Q power cycle.

Configure Ethernet Protocol Setup

The Ethernet Protocol Setup screen of the LCD displays Ethernet Protocol settings assigned to the
controller.

Follow these steps to edit the Ethernet Protacol settings for your controller.

1. On the Main Menu screen, select Advanced Set by using the Up and Down keys on the LCD
keypad, as shown below. If the menu items shown in the figure below are not displayed on
the Main Menu screen, you need to scroll down the screen by pressing the Down key.

000000 REMOTE
User Display
pAdvanced Set
Security

Note: The Security menu is available in firmware revision 21.000 or later.
2. Press 0K on the LCD keypad. The Advanced Settings Menu screen displays, as shown below.

OONO00 REMOTE
PKevIin Mode
OCOMH Ctg

EMET Cig

3. IFENET Cfg is selected, press OK. If not, select ENET Cfg using the Up and Down keys, and
then press OK.

000000 REMOTE
Kevin Mode
DCOMH Ctg

PEHET Cfg
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4, If Pratocol setup is selected, press OK. If not, select Protocol setup using the Up and Down
keys, and then press OK.

OONO00 REMOTE
EMET Ctqg-

Port Setting
PProtocol setup

5. The password screen displays. Press Up, Down, Left and Right keys to enter a master
password up to a maximum of 10 digits. In this example, the current master password is
allocated as 1234.

NN REMOTE
EMET Setup:
Master Password:

Note: For firmware revisions 21.000 or later the LCD password screen displays.

BO0000 ¢  BEMOTE
EHET{ Setup:
Password:
HBBBBHA00E =

6. The following menu displays.

OOROO0 REMOTE
SHMP: Enabled #
HTTP:Enabled

7. If you want to change the SNMP setting, press Up or Down and press OK to apply the change.

OOmO00 REHOTE
SHHP - Disableds
HTTP:Enabled
Power cyclexxx
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Trim Pots

8. To change the HTTP setting, press Up or Down and press OK to apply the change.

OORO0OO REMOTE
SHMP  Enabled
HITP:Enabled #

OOmO00 REMOTE
SNHP - Enabled
HTITP:Disableds
Power cyclekxkx

Q To exit the Protocol Setup Menu, press ESC on the LCD keypad at any time.

Trim Pot Operation

The MicroLogix 1400 controller provides two trimming potentiometers (trim pots, POT0 and POT1)
which allow modification of integer data within the controller. The data value of each trim pot can
be used throughout the control program for timers, counters, analog presets, depending upon the
requirements of the application.

You can change the data value of each trim pot using the trim pot screens provided by the LCD. To

access to the Trim Pot Set screen, which is the top screen for the trim pot functionality, select
TrimPot Set on the LCD default menu screen, as shown below, and press 0K on the LCD keypad.

000000 BU
PTrimPot Set
system Info
Fault Code

Trim pot data is updated continuously whenever the controller is powered-up.

Change Data Value of a Trim Pot

Follow these steps to change the data value of a trim pot, either POTO or POT1.

1. On the Main Menu screen, select TrimPot Set by using the Up and Down keys on the LCD
keypad.

000000 RU
pTrimPot Set
System Info
Fault Code
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2. Then, press OK on the LCD keypad. The trim pot select screen displays, as shown below.

OO0000 RUN
Trimpot Set:
pLCD: B. POTH

LCD:A. POT1

3. The last trim pot whose data value you changed is selected by default. If you are accessing
to this screen for the first time, POTO is selected by default.

4. Select a trim pot, either POTO or POT1, whose data value you want to change using the Up
and Down keys on the LCD keypad. In this example, we will select POTO.

5. Then, press OK on the LCD keypad. The trim pot0 screen displays, as shown below.

I RU
THIN= +B800
THAR= +HHZ5
POTH= +HHHH

TMIN and TMAX indicate the range of data value for the trim pots, both POTO and POT1. The
factory default for TMIN, TMAX, and POTO values are 0, 250, and 0 in decimal, respectively.
TMIN and TMAX on this screen are read only, but you can change them using the LCD
Function File in your application program. The TMIN and TMAX elements can only be
changed by a program download.

For more information on how to change trim pot configuration including TMIN and TMAX, see
the LCD Function File described in the MicroLogix 1400 Programmable Controllers Reference
Manual, publication 1766-RM001.

IMPORTANT  The same TMIN and TMAX values are used for both trim pots, POTO and
POTI. This behavior is intended by design for simplicity in Trim Pot
configuration.

When you enter this screen, the last digit of the POTO value flashes. It indicates the current
digit. Press Up and Down on the LCD keypad to change the value of the current digit. Press
Left and Right to select a different digit as the current digit.

If the key in mode is set to Continuous, the changes are applied immediately after you press
Up and Down. While, if it is set to Discrete, you have to press OK to apply the changes after
you change the data value. For more information on how to set the key in mode, Change Key

In Mode on page 96.

The Keyln mode has an effect only when you change the data value of a trim pot on a
Q Trim Pot screen, either the Trim Pot O or Trim Pot 1screen.

6. If you have finished changing the data value of the selected trim pot, POTO in this example,
press ESC to return to the trim pot select screen, as shown in step 2.

Trim Pot Configuration in LCD Function File

The configuration for trim pots in the LCD Function File, including trim pot low and high values for
data value range, is described in the MicroLogix 1400 Programmable Controllers Reference Manual,
publication 1766-RM00]1.

Error Conditions

Error conditions regarding trim pot functionality are described in the MicroLogix 1400
Programmable Controllers Reference Manual, publication 1766-RM00].
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View System Information

View Fault Code

The System Information screen of the LCD allows you to identify the system information for your

controller.

Follow these steps to view the system information for your controller.

1. On the Main Menu screen, select Advanced Set by using the Up and Down keys on the LCD
keypad, as shown below. If the menu items shown in the figure below do not display on the
Main Menu screen, you need to scroll down the screen by pressing the Down key.

000000

User Display
pAdvanced Set
Security

RLN

Note: The Security menu is available in firmware revision FRN 21 and higher.
2. Then, press OK on the LCD keypad. The Advanced Set Menu screen displays, as shown

below.

00000

TrimPot Set
pSystem Info
Fault Code

RUN

3. If System Info is selected, press OK.

If not, select System Info using the Up and Down keys, and press OK.

4, The System Information screen displays.

You can identify the catalog number, operating system firmware revision number, and boot

firmware revision number of your contro

ller.

Qo0ooo
Cat:17/66-LEC
05 FRN:1.H
BT FHN:1.H

RUN

5. Press ESC to return to the Advanced Set

Menu screen, as shown in step 3.

The Fault Code screen of the LCD displays the fault code when a fault occurs.

When a fault accurs, the Fault Code screen does not display automatically. Only the FAULT LED on
the controller flashes in red light. Therefore, you need to navigate into the Fault Code screen to

identify the fault code on the LCD.

Follow these steps to view the fault code when a fault occurs.
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1. On the Main Menu screen, select Advanced Set by using the Up and Down keys on the LCD
keypad, as shown below. If the menu items shown in the figure below do not display on the
Main Menu screen, you need to scroll down the screen by pressing the Down key.

000000 RUH
User Display

PAdvanced Set
Security

Note: The Security menu is available in firmware revision FRN 21 and higher.

2. Then, press OK on the LCD keypad. The Advanced Set Menu screen displays, as shown
below.

000000 RUH
TrimPot Set
system Info

pFault Code

3. If Fault Code is selected, press OK.
If not, select Fault Code using the Up and Down keys, and then press OK.

4. The Fault Code screen displays.
If no fault occurred, “0000h" displays, as shown below.

00040d RUN
Major Error
Code=HB88HK

If a fault is occurred, its fault code displays, as shown below.

NN RUN
Major Error
Code=8829h

For more information on a specific fault code, see the Online Help of your RSLogix 500/
Q RSLogix Micro programming software.

5. Press ESC to return to the Advanced Set Menu screen, as shown in step 2.

Save or Load At the communication EEPROM screen, you can load/save user programs and data to or from the
Communication EEPROM Memory module.
Save Communication EEPROM

Follow these steps to save user program and data from controller's memory to memory module.

1. Onthe Main Menu screen, select Advanced Set by using the Up and Down keys on the LCD
keypad.
If the menu items shown do not display on the Main Menu screen, scroll down by pressing
the Down key.
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ORO000 REMOTE
User Display

pAdvanced Set
sSecurity

Note: The Security menu is available in firmware revision FRN 21 and higher.
2. Press 0K on the LCD keypad.
3. Select Comms EEPROM using the Down key, and then press OK.

ORO000 BREMOTE
PComms EEPROM
LCD Setup

4, Select Store to MM to save user program and data, and then press OK.

ORO0O00 REMOTE

Comms EEPHOM:
pStore to HM
Load from HM

5. If your controller is in a non-executing mode, skip to the next step. Otherwise switch your
controller to a non-executing mode.

OROO00 REMOTE

Hode: remote BUN

RUN->PROG mode
Confirm?

6. The usual method for using a memory module is to reuse the device. Select Reuse Device or
Write Only by pressing Up or Down.

ORO000 REMOTE
1. Beuse Device
2. Urite Only
Select Hum?i

IMPORTANT  Once set to Write Only mode, write protection cannot be removed. If a
change is required, use a different memory module. For more information
on this, see Memary Module Operation on page 120.
Once Write Only is set, write protection cannot be removed. A change

cannot be made to the control program stored in a write protected memory
module. If a change is required, use a different memory module.

For more information on transferring data to and from memory modules,
see Memory Module Operation on page 120.
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1. This screen appears if the save is complete. Press 0K to go back to executing mode.

CONO000 REMOTE

stored to HM

PROG->BUN mode
Confirm?

Load communication EEPROM

Follow these steps to load user programs and data from the memory module to the controller's
memory.

1. Select Load from MM to load user programs and data.

CONO000 REMOTE
Comms EEPROM:
Store to MW

PlLoad from MM

2. Ifyour controller is in a non-executing mode, skip to the next step. Otherwise switch your
controller to a non-executing mode.

CROO0 REMOTE
Hode: remote BUN
BUN->PROG mode
Confirm?

3. This screen appears if the load from the memory module is complete. Press OK to go back
to executing mode.

ORO000 REMOTE

Loaded from MH

PROG->RUN mode
Confirm?

For more information on transferring data to and from memory modules, see Memory
Q Module Operation on page 120.

LCD setup In the LCD Setup screen, you can configure the contrast value and backlight for the LCD.
Configure Contrast Value

1. On the Main Menu screen, select Advanced Set by using the Up and Down keys on the LCD
keypad.

If the menu items shown are not displayed on the Main Menu screen, scroll down by
pressing the Down key.
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ORO000 BEMOTE
User Display

pAdvanced Set
Security

Note: The Security menu is available in firmware revision FRN 21 and higher.

2. Press 0K on the LCD keypad.
3. Select LCD Setup, using the Up and Down keys on the LCD keypad. When the LCD Setup
menu screen displays, press OK.

ORO0O00 REMOTE
Comms EEPROM
pLCD Setup

4. Select Contrast to adjust the contrast of LCD.

ORO000 REMOTE
LCO Setup:
pContrast

Back Light

5. Adjust the contrast value using the Left and Right keys on the LCD keypad.

ORO000 REMOTE
LCO Contrast:

Bright Dark
| I | 56%

Configure the Back Light

1. On the Main Menu screen, select Advanced Set by using the Up and Down keys on the LCD

keypad.
If the menu items shown are not displayed on the Main Menu screen, scroll down by

pressing the Down key.

(RO000 REMOTE
User Display

PAdvanced Set
security

Note: The Security menu is available in firmware revision FRN 21and higher.
2. Press 0K on the LCD keypad.
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3. Select LCD Setup, using the Up and Down keys on the LCD keypad. When the LCD Setup
menu screen displays, press OK.

OROO00 REMOTE
Comms EEPROM
pLCOD Setup

4. Select Back Light to adjust back lighting options for the LCD.

ORO000 REMOTE
LCO Setup:
Contrast

PBack Light

5. The default value for the back light is 30 seconds. You can adjust back light time using the
Up and Down keys on the LCD keypad.

ORO000 REMOTE
LCO Setup:

BackL ight=1
JHsec on

Protocol Configuration The following section provides a step-by-step guide on how to change the Modbus Node address.
Modbus RTU Slave Node Address

You can set the Modbus RTU Slave Node address for Channel 0 or 2.

Q The node address change will only be applicable after a power cycle.

Change the Modbus RTU Slave Node address

1. On the Main Menu screen, select Advanced Set by using the Up or Down arrow key on the
LCD keypad. If the menu items shown in the figure are not displayed on the Main Menu
screen below, you need to scroll down the screen by pressing the Down key.

ORO000 RU
User Display
Advanced Set

PSocurity

Note: The Security menu is available in firmware revision FRN 21 and higher.
2. Then, press OK on the LCD keypad. The Advanced Settings Menu screen displays.
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DCOMM Ctg
ENET Ctg

3. Select the Protocol Cfg using the Up and Down arrow keys, and then press OK.

000000 RU
PEevin Mode

LCD Setup
PProtocol Cfg

4, Select the Modbus RTU Sl and then press OK.

NN
Mdodbus RTU SI

000000
Comms EEPHDH

5. The Modbus RTU Slave screen displays Channel 0 is selected below.

000000
Hodbhus RTU S lEI'u"E

pChannel A
Channel 2

6. Press Up or Down to select a different channel, Channel 2 in this example, then press OK.

00000
HuthEITHJSlavE

Channel B
pChannel 2

7. Ifthe channel selected is not configured with the Modbus RTU Slave driver, then Modbus Not
Configured displays, as shown below.

HO000od BU
Hodhus Hot

Configured!
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Chapter 5 LCD and Keypad

LCD Password Setup

4

8. Ifchannel 0 is configured with the Modbus RTU Slave driver with node address 100, the
following screen will appear as shown.

N EEN RU

Channel B
Hode Address
1806

9. Ifchannel 2is configured with the Modbus RTU Slave driver with node address 100, the
following screen will appear as shown.

IEEEEN RU

Channel 2
Hode Address
188

10. The user can configure the node address for either channel by using the Up and Down
arrow keys. Once the address is changed, press OK to confirm the change. The following
screen appears.

N EEN RU

Hodbus RTU Slave
pChannel B
Channel 2

The following section provides a step-by-step guide on how to set, change, activate and deactivate
the LCD Password in firmware revision FRN 21 and higher.

Set the LCD Password

1. On the Main Menu, select Security by using the Up and Down keys on the LCD keypad. If the
menu items shown are not displayed on the Main Menu screen, scroll down by pressing the
Down key.

ORO000 RU
User Display
Advanced Set

PSecurity

2. Select Security to set the LCD Password. If LCD Password is not set, Activate PWD menu
screen displays.

LIROO00 BU
pOctivate PHD
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3. Select Activate PWD menu to set the LCD Password. LCD Password screen displays. Digit at
current cursor position blinks always.

ORO000 RUN
Enter Password:
HEBEBBHEAE

MESC] [0K]

4. Press Up or Down to change the digit and Left or Right to move the cursor position. Enter the

LCD Password up to a maximum of 10 digits. In this example, the current LCD Password is
allocated as 1234.

ORC00O00 RUH
Enter Password:
1 234HHHHBA

MESC] [0K]
5. Press OK on the LCD keypad to set the entered password. A confirmation screen displays.
i EEEN RUN
Activate PHD pro
tection?

MESC] [OK]

6. Press OK to set and activate the LCD Password. When the Password is activated a key
symbol appears at the top of the display.

OmO00O0 @ BUH

Mictivate PHD
Deactivate PHD
Change PHD

Activate the LCD Password

1. On the Main Menu, select Security by using the Up and Down keys on the LCD keypad. If the

menu items shown are not displayed on the Main Menu screen, scroll down by pressing the
Down key.

OR0000 9 RU
User Display
Advanced Set

PSecurity
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2. Select Security. If the LCD Password is set, the LCD Password configuration menu screen
displays.

(RO000 BUH

Mictivate PHD
Deactivate PHD
Change PHD

3. Select Activate PWD to activate the LCD Password which is already stored in controller but
deactivated. A confirmation screen displays.

LIRCO00 RUH
Activate PHD pro
tection?

MESC] [0K]

4. Press OK. The existing LCD Password is activated. When the Password is activated a key
symbol appears at the top of the display.

(0000 @ RUH

Mictivate PHD
Deactivate PHD
Change PHD

Deactivate the LCD Password

1. Onthe Main Menu, select Security by using the Up and Down keys on the LCD keypad.

ORO000 9 RU
User Display
Advanced Set

PSocurity

2. Select Security to deactivate the LCD Password.
If an LCD Password is set, the LCD Password configuration menu screen displays.

ON0000 ¢ RUH
Activate PHD

Pleactivate PHD
Change PHD
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3.

4,

.

Select Deactivate PWD to deactivate the LCD Password. An authentication screen displays.

ORCO00O0 @ BUN
Enter Password:
HHEHBAABAEA

MESC] [OK]

Enter the LCD Password and press OK to deactivate the LCD Password.
A notification screen displays and the key symbol no longer appears at the top of the
screen.

OR00O00 RUH
Password protect
ion is deactivat

ed! [0K]

Press OK.
The LCD Password remains stored in the controller but is deactivated.

Change LCD Password

1.

2.

3.

On the Main Menu, select Security by using the Up and Down keys on the LCD keypad.

ORO000 9 RU
User Display
Advanced Set

PSecurity

Select Security to change the LCD Password. If an LCD Password is set, the LCD Password
configuration menu screen displays.

ON0000 RUN
Activate PHD
Deactivate PHD

Change PHD

Select Change PWD to change the LCD Password. The LCD password change screen
displays.

(mo000 @ RUN
0ld: BBHBBHBHEN
New: HHHHBHBHBN

MESC] [OK]

Press Up or Down to change the digit and press Left or Right to move the cursor position.
Enter the old (current) and new LCD Passwords.
In this example, the old and new LCD Passwords are 1234 and 5670000009.
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(m0000 @ RUN
Old:1 2348880800
New:56 7/0BBBBAEY

MESC] [OK]

5. Note: If you want to clear the LCD Password, instead of deactivating it, enter the new
password as 0000000000. A confirmation screen displays.

(m0000 @ RUN
Old:123488HHHH
New: HHHHBHBBHY

MESC] [OK]

6. Press OK to clear the LCD Password. A confirmation screen displays.

i _NEEN RUN

Password is clea
red!

[OK]

7. Press OK on the LCD keypad to change the password. A confirmation screen displays.

ORO000 RBUN
Are you Sure To
Hodify PHO?

MESC] [0K]
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Chapter 6

Real-Time Clock Operation

Real-Time Clock and Memory Modules

The MicroLogix 1400 controller has a built-in real-time clock (RTC). You can order a memory
module as an accessory.

For more information on real-time clock function file and memory module information
Q file, see MicroLogix 1400 Programmable Controllers Reference Manual, publication

1766-RM001.
One type of memory module is available for use with the MicroLogix 1400 controller.
Catalog Number Function Memory Size
1766-MM1 Memory Module 384 KB

Operation at Power-up and Entering a Run or Test Mode

At power-up and when the controller enters a run or test mode, the values (date, time and status)
of the RTC are written to the RTC Function File in the controller.

The following table indicates the accuracy of the RTC for various temperatures.

RTC Accuracy

Ambient Temperature Accuracym

0°C(32°F) -13...-121 seconds/month
25 °C (77 °F) +b4...-5 seconds/month
40 °C (104 °F) +29...-78 seconds/month
55 °C (131°F) -43...-150 seconds/month

(1) These numbers are maximum worst case values over a 31-day month.

Write Data to the Real-Time Clock

When valid data is sent to the real-time clock from the programming device or another controller,
the new values take effect immediately.

The real-time clock does not allow you to load or store invalid date or time data.

RTC Battery Operation

The real-time clock uses the same replaceable battery that the controller uses. The RTC Function
File features a battery low indicator bit (RTC:0/BL), which shows the status of the replacement
battery. When the battery is low, the indicator bit is set (1). This means that the battery wire
connector could be disconnected or if the battery is connected, the battery may be ready to fail in
the next two weeks. In the latter case, the replacement battery needs to be replaced with a new
one. When the battery low indicator bit is clear (0), the battery level is acceptable.

The Battery Low (BAT.LO) indicator on the LCD display of the controller also shows the status of the
replaceable battery. When the battery is low, the indicator displays as a solid rectangle (). When
the battery level is acceptable, the indicator displays as an empty rectangle (), as shown below.
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Memory Module Operation

IR IADRSRS
ST EFP

OO0O00 RU

I-ER00000000000
Qoo
B123456789012
456783

O0—0O0000000000m.

If the RTC battery is low and the controller is powered, the RTC operates normally. If the controller
power is removed and the RTC battery is low, RTC data is lost.

ATTENTION: Operating with a low battery indication for more than 2 weeks may
result in invalid RTC data unless power is on continuously.

The memory module supports the following features:
«  User Program, User Data, Datalog, and Recipe Back-up
»  User Program Compare
« Data File Download Protection
«  Memory Module Write Protection
«  Removal/Insertion Under Power

ATTENTION: Electrostatic discharge can damage the Memory Module. Do not
touch the connector pins or other sensitive areas.

User Program, User Data, Datalog, and Recipe Back-up

The memory module provides a simple and flexible program, data, DataLog, and Recipe transport
mechanism, allowing the user to transfer the program, data, DataLog, and Recipe to the controller
without the use of a personal computer and programming software.

The memory module can store one user program at a time.
During program transfers to or from the memory module, the controller's RUN LED flashes.

Program Compare

The memory module can also provide application security, allowing you to specify that if the
program stored in the memory module does not match the program in the controller, the controller
will not enter an executing (run or test) mode. To enable this feature, set the S:2/9 bit in the system
status file. See “Status System File” in the MicroLogix 1400 Programmable Controllers Reference
Manual, Publication 1766-RM001 for more information.

Data File Download Protection

The memory module supports data file download protection. This allows user data to be saved (not
overwritten) during a download.

size of all protected data files in the memory module exactly match the size of
protected data files within the controller, and all protected data files are of the same
type. See “Protecting Data Files During Download” in the MicroLogix 1400
Programmable Controllers Reference Manual, Publication 1766-RM00].

Q Data file download protection is only functional if the processor does not have a fault,
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Memory Module Write Protection

The memory module supports write-once, read-many behavior. Write protection is enabled using
your programming software.

IMPORTANT  Once set, write protection cannot be removed. A change cannot be made to
the control program stored in a write protected memory module. If a
change is required, use a different memory module.

Removal/Insertion Under Power

The memory module can be installed or removed without risk of damage to either the memory
module or the controller, except during a data transaction. If the memory module is removed
during a data transaction, data corruption can occur.

If a memory module is installed while the MicroLogix 1400 controller is executing, the memory
module is not recognized until either a power cycle accurs, or until the controller is placed in a non-
executing mode (program mode, suspend mode or fault condition).

Memory Module Information File

The controller has a Memory Module Information (MMI) File which provides status from the attached
memory module. At power-up or on detection of a memory module being inserted, the catalog
number, series, revision, and type are identified and written to the MMI file. If a memory module is
not attached, zeros are written to the MMI file. See MicroLogix 1400 Programmable Controllers
Reference Manual, publication 1766-RM001, for more information.

Program /Data Download

To download the program and data from a memory module to the controller's memory, on the
“Comms” menu in your RSLogix 500/RSLogix Micro programming software, point “EEPROM" and
then select “Load from EEPROM".

With MicroLogix 1400 controllers, you can also use the LCD and the LCD buttons on the
module to transfer applications to or from the controller.

For more information on program/data download, see your RSLogix 500/RSLogix Micro
programming software documentation.

Program /Data Upload

To upload the program and data from the controller's memory to a memory module, on the
“Comms” menu in your RSLogix 500/RSLogix Micro programming software, point “EEPROM" and
then select “Store to EEPROM".

module to transfer applications to or from the controller.

For more information on program/data upload, see your RSLogix 500/RSLogix Micro
programming software documentation.

Q With MicroLogix 1400 controllers, you can also use the LCD and the LCD buttons on the

Rockwell Automation Publication 1766-UMOQTP-EN-P - March 2024 121


https://literature.rockwellautomation.com/idc/groups/literature/documents/rm/1766-rm001_-en-p.pdf

Chapter 6 Real-Time Clock and Memory Modules

122 Rockwell Automation Publication 1766-UMOQTP-EN-P - March 2024



Chapter 7

Online Editing

Overview of Online Edltmg Online editing of ladder programs is available when using MicroLogix 1400 controllers. Use this
function to make changes to a pre-existing ladder program. Online editing functions consist of
inserting, replacing, and deleting rungs in an existing ladder program while online with the
processor.

Only one programming device can perform an online edit of a user program at a time. When an
online editing session begins, an access from other programming devices are rejected by
MicroLogix 1400 controllers.

understand the possible results of the edit to the system under control. Failure to
properly edit a running program could result in unexpected controller operation.
Physical injury or equipment damage may result.

While three instructions, MSG, PT0, and PWM, are supported by program mode
online edit, they are not supported by RUNTIME (RUN mode) online edit. See
MicroLogix 1400 Programmable Controllers Reference Manual, publication
1766-RMQ001 for additional details.

: WARNING: Before initiating an online editing session, we recommend that you fully

The following table summarizes the differences between offline and online editing.

Offline Online

Data table file resizing is not permitted.

Program file creation and deletion are not permitted.

Alteration of file protection is not permitted.

Alteration of static and constant data file values is not permitted.
Indexing across file boundary selections is not permitted.

No restrictions exist. Full
editing capabilities are allowed.

Force protection selection is not permitted.
/0 configuration is not permitted.

IMPORTANT  Itis important to keep in mind that some ladder instructions, when
programmed online, cause data table values to change. These instructions
are those that require timer, counter, and control addresses to be
specified. This is discussed later in the chapter.

Online Editing Terms

The following terms are used throughout this chapter.

« Assemble Edits - Deletes any rungs marked with Delete or Replace edit zone markers
during an online editing session. Inserted or modified rungs remain. All edit zone markers
are removed when this function is complete.

«  Cancel Edits - Deletes any inserted or modified rungs added during an online editing
session. Rungs marked with Delete and Replace edit zone markers remain. Al edit zone
markers are removed when this function is complete.

«  Test Edits - Allows you to verify that the changes you entered are not going to cause
improper machine operation before you make the changes a permanent part of your ladder
program.

« Untest Edits - Allows you to disable testing

- Edit Zone markers - Appear on the power rail of the ladder program display. They indicate
the type of edit taking place on the rung.
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Effects of Online Editing On
Your System

Directions and Cautions for
MicroLogix 1400 Online
Editing User

«  Accept Rung - Incorporates the edits of a single rung into the ladder program

«  Online edit session - Begins when a user tries to edit rungs while online. Any other
programming device that was monitoring the user program is removed from the program
monitor display.

«  Modify rung - When an existing rung is modified two edit zones are created. The original
rung is indicated by replace zone markers on the power rail. A copy of the original rung is
made so you can insert, delete, or modify instructions. This rung is indicated by insert zone
markers on the power rail. Thus, an IR pair is created when you modify a rung.

+  Runtime online editing - The user program is executing when an edit takes place. Any
rungs that are inserted, modified, or deleted remain in the ladder program and are indicated
by edit zone markers on the power rail. Edit zone markers remain after an action is
completed.

«  Program online editing - The user program is not executing when an edit session begins.
Any action that inserts, deletes, or modifies a rung takes place immediately.

The following section covers the effects of online editing on your system. Keep these items in mind
while using the online editing function.

System Impacts

The scan time and interrupt latency can be extended when accepting a rung, assembling, or
canceling edits.

Memory limitations - Online edit can be performed until there is insufficient program memory
available in the processor. Note that, before assemble edits, all the edited rungs are in the
processor memory consuming memory, although they are not executed.

Data Table File Size

Online editing cannot change the size of existing data tables nor can new ones be created.
However, some ladder instructions, when programmed cause data table values to change. These
instructions are those that require timer, counter, and control addresses to be specified.

Online Edit Error

If either electrical interference, communication loss, or a power cycle occur during online edit
session, program integrity may be impacted. In this case, the controller will generate the 1F fault
code, clear the user program, and load the default program.

A Download is Required Before Starting Online Editing

At least one download is required before you can start online editing.

If you are using a MicroLogix 1400 controller from out-of-box state or after clearing the processor
memory or a firmware upgrade, at least one download is required before starting online edits. If
not, an error occurs and programming software will go offline due to a default image mismatch
between RSLogix 500 programming software and the MicroLogix 1400 controller. You can also see
the fault code 1Fh which is a user defined fault code.

In order to prevent this error, you need to download the program to the MicroLogix 1400 controller,
although the program is empty.

This problem happens only in out-of-box state or after clear processor memory.
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Types of Online Editing

RSLogix 500 Pro |
Program could not be compiled!
! Online Edit Errar
Going Offline

edit. This is because if the PTO or PWM instructions were deleted during runtime
online edit, outputs could stop in an unpredictable state, causing unexpected
equipment operation.

If you attempt to insert or modify a rung with MSG, PT0, and PWM instruction, the
following error message is generated by programming software error: Online
editing of PTO, PWM, and MSG are not allowed on ML1400 RUN mode. The rung with
MSG, PTO, and PWM instruction is not accepted.

RSLogix 500 Pro i x|

! E Rung Has Errors, Cannok Accepk!
Ld

j ATTENTION: PTO and PWM instructions may not be deleted during runtime online

In online edit during PROGRAM mode (program online edit), there are no restrictions. For example, a
user can insert MSG instruction if related MG file or MG/R! file is already defined in data file.

start and MCR end rungs must be edited (whether it be test/assemble/cancel) at
the same time. We recommend that you fully understand the possible results of
the edit to the system under control. Failure to properly edit a running program
could result in unexpected controller operation. Physical injury or equipment
damage may result.

j ATTENTION: When editing a rung that contains an MCR instruction, both the MCR

interrupt latency, the online edit feature is not recommended. Online editing
feature may increase the interrupt latency response time. To ensure minimum
interrupt latency, place the mode switch in LCD screen in the RUN mode. This
prevents the use of the online editing feature.

j ATTENTION: If you use Ell or STl interrupts and your application requires a quick

The type of online editing is dependent on the MicroLogix 1400 controller's mode switch pasition in
LCD display and the processor's mode. There are two types of online editing:

«  Program Online Editing — When the controller is in either PROG mode or REM Program mode
«  Runtime Online Editing — When the controller is in either REM Test or REM Run mode

The following table summarizes the MicroLogix 1400 controller mode switch positions in LCD and
modes that enable online editing.

Mode Switch Position El;;‘:kﬁgm:gg Editing Mode

RUN RUN Not Available

PROGram Program Program Online Editing
REMote REMote Program Program Online Editing
REMote REMote Test Runtime Online Editing
REMote REMote Run Runtime Online Editing

IMPORTANT  Online editing is not available when the mode switch in LCD screen is in the
RUN position.
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changes to the ladder program. We recommend developing your program offline
since ladder rung logic changes take effect immediately after testing your edits.

Improper machine operation may occur, causing personnel injury or equipment

damage.

2 ATTENTION: Use the online editing function while in the RUN mode to make minor

Edit Functions in Runtime Online Editing

During a runtime online editing session, the pracessor is executing ladder logic. The edit zone
markers tell the processor that changes exist, but the changes are not executed until you test the
edits.

Deleted and replaced (modified) rungs are not removed from the program and inserted rungs are
not executed until you assemble or test the edits.

Edit Functions in Program Online Editing

During a program online editing session, the processor is not executing ladder logic. This mode is
like the offline editing mode. If a runtime online editing session is performed prior to entering the
offline editing mode, edit marked rungs (I, R, and D) appear in the program.

If you perform a program online edit, once you accept or delete the rung, the edits take effect

immediately and the power rail is displayed as a solid line. If you edit a rung with edit zone
markers, the markers are removed when the rung is accepted.
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Automatic Controller
Recovery

Auto Reset Functionality

MicroLogix 1400 controllers with firmware revision 21.007 or later have the added ability to
automatically recover from 2H, 4H, 8H, and 9H faults when Auto Reset Status Bit S:36/1 s enabled.

Enable the Status Bit

1. In RSLogix 500/RSLogix Micro, open the S2 - Status file under Data Files in the
MicroLogix 1400 project tree.

! @B chennel Configuration
= Program Files

=-[_] DetaFiles

----- B crossReference
..... [ o0- outPut

..... 7 1 - mpuT

----- [ 83 - BNARY
----- [ 74 - TMER

..... [0 <5 - COUNTER
..... [ Rr6 - conTROL —
----- [ w7 - INTEGER

2. In the Status data file, set Status Bit S:36/1to 1. The default for the status bit is 0 (disabled).

E2] Data File 52 (hiny -- STATUS =N EoR <=
Offset 151413121110 % & 7 & 5 4 3 Z 1 0 [Fymbol)] Descr
5133 o o o0 o0 0 0 0 0 @ 0 0 0 0 0 0 0 Extended Proa
534 o o o0 o0 0 0 0 0 @ 0 0 0 0 0 0 0 Pass-thra Di
5135 o o o0 o0 o0 0 0 0 @ 0 0 0 0 1 0 1 Lastlmns 5o
5136 o o o0 0 0 0 0 000 0 0 00 0 Extended Min
G537 oo o0 o0 00 0 0 o0 0 0 0 0 0 0 Clock Calend
S:38 oooo0 00000000 000 0 0 ClockCalend,,
Z] 2]
[5:36/1 | Radis: | Binary -

Symbol: [ | L lﬂ
Desc: | |
IS2_:JJ Properties Uzage Help

3. Download the project to the controller.

Enable Auto Reset

Valid selections are Enabled (1) and Disabled (0). Default value is Disabled (0).

When the Auto Reset functionality is Enabled (1) and the MicroLogix 1400 controller encounters a 2H,
4H, 8H, or 9H fault, the controller recovers by performing an automatic restart and then loads the

latest user program(a) and user data® from NVRAM.

(a) Latest user program means the program that you downloaded or a user program that you successfully edited online, whichever is
the latest.

(b) Latest user data means data that you downloaded as part of a program download or user data that you successfully edited online,
whichever is the latest.
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Once the MicroLogix 1400 controller restores the user project and user data, the controller recovers
to one of two possible states, depending on the mode prior to encountering the fault:

« Ifthe controller was operating in Remote Run made, then the controller recovers to Program
mode.

«  If the controller was operating in Hard Run mode, the controller transitions to a recoverable
fault state.

The Auto Reset functionality does not work in the following conditions:
1. If the user project or user data back-up is corrupted - The controller reports a TH error.
2. Ifyou installed a memory module and selected Load Always or Load on Error.

IMPORTANT The Auto Reset functionality is disabled by default.

After the controller auto resets, you need to put the controller to Run mode.
Controller run-time data is lost. The initial data that you set is restored.
With Auto Reset enabled, the controller scan time could increase by
approximately 30 ms, if you change configuration while online or when you

edit the user program online.
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LY 1] °
Specifications
General Specifications
Description 1766-L32AWA/A 1766-L32BWA/A 1766-L32BXB/A
Dimensions 90 x 180 x 87 mm
HxWxD 35x7.08x3.43in.
Shipping weight 900 g (31.74 0z)
Number of I/0 24 inputs (20 digital and 4 analog) and 14 outputs (12 digital and 2 analog)
Power supply voltage 100...240V AC @ 47...63 Hz 24V DC Class 2 SELV
Heat dissipation See System Loading and Heat Dissipation.
. 120V AC: 25 A for 8 ms 24V DC:
Power supply inrush current 240V AC: 40 A for & ms 15 Afor 20 ms
- 100VA 120VA 50w
Power consumption 130VA (Series ) T50VA (Series C) 75 W (with no 1762 expansion 1/0)
24V DC at 250 mA
24V DC sensor power none 400 uF max none
Digital: 120V AC Digital: 24V DC sink/source Digital: 24V DC
. (standard and high-speed) sink/source
Input circuit type (standard and high-speed)
Analog: 0...10V DC Analog: 0...10V DC Analog: 0...10V DC
Output circuit type Relay Relay/FET
Relay life - Electrical See Relay Life Chart
Relay life - Mechanical 20,000,000 cycles
Enclosure type rating None (open-style)
Terminal screw torque 0.791 Nem (7.0 Ibein) rated
Specifications for Inputs
1766-L32BWA/A, 1766-L32BXB/A
Description 1766-L32AWA/A Inputs 0..11 Inputs 12 and higher
(12 high-speed DC inputs) (8 standard DC inputs)
45..24VDC 10...24V DC
On-state voltage range 79..132V AC (4.5...26.4V DC (+10%) at 60 °C/140 °F (10...26.4V DC(+10%) at 60 °C/140 °F)
(4.5...30V DC (+25%) at 30 °C/86 °F) (10...30V DC (+25%) at 30 °C/86 °F
Off-state voltage range 0...20VAC 0..15vDC 0..5vDC
Operating frequency 47..63 Hz 0 Hz..100 kHz 0 Hz..1kHz (scan time dependent)
On-state current
Min 90 mA @ 79V AC 70 mA @ 4.5V DC 3.0mA@10VDC
Nom 12mA @120V AC 95mA @ 24V DC 50mA @ 24V DC
Max 16.0mA @ 132V AC 10.0 mA @ 30V DC 55 mA @ 30V DC
Off-State Leakage Current 2.5 mA max 0.1 mA max 1.5 mA max
. 12 kQ at 50 Hz
Nominal Impedance 10 kQ at 60 Hz 20kQ 55kQ
Inrush Current (max) at 120V AC 30A
Analog Inputs
Description 1766-L32AWA/A, 1766-L32BWA/A, 1766-L32BXB/A
Voltage input range 0..10.0vDC-1LSB
Type of data 12-bit unsigned integer
Input coding (0...10.0V DC - 1LSB) 0...4095
Voltage input impedance >199 kQ
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Analog Inputs (Continued)

Description 1766-L32AWA/A, 1766-L32BWA/A, 1766-L32BXB/A
Input resolution 12 bit
Non-linearity +0.5% of full scale

Overall accuracy
-20...+65 °C (-4...+149 °F)

+1.0% of full scale

Update time

100/20/16.67/4 ms (selectable)

Voltage input overvoltage protection

10.5v DC

Field wiring to logic isolation

Non-isolated with internal logic

Analog Outputs

Description 1766-L32AWA/A, 1766-L32BWA/A, 1766-L32BXB/A
Number of inputs 2 single-ended

Voltage output range 0..10VDC-1LSB

Type of data 12-bit unsigned integer

Step response 25ms @ 95%

Load range Voltage output >1KQ

Output coding (0...10V DC) 0..4095

Output resolution 12 bit

Analog output setting time, max 3ms

Overall Accuracy
-20...+60 °C (-4...+140 °F)

+1.0% of full scale

Electrical isolation

Non-isolated with internal logic

Cable length 30 m (98 ft) shielded cable
Relay and FET Outputs
Description 1766-L32AWA/A, 1766-L32BWA/A | 1766-L32BXB/A
Maximum controlled load 1440VA 1080VA
Maximum Continuous Current:
2.5 A per channel
Current per channel and group common 8 A max channel 8..11 common 2.5 A per channel
28 A or a total of per-paint loads,
at 150V max whichever is less
Current per controller 20 A or a total of per-point loads
at 240V max whichever is less '
Relay Outputs
Description 1766-L32AWA/A, 1766-L32BWA/A, 1766-L32BXB/A
Turn On Time/Turn Off Time, max 10ms
Load current, min 10 mA
(1) Scan time dependent
Relay Contact Ratings"”
Maximum Volts Amperes Amperes Volt-Amperes
Make Break Continuous Make Break
240V AC 15A 0.75A 25A 1800VA 180VA
120V AC 15.0A 15A 25A 1800VA 180VA
250V DC 0MA 1.0A 28VA
125V DC 0.22A 10A 28VA
(1) Pilot Duty Rating (at Relay Contact Ratings): C300, R300.
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ATTENTION: Do not exceed the Current per group common specification.

Relay Life Chart
500
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Figure 66 - MicroLogix 1400 DC Input Power Requirements for 1766-L32BXB/A Unit
1766-L32BXB/A Typical Power Requirements

Input Power Required

at 24V DC (Watts)

28

2

—

P

4 8

12

Calculated Expansion 1/0 Power Load (Watts)

Figure 67 - 1766-L32BXB, 1766-L32BXBA FET Output Maximum Output current

Current (Amps)

(temperature dependent):

FET Current per Point

1.5A, 30°C (86°F)

0.75A, 60°C (140°F)

10°C  30°C  50°C 70 80°C
(50°F) (86°F)  (122°F)  (158°F)  (176°F)
Temperature
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Current (Amps)

8.04
7.04
6.04
5.01
4.04
30+
2.04
1.04

FET Total Current

6.0A, 30°C (86°F)

Valid
3.0A, 60°C (140°F)
Range
10°C  30°C  50°C  70°C  80°C
(50°F) (86°F)  (122°F)  (158°F)  (176°F)
Temperature
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Table 14 - 1766-L32BXB, 1766-L32BXBA FET Output

- ; High-Speed Operation®”
Description General Operation (Output 2, 3 and & Only)
Power supply voltage 24V DC (-15%, 10%) Class 2
On-state voltage drop:
at max load current vDC Not Applicable
at max surge current 2.5V DC Not Applicable
Current rating per point
max load See Figure 67 100 mA
min load 50 mA 50 mA
max leakage 1.0 mA 1.0mA
Surge current per point:
peak current 40A Not Applicable
max surge duration 10 ms Not Applicable
max rate of repetition at 30 °C (86 °F) once every second Not Applicable
max rate of repetition at 60 °C (140 °F) once every 2 seconds Not Applicable
Turn-On Time, max Mys 28 ns
Turn-0ff Time, max 89 ps 3.5 s

(1) Outputs 2, 3, and 4 are designed to provide increased functionality over the other FET outputs. Output 2, 3, and 4 may be used like
the other FET transistor outputs, but in addition, within a limited current range, they may be operated at a higher speed. Outputs 2,
3, and 4 also provide a pulse train output (PTO) or pulse-width modulation output (PWM) function.

AC Input Filter Settings

ON Del OFF Del
Nominal Filter Setting (ms) T ey (ms) : FF Delay (ms) .
Minimum Maximum Minimum Maximum
8 23 25 m 0

High-Speed DC Input Filter Settings (Inputs 0...11)

Nominal Filter Setting (ms) 0!I Pelay {ms) - OFF Delay (ms) . Maximum Counter Frequency (Hz) 50% Duty Cycle
Minimum Maximum Minimum Maximum
0.005 0.001 0.005 0.001 0.005 100.0 kHz
0.008 0.003 0.008 0.003 0.008 60.0 kHz
0.0125 0.0075 0.0125 0.007 0.0115 40.0 kHz
0.025 0.019 0.025 0.018 0.023 20.0 kHz
0.075 0.062 0.072 0.066 0.074 6.7 kHz
0.100 0.089 0.100 0.088 0.098 5.0 khz
0.250 0.229 0.250 0.228 0.248 2.0 kHz
0.500 0.459 0.500 0.455 0.492 1.0 kHz
1.00 0918 0995 0910 0979 0.5 kHz
2.000 1.836 1986 1.820 1954 250 Hz
4,000 3.672 3968 3.640 3904 125 Hz
8.000" 7312 7.868 7.280 7.804 63 Hz
16.000 14592 15.668 14560 15.604 31Hz

(1) Default setting

Standard DC Input Filter Settings (Inputs 4 and higher)

Nominal Filter Setting (ms) 0!‘ !Jelay {ms) - OFF Delay (ms) . Maximum Frequency (Hz) 50% Duty Cycle
Minimum Maximum Minimum Maximum

0.500 0107 0.439 0.024 0.499 1.0 kHz

1.000 0.597 0964 0.470 0978 0.5 kHz

2.000 1437 1.864 1.415 1990 250 Hz

4,000 3.397 3964 3.095 3790 125 Hz

8.000" 6.757 7564 6.735 7690 63 Hz

16.000 14.597 15.964 13.455 14.890 31Hz

(1) Default setting
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Analog Input Filter Settings
Analog Input Filter Settings Filter Bandwidth (-3 dB Freq Hz) Sampling Frequency
250 Hz 250 Hz 1kHz
60 Hz 60 Hz 1kHz
50 Hz 50 Hz 1kHz
10 Hz 10 Hz 1kHz
Working Voltage
Working Voltage for 1766-L32AWA/A
Description Recommendation

Power Supply Input to Backplane Isolation

Verified by one of the following dielectric tests: 1836V AC for 1second or 2536V DC for 1second

265V AC Working Voltage (IEC Class 2 reinforced insulation)

Input Group to Backplane Isolation

Verified by one of the following dielectric tests: 1517V AC for 1second or 2145V DC for 1second

132V AC Working Voltage (IEC Class 2 reinforced insulation)

Input Group to Input Group Isolation

Verified by one of the following dielectric tests: 1517V AC for 1second or 2145V DC for 1second

132V AC Working Voltage (basic insulation)

Output Group to Backplane Isolation

Verified by one of the following dielectric tests: 1836V AC for 1second or 2536V DC for 1second

265V AC Working Voltage (IEC Class 2 reinforced insulation)

QOutput Group to Output Group Isolation

Verified by one of the following dielectric tests: 1836V AC for 1second or 2536V DC for 1second

265V AC Working Voltage (basic insulation), 150V AC Working Voltage (IEC Class 2 reinforced insulation)

Working Voltage for 1766-L32BWA/A

Description

Recommendation

Power Supply Input to Backplane Isolation

Verified by one of the following dielectric tests: 1836V AC for 1second or 2536V DC for 1second

265V AC Working Voltage (IEC Class 2 reinforced insulation)

Input Group to Backplane Isolation and Input
Group to Input Group Isolation

Verified by one of the following dielectric tests: 1100V AC for 1second or 1697V DC for 1second

75V DC Working Voltage (IEC Class 2 reinforced insulation)

Output Group to Backplane Isolation

Verified by one of the following dielectric tests: 1836V AC for 1second or 2536V DC for 1second

265V AC Working Voltage (IEC Class 2 reinforced insulation).

QOutput Group to Output Group Isolation

Verified by one of the following dielectric tests: 1836V AC for 1second or 2536V DC for 1second

265V AC Working Voltage (basic insulation) 150V Working Voltage (IEC Class 2 reinforced insulation)

Working Voltage for 1766-L32BXB/A

Description

Recommendation

Input Group to Backplane Isolation and Input
Group to Input Group Isolation

Verified by one of the following dielectric tests: 1100V AC for 1second or 1697V DC for 1second

75V DC Working Voltage (IEC Class 2 reinforced insulation)

FET Output Group to Backplane Isolation

Verified by one of the following dielectric tests: 1100V AC for 1second or 1697V DC for 1second

75V DC Working Voltage (IEC Class 2 reinforced insulation)

Relay Output Group to Backplane Isolation

Verified by one of the following dielectric tests: 1836V AC for 1second or 2536V DC for 1second

265V AC Working Voltage (IEC Class 2 reinforced insulation)

Relay Output Group to Relay Output Group and
FET Output Group Isolation

Verified by one of the following dielectric tests: 1836V AC for 1second or 2536V DC for 1second

265V AC Working Voltage (basic insulation), 150V Working Voltage
(IEC Class 2 reinforced insulation)
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1762 Expansion 1/0
Specifications
General Specifications - Discrete 1/0 Modules
Attribute Value
Height: 90 mm (3.54 in.), 110 mm (4.33 in.) (including mounting tabs)
Dimensions Width: 87 mm (3.43in.)

Depth: 40.4 mm (159 in.)

Enclosure type rating

None (open-style)

Environmental Specifications

Attribute

Value

Temperature, operating

IEC 60068-2-1 (Test Ad, Operating Cold),

IEC 60068-2-2 (Test Bd, Operating Dry Heat),

IEC 60068-2-14 (Test Nb, Operating Thermal Shock):
-20 °C < Ta < +65 °C (-4 °F < Ta < +149 °F)

Temperature, ambient, max

65 °C (140 °F)

Temperature, surrounding air, max

65 °C (140 °F)

Temperature, nonoperating

IEC 60068-2-1 (Test Ab, Unpackaged Nonoperating Cold),

IEC 60068-2-2 (Test Bb, Unpackaged Nonoperating Dry Heat),

IEC 60068-2-14 (Test Na, Unpackaged Nonoperating Thermal Shock):
-40...+85 °C (-40...+185 °F)

Relative humidity

IEC 60068-2-30 (Test Db, Unpackaged Damp Heat):
5..95% noncondensing

Vibration

IEC 60068-2-6 (Test Fc, Operating):
5g@10..500 Hz

Shock, operating

IEC 60068-2-27 (Test Ea, Unpackaged Shack):
30 g - Panel mounted

Shock, nonoperating

IEC 60068-2-27 (Test Ea, Unpackaged Shack):
30 g - Panel mounted
40 g - DIN rail mounted

Emissions

IEC 61000-6-4

ESD Immunity

EC 61000-4-2:
4 kV contact discharges
8 kV air discharges

Radiated RF Immunity

IEC 61000-4-3:
10V/m with 1kHz sine wave 80% AM from 80...6000 MHz

EFT/B Immunity

IEC 61000-4-4:

+2 kV @ 5 kHz on power ports

+2 kV @ 5 kHz on signal ports

+1kV @ 5 kHz on communication ports

Surge Transient Immunity

|EC 61000-4-5:

+2 KV line-line(DM) and +4 kV line-earth(CM) on AC power ports
+500V line-line(DM) and +1 kV line-earth(CM) on signal ports

+1 kV line-earth(CM) on shielded ports

+2 KV line-earth(CM) on communication ports

Conducted RF Immunity

|EC 61000-4-6:
10V rms with 1kHz sine wave 80% AM from 150 kHz...80 MHz
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| Certifications

Certification (when product is marked)"

Value

c-UL-us

UL Listed Industrial Control Equipment, certified for U.S. and Canada. See UL File E322657.
UL Listed for Class | Division 2 Group A, B, C, D Hazardous Locations, certified for U.S. and Canada. See UL File E334470.

European Union 2014/30/EU EMC Directive, compliant with:
EN 61326-1; Meas./Control/Lab., Industrial Requirements

EN 61000-6-2; Industrial Immunity
EN 61000-6-4; Industrial Emissions
EN 61131-2; Programmable Controllers (Clause 8, Zone A & B)

European Union 2014/35/EU LVD, compliant with:
EN 61131-2; Programmable Controllers (Clause 11)

European Union 2011/62/EU RoHS, compliant with:
EN IEC 63000; Technical Documentation

RCM

Australian Radiocommunications Act, compliant with:
EN 61000-6-4; Industrial Emmissions

KC

Korean Registration of Broadcasting and Communications Equipment, compliant with:
Article 58-2 of Radio Waves Act, Clause 3

I UKCA

2016 No. 1091 - Electromagnetic Compatibility Regulations
2016 No. 1101 - Electrical Equipment (Safety) Regulations
2012 No. 3032 - Restriction of the Use of Certain Hazardous Substances in Electrical and Electronic Equipment Regulations

(1) See the Product Certification link at rok.auto/certifications for Declaration of Conformity, Certificates, and other certification details.

Input Specifications - 1762-1A8, 1762-108, 1762-1016, 1762-1032T, 1762-1080W6

Specification 1762-1A8 1762-108 1762-1016 1762-10321 1762-1080W6
Shipping weight, approx.
(with carton) 209 g (0.46 Ibs.) 200 g (0.44 Ibs.) 230 g (0.51Ibs.) 200g (0.44 Ibs.) 280g (0.62 Ibs.)
: 0 : m |2voc : 0
Voltage category 1007120V AC 24V DC (sink/source) 24V DC (sink/source) (sink/source) 24V DC (sink/source)
0300 DG 10...30V DC (24 points) at
. 10...30V DC at 30 °C (86 °F) |10... 30°C (86 °F) 10...30V DC at 30 °C (86 °F)
Operating voltage range 79V AC...152V AC at 47 Hz...65 Wz 10 "9 1y n at 55 °C (131 °F) | 10.__26.4v nc ©12) 10...26.4V DC (23 points) at |10...26.4V DC at 65 °C (149 °F)
60 °C (140 °F)
Number of inputs 8 8 16 32 8
Buscurrent drawmax (SOmAGSVOC(025W)  |somAatsvoc(ozsw) |y etV OC(03SW) 0 mAatshoC oo at o4 X
5.0 W at 30V DC
44 W at 26.4VDC
Heat dissipation, max 20W 3TW gi w :: gg\% gg W :E %g\?\{]g C (The Watts per point, plus

the min W, with all points
energized.)

Signal delay, max

On delay: 20.0 ms
Off delay: 20.0 ms

On delay: 8.0 ms
0ff delay: 8.0 ms

On delay: 8.0 ms
Off delay: 8.0 ms

On delay: 8.0 ms
0ff delay: 8.0 ms

On delay: 8.0 ms
0ff delay: 8.0 ms

Off-state voltage, max 20VAC 5V DC 5V DC 5V DC 5vDC

Off-state current, max 25mA 15 mA 1.5 mA 1.0mA 15mA

On-state voltage, min 79V AC (min) 132V AC (max) 10vDC 10vDC 0vDC 0vDe
SOmAminat7VACATH: |20mAminativDe  [20mAminatiovoe |38 M minat il

On-state current 12.0 mA nom. at 120V AC 60 Hz 8.0 mA nom. at 24V DC 8.0 mA nom. at 24V DC 5'7 mA max at 26.4V DC 10 mA at 5V DC
16.0 mA max at 132V AC 63 Hz  |12.0 mA max at 30V DC 12.0 mA max at 30V DC 6.5 mA max at 30.0V OC

Inrush current, max 250 mA Not applicable Not applicable Not applicable 250 mA

Nominal impedance 12K Qa8 KQ KQ 47K Q KQ

|EC input compatibility Type 1+ Type 1+ Type 1+ Typel Type 1+

Isolated groups

Group T: inputs 0...7 (internally
connected commons)

Group 1: inputs 0...7
(internally connected
commons)

Group 1: inputs 0...7;
Group 2: inputs 8...15

Group 1: Inputs 0...7;
Group 2: Inputs 8...15;
Group 3: Inputs 16...23;
Group 4: Inputs 24...31

Group T: inputs 0...3;
Group 2: inputs 4...7
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Input Specifications - 1762-1A8, 1762-108, 1762-1016, 1762-1032T, 1762-1080W6 (Continued)

Specification 1762-1A8 1762-108 1762-1016 1762-10321 1762-1080W6
Verified by one of the Verified by one of the Verified by one of the -
Verified by one of the following | following dielectric tests: | following dielectric tests: | following dielectric tests: }lﬁ{m b)éig?eec?rfi cthtZsts
Inout aroun to backnlane dielectric tests: 1517V AC for 1s {1200V ACAC for 1s or 1697V {1200V AC for 1s or 1697V {1200V AC for 2 s or 1697V 1200V A([JI for 1s or 1697V DC
e p or 2145V DC for 1. OCfor s OC for 1s 0C for 2s frls
132V AC working voltage (IEC |75V DC working voltage (IEC |75V DC working voltage |75V DC working voltage (IEC 75V DC working voltage (IEC
Class 2 reinforced insulation) | Class 2 reinforced (IEC Class 2 reinforced | Class 2 reinforced Class 2 reinfor?:e din sgul ation)
insulation) insulation) insulation)
Vendor I.D. code 1
Product type code 1
Product code T4 & |97 |99 %

(1) Sinking/Sourcing Inputs - Sourcing/sinking describes the current flow between the 1/0 module and the field device. Sourcing 1/0 circuits supply (source) current to sinking field devices. Sinking I/0
circuits are driven by a current sourcing field device. Field devices connected to the negative side (OC Common) of the field power supply are sinking field devices. Field devices connected to the
positive side (+V) of the field supply are sourcing field devices.

(2)
@3

Only applicable for Series B and Series C 1/0 modules.

For derating chart, see MicroLogix 1762-1016 DC Input Module Installation Instructions, publication 1762-IN010.

Output Specifications - 1762-0A8, 1762-0B8, 1762-0B16, 1762-0B32T, 1762-0V32T

Specification 1762-0A8 1762-0B8 1762-0B16 1762-0B32T 1762-0V32T
(Svrv]:tphplcgqrtgr?)lgm approX- 1916 g (7,58 0z.) 210 g (741 0z2) 235 ¢ (8.29 0z) 200 g (7.05 0z) 200 g (7.05 0z)
Voltage category 100...240V AC 24V DC 24V DC 24V DC source 24V DC sink
Operating voltage range 85...265V AC at 47..65 Hz  |20.4...26.4V DC 20.4...26.4VDC 10.2...26.4V DC 10.2...26.4V DC
Number of outputs 8 8 16 32 32

15 mA at5v0C 175 mA at 5V DC 175 mA at 5V DC
Bus current draw, max (0.575 W) T5mA at 5V DC (0.575 W) | 175 mA at 5V DC (0.88 W) 0 mA at 24V OC 0 mA at 24V OC

e 29'W at 30 °C (86 °F)

Heat dissipation, max 29w 161 W 21W at 55 °C (131 °F) 3.4Wat26.4DC 2.7 W at 26.4V DC

Signal delay, max - resistive
load

On delay: 1/2 cycle
0ff delay: 1/2 cycle

On delay: 0.1 ms
Off delay: 1.0 ms

On delay: 0.1 ms
Off delay: 1.0 ms

On delay: 0.5 ms
Off delay: 4.0 ms

On delay: 0.5 ms
Off delay: 4.0 ms

Off-state leakage current, |2 mA at 132V,
max 95 mA at 265V 1.0 mA 1.0 mA 0.1 mA at 26.4V DC 0.1 mA at 26.4V DC
On-state current, min 10 mA 1.0 mA 1.0 mA 1.0mA 1.0mA
On-state voltage drop, max |1.5Vat0.5A 1.0vDC 1.0vDC 0.3VDCat05A 0.3VDCat05A
Continuous current per 0.25 A at 55 °C (131°F) 0.5 A at55°C (131 °F) 0.5 A at 55 °C (131 °F) o o o o
point, max 05Aat30°C(86%F)  |10Aat30°C@6°F  |10Aat3o°c(@ech  |0°Aatb0CO40°H |05 Aat60°C (40°F)
Continuous current per 1.0 A at 55 °C (131 °F) 4,0 A at 55 °C (131 °F) 4.0 A at 55 °C (131°F) 0 o ° o
common, max 20Aat30°C(86°F)  |80Aat30°C(86°F)  |s0Aat30°ci@e op)  |20AatB0TC(KOTR 2.0Aat60°C(407F)
Continuous current per 2.0 Aat55 °C (131 °F) 4,0 A at 55 °C (131 °F) 4,0 A at 55 °C (131°F) o o o o
modle, max LOAGt30C(85°F)  [80Aat30°C(85°F)  [80Aat30°C(se°p)  |*DA@tB0TC(KOH - 14DAat607C(107F)
2.0 A (Repeatability is once  |2.0 A (Repeatability is once
5.0 A (Repeatability is once |every 2 s at 55 °C (131°F), |every 2 s at 55 °C (131°F), |2.0 A (Repeatability is once |2.0 A (Repeatability is once
Surge current, max every 2 s for a duration of  |once every second at 30 °C |once every second at 30 °C |every 2 s at 60 °C (140 °F) |every 2 s at 60 °C (140 °F)
25 ms. (86 °F) for a duration of (86 °F) for a duration of for 10 ms) for 10 ms)
10 ms.) 10 ms.)

Isolated groups

Group 1: Outputs 0...3
Group 2: Qutputs 4...7

Group 1: Outputs 0...7

Group 1: Outputs 0...15

Group 1: Outputs 0...15

Group 2: Outputs 16...31 (internally connected to common)

QOutput group to backplane
isolation

Verified by one of the
following dielectric tests:
1836V AC for 1 or 2596V DC
for1s.

265V AC working voltage
(IEC Class 2 reinforced
insulation)

Verified by one of the following dielectric tests: 1200V AC
for 15 0r 1697V DC for 1s.
75V DC working voltage (IEC Class 2 reinforced insulation)

Verified by one of the following dielectric tests: 1200V AC

for 2 s or 1697V DC for 2 s.

75V DC working voltage (IEC Class 2 reinforced insulation)

Output group to output
group isolation

Verified by one of the
following dielectric tests:
1836V AC for 1s or 2596V DC
for1s.

265V AC working voltage
(IEC Class 2 reinforced
insulation)

Not applicable

Verified by one of the following dielectric tests: 1200V AC

for 2 s or 1697V DC for 2 s.

75V DC working voltage (IEC Class 2 reinforced insulation)
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Output Specifications - 1762-0A8, 1762-0B8, 1762-0B16, 1762-0B32T, 1762-0V32T (Continued)

Specification 1762-0A8 |1762-088 |1762-0B16 |1762-0B32T |1762-0V321
Vendor I.D. code 1
Product type code 1
Product code 19 101 103 [100 102
Output Specifications - 1762-0W8, 1762-0W16, 1762-0X6I, 1762-1080W6
Specification 1762-0W8 1762-0W16 1762-0X61 1762-1030W6
Shipping weight, approx. (with carton) [228 g (0.50 Ibs.) 2859 (0.63 Ibs.) 220 g (0.485 Ibs) 280 g (0.62 Ibs.)
Voltage category AC/DC normally open relay AC/DC normally open relay AC/DC Type C Relay AC/DC normally open relay
: 5...265V AC 5...265V AC 5...265V AC 5...265V AC
Operating voltage range 5..125V DC 5..125V DC 5..125V OC 5..125V DC
Number of outputs 8 16 6 6
80 mA at 5V DC (0.40 W) 140 mA at 5V DC (0.70 W) 110 mA at 5V DC (0.55 W) 110 mA at 5V DC
Bus current draw, max 90 mA at 24V DC (216 W) 180 mA at 24V DC (632 w) | TI0 mA at 24V DC (2.64 W) 80 mA at 24V DC
5.0 W at 30V DC
Heat dissipation, max 29W 61w 28W 4 Wat 26.4V DC (The Watts per

point, plus the min W, with all
points energized.)

On Delay: 10 ms (max) 6 ms

: it On Delay: 10 ms On Delay: 10 ms (typical) On-delay: 10 ms (max)
Signal delay, max - resistive load | ot pojay: 10 mg Off Delay: 10 ms 0ff Delay: 20 ms (max) 0ff-delay: 10 ms (max)
12 ms (typical)

Off-state leakage, max 0mA 0mA 0mA 0mA
On-state current, min 10 mA 10 mA 100 mA 10 mA
On-state voltage drop, max Not Applicable
Continuous current per point, max | 2.5 A. See Table 15 g eAe Table 16 §é5eATabI el
Continuous current per common, max |8 A 8A gfe Table 16 8A
Continuous current per module, max |16 A 16A ggeATabIe 17 8A
Surge current, max See Table 15. See Table 16 See Table 15.

Group 1: Outputs 0...3 Group 1: Outputs 0...7 . Group 3:
Isolated groups Group 2: Outputs 4...7 Group 2: Outputs 8...15 All 6 Qutputs Individually Isolated. Outputs 0...5

" Verified by one of the following dielectric tests: 1836V AC for 1s or 2536V DC for 1s.

Output group to backplane isolation 265V AC working voltage (IEC Class 2 reinforced insulation)

Verified by one of the following dielectric tests: 1836V AC for 1s or 2596V DC for 1s.
Output group to output group isolation | 265V AC working voltage (basic insulation)

150V AC working voltage (IEC Class 2 reinforced insulation)
Vendor I.D. code 1
Product type code 1
Product code 120 11 [124 |98

(1) Only applicable for Series B and Series C 1/0 modules.

Table 15 - Relay Contact Ratings - 1762-0W8, 1762-0W16, and 1762-1080W6

Maximum Volts Amperes Continuous :T::res Break \':t:'t(;Amperes Break
240V AC 95 A0 15A 075A 1800VA 180VA
120V AC 250 1A 15A 1800VA 180VA
125V DC 1.0A 0.22 A2

24V DC 20A 1249 28VA

(1) 15 A above 40 °C (104 °F).

(2) For DC voltage applications, the make/break ampere rating for relay contacts can be determined by dividing 28VA by the applied
DC voltage. For example, 28 VA/48V DC = 0.58 A. For DC voltage applications less than 14V, the make/break ratings for relay

contacts cannot exceed 2 A.
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Table 16 - Relay Contact Ratings 1762-0X6l

Continuous | Amperes? Volt-Amperes
Volts (Max) Amps per Point

(Max)V Make Break Make Break
240V AC 5.0A A 15A — -
120V AC 706 304 30A
125V DC 25A 04A 50vAX
24V DC T0AQ) 70A T68VA(4)

(1) The continuous current per module must be limited so that the module power does not exceed 1440VA.

(2) Surge Suppression - Connecting surge suppressors across your external inductive load extend the life of the relay contacts. For
additional details, see Industrial Automation Wiring and Grounding Guidelines, publication1770-4.1.

(3) 6 Ainambient temperatures above 40 °C (104 °F)

(4)  DC Make/Break Volt-amperes must be limited to 50VA for DC voltages between 28V DC and 125V DC. DC Make/Break Volt-amperes
below 28V DC are limited by the 7 A Make/Break current limit.

Table 17 - Module Load Ratings 1762-0X6l

Volts (Max) Controlled Load (Current) per Module (Max)
240V AC 6A

120V AC 2.0

125V DC T5A

24V DC 30A@

(1) Current per relay is limited to 6 A at ambient temperatures above 40 °C (104 °F).
(2) 24 Ain ambient temperatures above 40 °C (104 °F). Limited by ambient temperature and the
number of relays controlling loads. See Figure 68.

Figure 68 - Relays Used vs. Maximum Current per Relay (24V DC) 1762-0X6l
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Analog Modules
Common Specifications - 1762-1F20F2, 1762-F4, 1762-IR4, 1762-IT4, 1762-0F4

Specification 1762-1F20F2, 1762-1F4, 1762-1R4, 1762-1T4, 1762-0F4
90 x 87 x 40 mm

Dimensions height including mounting tabs is 110 mm

HxWxD (3.54x 3.43 x1.58in.)

height including mounting tabs is 4.33 in.

Temperature, storage -40...+85 °C (-40...+185 °F)

Temperature, operating -20...+65 °C (-4...+149 °F) ()

Operating humidity 5..95% noncondensing

Operating altitude 2000 m (6561 ft)

Vibration Operating: 10...500 Hz, 5 g, 0.030 in. max peak-to-peak
Shock Operating: 30 g

Module power status indicator On: Indicates power is applied.

Belden 8761 (shielded)
— For 1762-IT4, shielded thermocouple extension wire for the specific type of thermocouple you are using. Follow the
thermocouple manufacturer's recommendations.

(1) See the module's Installation Instruction for exact operating temperature range.

Recommended cable
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Environmental Specifications
Attribute Value
Emissions IEC 61000-6-4
IEC 61000-4-2:
ESD immunity 6 KV contact discharges
8 kV air discharges
IEC 61000-4-3:
- - - 10V/m with 1kHz sine wave 80% AM from 80...1000 MHz
Radiated RF immunity 3V/m with 1 kHz sine wave 80% AM from 14...2.0 GHz
1V/m with TkHz sine wave 80% AM from 2.0...2.7 GHz
. . |EC 61000-4-4:
EFT/B immunty +2 kV @ 5 kHz on signal ports
S . |EC 61000-4-5:
Surge transient immunity +1KV line-earth(CM) on shielded ports
. . |EC 61000-4-6:
Conducted RF immunity 10V rms with 1z sine wave 80% AM from 150 kHz...80 MHz()
(1) For grounded thermocouples, the 10V level is reduced to 3V.
Certifications
Certification (when product is marked)") | Value
uL UL Listed for Class | Division 2 Group A, B, C, D Hazardous Locations
cUL UL Listed for Class | Division 2 Group A, B, C, D Hazardous Locations, certified for Canada.
European Union 2014/30/EU EMC Directive, compliant with:
CE EN 61000-6-2; Industrial Immunity
EN 61000-6-4; Industrial Emissions
EN 61131-2; Programmable Controllers (Clause 8, Zone A & B)
RCM Australian Radiocommunications Act, compliant with:
AS/NZS CISPR 11; Industrial Emissions
KC Korean Registration of Broadcasting and Communications Equipment, compliant with:
Article 58-2 of Radio Waves Act, Clause 3
(1) See the Product Certification link at rok.auto/certifications for Declaration of Conformity, Certificates, and other certification details.
General Specifications - 1762-1F20F2, 1762-1F4, 1762-0F4, 1762-IR4, 1762-1T4
Specification 1762-1F20F2 | 1762-IF4 1762-0F4 1762-1R4 1762-1T4
Shipping weight,
approx. 240 g (0.53 Ibs.) 2359(0.517 Ibs.) 260 g (0.57 Ibs.) 220 ¢ (0.53 Ibs.)
(with carton)
40 mA at 5V DC 40 mA at 5V DC 40 mA at 5V DC 40 mA at5v DC 40mA at5VvDC
Bus current draw, Max | 10c'm at 24y D 50 mA at 24V DC 165 mA at 24V DC 50 mA at 24V DC 50 mA at 24V DC
Analog normal Voltage: 0...10V DC Voltage: -10...+10V DC Voltage 0...10V DC NA NA
operating range Current: 4...20 mA Current: 4...20 mA Current: 4...20 mA
Voltage:
Full scale analog  |Voltage: 0..10.5VDC  |Voltage: -10.5...+10.5V DC
ranges Current: 0...21 mA Current: -21..+21 mA gur]rgr?tv UD C 21 mA NA NA
Resolution 12 bits (unipolar) 15 bits (bipolar) @ 12 bits (unipolar) Idneppugnf(ijl;rtand configuration 15 bits plus sign
+0.1°C (+0.18 °F) for Ni and NiFe
+0.2 °C (+0.36 °F)...20.2 °C (+0.36 °F)
Repeatability® +012% @ +012% @ +012% @ for other RTD inputs See Table 18
+0.04 ohm for 150 ohm resistances
+0.2 ohm for other resistances
30V AC/30V DC rated working voltage™ 30V AC/30V DC rated working voltage , 30V AC/30V DC
Input and output group |(N.E.C. Class 2 required) Jroe (IEC Class 2 reinforced insulation) Eoﬂggi%%% vxgrg;n%;slt&??m working voltage
to system isolation (IEC Class 2 reinforced insulation) type test: 500V AC or 707V DC for 1 myipnute ’ qualification test:
type test: 500V AC or 707V DC for 1 minute minute 720V DC for 1 minute
Vendor I.D. code 1 1 1 1 1
Product type code 10 10 10 10 10
Product code 75 67 66 65 64

(1)

(2) Only applicable for Series B and Series C 1/0 modules.
(3) Repeatability is the ability of the module to register the same reading in successive measurements for the same signal.
(4) Rated working voltage is the maximum continuous voltage that can be applied at the terminals regarding earth ground.
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The over- or underrange flag comes on when the normal operating range (over/under) is exceeded. The module continues to convert the analog input up to the maximum full-scale range.
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Input Specifications - 1762-1F20F2, 1762-1F4, 1762-IR4, 1762-1T4

Specification

1762-1F20F2

1762-1F4

1762-1R4

1762-1T4

Number of inputs

2 differential (unipolar)

4 differential (bipolar)

4

4 input channels plus 1CJC sensor

130, 250, 290, 450, 530 ms

Input filter and configuration

Update time (typical 25ms (selectable) dependent NA
A/D converter type Successive approximation Successive approximation Delta-Sigma Delta-Sigma
Common mode voltage range? |27V 7N NA +10V
. >110 dB at 50 Hz (with 10 Hz or | >110 dB at 50 Hz (with 10 Hz or
Common mode rejection >55 dB at 50 Hz and 60 Hz >55 dB at 50 Hz and 60 Hz 60 H fiter) 60 Ha fler)
Non-linearity (in percent full scale) | +0.12% © +012% @ +0.05% NA
+0.55% full scale at - +039% full scale at -20..+65 °¢ ©
Typical overall accuracy® 20...+65 °C? 0L 7o TUT SCale At =20...+ +0.5 °C ( °F) for Pt 385 NA
+0.3% full scale at 25 °C +0.24% full scale at 25 °C
: Voltage Terminal: 200 kQ Voltage Terminal: 200 kQ
Input impedance Current Terminal: 250 Q Current Terminal: 275 Q >10MQ >10MQ
Current input protection +32 mA +32 mA NA NA
Voltage input protection +30V +30V NA NA

Channel diagnostics

Over or under range or open
circuit condition by bit reporting
for analog inputs.

Over or under range or open circuit
condition by bit reporting for analog
inputs.

Over or under range or open
circuit condition by bit reporting
for analog inputs.

Over or under range or open
circuit condition by bit reporting
for analog inputs.

(1) For proper operation, bath the plus and minus input terminals must be within +27V (£10V for 1762-1T4) of analog common.

@) Ve =1V AC

(3)  Only applicable for Series B and Series C 1/0 modules.

(4) Ve =0 (includes offset, gain, non-linearity, and repeatability error terms)

Input Specifications 1762-IR4

Specification

1762-1R4

Input types

0..150 Q
0..500 Q
0..1000 Q

0..3000 Q

100 Q Platinum 385
200 Q Platinum 385
500 Q Platinum 385
1000 Q Platinum 385
100 Q Platinum 3916
200 Q Platinum 3916
500 Q Platinum 3916
1000 Q Platinum 3916
10 Q Copper 426

120 Q Nickel 672

120 Q Nickel 618

604 Q Nickel-Iron 518

Heat dissipation

1.5 Total Watts (The Watts per point, plus the minimum Watts, with all points enabled.)

Normal mode rejection ratio

70 dB minimum at 50 Hz with the 10 Hz or 50 Hz filter selected
70 dB minimum at 60 Hz with the 10 Hz or 60 Hz filter selected

+0.5 °C ( °F) for Pt 385

Typical accuracy [Auto-calibration enabled] at 25 °C | +0.4 °C ( °F) for Pt 3916 015 é) for 150 8 range
(77 °F) ambient with module operating temperature | +0.2 °C ( °F) for Ni f?UBQ ffg:]%%% Qr;r:]%ee
at 25 °¢ (77 °F) 1 +0.3 °C ( °F) for Nife £
+0.6°C (°F) for Cu +15 Q for 3000 Q range
+097°C (F) for Pt 385 +0.25 Q for 150 Q range
Typical accuracy [Auto-calibration enabled] fgﬁ OE % OR ]':Ur ’F\]F 3916 +0.8Q for 500 Q ranqqe
at0..55°C (32..131°F)" 05 %C(°R) fg[ N;Fe +15 Q for 1000 Q range
411°C (°F) for Cu +2.5 Q for 3000 Q range

Accuracy drift at 0...55 ° C (32...131 °F)

+0.026 °C/°C (0.026 °F/°F) for Pt 385
+0.023 °C/°C (0.023 °F/°F) for Pt 3916
+0.012 °C/°C (0.012 °F/°F) for Ni
+0.015 °C/°C (0.015 °F/°F) for NiFe
+0.032 °C/°C (0.032 °F/°F) for Cu

+0.007 Q/ °C (0.012 Q/ °F) for 150 Q range
+0.023 Q/ °C (0.041 Q/ °F) for 500 Q range
+0.043 Q/ °C (0.077 Q/ °F) for 1000 Q range
+0.07 Q/ °C (0130 Q/ °F) for 3000 Q range

Excitation current source

0.5 mA and 1.0 mA selectable per channel
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Input Specifications 1762-IR4 (Continued)

Specification

1762-1R4

Open-circuit detection time®

6..1212 ms

Input channel configuration

Via configuration software screen or the user program (by writing a unique bit pattern into the module’s configuration
file). See your controller's user manual to determine if user program configuration is supported.

Calibration

The module performs auto-calibration on channel enable and on a configuration change between channels. You can also
program the module to calibrate every 5 minutes.

Maximum overload at input terminals

+35V DC continuous

Cable impedance, max

25 Q — Operating with >25 Q reduces accuracy.

Channel to channel isolation

+10VDC

(1) Accuracy is dependent upon the Analog/Digital converter filter rate selection, excitation current selection, data format, and input noise.
(2) Open-circuit detection time is equal to channel update time.

Input Specifications 1762-1T4

Specification

Value

Heat dissipation

1.5 Total Watts (The Watts per point, plus the minimum Watts, with all points energized.)

Response speed per channel

Input filter and configuration dependent.

Rated working voltage?

30V AC/30v DC

Normal made rejection ratio

85 dB (minimum) at 50 Hz (with 10 Hz or 50 Hz filter)
85 dB (minimum) at 60 Hz (with 10 Hz or 60 Hz filter)

Cable impedance, max

25 Q (for specified accuracy)

Open-circuit detection time

7 ms..1515s?

The module performs auto-calibration upon power-up and whenever a channel is enabled. You can also

Calibration program the madule to calibrate every 5 minutes.
CJC accuracy +1.3°C (+2.34 °F)
Maximum overload at input terminals +35V DC continuous®

Input channel configuration

Via configuration software screen or the user program (by writing a unique bit pattern into the module’s
configuration file).

(1) Rated working voltage is the maximum continuous voltage that can be applied at the input terminal, including the input signal and the value that floats above ground potential (for example, 30V DC

input signal and 20V DC potential above ground).

(2) Open-circuit detection time is equal to the module scan time, which is based on the number of enabled channels, the filter frequency of each channel, and whether cyclic calibration is enabled.

(3) Maximum current input is limited due to input impedance.
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Table 18 - 1762-IT4 Repeatability at 25 °C (77 °F)) @

Input Type Repeatability for 10 Hz Filter
Thermocouple J +0.1°C [+0.18 °F]
Thermocouple N (-110...+1300 °C [-166...+2372 °F]) +0.1°C [£0.18 °F]
Thermocouple N (-210...-110 °C [-346...-166 °F]) +0.25 °C [£0.45 °F]
Thermocouple T (-170...+400 °C [-274...+752 °F]) +0.1°C [+0.18 °F]
Thermocouple T (-270...-170 °C [-454...-274 °F]) +15 °C [+2.7 °F]
Thermocouple K (-270...+1370 °C [-454 °F...+2498 °F]) +0.1°C [+0.18 °F]
Thermocouple K (-270...-170 °C [-454...-274 °F]) +2.0 °C [+3.6 °F]
Thermocouple E (-220...+1000 °C [-364...+1832 °F]) +0.1°C [£0.18 °F]
Thermocouple E (-270...-220 °C [-454...-364 °F]) +1.0 °C [+1.8 °F]
Thermocouples S and R +0.4 °C [+0.72 °F]
Thermocouple C +0.2 °C [+0.36 °F]
Thermocouple B +0.7°C [+1.26 °F]
50 mV E

+100 mv 6V

(1) Repeatability is the ability of the input module to register the same reading in successive measurements for the same input signal.
(2) Repeatability at any other temperature in the 0...60 °C (32...140 °F) range is the same as long as the temperature is stable.
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1762-1T4 Accuracy

With Auto-calibration Enabled Without Auto-calibration
Input Type® Accuracy for 10 Hz, 50 Hz, and 60 Hz Filters (Max) Maximum Temperature Drift @

at 25 °C [77 °F] at0...60 °C at 0...60 °C [32...140 °F]

Ambient [32...140 °F] Ambient Ambient
Thermacouple J (-210...+1200 °C [-346...+2192 °F]) +0.6 °C [+ 11 °F] +09°C [+17°F] +0.0218 °C/ °C [+0.0218 °F/ °F]
Thermocauple N (-200...+1300 °C [-328...+2372 °F]) +1°C [£1.8 °F] +15°C [+2.7 °F] +0.0367 °C/ °C [+0.0367 °F/ °F]
Thermocouple N (-210...-200 °C [-346...-328 °F]) +1.2 °C [+2.2 °F] +1.8°C [+3.3 °F] +0.0424 °C/ °C [+0.0424 °F/ °F]
Thermocouple T (-230...+400 °C [-382...+752 °F]) +1°C [+ 18 °F] +15°C [+2.7 °F] +0.0349 °C/ °C [+0.0349 °F/ °F]
Thermocouple T (-270...-230 °C [-454...-382 °F]) +54°C [+ 98 °F] +7.0 °C [+12.6 °F] +0.3500 °C/ °C [+0.3500 °F/ °F]
Thermocouple K (-230...+1370 °C [-382...+2498 °F]) +1°C [+1.8 °F] +15 °C [+2.7 °F] +0.4995 °C/ °C [+0.4995 °F/ °F]
Thermocouple K (-270...-225 °C [-454...-373 °F]) +75°C [+13.5 °F] +10 °C [ 18 °F] +0.0378 °C/ °C [+0.0378 °F/ °F]
Thermocauple E (-210...+1000 °C [-346...+1832 °F]) +0.5 °C [+ 09 °F] +0.8 °C [+15 °F] +0.0199 °C/ °C [+0.0199 °F/ °F]
Thermocouple E (-270...-210 °C [-454...-346 °F]) +4.2 °C [+ 76 °F] +6.3 °C [11.4 °F] +0.2698 °C/ °C [+0.2698 °F/ °F]
Thermocouple R +17°C [+ 31°F] +2.6 °C [+ 4.7 °F] +0.0613 °C/ °C [+0.0613 °F/ °F]
Thermocouple S +17°C [+ 31°F] +2.6 °C [+ 4.7 °F] +0.0600 °C/ °C [+0.0600 °F/ °F]
Thermocouple C +1.8 °C [+3.3 °F] +3.5°C [+6.3 °F] +0.0899 °C/ °C [+0.0899 °F/ °F]
Thermocouple B +3.0 °C [+5.4 °F] +45°C [+8]°F] +0.1009 °C/ °C [+0.1009 °F/ °F]
50 mV 15 v 25V +0.441LV/ °C [£0.80pV/ °F]
+100 mV 20V 30wV +0.69LV/ °C [+01.25pV/ °F]

(1) The module uses the National Institute of Standards and Technology (NIST) ITS-90 standard for thermacouple linearization.
(2) Temperature drift with auto-calibration is slightly better than without auto-calibration.

Output Specifications - 1762-1F20F2, 1762-0F4

For more detailed 1762-IT4 accuracy information, see MicroLogix 1200 Thermocouple/

mV Input Module User Manual, publication 1762-UM002.

Specification 1762-1F20F2 1762-0F4

Number of outputs 2 single-ended (unipolar) 4 single-ended (unipolar)m
Update time (typical) 45ms 2.5ms

D/A converter type Resistor string R-2R ladder voltage switching

Resistive load on current output

0...500 Q (includes wire resistance)

0...500 Q (includes wire resistance)

Load range on voltage output

>1kQ

>1KQ

Reactive load, current output

<01 mH

<01mH

Reactive load, voltage output

<1pF

<1pF

Typical overall accuracy“)

+117% full scale at -20...+65 °C?
+0.5% full scale at 25 °C

+117% full scale at -20...+85 °C?
+0.5% full scale at 25 °C

Output ripple

range 0...500 Hz <201% <+01%
(see output range)

Non-linearity (in percent full scale) <2059%2 <2059%2
Open and short-circuit protection Continuous Continuous
QOutput protection +32 mA +32 mA

(1) Includes offset, gain, non-linearity, and repeatability error terms.

(2) Only applicable for Series B and Series C 1/0 modules.
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Valid Input/output Data Word Formats/Ranges - 1762-IF20F2

Normal Operating Range | Full Scale Range RAW/Proportional Data  |Scaled-for-PID
10.5v 0C 32760 16380
0..10vDC OV DG 0 0
21.0mA 32760 16380
20.0 mA 31200 15600
420 mA L0 mA 6240 5120
0.0 mA 0 0
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Appendix B

MicroLogix 1400 Controller
Replacement Kits

Lithium Battery (1747-BA)

Replacement Parts

The table below provides a list of replacement parts and their catalog number.
Description Catalog Number

Lithium Battery T747-BA

IMPORTANT  When the controller's Battery Low indicator is lit, check whether the battery
wire connector is connected correctly or replace the replaceable battery
with a new one immediately. When the indicator turns on, it means that
either the battery is disconnected, or that the battery requires
replacement. The controller is designed to operate for up to 2 weeks, from
the time that the indicator first turns on. We recommend that you replace
the battery immediately when the indicator turns on.

Installation

Follow the procedure below to ensure proper replaceable battery installation.
1. Insert a battery into the battery pocket with wires facing up.
2. Insert the battery wire connector into the battery connector.
3. Secure the battery connector wires around the 1762 expansion bus connector as shown in
Figure 69.

Figure 69 - Lithium Battery Installation
Battery compartment

Battery ‘

1762 1/0 expansion bus
connector

2

o

. Battery wire connector

(/’W/y

Battery connector

Battery wires

2 i \

Battery Handling

Follow the procedure below to ensure proper battery operation and reduce personnel hazards.
«  Use only for the intended operation.
« Do not ship or dispose of cells except according to recommended procedures.
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« Do not ship on passenger aircraft.

ATTENTION:
A « Do not charge the batteries. An explosion could result or the cells could overheat

causing burns.

« Do not open, puncture, crush, or otherwise mutilate the batteries. A possibility of
an explosion exists and/or toxic, corrosive, and flammable liquids would be
exposed.

« Do not incinerate or expose the batteries to high temperatures. Do not attempt to
solder hatteries. An explosion could result.

« Do not short positive and negative terminals together. Excessive heat can build up
and cause severe burns.

Storage

Store lithium batteries in a cool, dry environment, typically 20...25 °C (68...77 °F) and 40...60%
humidity. Store the batteries and a copy of the battery instruction sheet in the original container,
away from flammable materials.

Transportation
One or Two Batteries

Each battery contains 0.23 g (0.008 oz.) of lithium. Therefore, up to two batteries can be shipped
together within the United States without restriction. Regulations governing shipment to or within
other countries may differ.

Three or More Batteries

Procedures for the transportation of three or more batteries shipped together within the United
States are specified by the Department of Transportation (DOT) in the Code of Federal Regulations,
CFR4Y, “Transportation.” An exemption to these requlations, DOT - E7052, covers the transport of
certain hazardous materials classified as flammable solids. This exemption authorizes transport of
lithium batteries by motor vehicle, rail freight, cargo vessel, and cargo-only aircraft, providing
certain conditions are met. Transport by passenger aircraft is not permitted.

A special provision of DOT-E7052 (11th Rev., October 21,1982, par. 8-a) provides that:

“Persons that receive cell and batteries covered by this exemption may reship them
pursuant to the provisions of 43 CFR 173.22a in any of these packages authorized in this
exemption including those in which they were received.”

The Code of Federal Regulations, 49 CFR 173.22a, relates to the use of packaging authorized under
exemptions. In part, it requires that you must maintain a copy of the exemption at each facility
where the packaging is being used in connection with shipment under the exemption.

Shipment of depleted batteries for disposal may be subject to specific regulation of the countries
involved or to requlations endorsed by those countries, such as the IATA Articles Regulations of the
International Air Transport Association, Geneva, Switzerland.

IMPORTANT  Regqulations for transportation of lithium batteries are periodically revised.
See http:/www.dot.gov for the latest shipping information.

Disposal

collection. Explosion or violent rupture is possible. Batteries should be collected
for disposal in a manner to prevent against short-circuiting, compacting, or

j ATTENTION: Do not incinerate or dispose of lithium batteries in general trash
destruction of case integrity and hermetic seal.
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For disposal, batteries must be packaged and shipped in accordance with transportation
regulations, to a proper disposal site. The U.S. Department of Transportation authorizes shipment
of “Lithium batteries for disposal” by mator vehicle only in regulation 173.1015 of CFR 49 (effective
January 5, 1983). For additional information contact:

U.S. Department of Transportation

Research and Special Programs Administration
400 Seventh Street, S.W.

Washington, D.C. 20530

Although the Environmental Protection Agency at this time has no regulations specific to lithium
batteries, the material contained may be considered toxic, reactive, or corrosive. The person
disposing of the material is responsible for any hazard created in doing so. State and local
regulations may exist regarding the disposal of these materials.

For a lithium battery product safety data sheet, contact the manufacturer:

Sanyo Energy Corporation Tadarand U.S. Battery Division
2001 Sanyo Avenue 2 Seaview Blvd.

San Diego, CA 92173 Port Washington, NY 11050
(619) 661-4801 (516) 621-4980
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Appendix C

Understand the Controller
Status Indicators

Troubleshoot Your System

The MicroLogix 1400 controller provides three groups of status indicators:
- the LED status indicators on the top of the controller,
« the status indicators on the LCD
« the /0 status indicators on the LCD.

Together they provide a mechanism to determine the current status of the controller if a
programming device is not present or available.

Controller Status Indicators

Figure 70 - Controller Status Indicator Location

Allen-Bradley

POWER
RUN
FAULT
FORCE
1400
Controller Status Indicators
Status Indicator Color Indicates
POWER Off No input power, or power error condition
Green Power on
Off Not executing the user program
RUN Green Executing the user program in run mode
Green flashing Memory module transfer occurring
off No fault detected
FAULT Red flashing Application fault detected
Red Controller hardware faulted
Off No forces installed
FORCE Amber Forces installed
Amber flashing Forces installed in force files but forcing is disabled.
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Troubleshoot Your System

Status Indicators on the LCD

Figure 71 - Status Indicators on the LCD

S
ST EF P

Q00000 RU

I-ER00000000000
Oooood
123456789012
456789

O0—0O00000000000 M

Status Indicators on the LCD

S 8

Indicator Color Indicates
2ﬂ;ptyrectangle) Not transmitting via RS-232/RS-485 port (Channel 0)
COMM 0
?Sr;” d rectangle) Transmitting via RS-232/RS-485 port (Channel 0)
?ef:npty rectangle) Not transmitting via Ethernet port (Channel 1)
COMM 1
(Osgﬁd rectangle) Transmitting via Ethernet port (Channel 1)
off e
Not transmitting via RS-232 port (Channel 2)
(empty rectangle)
COMM 2
On TR
(solid rectangle) Transmitting via RS-232 port (Channel 2)
(Defrfnpty rectangle) Configured communications (Channel 0)
(1
DCOMM o —
(solid rectangle) Default communications (Channel 0)
off .
Battery level is acceptable
(empty rectangle)
BAT. LO
On Battery low
(solid rectangle) y
off .
L (empty rectangle) Default display mode
On -
(solid rectangle) Customized display mode

(1) When using a MicroLogix 1400 controller, the DCOMM LED applies only to Channel 0.

1/0 Status Indicators on the LCD

Figure 72 - 1/0 Status Indicators on the LCD

/0 LED screen on the LCD
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I-ER00000000000
QOcioaog
B123456789012

455755 Output status indicators (12)

O—-000000000C] M

Input status indicators (20)
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Table 19 - Status Indicator Error Conditions

1/0 Status Indicators on the LCD

Indicator Color Indicates
off . .
- (empty rectangle) Input is not energized
On Input is energized (terminal status)
(solid rectangle)
off . .
UTPUTS (empty rectangle) Output is not energized
?s?)li d rectangle) Output is energized (logic status)

(1) Toview the status of inputs and outputs on the LCD, you need to enter the 1/0 LED mode screen using the LCD menu. See 1/0 Status
for more information.

Normal Operation

The POWER and RUN status indicators are On. If forcing is enabled and forces are installed in I/0
force files, the FORCE status indicator turns on and remains on until all forces are removed. And if
forcing is disabled and forces are installed in 1/0 force files, the FORCE status indicator flashes and
remains flashing until forces are removed from I/0 force files.

Error Conditions

If an error exists within the controller, the controller status indicators operate as described in
Table 19.

If the LEDS indicate: |The Following Error Exists | Probable Cause Recommended Action
. No line Power Verify proper line voltage and connections to the controller.
All LEDs off No mFUt power or power This problem can occur intermittently if power supply is overloaded when output loading
supply error

pply Power Supply Overloaded and temperature varies.
Power and FAULT LEDs | Hardware faulted Processor Hardware Error | Cycle power. Contact your local Allen-Bradley representative if the error persists.
on solid Loose Wiring Verify connections to the controller.
Power LED on and Application fault Hardware/Software Major For error codes and Status File information, see MicroLogix 1400 Programmable Controllers
FAULT LED flashing pp Fault Detected Reference Manual, publication 1766-RM001.
RUN - .
FORCE Operating system fault Missing or Corrupt Operating See Recover from Missing or Corrupt 0S State.

FAULT LEDs all flashing

System

Controller Error Recovery
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Figure 73 helps you diagnose software and hardware problems in the micro controller. The module
provides common questions you might ask to help troubleshoot your system. See the
recommended pages within the module for further help.
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Identify the error code and
description.

<
Refer to page 206 for
probable cause and

recommended action.

Clear Fault.

v

Correct the condition
causing the fault.

Return controller to RUN or
any of the REM test modes.

Test and verify system

Figure 73 - Error Recovery Model

Is the error
hardware related?

Are the wire
connections tight?

Tighten wire connections.

Is the Power
LED on?

controller have
power supplied?

Does the No

Check power.

Is the RUN
LED on?

Refer to page 206 for
probable cause and
recommended action.

Is the Fault
LED on?

Is an input LED
accurately showing

operation.

End

Analog Expansion 1/0
Diagnostics and
Troubleshooting
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status?
Yes i
Refer to page 206 for Refer to page 206 for
probable cause and probably cause and
recommended action. recommended action.
h 4 A

From firmware revision 21.007 or later, you can enable an automatic fault
recovery mechanism to recover the controller from 2H, 4H, 8H and 9H error
codes. For more information see Auto Reset Functionality.

IMPORTANT

Module Operation and Channel Operation

The module performs operations at two levels:
« module level
« channel level

Module-level operations include functions such as power-up, configuration, and communication
with the controller.

Internal diagnostics are performed at both levels of operation. Both module hardware and channel
configuration error conditions are reported to the controller. Channel over-range or under-range
conditions are reported in the module's input data table. Module hardware errors are reported in
the controller's 1/0 status file. See MicroLogix 1400 Programmable Controllers Reference Manual,
publication 1766-RMO0T for more information.

When a fault condition is detected, the analog outputs are reset to zero.
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Power-up Diagnostics

At module power-up, a series of internal diagnostic tests are performed.
Module Status LED State Table

If module status LED is Indicated condition Corrective action
On Proper Operation No action required

Cycle power. If condition persists, replace the module. Call
it Module Fault your local distributor or Allen-Bradley for assistance.

Critical and Non-Critical Errors

Non-critical module errors are recoverable. Channel errors (over-range or under-range errors) are
non-critical. Non-critical error conditions are indicated in the module input data table. Non-critical
configuration errors are indicated by the extended error code. See Table 20.

Critical module errors are conditions that prevent normal or recoverable operation of the system.
When these types of errars occur, the system leaves the run mode of operation. Critical module
errors are indicated in Table 20.

Module Error Definition Table

Analog module errors are expressed in two fields as four-digit Hex format with the most significant
digit as “don’t care” and irrelevant. The two fields are “Module Error” and “Extended Error
Information”. The structure of the module error data is shown below.

Module Error Table
“Don’t Care” Bits Module Error Extended Error Information
15 14 13 12 mn 10 9 8 7 6 5 3 2 1 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Hex Digit & Hex Digit 3 Hex Digit 2 Hex Digit 1
Module Error Field
The purpose of the module error field is to classify module errors into three distinct groups, as
described in the table below. The type of error determines what kind of information exists in the
extended error information field. These types of module errors are typically reported in the
controller's I/0 status file. See MicroLogix 1400 Programmable Controllers Reference Manual,
publication 1766-RM001 for more information.
Module Error Types
Module Error Field Value -
Error Type Bits 11 through 09 (Binary) Description
No Errors 000 No error is present. The extended error field holds no additional information.
Hardware Errors 001 General and specific hardware error codes are specified in the extended error information field.
S Module-specific error codes are indicated in the extended error field. These error codes correspond to
Configuration Errors 010 options that you can change directly. For example, the input range or input filter selection.

Extended Error Information Field

Check the extended error information field when a non-zero value is present in the module error
field. See Table 20.

O

If no errors are present in the module error field, the extended error information field
is set to zero.
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Hardware Errors

General or module-specific hardware errors are indicated by module error code 2.

Configuration Errors

If you set the fields in the configuration file to invalid or unsupported values, the module ignores
the invalid configuration, generates a non-critical error, and keeps operating with the previous
configuration.

Table 20 lists the configuration error codes defined for the module.

Error Codes
Table 20 - Extended Error Codes for 1762-1F20F2
Module Error  |Extended Error
Error Type Hex Equivalent Code Information Code Error Description
Binary Binary
No Error X000 000 00000 0000 No error
General Common X200 001 00000 0000 General hardware error; no additional information
Hardware Error X201 001 00000 0001 Power-up reset state
Hardware-Specific Error | X210 001 000010000 Reserved
X400 010 00000 0000 General configuration error; no additional information
X401 010 00000 0001 Invalid input data format selected (channel 0)
Configuration Error X402 010 00000 0010 Invalid input data format selected (channel 1)
X403 010 00000 00M Invalid output data format selected (channel 0)
X404 010 00000 0100 Invalid output data format selected (channel 1)

(1) Xrepresents “Don't Care".

Table 21 - Extended Error Codes for 1762-IF4 and 1762-0F4

Module Error  |Extended Error
Error Type Hex Equivalent” Code Information Code Error Description
Binary Binary
No Error X000 000 0 0000 0000 No error
General Common X200 001 0 0000 0000 General hardware error; no additional information
Hardware Error X201 001 00000 0001 Power-up reset state
ggg‘éﬁggm X300 001 10000 0000 Reserved
X400 010 0 0000 0000 General configuration error; no additional information
X401 010 00000 0001 Invalid range select (Channel 0)
X402 010 000000010 Invalid range select (Channel 1)
X403 010 00000 001 Invalid range select (Channel 2)
X404 010 00000 0100 Invalid range select (Channel 3)
X405 010 00000 0101 Invalid filter select (Channel 0) — 1762-1F4 only
Configuration Error X406 010 00000 0110 Invalid filter select (Channel 1) — 1762-1F4 only
X407 010 0 0000 O Invalid filter select (Channel 2) — 1762-1F4 only
X408 010 000001000 Invalid filter select (Channel 3) — 1762-1F4 only
X409 010 00000 1001 Invalid format select (Channel 0)
X40A 010 000001010 Invalid format select (Channel 1)
X408 010 00000 10M Invalid format select (Channel 2)
X40C 010 00000 1400 Invalid format select (Channel 3)

(1) Xrepresents “Don't Care".
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Contact Rockwell If you need to contact Rockwell Automation or local distributor for assistance, it is helpful to obtain

Automation for Assistance the following (prior to calling):
«  Controller type, series letter, revision letter, and firmware (FRN) number of the controller

«  Controller indicator status

«  Controller error codes. See MicroLogix 1400 Programmable Controllers Reference Manual,
publication 1766-RM001 for error code information.
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Notes:
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Prepare for Firmware
Update

Use ControlFLASH to Upgrade Your Operating
System

The operating system (0S) firmware can be upgraded through the Ethernet port of the controller.
To download a new operating system, you must have the ControlFLASH™ Upgrade Kit referred to in
ControlFLASH User Manual, publication 1756-UM105, as newer controller's operating system (0S)
firmware is prepared in DMK format and requires ControlFLASH version 13.00 or higher.

Before upgrading the controller operating system, you must:
« Install ControlFLASH software on your personal computer.

« Extract the DMK kit that contains the latest Firmware - for ControlFLASH version 13.00 or
higher only.

«  Prepare the controller for updating.

Install ControlFLASH Software

To install ControlFLASH properly, see the Install ControlFLASH section in ControlFLASH User Manual,
publication 1756-UM105.

If a ControlFLASH directory does not exist, one is created in your Program Files directory.

Use DMK Extraction Tool for Firmware Update

This section applies only to newer 0S firmware prepared in DMK format, which requires
ControlFLASH version 13.00 or higher.

1. Launch the DMK Extraction Tool application under Programs > Flash Programming Tools.
DMK Extraction Tool El@@

Browse to a folder to find DMK files to extract:

[ File Name | Browse...

Help

Found 0 of 0 DMK files in 'C:\My Data'.
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2. Select Browse and choose the location of DMK file in the system.

| DMK Extraction Progress

Select the folder where DMK files to extract will

be found:

4 | My Data
| pvK|
I | Docs

. Downloads

I | General

Folder: DMK

o) o
3. Select OK.
ﬂ DMK Extraction Tool .
Browse ko a Folder to find DMK files ko extract:
¥ _File Mame | Browse. .. I

1766LEC_B21.dmk
1766LEC_C21.dmk

Found 2 of 2 DMK files in 'C:ADME'

Extract i

Help |

P

4, Select one or more DMK files that you want extract and select Extract.

DK Extraction Progress

2 of 2 DMK kits have completed: 2 - succeeded, 0 - Failed.

Ok |

—Details
File Mame | Status | Result |
" 1766LEC_EZ1.drk Completed  Success
" 1TEELEC_C21.dmk Completed  Success

b. Select OK. Select Cancel to close the DMK Extraction Tool.
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6. Once you have extracted the DMK files, they no longer appear in the Extraction Tool folder.

DMK Extraction Tool ==
Browse to a folder to find DMK files to extract:
[T File Name ] Browse. ..
Help
Found 0 of 0 DMK files in 'C:\My Data'.

Prepare the Controller for Firmware Update

1.

It is important that the SNMP server is enabled before the firmware update begins. You can
check if the SNMP server is enabled by looking at the Channel Configuration page for
Channel 1in RSLogix 500/RSLogix Micro. If the SNMP server is not enabled, you can still
enable it in the channel configuration page.

Channel Configuration m
General | Channel 0 Channel 1 | Channa 2
Diiver
Harcware Address: [TTTIIRRERINAE o

IPAddiese:| 10 - 116 . 38 202
Subnet Mask | 295 . 255 . 295 0
GalewayAddess:[ 0 0 . 0 0
Defouk Domein Meme:|
Primay Name Serven [i} 0 0
Seconday Name Server | 0 fl [i} 1]
Pratscsl Contral

User Provided Web Pages
Starng Data Fie Number |E-)- )
Number of Pages [1

[~ BOOIF Enable [~ DHCF Enable Mg Corwection Timeout [x TmS | {3000
¥ SNMP Seiver Enable [~ SMTP Chent Enable MspRepl Timenut (x 1mS) [250
P HTTP Server Enable Inactiviy Tinvoout  Min} [30
I~ Auto Negotiate

Port Setting |10 Mbps Half Duplex Foiced ~|

Corzact

Location:

oK | Cancel | | Help |

Alternatively, you can enable SNMP with the LCD display. For more information, see
Configure Ethernet Protocol Setup on page 103

IMPORTANT  The user program is cleared as part of the operating system
upgrade process. You must restore your program after successfully
loading the operating system upgrade. The Ethernet communication
configuration parameters are retained after a successful firmware
update.

IMPORTANT A power cycle is needed in order for the changes in the Channel
Configuration page to be applied.

2. Ensure that you complete the IP configuration for the 0S firmware update. Note the

assigned IP address of the controller.

If the IP address is not configured, you can still perform the IP configuration with Static,
BOOTP or DHCP settings. Once the IP configuration is done, it is used throughout the
firmware update process.
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I the IP configuration has been done, the IP address may be read from the processor when
online with RSLogix 500/RSLogix Micro. In the Channel Configuration dialog box, select the
Chan. 1- System tab or use the LCD.

3. Set the controller to Program mode before you start the firmware update (access the Mode
Switch from the LCD).

See Mode Switch for information about controller modes and how to use the Mode Switch.

See View Ethernet Status to find how to browse for the controller’s IP address.

Use ControlFLASH for

Firmware Update ATTENTION: Do not interrupt the update procedure once you have begun to
download the firmware. If the update procedure is interrupted, the controller is in
a Missing or Corrupt 0S state on the next power-up.

To recover the controller from a missing/corrupt 0S state, see Missing or Corrupt
0S state.

1. Launch the ControlFLASH application under Programs > Flash Programming Tools.
If the Ethernet connection (IP configuration) has not been established, attach an Ethernet
cable to the controller from your computer (or a hub), and ensure that the Ethernet
connection is intact throughout the upgrade process.

IMPORTANT  If you are connecting to the controller through a hub, you can use a
standard Ethernet patch cable.

If you are connecting to the controller directly from your computer, you
must use an Ethernet crossover cable.

The Welcome to ControlFLASH dialog box displays.

Welcome to Control

Welcome to ControlFLASH, the fimware
update tool. CortrolFLASH needs the
following information from you before it can
1 begin updating a device.
Lﬂntrﬂl 1.The Catalog Number of the target device.
2.The Network Configuration parameters
(optional).
3.The Network Path to the target device.
4 The Firmware Revision for this update

2. Select Next.
3. Select the appropriate catalog number from the Catalog Number dialog box and select Next.

1756-M02AS =
1756-MD3SE

1756-MDBSE

1756-MOBSEG

1756-M16SE

1763-L30ER

1763-L30ER-NSE

1763-L30ERM

1763L33ER

1763-L33ERM

1763-L36ERM T

| Browse...

Control
FLASH

[

[ <Back |[ Net> | [ Coneel | [ hHep |
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The AB_SNMP.DLL - Enter IP Address dialog box displays.

y; |
AB_SNMP.DLL - Enter IP Address : [

Enter the |P address of the target module (hame or dot notation]:
192.168.1.75

Device |dentification

Get Info

4, Type in the IP address for the processor.

IMPORTANT  Use the IP address that was configured earlier, or use an available IP
address that is assigned to by your network administrator.

5. Select Get Info. If the IP address was previously configured and the necessary information
about the controller is obtained, go to step 9.

6. The AB_SNMP - BOOTP Server dialog box displays, indicating that this IP address has not
been configured into the processor.

"AB_SNMP - BOOTP Server? ]

Could not find the host on the netwark. This machine

will nows atternpt to act as a BOOTP server for this [P

1 addrezz. Enter the hardware address of the module
below, or cancel to re-enter the [P address.

[ Qg ] I Cancel | | Help |

7. Enter the hardware address of the controller that is being upgraded (as noted in step 2 of
Prepare the Controller for Firmware Update) and select OK.

For the IP address to be configured using the ControlFLASH BOOTP server, enable the BOOTP
settings in the controller, see step 2 of Prepare the Controller for Firmware Update.
JAB_SEMP - BOOTP Server? i ﬁ

Could not find the host on the netwark. This machine

wall nowe attempt to act as a BOOTP server for this P

I address. Enter the hardware address of the module
below, or cancel to re-enter the [P address.

001 DACATFACE

[ 0k J l Cancel | | Help
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8. The AB_SNMP - BOOTP Server Running dialog box may take several seconds or minutes to
appear.

| AB_SNMP - BOOTP Server Running [

I

Wwaiting for BOOTP request from hardware address:
[ O01DICATFACE
Praviding IP address:

[ 182188178

Cancel

You may need to wait several seconds before you are returned to the AB_SNMP.DLL - Enter
IP Address dialog box. Within several seconds, the Device Identification box displays the
processor's current revision information.

9. Select OK.
AB_SNMP.DLL - Enter IP MTB:r [

Enter the IP address of the target module [name or dat natation]:

192.168.1.75

-

Device |dentification

Yendor: Aller-Bradley
Product Mame: 1766-L32B<E
Seniex: B

Revision: 21.0
System Mame: MicroLogix 1400 Get Info
Location:

Contact:

[ aK ] [ Cancel ] [ Help I

10. Select the appropriate firmware revision according to the controller series that is to be
upgraded from the dialog box and select Next.

Catalog Mumber: 1766LEC

Serial Number:

Curment Revision: B/21.0
Cﬂﬂtrﬂl Select the new revision for this update:

FLASH

Revision
B/16.1
B/21.0
C/21.0
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1.

12.

13.

14.

The Summary dialog box displays.

DANGER: The tanget module is about to be
updated with new firmware. During the update
the module will be unable to perform its nomal
1 control function. Please make sure that all
(.ﬂﬂﬂ"ﬂf processes affected by this equipment have been
| suspended and that all safety critical functions
affected. To abort this firmware update, press
Cancel now. To begin the update now, press
Finish

Catalog Mumber: 1766LEC
Serial Number:

Cument Revision: B/21.0
New Revision:  B/21.0

Morelnfo

[ <Back || Fsh | [ Cancdl | [ Heb |

Select Finish.
The ControlFLASH dialog box displays.

— - —y
ControlFLASH ‘ [
I

] [ Py 1 Are you sure you want to begin
&' updating the target device?

Select Yes if the firmware revision matches the controller series.
A ControlFLASH warning displays for MicroLogix 1400 Series B controllers only.

& WARNING!! This firmware is for MicroLogix 1400 Series B controllers
:Ié only. Choose OK to continue with this update or CANCEL to abort.

[ oc | [ conce |

o WARNING!! This firmware der is for MicroLogix 1400 Series C controllers
=I__"-. only. Choose OK to continue with this update or CANCEL to abort,

If your computer has multiple Ethernet interface installed, the following dialog box displays
the assigned IP addresses of each of the listed Ethernet interfaces. Otherwise, go to step 16.

- —
Select IP address of Ethernet inbEr._I'aoe to use for update M

102244677
19216813

Highlight the IP address of the PC Ethernet interface that connects to the Ethernet network
hosting the target processor. and select OK.

You may need to wait several seconds before the Progress dialog box displays (a typical
sequence is shown below). While the download is in progress, the RUN status indicator,
FAULT status indicator and FORCE status indicator display a Walking Pattern (First RUN
status indicator ON, then FAULT status indicator ON and then FORCE status indicator ON in
sequence). When the updating starts, the POWER status indicator and the FORCE status
indicator stay solid ON.
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The concurrent ControlFLASH and LCD displays during the Firmware download are shown

here.

Stage 1

Catalog Mumber:  17EELEC
Serial Murnber:

Current Revigion:  B/21.0
Mew Revision:  B/21.0

Starting update, Please ‘Wait..,

BOOT screen displays:

1766-LEC
BOOT

FEN:21. B0

ready. . .

Stage 3
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Catalog Mumber:  17EELEC
Serial Mumber:

Current Revizgion:  B/21.0
Mew Revision: B/21.0

Tranzmitting Chunk 970 of 3072

he BOOT screen displays:

1766-LEC
BOOT
FRN:Z21. 88

ready. . .

The Run, Fault, and Force status indicators display a walking Pattern.

Catalog Mumber:  17EELEC
Serial Murnber:

Current Rewvision:  B/21.0
Mew Revision: B/21.0

Waiting while module burns flazh...
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The BOOT screen displays:

1766-LEC
BOOT
FRN:Z1. B8
flashing. ..

At this stage, the Power and Force status indicators are solid ON.
After updating the controller, the BOOT screen displays:

1766-LEC
BOOT
FRN:Z21. B8

reset. ..

15. After the controller update is complete, a dialog box prompts you to wait for the controller to
reset, verify that the POWER status indicator is steady green, and verify the FAULT status
indicator is turned OFF.

o
e W]

(1) Wait until the controller reset, (2) Verify the POWER LED is solid
:!; GREEN, (3) Verify the FAULT LED is turned OFF,

[ o ][ conee |

16. Select OK.

17.  Enter the hardware address if prompted. Otherwise, the AB_SNMP - BOOTP Server Running
dialog box may appear.

[ AB_SNMP - BOOTP Server? |

e

Could not find the host on the network. This machine
will nowe atternpt to act ag a BOOTP server for thiz |P

i address. Enter the hardware address of the module
belove, or cancel to re-enter the |P address.

001D3CATFACH

[ Ok J l Cancel | l Help

' AB_SNMP - BOOTP Server Running

‘whaiting for BOOTP request from hardware address:

I OOTDACATFACE B
Providing IP address:
[ 1321B81.75

Cancel

If the AB_SNMP - BOOTP Server Running dialog box appears and if there is no response from
the controller for more than 30 seconds, select Cancel.

The Update Status dialog box displays. If the update was successful, the status text box is
green and has an appropriate message.

Catalog Number: 176ELEC oK.
Serial Mumber: “
Current Revision: B/21.0

Mew Revision:  B/21.0

Status:

Wiew Log
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If the update was not successful, the status text box is red and has an appropriate

message.
Catalog Number: 176ELEC oK
Serial Mumber: WA “
Current Revision: Mg,

Mew Revision: kA

Status
_ Vet Lo

If the following dialog box appears, it indicates that the controller ended up in a Missing/
Corrupt OS state. The current revision number reflects the version of Boot Firmware.
To recover the controller from this state, see Recaver from Missing or Corrupt 0S State.

Catalog Mumber: 17EELEC nDK
Serial Number:
Curent Revison: 411

New Fevision:  A2.0

Status:
_ YiewLog

‘Welcome to ControlFLASH, the fimware

update toal. ControlFLASH needs the

following information from you before it can

begin updating a device

1.The Catalog Mumber of the tanget device

2.The Network Corfiguration parameters
{optional).

3.The Network Path to the target device.

4 The Firmware Revision for this update.

19. To continue to upgrade additional controllers, select Next or select Cancel to exit the
program.

If you select cancel, you are prompted to verify that you want to end the update session.

ControlFLASH Error The following are error messages that you can receive.

Messages «  Invalid Catalog Number
« Target Module Not in Proper State for Programming
« Failed to Receive Initial TFTP Request from Target
«  Communication error during TFTP transfer

Invalid Catalog Number

ﬂ Irvvalid Catalog Mumber: The catalog number of the solected dovice doos not match the catalag number selected in the Catalog Number dulog

Press F1 For more information,

166 Rockwell Automation Publication 1766-UMOQTP-EN-P - March 2024



Appendix D Use ControlFLASH to Upgrade Your Operating System

The error message displays if the ControlFLASH tool is unable to match the processor to the catalog
number that was selected in the Catalog Number dialog box.

To clear this error:
1. Select OK. The Catalog Number dialog box appears.
2. Select the correct catalog number in the dialog box, and proceed with the update.

3. Restart the firmware update procedure as described in the section Use ControlFLASH for
Firmware Update.

Target Module Not in Proper State for Programming

Q Target module not in proper state for programming

This error message displays when the target module is not in a proper state for programming.

To clear this error:
1. Put the controller in the PROGRAM mode.

2. Restart the firmware update procedure as described in the section Use ControlFLASH for
Firmware Update. If the error occurs again, cycle power and restart the firmware upgrade
process.

Failed to Receive Initial TFTP Request from Target

Falad to recorve ritial TFTP request From target, Madule vill reed to be reset. If this problam porsists, & may maan that o routerjgateray betvwoon
thes PC ancd Larged 14 ol Dessing e TETP reguest though

%

!E Update Faded, resat moduls

[l

This error message displays when the initial TFTP request is not received.

To clear this error:

1. Connect the controller Ethernet directly to the computer Ethernet port using a crossover
cable, or disable or uninstall any firewall VPN or virus protection software running on the
computer.

Cycle power to the processor.

Restart the firmware update procedure as described in the section Use ControlFLASH for
Firmware Update.

Communication error during TFTP transfer
AB_SNMP.DLL 3

Q Communications error during TETP kransfer.

This error message displays when there is a communication error during TFTP transfer.
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Missing or Corrupt 0S state

To clear this error:
1. Check that your Ethernet connections are intact.
Cycle power to the processor.

Restart the firmware update procedure as described in the section Use ControlFLASH for
Firmware Update

4. If the error still persists, connect the controller Ethernet directly to the computer Ethernet
port using a crossover cable, and then repeat from step 2.

The Boot Firmware runs the controller in this state.

download the firmware. If the update procedure is interrupted, the controller is in

ATTENTION: Do not interrupt the update procedure, once you have begun to
A a Missing or Corrupt 0S state on the next power-up.

When the controller is in this state, the controller shows either one of the following:

« The POWER status indicator is solid ON and the RUN, FAULT, and FORCE status indicators are
blinking simultaneously. The BOOT screen displays:

1/66-LEC
BOOT
FRN:Z21. 88

ready. . .

«  The POWER and FAULT status indicators are solid ON and the BOOT screen displays:

1766-LEC
BOOT
FEBN:21. BB
Fpga Corrupt

When the LCD displays the Fpga Corrupt information, the status indicators do not show the
Walking pattern during the firmware update process.

Recover from Missing or Corrupt 0S State

To recover from this controller state, you must restart the operating system firmware update as
follows:

1. Ensure that the Ethernet connections are intact.
SNMP is enabled by default in the controller.

2. Ifthe IP address was configured during the Preparing for firmware update stage, the same
IP configuration is retained in the controller.

3. Start the firmware update as explained in Use ControlFLASH for Firmware Update.
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RS-232 Communication
Interface

RS-485 Communication
Interface

DF1 Full-duplex Protocol

Connect to Networks Via RS-232/RS-485
Interface

The following protocols are supported from the RS-232/RS-485 combination communication
channel (Channel 0) and the RS-232 communication channel (Channel 2):

«  DF1full-duplex
«  DF1Half-duplex master/slave
«  DF1Radio Modem

o DH-485

«  Modbus RTU master/slave
o ASCII

« DNP3 slave

The communications port on Channel 0 of the MicroLogix 1400 controller uses a combined, isolated
RS-232/RS-485 interface. RS-232 and RS-485 are Electronics Industries Association (EIA) standards
that specify the electrical and mechanical characteristics for serial binary communication. They
provide various system configuration possibilities (RS-232 and RS-485 define electrical connection
characteristics, not protocols).

The MicroLogix 1400 controller supports an additional, non-isolated RS-232 interface on Channel 2.
One of the biggest benefits of an RS-232 interface is that it lets you integrate telephone and radio
modems into your control system (using the appropriate DF1 protocol only, not the DH-485
protocol), but it is for point-to-point connections only between two devices.

The RS-485 interface supports connection of devices in a multi-drop hard-wired configuration
using DH-485, DF1-Half Duplex, Modbus, or DNP3 protocols. Also, the RS-485 interface supports
connection in a multi-drop hard-wired configuration using ASCII protocals.

The DF1 full-duplex protocol provides a point-to-point connection between two devices. DF1 full-
duplex protocol combines data transparency (American National Standards Institute ANSI - X3.28-
1976 specification subcategory D1) and 2-way simultaneous transmission with embedded
responses (subcategory F1).

The MicroLogix controller supports the DF1 full-duplex protocol via RS-232 connection to external
devices, such as computers, or other controllers that support DF1 full-duplex.

DF1is an open protocal. See DF1 Protocol and Command Set Reference Manual,
publication 1770-RM516, for more information.

DF1 full-duplex protocol (also referred to as DF1 point-to-point protocol) is useful where RS-232
point-to-point communication is required. The DF1 protocol controls message flow, detects and
signals errors, and retries if errors are detected.

Example DF1 Full-duplex Connections

For information on equipment required for network connection, see Communication Connections.
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DF1 Half-duplex Protocol

170

MicroLogix 1400 controller
Persanal Computer

Persanal Computer

D Modem cable

W) 1761-CBL-PM02
MicroLogix 1400 controller
© R, ©

Modem \ .

Null modem
adapter

Modem 1761-CBL-PM02

DF1 Half-duplex protocol is a multi-drop single master/multiple slave network. DF1 half-duplex
protocol supports data transparency (American National Standards Institute ANSI - X3.28-1976
specification subcategory D1). In contrast to DF1 full-duplex, communication takes place in one
direction at a time. You can use the RS-232/RS-485 port on the MicroLogix as both a half-duplex
programming port and a Half-duplex peer-to-peer messaging port.

DF1 Half-duplex Operation

A DF1 half-duplex master device initiates all communication by polling each slave device. The slave
device can only transmit when it is polled by the master. It is the master's responsibility to poll each
slave on a regular and sequential basis to allow slave devices an opportunity to communicate.

An additional feature of the DF1 Half-duplex protocol is that it is possible for a slave device to
enable an MSG write or read to/from another slave. When the initiating slave is polled, the MSG is
sent to the master. The master recognizes that the message is not intended for it, but for another
slave, so the master immediately forwards the message to the intended slave. The master
forwards the message automatically; you do not need to program the master to move data
between slave nodes. The slave-to-slave transfer can also be used by programming software to
allow slave-to-slave upload and download of programs to processors (including the master) on the
DF1 half-duplex link.

A MicroLogix 1400 controller can act as the master or as a slave on a Half-duplex network. When
the MicroLogix 1400 controller is a slave device, a master device is required to run the network.

Several other Allen-Bradley products support the DF1 Half-duplex master protocal. They include

the SLC 5/03 and higher pracessors, enhanced PLC-5 processors, MicroLogix 1200 or MicroLogix
1500 controller, and RSLinx software (version 2.x and higher).

DF1 half-duplex supports up to 255 devices (address 0...254) with address 255 reserved for master
broadcasts. As a DF1 half-duplex slave device, the MicroLogix supports broadcast reception. As a
DF1 half-duplex master, the MicroLogix 1400 controller supports both the reception and initiation of
broadcast write commands (via the MSG instruction). The MicroLogix also supports Half-duplex
modems using RTS/CTS hardware handshaking.
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RSLinx software 2.0 (or later), SLC 5/03,
SLC 5/04, and SLC 5/05, PLC-5, MicroLogix 1400,
or MicroLogix 1200 controllers configured for

DF1 Half-duplex master.

Figure 74 - Example DF1 Half-duplex Connections

RS-232
(DFT Half-duplex protocol)

T

MicroLogix 1000
controller (slave)

MicroLogix 1400
controller (slave)

[Ty [Tooeew [Toreery

= EE IR
D
MicroLogix 1200 MicroLogix 1500 SLC 5/04 SLC 5/03 with 1747-KE
controller (slave) controller (slave) (slave) Interface module (slave)

Considerations When Communicating as a DF1 Slave on a Multi-drop Link

When communication is between either your programming software and a MicroLogix controller or
between two MicroLogix 1400 controllers via slave-to-slave communication on a larger multi-drop
link, the devices depend on a DF1 half-duplex master to give each of them access in a timely
manner. As the number of slave devices increases, the time between when slave devices are polled
also increases. The increase in time could also be large if you are using low communication rate. As
these time periods grow, consider increasing the poll timeout and reply timeout values for slave
devices.

IMPORTANT  If a program download is started when using DF1 half-duplex, but then is

interrupted due to electromagnetic interference or other events,
discontinue communications to the controller for the ownership timeout
period and then restart the program download. The ownership timeout
period is 60 s. After the timeout, you can re-establish communications with
the processor and try the program download again. The only other way to
remove program ownership is to cycle power on the processor.

Using Modems with MicroLogix Programmable Controllers

The types of modems you can use with MicroLogix controllers include the following:

Dial-up phone modems.

A MicroLogix controller, on the receiving end of the dial-up connection, can be configured
for the DF1 full-duplex protocol with or without handshaking. The modem connected to the
MicroLogix controller must support auto-answer. The MicroLogix 1400 controller supports
ASCII out communications. Therefore, it can cause a modem to initiate or disconnect a
phone call.

Leased-line modems.

Leased-line modems are used with dedicated phone lines that are typically leased from the
local phone company. The dedicated lines can be in a point-to-point topology to support
full-duplex communications between two modems or in a multi-drop topology to support
half-duplex communications between three or more modems.

Radio modems.

Radio modems can be implemented in a point-to-point topology to support either half-
duplex or full-duplex communications, or in a multi-drop topology to support half-duplex
communications between three or more modems. The MicroLogix 1400 controller also
supports the DF1 Radio Modem protocol.
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DH-485 Communication
Protocol

172

«  Line drivers.
Line drivers, also called short-haul modems, do not actually modulate the serial data, but
rather condition the electrical signals to operate reliably over long transmission distances
(up to several miles). Line drivers are available in full-duplex and half-duplex models. Allen-
Bradley's AIC+ Advanced Interface Converter is a half-duplex line driver that converts an
RS-232 electrical signal into an RS-485 electrical signal, increasing the signal transmission
distance from 50...4000 ft (8000 ft when bridged).

For point-to-point full-duplex modem connections that do not require any modem handshaking
signals to operate, use the DF1 full-duplex protocol with no handshaking. For point-to-paint full-
duplex protocol with handshaking.

For radio modem connections, use the DF1 Radio Modem protocol, especially if store and forward
capability is required.

For general multi-drop modem connections, or for point-to-point modem connections that require
RTS/CTS handshaking, use the DF1 half-duplex master protocaol.

IMPORTANT  Never attempt to use the DH-485 protocol through modems under any
circumstance.

All MicroLogix controllers support RTS/CTS modem handshaking when configured for

Q DF1 full-duplex protacol with the control line parameter set to full-duplex Modem
Handshaking or DF1 half-duplex slave protocol with the control line parameter set to
half-duplex Modem.

MicroLogix 1400 controllers also support Data Carrier Detect (DCD) line for the DF1
Radio Modem protocol. For other protocols, you can only access the DCD signal from
your ladder logic. MicroLogix 1400 controllers do not support any other modem
handshaking lines (such as Data-Set™ Ready and Data Terminal Ready).

The DH-485 protocol defines the communication between multiple devices that coexist on a single
pair of wires. DH-485 protocol uses RS-485 half-duplex as its physical interface - RS-485 is a
definition of electrical characteristics; it is not a protocol. RS-485 uses devices that can co-
existing on a common data circuit, thus allowing data to be easily shared between devices.

The DH-485 network offers:
« Interconnection of 32 devices
«  Multi-master (peer-to-peer) capability
«  Token-passing access control
« The ability to add or remove nodes without disrupting the network
«  Maximum network segment of 1219 m (4000 ft.)

The DH-485 protacol supports two classes of devices: initiators and responders. Al initiators on the
network get a chance to initiate message transfers. To determine which initiator has the right to
transmit, a token-passing algorithm is used.

Control of message transfers on the DH-485 network is performed by rotating the token along the

nodes on the network. A node holding the token can send a message onto the network. Each node
is allowed a fixed number of transmissions (based on the Token Hold Factor) each time it receives
the token. After a node sends a message, it passes the token to the next device.

The allowable range of node addresses is 1...31. There must be at least one initiator on the network,
such as a MicraLogix controller, or an SLC 5/02 or later processor.

DH-485 Configuration Parameters

When MicroLogix communications are configured for DH-485, the following parameters can be
changed:
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Table 22 - DF1 Full-duplex Configuration Parameters

Parameter Options
Communication rate 9600, 19.2K
Node Address 1...31 decimal
Token Hold Factor 1.4

See Software Considerations on page 174 for tips on setting the parameters listed in Table 22.

Devices that use the DH-485 Network

In addition to the MicroLogix controllers, the devices that are shown in Table 23 also support the

DH-485 network.

Table 23 - Devices that Support a DH-45 Network

Catalog Number Description Installation Function Publication
Bulletin 1762 MicroLogix 1200 Series A or later These controllers support DH-485 communications. 1762-UM001
Bulletin 1763 MicroLogix 1100 Series A or later These controllers support DH-485 communications. 1763-UMO001
Bulletin 1747 Processors | SLC 500 Processors |SLC™ Chassis These processors support various I/0 requirements and functionality. 1747-UMOTI
Provides an interface for SLC 500 devices to foreign devices. Program in BASIC to |1746-UM004
T746-BAS BASIC Module SLC Chassis interface the 3 channels (2 RS-232 and 1 DH-485) to printers, modems, or the 1746-PM001
DH-485 network for data collection. 1746-RM001
1784-PKTX, 1784-PKTXD  |PC DH-485 IM PCl Computer bus | Provides DH-485 using RSLinx. 1784-UM522
PCMCIA slat in . - .
1784-PCMK PCMCIA IM computer Provides DH-485 using RSLinx. 1784-UM519
27M-K5A2, 2711-B5A2,
%;H:ﬁgﬁ? 2277]1]]&%5 PanelView 550 and ) . .
2711-K9Ai 2711-T9A2' PanelView 300 Panel Mount Provides an electronic operator interface for SLC 500 processors. 271-UMO14
2711-Kans, 2771-Tos, | Operator Terminals
2711-K9A1, 2711-T9A1
Important DH-485 Network Planning Considerations

Carefully plan your network configuration before installing any hardware. Some of the factors that
can affect system performance are:

The major hardware and software issues you must resolve before installing a network are

amount of electrical noise, temperature, and humidity in the network environment.

number of devices on the network.

connection and grounding quality in installation.
amount of communication traffic on the network.
type of process being controlled.

network configuration.

discussed in the following sections.

Hardware Considerations

You must decide the length of the communication cable, where you route it, and how to protect it
from the environment where it is installed.

When the communication cable is installed, you must know how many devices are to be connected
during installation and how many devices can be added in the future. The following sections help
you understand and plan the network.

Number of Devices and Length of Communication Cable

The maximum length of the communication cable is 1219 m (4000 ft). This is the total cable distance
from the first node to the last node in a segment. However, two segments can be used to extend
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the DH-485 network to 2438 m (8000 ft.). For additional information on connections using the AIC+,
see Advanced Interface Converter DeviceNet Interface Installation Instructions, publication 1761-
INOO2.

Planning Cable Routes

Follow these guidelines to help protect the communication cable from electrical interference:

«  Keep the communication cable at least 1.52 m (5 ft.) from any electric motors, transformers,
rectifiers, generators, arc welders, induction furnaces, or sources of microwave radiation.

« If you must run the cable across power feed lines, run the cable at right angles to the lines.

« If you do not run the cable through a contiguous metallic wireway or conduit, keep the
communication cable at least 0.15 m (6 in.) from AC power lines of less than 20 A, 0.30 m (1
ft.) from lines greater than 20 A, but only up to 100K VA, and 0.60 m (2 ft.) from lines of 100K
VA or more.

« If you run the cable through a contiguous metallic wireway or conduit, keep the
communication cable at least 0.08 m (3 in.) from AC power lines of less than 20 A, 0.15 m (6
in.) from lines greater than 20 A, but only up to 100K VA, and 0.30 m (1 ft.) from lines of 100 K
VA or more.

Run the communication cable through a conduit to provide extra protection from physical
damage and electrical interference. If you route the cable through a conduit, follow these
additional recommendations:

«  Use ferromagnetic conduits near critical sources of electrical interference. You can use
aluminum conduit in non-critical areas.

»  Use plastic connectors to couple between aluminum and ferromagnetic conduit. Make an
electrical connection around the plastic connector (use pipe clamps and the heavy gauge
wire or wire braid) to hold both sections at the same potential.

«  Ground the entire length of conduit by attaching it to the building earth ground.
« Do not let the conduit touch the plug on the cable.

« Arrange the cables loosely within the conduit. The conduit should contain only serial
communication cables.

« Install the conduit so that it meets all applicable codes and environmental specifications.

For more information on planning cable routes, see Industrial Automation Wiring and Grounding
Guidelines, publication 1770-4.1.

Software Considerations

Software considerations include the configuration of the network and the parameters that can be
set to the specific requirements of the network. The following are major configuration factors that
have a significant effect on network performance:

« number of nodes on the network

« addresses of those nodes

«  Communication rate
The following sections explain network considerations and describe ways to select parameters for
optimum network performance (speed). See your programming software’s user manual for more
information.

Number of Nodes

The number of nodes on the network directly affects the data transfer time between nodes.
Unnecessary nodes (such as a second programming terminal that is not being used) slow the data
transfer rate. The maximum number of nodes on the network is 32.

Setting Node Addresses

The best network performance occurs when node addresses are assigned in sequential order.
Assign initiators, such as computers, the lowest numbered addresses to minimize the time time
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that is required to initialize the network. The valid range for the MicroLogix controllers is 1...31
(controllers cannot be node 0). The default setting is 1. The node address is stored in the controller
Communications Status file (CS0:5/0...CS0:5/7).

Setting Controller Communication Rate

The best network performance occurs at the highest communication rate, which is 19200. 19200 is
the default communication rate for a MicroLogix device on the DH-485 network. All devices must be
at the same communication rate. The rate is stored in the controller Communications Status file
(CS0:5/8...CS0:5/15).

Setting Maximum Node Address

Once you have an established a network set-up and are confident that you are not adding more
devices, you can enhance performance by adjusting the maximum node address of your
controllers. Set it to the highest node address being used.

IMPORTANT Set all devices to the same maximum node address.

MicroLogix Remote Packet Support

MicroLogix controllers can respond and initiate with communications (or commands) that do not
originate on the local DH-485 network. This is useful in installations where communication is
needed between DH-485 and Data Highway Plus™ (DH+™) networks.

The example below shows how to send messages from a device on the DH+ network to a
MicroLogix controller on the DH-485 network. This method uses an SLC 5/04 processor as the
bridge connection.

When using the method shown in Figure 75:
«  PLC-5 devices can send read and write commands to MicroLogix controllers.
« MicroLogix controllers can respond to MSG instructions received.
«  The MicroLogix controllers can initiate MSG instructions to devices on the DH+ network.
« The PC can send read and write commands to MicroLogix controllers.
+  The PC can do remote programming of MicroLogix controllers.

Use a 1763-NC01 Series A or later cable to connect a MicroLogix 1400 controller to a
Q DH-485 network.
You can connect a MicroLogix 1400 controller to your DH-485 network directly without
using an RS-232 to RS-485 converter and optical isolator, such as the AIC+, catalog
number 1761-NET-AIC, as shown in Figure 75, because Channel 0 has isolation and RS-
485 built-in.
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Figure 75 - MicroLogix 1400 Controller in a DH-485 Network

SLC 5/04 processor PanelView 550 terminal
DH-485 Network

MicroLogix 1000 MicroLogix 1400 MicroLogix 1200 MicroLogix To00 SLC 5/04 controller
controller controller controller controller

DH+ Network

Computer SLC 5/04 controller PLC-5 controller

Example DH-485 Connections

The following network diagrams provide examples of how to connect MicroLogix controllers to the
DH-485 network. You can connect a MicroLogix 1400 controller to your DH-485 network directly
without using an RS-232 to RS-485 converter and optical isolator, such as the Advanced Interface
Converter (AIC+), catalog number 1761-NET-AIC, as shown in Figure 76, because Channel 0 has
isolation and RS-485 built-in.

However, you can use an AIC+ to connect Channel 2 of the MicroLogix 1400 controller to a DH-485
network.
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Figure 76 - DH-485 Network with a MicroLogix Controller
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This 3-node network is not expandable.
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Modbus Communication
Protocol

ASCII

Distributed Network
Protocol (DNP3)

Modbus is a Half-duplex, master-slave communications protocol. The Modbus network master
reads and writes coils and registers. The Modbus protocol allows a single master to communicate
with a maximum of 247 slave devices. MicroLogix 1400 controllers support Modbus RTU master and
Modbus RTU slave protocol.

For more information on how to configure your MicroLogix 1400 controller for Modbus protocaol, see
MicroLogix 1400 Programmable Controllers Reference Manual, publication 1766-RM001. For more
information about the Modbus protocol, see the Modbus Protocol Specifications (available from
https://www.modbus.org).

ASCII provides connection to other ASCII devices, such as barcode readers, weigh scales, serial
printers, and other intelligent devices.

You can use ASCII by configuring the RS-232/RS-485 port, Channel 0 and the RS-232 port, Channel 2
for the ASCII driver. For detailed configuration information, see MicroLogix 1400 Programmable
Controllers Reference Manual, publication 1766-RMO01.

For more information on how to configure your MicroLogix 1400 controller for Distributed Network
Protacol, see Channel Configuration for DNP3 Slave. For more information about the Distributed
Network Protacol, see the Distributed Network Protocol Specifications, available from
https://www.dnp.org.

Disable Serial Channels 0 and2 1 RSLogix 500 software, you can disable Serial Channels 0 and/or 2 to enhance security.

178

1. Open the Channel Configuration in the MicroLogix 1400 project tree and select a channel.

Channel Configuration e

General | Channel 0| Charnel 1 Channel 2 |

Diver  [Shutdown ]

DHAB5

DF1 Full Duplex

DF1 Haff Duplex Slave

DF1 Half Duplex Master
dio Mod

lodem

[k | camcel \ Aoply | Help \
2. From the Driver dropdown list, select Shutdown.

3. Select Apply and O100K.
The selected serial channels are disabled.

IMPORTANT  Atleast 1of the 3 channels must be active to enable communication with
the RSLogix 500 software. You cannot disable the last serial channel if the
other 2 channels (Serial, Ethernet) are already configured as disabled.
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Channel Configuration for
DNP3 Slave

MicroLogix 1400 Distributed Network Protocol

The default communication protocol for the serial ports Channel 0 and Channel 2 in the MicroLogix
1400 controller is DF1 full-duplex. To communicate with Distributed Network Protocol (DNP3), the
channel must be configured for the DNP3 protocaol.

The default communication protocol for the Ethernet Channel 1in the controller is EtherNet/IP. To
communicate with DNP3 over IP protacol in the MicroLogix 1400 Series B and Series C controller,
the channel must be configured to use the DNP3 protocaol.

The MicroLogix 1400 Series A controller supports DNP3 protocol via Channel 0 and/or Channel 2
Serial ports.

The MicroLogix 1400 Series B and Series C controller also supports DNP3 over IP protocol via
Channel 1 Ethernet port.

To program the controller, use RSLogix 500/RSLogix Micro software, version 8.10.00 or later for
Series A controller and version 8.30.00 or later for Series B and Series C controllers, and version 11.

In RSLogix 500/RSLogix Micro, open Channel Configuration in the MicroLogix 1400 controller project
tree.
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There are four configurations that are related to the DNP3 protocol in RSLogix 500/RSLogix Micro
software:

«  Channel 0 configuration
«  Channel 2 configuration
«  Channel 1 configuration
«  DNP3 Slave Application Layer configuration.

Channel 0 and Channel 2 Link Layer Configuration

Link Layer related configuration can be done in the Channel 0 and/or Channel 2 tab.
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Channel 1Link Layer Configuration

In RSLogix 500/RSLogix Micro, open Channel Configuration in the MicroLogix 1400 Series B and
Series C controller project tree.

To enable DNP3 over IP protocol, check DNP3 over IP Enable in the Channel 1 configuration.

Unlike the serial port configuration, you must cycle power to the controller after you download the
Ethernet port configuration to enable the DNP3 over IP feature.
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Channel Configuration

General | Channel 0 Channel 1 | Channel 2| Chan. 1-DNP3 | DNP3 Slave

Driver m

Hardware Address: 'W
PAddess[ 0 0 0 0
SubnetMask:| 0 0 0 0

Gateway Address: #
Default Domain Name: [—
Primary Name Server: #
Secondary Name Server. ﬁ

User Provided Web Pages

Network Link ID |0

Starting Data File Number: |0

Number of Pages: |1

~ Protocol Control
¥ BOOTPEnable [~ DHCP Enable
[V SNMP ServerEnable [~ SMTP Client Enable
IV HTTP ServerEnable ¥ DNP3 over IP Enable
[~ Modbus TCP Enable
I~ Disable EtherNet/IP Incoming Connections

¥ Auto Negotiate I™ Disable Duplicate IP &ddress Detection

Msg Connection Timeout (x 1mS):| 15000
Msg Reply Timeout (x TmS): {3000
Inactivity Timeout (% Min): |30

Port Setting 10,100 Mbps Full Duplex/Half Duplex |
Contact: I
Location: |
1] I Cancel Apply Help

Link Layer related configuration can also be done in the Chan. 1- DNP3 tab.
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DNP3 Slave Application Layer Configuration

Application Layer related configuration can be done in the DNP3 Slave tab.

For MicroLogix 1400 Series A controllers, you can see the tabs shown in Figure 77.
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Figure 77 - MicroLogix 1400 Series A Controller Tabs
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If you want to communicate with the DNP3 protocol using Channel 0 port, set both Channel 0 and
DNP3 slave configurations. If you want to communicate with the DNP3 protocol using Channel 2
port, set Channel 2 and DNP3 slave configurations.

If you want to communicate with the DNP3 protocol using both Channel 0 port and Channel 2 port,
Channel 0, set Channel 2 and DNP3 slave configurations.

In this case, the channel that is directed in the DNP3 slave configuration supports full functionality.
But, the other port supports limited functionality and it does not support some features like
Unsolicited Response.

Channel 0 and Channel 2 ports share the DNP3 slave configuration if the channels are both are

configured to the DNP3 protocol. Any changes in the the DNP3 Slave configuration tab affects both
channels.
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For the MicroLogix 1400 Series B and Series C controllers, you can see the tabs shown in Figure 78.

Figure 78 - MicroLogix 1400 Series B and Series C Controller Tabs
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Channel 0, Channel 1, and Channel 2 ports share the DNP3 slave configuration if the three channels
are configured for the DNP3 protocol. Any changes in the DNP3 Slave configuration tab affects all
channels.

Channel 0 and Channel 2 Link Layer Configuration Parameters
Driver

Set his selection to DNP3 Slave to communicate with the DNP3 protocol.

Node Address

This value is a node address of this DNP3 Slave.
The valid range is 0...65519.
Default value is 1.

Baud

The selections can be 38.4K, 19200, 9600, 4800, 2400, 1200, 600, and 300.
Default selection is 19200.

Parity
The selections can be NONE, EVEN, and 0DD. Default selection is NONE.
Stop Bits

The selections can be 1,1.5, and 2.
Default selection is 1.

Enable Master Address Validation

Valid selections are Enabled (Checked) and Disabled (Unchecked). Default value is Disabled
(Unchecked).
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When the selection is Disabled (Unchecked), the controller accepts the requests from any DNP3
master.

When the selection is Enabled (Checked), the controller accepts the requests only from the DNP3
master that is configured in the Master Node0...Master Node4. The maximum number of master
node Addresses for the Master Address Validation is 5.

Enable Self-Address

Valid selections are Enabled (Checked) and Disabled (Unchecked). Default value is Disabled
(Unchecked).

When this bit is Disabled (Unchecked), any packets that contain the destination address
65532(FFFCh) are ignored.

When this bit is Enabled (Checked), any packets that contain the destination address 65532(FFFCh)
are accepted and processed.

Master Node0

This value is used to:

« Validate the Master node address when the Enable Master Address Validation is Enabled
(Checked)

«  Send Unsolicited Response when Unsolicited Response functionality is enabled. An
Unsolicited Response is sent out to the DNP3 Master having this address.

The valid range is 0...65519. Default value is 0.
Master Nodel, Master Node2, Master Noded, Master Node4

The valid range is 0...65519. Default value is 0.

This value is used to check validation for Master node address when Enable Master Address
Validation is Enabled (Checked).

Control

For Channel 0, the selections can be No Handshaking, half-duplex Modem (CTS/RTS handshaking)
and No Handshaking (DH-485 Network).
Default selection is No Handshaking.

For Channel 2, the selections can be No Handshaking, and half-duplex Modem (CTS/RTS
handshaking).
Default selection is No Handshaking.

When the controller is connected to DNP3 Master using the RS-232 line directly, you must select No
Handshaking. If you want to use the Modem line in a half-duplex network, you must select half-
duplex Modem (CTS/RTS handshaking). If the controller is connected to an RS-485 network and a
1763-NCO1 cable is used, you must select No Handshaking (DH-485 Network).

If you want to send an ASCII string via a serial channel that is configured to the DNPJ slave protacol,
use AWA and AWT instructions to control the Modem.

For Cabling and Connections, seeCommunication Connections.

For AWA and AWT instructions, see MicroLogix 1400 Programmable Controllers Reference Manual,
1766-RMOO1.

Request LL Confirmation

Valid selections are Enabled (Checked) and Disabled (Unchecked). Default value is Disabled
(Unchecked).
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When the selection is Disabled (Unchecked), Primary Frames from the controller are sent out with
the function code FC_UNCONFIRMED_USER_DATA (4).

When the selection is Enabled (Checked), Primary Frames from the controller are sent out with the
function code FC_CONFIRMED_USER_DATA (3). In this case, the controller waits for the confirmation
and retries the Frame if it did not receive the confirmation from DNP3 Master within the time
Confirmation Timeout (x1 ms).

Send LL Confirmation

Valid selections are Enabled (Checked) and Disabled (Unchecked). Default value is Disabled
(Unchecked).

When the selection is Disabled (Unchecked), the optional Secondary Frame is not sent out with the
function code FC_NACK (1) or FC_NOT_SUPPORTED (15).

When the selection is Enabled (Checked), the optional Secondary Frame is sent out with the
function code FC_NACK (1) or FC_NOT_SUPPORTED (15).

Confirmation Timeout (x20 ms)

When Request LL Confirmation is enabled, the controller waits to receive a confirmation frame until
this timeout has expired.

The valid range is 1...65535. Default value is 1.

Message Retries

When Confirmation Timeout (x1 ms) has expired and this parameter was nonzero value, the
controller tries to send retry packets.

The valid range is 0...255. Default value is 0.

Pre-transmit Delay (x1 ms)

The controller waits for the specified time before sending the packet.
The valid range is 0...65535. Default value is 0.
RTS Off Delay (x20 ms)

When the Control is set at half-duplex Modem (CTS/RTS handshaking), this feature is enabled. This
specifies a time delay between the end of a transmission and the RTS signal drop.

The valid range is 0...65535. Default value is 0.
RTS Send Delay (x20 ms)

When the Control is set at half-duplex Modem (CTS/RTS handshaking), this entry is enabled. This
specifies a time delay between the raising of the RTS and the initiation of a transmission.

The valid range is 0...65535. Default value is 0.

Max Random Delay (x1 ms)

This parameter is used with Pre-transmit Delay (x1 ms) for Collision Avoidance on the RS-485
network. For more details, see Callision Avaidance on page 241.

The valid range is 0...65535. Default value is 0.
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Table 24 - Endpoint Types

Channel 1 (Ethernet) Link Layer Configuration Parameters

This section is only applicable for MicroLogix 1400 Series B and Series C controllers.

The DNP3 over IP subsystem in the controller supports Listening endpoint, TCP dual endpoint, and
Datagram endpoint type.

Listening endpoint type supports a single TCP connection as a server and UDP datagram.

TCP dual endpoint type supports a single TCP connection as a server, a single TCP connection as a
Client and a UDP datagram.

Datagram endpoint type supports UDP datagram from DNP3 masters. The default TCP and UDP port
numbers are 20000 and the port numbers are configurable.

You can determine the endpoint type by the parameter endpoint type. According to the parameter,
the controller works as different endpoint types. See Table 24 for each configuration.

Endpoint Type

Description

Listening endpoint

Any of the requests are accepted and the responses are transmitted via this connection.

A single TCP server connection The unsolicited responses are transmitted via this connection when this connection is

available.

Accepts only broadcast packets when the DNP3 destination node is one of OXFFFD, OxFFFE,
and OXFFFF in the request.

Dual endpoint

A single TCP server connection

Any of the requests are accepted and the responses are transmitted via this connection.
The unsolicited responses are transmitted via this connection when this connection is
available.

This connection has a higher priority than the Client connection.

Any of the requests are accepted and the responses are transmitted via this connection.
The unsolicited responses are transmitted via this connection when this connection is

A single TCP client connection available.

The controller does not request a TCP client connection to DNP3 Master until an unsolicited
response is generated.

Accepts only broadcast packets when the DNP3 destination node is one of OxFFFD, OXFFFE,
and OXFFFF in the request.

Datagram endpoint

Any of the requests are accepted and the responses are transmitted via this connection.
All responses can be transmitted to the different DNP3 master port according to the
configuration of the parameters Remote UDP Port Number and Master IP Address0. If this

UDP datagram only parameter is not set to 0, the solicited responses are sent to the DNP3 master port that is

configured. If this parameter is set to 0, the solicited responses are sent to the DNP3 master
port that sent the request.
TCP connection is not available in this configuration.

186

The parameter DNP3 over IP Enable is configured in the Channel 1tab and other parameters are
configured in the Chan. 1- DNP3 tab.

DNP3 over IP Enable

The valid selections are Enabled (Checked) and Disabled (Unchecked). Default value is Disabled
(Unchecked). You must power cycle for the changes to take effect.

When the selection is Disabled (Unchecked), DNP3 service over Ethernet is disabled after power-
cycle.

When the selection is Enabled (Checked), DNP3 service over Ethernet is enabled after the power-
cycle.

Enable Master Address Validation

The valid selections are Enabled (Checked) and Disabled (Unchecked). Default value is Disabled
(Unchecked).
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When the selection is Disabled (Unchecked), the controller accepts the requests from any DNP3
Master.

When the selection is Enabled (Checked), the controller accepts the requests only from the DNP3
Master Node Address that is configured in the parameters Master Node0, and Master Nodel, Master
Node?, Master Noded, Master Node4. The maximum number of Master Node Address Validation is 5.

Enable Self-Address

The valid selections are Enabled (Checked) and Disabled (Unchecked). Default value is Disabled
(Unchecked).

When this bit is Disabled (Unchecked), any packets that contain the destination address 65532
(FFFCh) are ignored.

When this bit is Enabled (Checked), any packets that contain the destination address 65532 (FFFCh)
are accepted and processed.

Enable Access Control

The valid selections are Enabled (Checked) and Disabled (Unchecked). Default value is Disabled
(Unchecked).

When the selection is Disabled (Unchecked), the controller accepts the requests from any DNP3
Master.

When the selection is Enabled (Checked), the controller accepts the requests only from the DNP3
master IP address which is configured in the parameters Master IP Address0 to Master IP
Address4. The maximum number of Master IP Address for the Access Control is 5.

End endpoint Type

The valid selections are Listening, Dual, and Datagram Only.
Default is Listening end endpoint Type.
Master NodeO

This value is used to:

« Validate Master node address when the Enable Master Address Validation is Enabled
(Checked)

« Send Unsolicited Response when Unsolicited Response functionality is enabled. An
Unsolicited Response is sent out to the DNP3 Master having this address.

The valid range is 0...65519. Default value is 0.
Master Nodel, Master Node2, Master Node3, Master Node4

This value is used for validation of the Master node address when the Enable Master Address
Validation is Enabled (Checked). This value is only valid when the Enable Master Address Validation
is Enabled (Checked).

The valid range is 0...65519. Default value is 0.
Master IP Address(

This value is used to:
« Validate Master IP address when the Enable Access Control is Enabled (Checked)

« Send Unsolicited Response when Unsolicited Response functionality is enabled. An
Unsolicited Response is sent out to the DNP3 Master having this address.
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The valid value is an IP address. Default value is 0.0.0.0.

Master IP Address], Master IP Address2, Master IP Address3, Master IP Address4

This value is used for validation of the Master IP address when the Enable Access Control is Enabled
(Checked). This value is only valid when the Enable Access Control is Enabled (Checked).

The valid value is an IP address. Default value is 0.0.0.0.

Remote TCP Port Number

This value is used to configure the Master TCP Port Number for Unsolicited Response.
The valid range is 0...65535. Default value is 20000.

Remote UDP Port Number for Initial Unsolicited

This value is used to configure the Master UDP Port Number for Initial Unsolicited Response if the
parameter End endpoint Type is selected as Datagram Only.

The valid range is 0...65535. Default value is 20000.
Remote UDP Port Number

This value is used to configure Master UDP Port Number if the parameter End Endpoint Type is
selected as Datagram Only.

The valid range is 0...65535. Default value is 20000.

Keep Alive Interval (x1s)

This parameter specifies a time interval for the TCP Keep Alive mechanism.

If the timer times out, the controller transmits a keep-alive message. The keep-alive message is a
DNP Data Link Layer status request (FC_REQUEST_LINK_STATUS). If a response is not received to
the keep-alive message, the controller deems the TCP connection to be broken and closes the TCP
connection.

The valid range is 1...65535. Default value is 10.

Slave Node Address

This value is a node address of this DNP3 Slave.

The valid range is 0...65519. Default value is 1.

Local TCP Port Number

This value is used to configure the Local TCP Port Number that is used for TCP socket listening.
The valid range is 0...65535. Default value is 20000.

Local UDP Port Number

This value is used to configure the Local UDP Port Number that is used for UDP socket listening.
The valid range is 0...65535. Default value is 20000.

Diagnostic File Number

The diagnostic file number is used to store the diagnostics for the troubleshooting of the DNP3
Ethernet subsystem. The status of the DNP3 TCP and UDP subsystem is stored to this data file.
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The value of this parameter is N file only. Valid range is 0, 7, 9...255. Default value is 0.

See Diagnostics on page 247.

DNP3 Slave Application Layer Configuration Parameters

Channel for Unsalicited Response

Only channels that are already configured for the DNP3 protocol appear in the Channel for
Unsolicited Response dropdown menu. All Unsolicited Responses are transmitted via this selected
channel.

Channel 1is only supported in MicroLogix 1400 Series B and Series C controllers.

Valid selections are Enabled (Checked) and Disabled (Unchecked), with disabled as the default
value.

Restore Events After Power Cycle

When the selection is Disabled (Unchecked), DNP3 events that are generated before a power cycle
are flushed after a power cycle. When the option is Enabled (Checked), all DNP3 events are restored
after a power cycle.

Enable Unsalicited On Start Up

Valid selections are Enabled (Checked) and Disabled (Unchecked). Default value is Disabled
(Unchecked).

When the selection is Disabled (Unchecked), the controller does not send any enabled Unsolicited
Responses after a restart until it has received a FC_ENABLE_UNSOLICITED (20) command from the
DNP3 Master.

When the selection is Enabled (Checked), the controller sends any enabled Unsolicited Responses
after a restart to the DNP3 master unconditionally.

Enable Unsalicited For Class]

Valid selections are Enabled (Checked) and Disabled (Unchecked). Default value is Disabled
(Unchecked).

When the selection is Disabled (Unchecked), Unsolicited Response is disabled for Class 1events. To
help prevent overflowing of the event buffer, the DNP3 master should poll for Class 1events.

When the selection is Enabled (Checked), Unsolicited Response is enabled for Class 1events.

Enable Unsolicited For Class2

Valid selections are Enabled (Checked) and Disabled (Unchecked). Default value is Disabled
(Unchecked).

When the selection is Disabled (Unchecked), Unsolicited Response is disabled for Class 2 events. To
help prevent averflowing of the event buffer, the DNP3 master should poll for Class 2 events.

When the selection is Enabled (Checked), Unsolicited Response is enabled for Class 2 events.

Enable Unsolicited For Class3

Valid selections are Enabled (Checked) and Disabled (Unchecked). Default value is Disabled
(Unchecked).

When the selection is Disabled (Unchecked), Unsolicited Response is disabled for Class 3 events. To
help prevent overflowing of the event buffer, the DNP3 master should poll for Class 3 events.
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When the selection is Enabled (Checked), Unsolicited Response is enabled for Class 3 events.

Send Initial Unsoalicited Null Response On Start Up

Valid selections are Enabled (Checked) and Disabled (Unchecked). Default value is Disabled
(Unchecked).

When the selection is Disabled (Unchecked), the controller does not send an Unsolicited NULL
Response with a RESTART IIN bit on startup.

When the selection is Enabled (Checked), the controller sends an Unsolicited NULL Response with a
RESTART IIN bit on startup.

This selection is also used for sending the RESTART IIN bit during driver and channel configuration
changes. See Internal Indications on page 202 for details.

Enable Confirmation

Valid selections are Enabled (Checked) and Disabled (Unchecked). Default value is Disabled
(Unchecked).

When the selection is Disabled (Unchecked), the controller sends Response packets with the CON
bit set in its header under the following conditions only:

«  When the response has Event data

«  When the response is a multi-fragment response

«  When the Unsolicited Response is sent
When the selection is Enabled (Checked), the controller always sends Response packets with the
CON bit set in its header, which causes the DNP3 Master to send replies confirming that it received
each Response packet without error.

Enable Time Synchronization On Start Up Only

Valid selections are Enabled (Checked) and Disabled (Unchecked). Default value is Disabled
(Unchecked).

This parameter is used with Time Synchronization Interval (x1 mins).

When the selection is Disabled (Unchecked), the controller sets the lIN1.4 bit on power-up and every
interval that is configured in Time Synchronization Interval (x1 mins).

When the selection is Enabled (Checked), the controller only sets the NEED_TIME Internal Indication
bit (IIN1.4) upon startup.

Time Synchronization Interval (x1 mins)

This parameter is used with Enable Time Synchronization On Start Up Only. Only valid when Enable
Time Synchronization On Start Up Only is Disabled (Unchecked).

The valid range is 0...32767. Default value is 0. As long as the parameter is set for greater than 0,
the NEED_TIME Internal Indication (IIN1.4) bit are set at startup and then after every Time
Synchronization Interval minutes.

When the parameter Enable Time Synchronization On Start Up Only is Disabled (Unchecked) and the
parameter Time Synchronization Interval (x1 mins) is configured to 0, the IIN1.4 bit is never turned
on.

Max Response Size

The controller sends an Application Layer frame to fitin Max Response Size. If the Response packet
size is larger than this value, the controller fragments the Response packet.

Rockwell Automation Publication 1766-UMOQTP-EN-P - March 2024



Appendix F MicroLogix 1400 Distributed Network Protocol

The valid range is 27...2048 in bytes. Default value is 2048.

Confirmation Timeout (x1ms)

When Enable Confirmation is enabled, the controller waits for Application Layer Confirmation until
the Confirmation Timeout (x1 ms) has expired.

The valid range is 100...65535 in Tms increments. Default value is 10000.

Number of Retries

This parameter is only for Unsolicited Response. If this value has the maximum that is 65535, it
means infinite retries of the Unsolicited Response.

The valid range is 0...65535. Default value is 0.

Number of Class] Events

If the controller is configured not to initiate an Unsolicited Response, this parameter is used to limit
the maximum number of events that are generated and logged into the event buffer for Class 1
events. In this case, value 0 is disabled to generate the event.

I the controller is configured to generate an Unsolicited Response, and the number of queued
Class 1events is reached to this value, an Unsolicited Response is initiated.

The valid range is 0...6013 or 0..10000. See DNP3 10K Event Logging. Default value is 10.

Hold Time after Class1 Events (x1s)

This parameter is only for Unsalicited Response. The controller holds the events during Hold Time
after Classl Events (x1s) before initiating an Unsalicited Response.

The valid range is 0...65535. Default value is 5.
The value of 0 indicates that responses are not delayed due to this parameter.

Parameters Number of Class] Events and Hold Time after Class Events (x1's) are used together so
that if either one of the criteria is met, an Unsolicited Response is transmitted.

By default, the Hold time is retriggered for each new event detected.

You can choose not to retrigger the hold timer for each new event that is detected by setting Status
Bit S:36/12 to 1 before downloading to the controller. The default state of this Status Bit S:36/12 is 0.

Number of Class? Events

If the controller is configured not to initiate an Unsolicited Response, this parameter is used to limit
the maximum number of events that are generated and logged into the event buffer for Class 2
events. In this case, value 0 is disabled to generate the event.

If the controller is configured to generate Unsolicited Response, and the number of queued Class 2
events is reached to this value, Unsolicited Response is initiated.

The valid range is 0...6013 or 0...10000.
See DNP3 10K Event Logging on page 237. Default value is 10.

Hold Time after Class2 Events (x1s)

This parameter is only for Unsalicited Response. The controller holds the events during Hold Time
after Class2 Events (x1 s) before initiating an Unsolicited Response.

The valid range is 0...65535. Default value is 5.
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The value of 0 indicates that responses are not delayed due to this parameter.

Parameters Number of Class2 Events and Hold Time after Class2 Events (x1s) are used together so
that if either one of the criteria is met, an Unsolicited Response is transmitted.

By default, the Hold time is retriggered for each new event detected.

You can choose not to retrigger the hold timer for each new event that is detected by setting Status
Bit S:36/12 to 1 before downloading to the controller. The default state of this Status Bit S:36/12 is 0.

Number of Class3 Events

If the controller is configured not to initiate an Unsolicited Response, this parameter is used to limit
the maximum number of events that are generated and logged into the event buffer for Class 3
events. In this case, value 0 is disabled to generate the event.

If the controller is configured to generate Unsolicited Response, and the number of queued Class 3
events is reached to this value, Unsolicited Response is initiated.

The valid range is 0...6015 or 0...10000. SeeDNP3 10K Event Logging on page 237. Default value is
10.

Hold Time after Class3 Events (x1s)

This parameter is only for Unsalicited Response. The controller holds the events during Hold Time
after Class3 Events (x1 s) before initiating an Unsolicited Response.

The valid range is 0...65535. Default value is 5.
The value of 0 indicates that responses are not delayed due to this parameter.

The Number of Class3 Events and Hold Time after Class3 Events (x1s) parameters are used
together so that if either one of the criteria is met, an Unsolicited Response is transmitted.

By default, the Hold time is retriggered for each new event detected.

You can choose not to retrigger the hold timer for each new event that is detected by setting Status
Bit S:36/12 to 1 before downloading to the controller. The default state of this Status Bit S:36/12 is 0.

Select Timeout (x1s)

The valid range is 1...65535. Default value is 10.

This parameter is used for controlling CROB (Control Relay Output Block) and AOB (Analog Output
Block). After receiving the request with the function code FC_SELECT(3), DNP3 master should send
the request with the function code FC_OPERATE(4) within this configured time.

DNP3 Object Data File Number

The DNP3 Object Data File Numbers define the mapping of the listed DNP3 objects to controller data
table files. The number of elements that are defined for each of those data table files also defines
the number of corresponding DNP3 objects.

See DNP3 Objects and Controller Data Files on page 203 for more details.

DNP3 Object Config File Number

The DNP3 Object Config File Numbers define the mapping of the listed DNP3 object properties (class
number, online/offline status, object quality flags, deadbands, and/or thresholds) to controller data
table files.

See DNP3 Objects and Controller Data Files on page 203 for more details.
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DNP3 Secure Authentication

This section is applicable only to MicroLogix 1400 Series B and Series C controllers.

The controller implements the DNP3 Secure Authentication that is based on the DNP3 Specification,
Supplement to Volume 2, Secure Authentication,

Version 2.00.

DNP3 Secure Authentication has been implemented in the DNP3 Application Layer of the controller
system. If you configure any parameters regarding DNP3 Secure Authentication in the DNP3 Slave
Application Layer configuration, it affects all ports that are configured for the DNP3 protocol in the
controller.

Enable Secure Authentication

This parameter is supported only in MicroLogix 1400 Series B and Series C controllers.

The valid selections are Enabled (Checked) and Disabled (Unchecked). Default value is Disabled
(Unchecked).

When the selection is Disabled (Unchecked), the controller disables the DNP3 Secure Authentication
subsystem.

When the selection is Enabled (Checked), the controller enables the DNP3 Secure Authentication
subsystem.

Enable Aggressive Mode in Secure Authentication

This parameter is supported only in MicroLogix 1400 Series B and Series C controllers.

(The vaIid)seIections are Enabled (Checked) and Disabled (Unchecked). Default value is Enabled
Checked).

When the selection is Disabled (Unchecked), the controller disables DNP3 Aggressive Mode in the
Secure Authentication subsystem.

When the selection is Enabled (Checked), the controller enables DNP3 Aggressive Mode in the
Secure Authentication subsystem.

Critical FCs File Number in Secure Authentication

This parameter is supported only in MicroLogix 1400 Series B and Series C controllers.

This file number is used to define the list of the critical function codes in Secure Authentication. A
critical function code should be defined in a word element in this file. The maximum number of
elements in this file should not exceed 32 (the maximum number of the function codes that can be
defined).

The value of this parameter is N file only. Valid range is 0, 7, 9...255. Default value is 0.

When this file number is configured to 0 and there is no configuration file that is assigned, some
function codes are considered as critical by default. See Table 25 for the critical function codes.
When this file number of this parameter is not 0 and it is a valid N data file, all function codes are
considered as non-critical. In this case, you must define all critical function codes in this file.

The function code O(FC_CONFIRM) is considered as critical once the file number is configured
newly. If you don't want the function code 0 to be considered as critical, the number of elements in
the file should be adjusted and the element value 0 should not be in any elements.
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Table 25 - Function Codes

Function Code Critical FCs File Number = 0 Critical FCs File Number =0
0 (0x00) - optional
1(0x01) - optional
2 (0x02) critical optional
3 (0x04) critical optional
4 (0x04) critical optional
5 (0x05) critical optional
6 (0x06) critical optional
7(0x07) - optional
8 (0x08) - optional
9 (0x09) - optional
10 (0x0A) - optional
11(0x0B) - -

12 (0x0C) - -

13 (0x0D) critical optional
14 (0xOE) critical optional
15 (0xOF) N.A. N.A.

16 (0x10) critical optional
17 (0x1) critical optional
18 (0x12) critical optional
19 (0x13) N.A. N.A.

20 (0x14) critical optional
21(0x15) critical optional
22 (0x16) - -

23 (0x17) - optional
24 (0x18) critical optional
25 (0x19) - optional
26 (0x1A) - optional
27 (0x1B) - optional
28 (0x1C) - optional
29 (0x1D) critical optional
30 (0xTE) - optional
31(0x1F) critical optional
32 (0x20) N.A. N.A.

33 (0x21) N.A. N.A.

129 (0x81) - optional
130 (0x82) - optional
131(0x83) N.A. N.A.

Expected Session Key Change Interval (x1s) in Secure Authentication

This parameter is supported only in MicroLogix 1400 Series B and Series C controllers.

This parameter is used for configuring the expected session key change interval in seconds.
The valid range is 0...7200 (2 hrs). Default value is 1800 (30 mins).

When DNP3 Master does not change the Session Key within this time that is configured, the
controller invalidates the Session Key and its state for each user.

Expected Session Key Change Count in Secure Authentication

This parameter is supported only in MicroLogix 1400 Series B and Series C controllers.
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This parameter is used for configuring the expected session key change count.
The valid range is 1...10000. Default value is 2000.

Reply Timeout (x100 ms) in Secure Authentication

This parameter is supported only in MicroLogix 1400 Series B and Series C controllers.
This parameter is used for configuring the reply timeout in 100 ms.
The valid range is 0...1200 (120 s). Default value is 20 (2 s).

Maximum Error Count in Secure Authentication

This parameter is supported only in MicroLogix 1400 Series B and Series Controllers.
This parameter is used for configuring the maximum error count.
The valid range is 0...10. Default value is 2.

HMAC Algorithm in Secure Authentication

This parameter is supported only in MicroLogix 1400 Series B and Series C controllers.

This parameter is used for configuring the HMAC Algorithm.
o 1=HMAC SHA-1 truncated to four octets (serial)
«  2=HMAC SHA-1truncated to 10 octets (networked)
3 =HMAC SHA-256 truncated to eight octets (serial)
« 4 =HMAC SHA-256 truncated to 16 octets (networked)

The valid range is 1...4. Default value is 2.

User Info Config File Number in Secure Authentication

This parameter is supported only in MicroLogix 1400 Series B and Series C controllers.
This file number is used to define user information Secure Authentication.
The value of this parameter is N file only. Valid range is 0, 7, 9...255. Default value is 0.

In RSLogix 500/RSLogix Micro software, when this parameter is configured properly, you can see a
DNP3 Auth User Info Config File tree in Channel Configuration.

=101 x]
EFE S
D Help
B2 Contraller

----- i Controller Properties
Q Processar Status
Q Function Files

jjj 12 Configuration

=R F}E Channel Configuration
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DNP3 Authentication User Info Config File x|
User Mumber [Dec Lpdate Key [Hex
00000000000000000000000000000000
1] 00000000000000000000000000000000
1] 00000000000000000000000000000000
1] 00000000000000000000000000000000
0 00000000000000000000000000000000
0 00000000000000000000000000000000
1] 00000000000000000000000000000000
1] 00000000000000000000000000000000
1] 00000000000000000000000000000000
1] 00000000000000000000000000000000
Help |

Table 26 shows the structure of the DNP3 Secure Authentication User Info Configuration File. An
Update Key is composed of 16 bytes and must be entered in as 32 hexadecimal digits.

Table 26 - DNP3 Secure Authentication User Info Configuration File Structure

Word Offset Name gsmt“:%e% gg[?:;itxvglll'[‘]e(ggc) Valid Range (DEC) Description
0 User Number 0 1 0...65535 For User 1
1 Reserved 0 0 0 For User 1
2 Update Key (0) 0 0 0...65535

3 Update Key (1) 0 0 0...65535

4 Update Key (2) 0 0 0...65535

5 Update Key (3) 0 0 0...65535

6 Update Key (4) 0 0 0...65535

7 Update Key (5) 0 0 0...65535

8 Update Key (6) 0 0 0...65535

9 Update Key (7) 0 0 0...65535

10 User Number 0 0 0...65535 For User 2
il Reserved 0 0 0 For User 1
12 Update Key (0) 0 0 0...65535

13 Update Key (1) 0 0 0...65535

14 Update Key (2) 0 0 0...65535

15 Update Key (3) 0 0 0...65535

16 Update Key (4) 0 0 0...65535

17 Update Key (5) 0 0 0...65535

18 Update Key (6) 0 0 0...65535

19 Update Key (7) 0 0 0...65535

90 User Number 0 0 0...65535 For User 10
91 Reserved 0 0 0 For User 10
92 Update Key (0) 0 0 0...65535

93 Update Key (1) 0 0 0...65535

94 Update Key (2) 0 0 0...65535

9% Update Key (3) 0 0 0...65535

96 Update Key (4) 0 0 0...65535

97 Update Key (5) 0 0 0...65535

98 Update Key (6) 0 0 0...65535

99 Update Key (7) 0 0 0...65535

Diagnostic File Number in Secure Authentication

This parameter is supported only in MicroLogix 1400 Series B and Series C controllers.

The diagnostic file number is used to store the diagnostics for the troubleshooting of the DNP3
Secure Authentication subsystem.
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The value of this parameter is N file only. Valid range is 0, 7, 9...255. Default value is 0.

For the content of the configuration data file, see Table 43 in the Diagnostics section.

Default Variation Config File Number

This parameter is supported only in MicroLogix 1400 Series B and Series C controllers.

This file number is used to define default variations in a response to a Class 0 poll request.

The value of this parameter is N file only. Valid range is 0, 7, 9...255. Default value is 0.

In RSLogix 500/RSLogix Micro software, when this parameter is configured properly, you can see a
DNP3 Default Variation Config File tree in Channel Configuration.

=1 Project
D Help
2127 Cartraller

i Cortraller Properties
Q Processor Status

% Function Files

I 10 Canfiguration

[=)- i))E Channel Configuration
i)}E Channel Status

P BB O P = Dot baristio

=-{_1] Pragram Files

B svso-
B svs1-
@ LAD 2 -

DNP3 Default ¥ariation Config File

=[]

-

Einary Input Chanage Obiect

Binary Output Static Object

Double Bit Binary Input Static Obiect

Double Bit Binary Input Change Object

1Ebits Counter Static Object

32bits Counter Static Object

Frazen 1Bbits Counter Static Object

Frozen 32bits Counter Static Object

1Bbitz Counter Chanae Object

32bits Counter Chanage Objsct

Frozen 1Ebits Counter Chanae Obiject

Frozen 32bits Counter Chanae Obiject

1Ebits Analog Input Static Object

32hits Analog Input Static Obiect

Shart Flaating Point Analog Input Static Object
1Ebits Analeq Input Change Object

32bits Analon Input Change Object

Shart Flaating Paint Analog Input Change Object
1Ehits &nalog Output Static Object

32bits Analog Dutput Static Object

Shaort Floating Paint Analog Output Static Object
Small BCD Object

4]

biect

-

=L = P LT = 0 L7 D e — 2 D LD S O L — R ) —

3

Table 27 shows the structure of the DNP3 Default Variation Configuration File.
Table 27 - DNP3 Default Variation Configuration File

Word Offset Default Variation for Objects 3;:;2:;:" Standard Default Alternate Default Variations
0 Binary Input Static Object givl v2

1 Binary Input Change Object g2v3 vl v2

2 Binary Output Static Object glov2 none

3 Reserved -

4 Double Bit Binary Input Static Object g3vl v2

5 Double Bit Binary Input Change Object ghvd vl v2

6 16-bit Counter Static Object g20v6 v2

7 32-bit Counter Static Object g20v5 vl

8 Frozen 16-bit Counter Static Object g2v10 v2, v6
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Table 27 - DNP3 Default Variation Configuration File (Continued)

Word Offset Default Variation for Objects sggil:l':i::d Standard Default Alternate Default Variations
9 Frozen 32-bit Counter Static Object g21v8 v, vh
10 16-bit Counter Change Object g22v2 none
1 32-bit Counter Change Object g22v1 none
12 Frozen 16-bit Counter Change Object g23v2 v6
13 Frozen 32-bit Counter Change Object g23v1 vh
14 16-bit Analog Input Static Object 930v4 v2
15 32-bit Analog Input Static Object 930v3 vl
16 Short Floating endpoint Analog Input Static Object g30vb none
17 16-bit Analog Input Change Object g32v2 vk
18 32-bit Analog Input Change Object g32vl v3
9 Short Floating endpoint Analog Input Change Object g32v5 v7
20 16-bit Analog Output Static Object g40v2 none
2 32-bit Analog Output Static Object g40v] none
22 Short Floating endpoint Analog Output Static Object gh0v3 none
23 Reserved -
24 Reserved -
25 Reserved -
26 Small BCD Object gl0m1 none
27 Reserved -
28 Reserved -
2 Reserved -
30 Reserved -
31 Reserved -
Disable EtherNet/IP Incoming Connections
IMPORTANT  You cannot disable the EtherNet/IP Incoming Connections if both serial
Channels 0 and 2 are already configured as disabled.
See Disable the Ethernet Channel for an alternative way to disable the
Ethernet channel.
If you have a critical application and do not want to allow any EtherNet/IP Incoming Connections,
use the parameter Disable EtherNet/IP Incoming Connections.
1. From the Channel 1 Ethernet Channel Configuration tab, select the checkbox to disable the
EtherNet/IP Incoming Connectmns
Channel Configuration x|
neral| Channel 0. Channel 1 | Chan, 1 -DNP3 | Channel 2] DNP3Slave |
Hardnare Address W Netwok Lk 0 [0
IP Address: o 0 1]
Subnet Mask W
Gatzway Address: o o o e A e
S Statting Dists File Humber: [0
Piimay Name Server: [0 0 0 0 ——
SecondayMame Server [ 0 0 0 0
¥ BOOTP Enable [~ DHCP Enable Msg Connection Timeout (x 1m )/ 15000
¥ SNMP Seiver Enable |~ SMTP Client Enable Mg Reply Timeout fx 1mS]: [3000
e L
¥ Disable EtherNet/IP Incoming Connections
¥ 4uto Negatiate I Disable Duplicate P Address Detection
Port Setting  [10/100 Mbps Full Duplex/Half Duplex =]
- .
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2. Select Apply and OK.
3. Perform a power cycle in order for the changes to take effect.

The controller does not allow any incoming EtherNet/IP connections anymore. This means
that you cannot use RSLogix 500/RSLogix Micro over Ethernet port to monitor or change the
configuration/user program.

For more information about Ethernet Port Disable, see MicroLogix 1400 Programmable Controllers
Reference Manual, publication 1766-RM001.

DNP3 Slave Application This section covers DNP3 slave application layer function codes and internal indications.

Layer For details of packet formats for the request and response, see the DNP3 protocol specifications.

Function Codes
FC_CONFIRM (FC Byte = 0x00)

00 - Confirm

A DNP3 master sends a message with this function code to confirm receipt of a response fragment.
In a general environment, the controller receives a response with this function code. But the
controller can generate a response with this function code when a DNP3 Master sends a request
with the CON bit set in the application control header.

FC_READ (FC Byte = 0x01)

01- Read
The READ function code is used by a DNP3 master to request data from the controller.

FC_WRITE (FC Byte = 0x02)

02 - Write

The WRITE function code is used to write the contents of DNP3 objects from the DNP3 master to the
controller. This function code is used for clearing bit [IN1.7 [DEVICE_RESTART], to set time in the
controller, and to download user programs to the controller.

FC_SELECT (FC Byte = 0x03)

03 - Select

The SELECT function code is used with the OPERATE function code as part of the select-before-
operate method for issuing control requests. This procedure is used for controlling binary output
(CROB) or analog output (ADB) objects.

FC_OPERATE (FC Byte = 0x04)

04 - Operate
See FC_SELECT (FC Byte = 0x03) on page 199.

FC_DIRECT_OPERATE (FC Byte = 0x05)

05 - Direct Operate
This direct operate function is similar to the FC_OPERATE function code except that no preceding
select command is required.

FC_DIRECT_OPERATE_NR (FC Byte = 0x06)

06 - Direct Operate No Resp
See FC_DIRECT_OPERATE (FC Byte = 0x05). No response message is returned when this request is
issued from a DNP3 master.
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FC_IMMED_FREEZE (FC Byte = 0x07)

07 - Immediate Freeze

Upon receiving a request with this function, the controller copies the current value of a counter
point to a separate memory location assaciated with the same point. The copied value remains
constant until the next freeze operation to the same point.

FC_IMMED_FREEZE_NR (FC Byte = 0x08)

08 - Immediate Freeze No Resp
See FC_IMMED_FREEZE (FC Byte = 0x07). No response message is returned when this request is
issued from a DNP3 master.

FC_FREEZE_CLEAR (FC Byte = 0x09)

09 - Freeze and Clear

Upon receiving a request with this function, the controller copies the current value to the frozen
value, then clears the current value to 0 immediately.

FC_FREEZE_CLEAR_NR (FC Byte = 0x0A)

10 - Freeze and Clear No Resp
See FC_FREEZE_CLEAR (FC Byte = 0x09). No response message is returned when this request is
issued from a DNP3 master.

FC_COLD_RESTART (FC Byte = 0x0D)

13 - Cold Restart
This function code forces the controller to perform a complete restart upon powering up.

FC_WARM_RESTART (FC Byte = OxOE)

14 - Warm Restart
This function code forces the controller to perform a partial reset.
This applies only to the MicroLogix 1400 Series B and Series C controller.

FC_INITIALIZE_APPL (FC Byte = 0x10)

16 - Initialize Application
This function code is used to initialize the user program that is downloaded by RSLogix 500/
RSLogix Micro software.

FC_START_APPL (FC Byte = 0x11)

17 - Start Application
This function code is used to start the user program that is downloaded by RSLogix 500/RSLogix
Micro software.

FC_STOP_APPL (FC Byte = 0x12)

18 Stop Application
This function code is used to stop the user program that is downloaded by RSLogix 500/RSLogix
Micro software.

FC_ENABLE_UNSOLICITED (FC Byte = 0x14)

20 - Enable Unsolicited Message
This function is used to enable dynamically unsolicited messages generated in the controller.

Rockwell Automation Publication 1766-UMOQTP-EN-P - March 2024



Appendix F MicroLogix 1400 Distributed Network Protocol

FC_DISABLE_UNSOLICITED (FC Byte = 0x15)

21 - Disable Unsolicited Message
This function is used to disable dynamically unsolicited messages generated in the controller.

FC_DELAY_MEASURE (FC Byte = 0x17)

23 - Delay Measurement used for Non-LAN Procedure
This function code is used to measure the communication channel delay time.

FC_RECORD_CURRENT_TIME (FC Byte = 0x18)

24 - Record Current Time is used for LAN Procedure

This function code is used in the procedure synchronize time the controllers that communicate
over a LAN.

This applies only to MicroLogix 1400 Series B and Series C controllers.

FC_OPEN_FILE (FC Byte = 0x19)

25 - Open File
This function code is used to make a file available for reading or writing.

FC_CLOSE_FILE (FC Byte = Ox1A)

26 - Close File
After the file read or write operation, this function code is used to unlock the file.

FC_DELETE_FILE (FC Byte = 0x1B)

27 - Delete File
A DNP3 master uses this function code to delete a file.

FC_GET_FILE_INFO (FC Byte = 0xIC)

28 - Get File Information
This function code is for the master to retrieve information about a file in the controller.
This applies only to MicroLogix 1400 Series B and Series C controllers.

FC_AUTHENTICATE_FILE (FC Byte = 0x1D)

29 - Authenticate File
This function code is used to obtain an authentication key that is needed to open or delete a file.

FC_ABORT_FILE (FC Byte = OXTE)

30 - Abort File

This function code is used to request immediate termination of the current read/write operation
and close the file, without saving.

This applies only to MicroLogix 1400 Series B and Series C controllers.

FC_ACTIVATE_CONFIG (FC Byte = Ox1F)
31- Activate Config

This function code is used to begin using the configuration or executable code that is specified by
the objects that are included in the request.

This applies only to MicroLogix 1400 Series B and Series C controllers.
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FC_AUTHENTICATION_REQUEST (FC Byte = 0x20)

32 - Authentication Request
The master uses this function code to send authentication messages to the controller that require
aresponse.

This applies only to MicroLogix 1400 Series B and Series C controllers.

FC_AUTHENTICATION_REQUEST_NR (FC Byte = 0x21)

33 - Authentication Request No Resp
This function code is used by the master to send authentication messages when no return
response is required.

This applies only to MicroLogix 1400 Series B and Series C controllers.

FC_RESPONSE (FC Byte = 0x81)

129 - Response
All responses except for Unsolicited Response messages use this function code.

FC_UNSOLICITED_RESPONSE (FC Byte = 0x82)

130 - Unsolicited Response
Unsolicited Responses always use this function code regardless of which DNP3 abjects are
included.

FC_AUTHENTICATION_RESPONSE (FC Byte = 0x83)

131 - Authentication Response
This function code is used to issue authentication messages to the master. This applies only to
MicroLogix 1400 Series B and Series C controllers.

Internal Indications

Internal Indication bits are set under the following conditions of the controllers:
« |IN1.0: ALL_STATIONS. This bit is set when an all-stations message is received.
« |IN1.1: CLASS_1_EVENTS. This bit is set when Class 1event data is available.
« |IN1.2: CLASS_2_EVENTS. This bit is set when Class 2 event data is available.
« |IN1.3: CLASS_3_EVENTS. This bit is set when Class 3 event data is available.
« |IN1.4: NEED_TIME. This bit is set when time synchronization is required.
« |IN1.5: LOCAL_CONTROL. This bit is set when the controller is in Non-executing mode.
« |IN1.6: DEVICE_TROUBLE. This bit is set when the controller is in Fault mode.

« |IN1.7: DEVICE_RESTART. This bit is set when the DNP3 driver is configured, in channel
configuration, or when the controller has been restarted.
To set this bit during the driver configuration and channel configuration, you must select the
Send Init. Unsol. Null Resp. on Restart setting and set Status Bit S:36/13 to 1 before
downloading to the controller.

« 1IN2.0: NO_FUNC_CODE_SUPPORT. This bit is set when a request that has an unknown
function code is received.

«  |IN2.1: OBJECT_UNKNOWN. This bit is set when a request that has an unknown object is
received.

« 1IN2.2: PARAMETER_ERROR. This bit is set when a request with a qualifier/range field that
cannot be processed is received.

o |IN2.3: EVENT_BUFFER_OVERFLOW. This hit is set when an event buffer overflow condition
exists in the controller and at least one unconfirmed event is lost.

o |IN2.4: ALREADY_EXECUTING. Not supported.
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DNP3 Objects and Controller
Data Files

IN2.5: CONFIG_CORRUPT. This bit is set when a bad file type and bad file number are
detected.

[IN2.6: Reserved.
[IN2.7: Reserved.

You can access the last transmitted IIN bits in the response by accessing the element of the
Communication Status file, CS0:58 or CS2:58. For more details, see Diagnostics.

All DNP3 Objects that are supported in the controller are summarized in Implementation Table.

Data file types that are used in DNP3 Objects are not the same as the types used in the MicroLogix
controller, but they are similar. Mapping is required between DNP3 data files and controller data

files.

Overview

The following are DNP3 data objects that are implemented in the controller:

DNP3 Binary Input Object

DNP3 Double Bit Binary Input Object

DNP3 Binary Output Object

DNP3 Counter Object

DNP3 Frozen Counter Object

DNP3 Analog Input Object

DNP3 Analog Output Object

DNP3 BCD Object

DNP3 Data-Set Object (Series B and Series C controllers only)

Some of the objects are divided into several Object files to map data files in the controller.

Counter Object — 16-bit and 32-bit Counter Object File

Analog Input Object — 16-bit and 32-bit Analog Input Object File, and Short Floating Point
Analog Input Object File.

Analog Output Object — 16-bit and 32-bit Analog Output Object File, and Short Floating Point
Analog Output Object File.

Rockwell Automation Publication 1766-UMOQTP-EN-P - March 2024 203



Appendix F MicroLogix 1400 Distributed Network Protocol

For MicroLogix 1400 Series A controllers:

Generel | Charrel 0 | Channel 1 | Channel2 DNF3Slave |
Data Link Laver

Chanrel for Unzofciied Fesponse | [N ~ I

— Aoplicsion Laver
I Enshle Unsoiciied On StacUp [~ send Iritial U nsoicited On Stat Up
[ ok maderatms | EneieCatimaim
I~ Enchle Unsofciled Fior Class3 o E;ﬁ:gﬁ;&gﬂ“h"’”"“"”“
MakRespore Size M8 Time Sunchiorizakon Intereal 1 mins)[0
Corfrmation Timeout (+1 ma) {10000 Mumber of Raties [
Mumber of Clasal Events IO Hold Time atter Dass) Everte (4l sl [5
Mumber of Clazs? Events [0 Hold Time alter Clazs2 Events [«1 s1[5
Mumber ol Class3Events [10° Hald Time alte: Class3 Events N
Select Timeout (<1 5] |10 GROUPS
DMP3 Object Daa File Mumber s yect Corfig Filke Humbeiz
Birnang Input I‘IU_ // Binary [mput I33_
Binary Duicut |11_/ Binay Dutput [
Couwter [Bbils |12 / Counter [15bts] |32
Courter [@2bi]  [13 / Counter (326] [ |
Anag Inpul (1607 |14 / Frozen Countes (160G] [ |
Analog Input B32biis) 15 Frozen Counter (32hits] |55
Anaing Inpulfshat Floatieg) 16 analog Irput [16ks] (35
Brabo DU [17 | Analog Irout (326t] [7 |
Anelo Duput 32bis] - [18 Aol Inpul [Short Flaating] [33
#nalog Outpul[Shot Floatiog) |15 Double B Input 33
Double Bitkeut |20 SmdlBCD [0
Smal BCD |

0K I Canizel | Amph | Heln

For MicroLogix 1400 Series B and Series C controllers:
I x|

General | Channel 0] Channel 1] Chan 1-DHP3| Channel 2 DNP3Slave |

~DNP3 Slave
~application Layer
I™ Enable Confrmation Channel for Unsalicted Aesponses Im vI

Max Fesponse Size| 2048 [~ SendInit. Unsol. Null Resp. on Restart
Confimation Timeaut (+1msl] 10000 ™ Enable Unsolicited On Start Up
Number of Retries|n Class1 Class2 Class3
Selact Timeout [i1 SIIF Enable Unsolicited for Class [~ -l u

Time Sync. Interval (x1mins)[0 Number of Evenls|10 10 10
I" Enable Time Sync. On Start Up Dy Hold Time after Events [«15)[5 5 I;

- DNP3 Object File Numbers ————— ~ Defauilt Vallahmil

DalaFﬁ;a@lees Conria s St 3
Class Fleg/0L T/D orfaFie Nuber |

Einary Input [10 |3I] 0 [Eraeet Object File  Max Mumber

; Numbers  of Files
Binary Duq?ul 11 Eil Prolotypes ,_D I_D
Counter [18bits) ’T ’? ,U_ D |
) escrptors |0 0
Counter (32bits]) [13 33 0
= - Secure Authentication
Frozen Counter [180is] 34 [~ Enable Secwe Authentication
Fiozen Counter [32bits) JL Enable Agaressive Mode
Analog Input [1661E) 'T 03 0 Critical FCs File Number [

Analog Input (32bits] [15 |37 ID N Expecled Session Kep W

Thanne Integyval [x13)

Analog Input (3hor Floating] [15 ISE ID \ Groups

= = 255000 Key [500
Analog Output [1Ebits) |1 7 0 L Change Count
Analog Outpul (32bils) [15 0 Reply Timeout (x100ms) |20
Analog Output [Shod Floating] [19 0 MR E bt Eolnt ,':—
DolbE BRI |20 33 [0 HIAC At [
SmatBED [21 | [40 User Info Config Fie Number [0
T/D : Threshold/Deadband ) : =
OL: 0l ne/Dlilve Diagnostic Fie Number |0

oK | Cancel | Apply | Help ]

Each of the data files for a DNP3 Object have a file number in the user memory as shown in

Table 28. You can configure the Data file number for each DNP3 Object in the DNP3 Slave tab of the
DNP3 Slave Application Layer Configuration. File types for this abject file can be Binary, Integer,
Long, or Float data files.

The file numbers for each DNP3 Object cannot be in conflict with each other.
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DNP3 Data Files
Table 28 - Relationship between DNP3 Object Database and MicroLogix Data Files
DNP Objects MicroLogix Data Files
. Related Haximum ) ) i Maximum
Object Name Grouns Configurable File name for Data File Type File Number |Configurable
P Index Elements
Binary Input Object 12 4096 Binary Input Object File Only B file 3,9...255 256
Double Bt Binary Input Object |3, 4 2048 Double Bit Binary Input Object File Only B file 3,9...255 256
Binary Output Object 10,12 4096 Binary Input Object File Only B file 3,9...255 256
. 16-bit Counter Object File Only N file 7,9..255
Counter Object 20,22 256 256
ounter Shjec 32-bit Counter Object Fle OnyLfle  |9.25
reflection of Counter | reflection of 16-bit Counter Object File
Fi Counter Object 2,23 Object that i . . o - - -
fozen oumter Lhjee co#eficgur:d . reflection of 32-bit Counter Object File

16-bit Analog Input Object File Only N file 7.9...255
Analog Input Object 30,32 256 32-bit Analog Input Object File Only L file 9...255 256

Short Floating Paint Analog Input Object File Only F file 8,9...255

16-bit Analog Output Object File Only N file 7,9..255
Analog Output Object 40,41 256 32-bit Analog Output Object File Only L file 9..255 256

Short Floating Point Analog Output Object File Only F file 8,9..255
BCD Object 101 256 Small BCD Object File Only N file 7,9..255 256
Data-Set Object(In SeriesB |85, 87,88 Data-Set Prototypes Object File )

. 10 Only N fil 7,9..255 10

and Series C) 86, 87, 88 Data-Set Descriptors Object File ny e

The firmware automatically evaluates the index number of DNP objects of each type as per the
number of elements. For example, if a Binary Input object file was configured as an element, the
highest index number of the Binary Input object is 15. The index number can only increase by 16. If
a Double-bit Binary Input object file was configured as an element, the highest index number of the
Double-bit Binary Input abject is 7. The index number can only increase by 8.

As another example, if a 16-bit Analog Input object file was configured as an element, the highest
index number is 1. Except for Binary and Double-bit Binary type objects, the index number can
increase by 1.

DNP3 Configuration Files

You can set configuration files for each object. These configuration files allow you to configure
parameters such as Class level and Object Flag bit information for each element. Only a Binary Data
file type can be used for a configuration file.

Table 29 - Relationship between MicroLogix Data Files and Configuration Files

Maximum
MicroLogix Data Files Configuration Files File Type File Number Configurable
Elements
Binary Input Config Fil
Binary Input File !nary npd 0[1 9 — - - Only B file 3,9...255 256
Binary Input Online Config File (In Series B and Series C)
Double-bit Binary Input Config File
Double Bt Binary Input File D)ouble—bit Binary Input Online Config File (In Series B and Series |Only B file 3,9..255 256
C
Binary Output File Binary Output Config File Only Bfile 3,9..255 256
) . 16-bit Counter Config File Only Bfile 3,9..255
16-bit Counter File 256
16-bit Counter Threshold Config File (In Series B and Series C)  {Only N file 7,9..255
39-bit Counter Fie 32—b!t Counter Config File _ . ’ Only B f'lle 3,9..255 256
32-bit Counter Threshold Config File (In Series B and Series C) | Only L file 9...255
Frozen 16-bit Counter File Frozen 16-bit Counter Config File Only Bfile 3,9..255 256
Frozen 32-bit Counter File Frozen 32-bit Counter Config File Only Bfile 3,9..255 256
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Table 29 - Relationship between MicroLogix Data Files and Configuration Files (Continued)

Maximum
MicroLogix Data Files Configuration Files File Type File Number Configurable
Elements
16-bit Analog Input Config File Only Bfile 3,9..255
16-bit Analog Input Fil _bi ia Fi i i 256
It Analog Input rile gg bit Analog Input Deadband Config File (In Series B and Series Only N file 7.9..255
32-bit Analog Input Config File Only Bfile 3,9..255
32-bit Analog Input Fil _bi ia Fi i i 256
ILAnalog Input rile 3)2 bit Analog Input Deadband Config File (In Series B and Series Only L file 9,955
Short Floating Paint Analog Input Config File Only Bfile 3,9...255
Short Floating Point Analog Input File Short Floating Point Analog Input Deadband Config File (In Series } 256
B and Series ) Only F file 8,9...255
16-bit Analog Output File 16-bit Analog Output Config File (In Series B and Series C) Only B file 3,9..255 256
32-bit Analog Output File 32-bit Analog Output Config File (In Series B and Series C) Only B file 3,9..255 256
Short Floating Point Analog Output File ggthSF[I:r;ating Point Analog Output Config Fle (in Series Band g p i 3,9..255 256
Small BCD File Small BCD Class Config File Only B file 3,9..255 256

For Binary Input, Double Bit Binary Input, and Small BCD type data, you can configure Class
information in the Configuration file. The lower 2 bits in the elements of the Configuration files are
the configuration of Class information to the relative objects. Other bits are reserved.

Related Configuration Files:
«  Binary Input Config File Number
«  Double Bit Binary Input Config File Number

Class Information Configuration for Binary Input, Double Bit Binary Input, and Small BCD

Bit Offset 15 14 13 12 n 10 9 8 7 6 5 4 3 2 1 0
Element 0 r r r r r r r r r r r r r r C1 o
Element 1 r r r r r r r r r r r r r r C1 Co
Element 2 r r r r r r r r r r r r r r Cl o
Element 3 r r r r r r r r r r r r r r Cl o
Element 4 r r r r r r r r r r r r r r Cl o
Element 5 r r r r r r r r r r r r r r C1 o
r: reserved

C1/CO: Class level, 0...3
For Binary Input, Element_0 for data index 0...15
For Double-bit Binary Input, Element _0 for data index 0...7

For Binary Input and Binary Output type data, you can configure Online information of the object
flag in the Configuration file. If this bit is set, the Online bit (bit 0) in the object flag for each paint is
set when you read Status type objects. You can set this information using ladder logic.

Related Configuration File:
«  Binary Input Online Config File Number (In Series B and Series C)
«  Binary Output Online Config File Number

Binary Input and Binary Output Type Configuration Data File

Bit Offset 15 14 13 12 Ll 10 9 8 7 6 5 4 3 2 1 0
Element 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Element 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Element 2 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Element 3 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Element 4 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
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Binary Input and Binary Output Type Configuration Data File (Continued)

Bit Offset 15 14 13 12 n 10 9 8 7 6 5 4 3 2 1 0
Element 5 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0: Offline
1: Online

For Binary Output, Element_0 for data index 0...15

For other Input type data, you can configure Class information and the object flag information in the
Configuration file. The lower 2 bits in the elements of the Configuration files are the configuration of
Class information to the relevant objects. The upper byte of the configuration file of these objects is
used to configure the object flag. Other bits are reserved.

Two new bits are defined in MicroLogix 1400 Series B and Series C controllers.

The bit TE is used to generate an event by setting it regardless of the change of state. This bit can
be used to generate the timed events. Once the ladder logic or communications sets the bit, the
controller clears it automatically after generating an event at the end of the scan. The bit DCE is
used to suppress the events by the change of state.

For example, if you want to trigger an event for an analog point every 15 minutes, you should set
the TE bit every 15 minutes by the ladder logic. But, in this case, you may not want the state change
events to be generated. Then, set the bit DCE. You can get the timed events every 15 minutes.

Related Configuration File Number:
« 16-bit Counter Config File Number
«  32-bit Counter Config File Number
« 16-bit Frozen Counter Config File Number
«  32-hit Frozen Counter Config File Number
« 16-bit Analog Input Config File Number
32-bit Analog Input Config File Number
«  Short Floating Point Analog Input Config File Number

Class and Object Configuration for Other Input Data Type

Bit Offset 15 14 13 12 n 10 9 8 7 6 5 4 3 2 1 0
Element 0 F7 F6 F5 F4 F3 F2 F1 FO r r DCE TE r r C1 o
Element 1 F7 F6 F5 F4 F3 F2 F1 FO r r DCE TE r r Cl o
Element 2 F7 F6 F5 F4 F3 F2 F1 FO r r DCE TE r r Cl o
Element 3 F7 F6 F5 F4 F3 F2 F1 FO r r DCE TE r r Cl co
Element 4 F7 F6 F5 F4 F3 F2 F FO r r DCE TE r r Cl o
Element 5 F7 F6 F5 F4 F3 F2 F FO r r DCE TE r r Cl o
r: reserved

C1/CO: Class level, 0...3

TE: Trigger Event for the point (In Series B and Series C)

DCE: Disable change of state Event for the point (In Series B and Series C)

For other Inputs, Element _0 for data index 0

F7...FO: Object Flags, FLAG7/FLAG6/FLAGS/LOCAL_FORCED/REMOTE_FORCED/COMM_LOST/RESTART/ONLINE

For Counter type data, you can configure Threshold information in the Configuration file. Each
element can be configured to the threshold value for each point. A counter event is generated if the
absolute value of the difference between the present value of a counter point and the value that
was most recently queued as an event for that point exceeds the threshold value that was
configured in this file.

Related Configuration File Numbers:
« 16-bit Counter Threshold Config File Number (In Series B and Series C)
«  32-bit Counter Threshold Config File Number (In Series B and Series C)
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Analog Output Configuration Data File

Word Offset Description

Element 0 Threshold for point 0
Element 1 Threshold for point 1
Element 2 Threshold for point 2
Element 3 Threshold for point 3
Element 4 Threshold for point 4
Element 5 Threshold for point 5

For Analog Input type data, you can configure deadband information in the Configuration file. Each
element can be configured to the deadband value for each point. An analog input event is
generated if the absolute value of the difference between the present value of an analog input
point and the value that was most recently queued as an event for that point exceeds the
deadband value that was configured in this file.

Related Configuration File Numbers:
« 16-bit Analog Input Deadband Config File Number (In Series B and Series C)
«  32-hit Analog Input Deadband Config File Number (In Series B and Series C)
«  Short Floating Point Analog Input Deadband Config File Number (In Series B and Series C)

Word Offset Description

Element 0 Deadband for point 0
Element 1 Deadband for point 1
Element 2 Deadband for point 2
Element 3 Deadband for point 3
Element 4 Deadband for point 4
Element 5 Deadband for point 5

For Analog Output type data, you can configure the object flag information in the Configuration file.
The upper byte of the configuration file of these objects is used to configure the object flag. Other
bits are reserved.

Related Configuration File Numbers:
« 16-bit Analog Input Deadband Config File Number (In Series B and Series C)
«  32-hit Analog Input Deadband Config File Number (In Series B and Series C)
«  Short Floating Point Analog Input Deadband Config File Number (In Series B and Series C)

Bit Offset 15 14 13 12 n 10 9 8 7 6 5 4 3 2 1 0
Element 0 F7 F6 F5 F4 F3 F2 F1 FO r r r r r r r r
Element 1 F7 F6 F5 F4 F3 F2 F1 FO r r r r r r r r
Element 2 F7 f6 F5 F4 F3 F2 F1 FO r r r r r r r r
Element 3 F7 f6 F5 F4 F3 F2 F1 FO r r r r r r r r
Element 4 F7 F6 F5 F4 F3 F2 F1 FO r r r r r r r r
Element 5 F7 F6 F5 Fi4 F3 F2 F1 FO r r r r r r r r
r: reserved

F7...FO: Object Flags, FLAG7/FLAG6/FLAGS/LOCAL_FORCED/REMOTE_FORCED/COMM_LOST/RESTART/ONLINE
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For Small BCD type data, you can configure Class information in the Configuration file. The lower 2
bits in each element of the Configuration files are the configuration of Class information to the
relevant objects. The PO hit in the first element is to exclude Small BCD Data from Class 0 poll
responses. Other bits are reserved.
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Small BCD Configuration File Data

Related Configuration File Numbers:
«  Small BCD Config File Number

Bit Offset 15 14 13 12 n 10 9 8 7 6 5 4 3 2 1 0
Element 0 r r r r r r r r PO r r r r r (1 o
Element 1 r r r r r r r r r r r r r r Cl o
Element 2 r r r r r r r r r r r r r r Cl o
Element 3 r r r r r r r r r r r r r r Cl o
Element 4 r r r r r r r r r r r r r r Cl o
Element 5 r r r r r r r r r r r r r r Cl o

1 o
r: reserved

C1/C0O :Class level, 0...3

For Small BCD, Element_0 for data index 0

P0: 0 for including Small BCD Data to Class 0 poll response

DNP3 Binary Input Object

The supported object group and variations are listed in this section. The controller responds with
the default group and variation when the DNP3 Master requests to read the object with all
variations.

Binary Input Static Objects:
«  glv0 - Binary Input - All Variations
«  glvl- Binary Input - Packed format (default)
» glv2 - Binary Input - With flags

Binary Input Event Objects:
«  g2v0 - Binary Input Event - All Variations
«  g2v1- Binary Input Event - Without time
«  g2v2 - Binary Input Event - With absolute time
g2v3 - Binary Input Event - With relative time (default)

Related Object File Number:
«  Binary Input Object File Number

Related Configuration File Number:
«  Binary Input Config File Number

To generate a Binary Input Object from the DNP3 Subsystem in the controller, you should configure
the Binary Input Object File Number in the DNP3 Slave Application Layer Configuration file.

When the Binary Input Object File is configured, the Index number starts from 0. 1bit is used for one
Index.
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As an example, a Binary Input Object File is configured as shown. This file has 10 elements and 160
Binary Input points. Index 0 of the Binary Input Object is B10:0/0, Index 1is B10:0/1 and Index 159 is
B10:9/15.

ata File B10{bin) -- Binary Input Object File

[B1n0/0 ] Rache [Bina -1
Symbal: | | Celurr \..I 15 I
Desc | ]

|
B10 = Pioperties | Usage ‘ Help |

As an example, a Binary Input Config File shown has 10 elements. B30:0/0 and B30:0/1 can be
configured for Class Level 0,1, 2, or 3 for DNP3 Index O...15 of the Binary Input Object File. B30:1/0
and B30:1/1 can be configured for Class Level for DNP3 Index 16...31 of the Binary Input Object File.
Default Class Level is 0. Any other bits are reserved.

Class Level of Index 0...15 is 1(B30:0/0 and B30:0/1), Class Level of Index 16...31is 2(B30:1/0 and
B30:1/1), Class Level of Index 32...47 is 3(B30:2/0 and B30:2/1), and Class Level of other Indexes
are 0.

5 Data File B30 (bin} -- Binary Inpul Config File

51413121110 3 & 7 6 5

o o oo o oo oo ofy

Al ]

[B30:2/0 ] Fraie [ Rirery -
Symbol: [ ] [ial ‘”‘""m
Desc: | |
B30 ::ll Eropell\esl Usage | Uelp |

DNP3 Binary Output Object

The supported object group and variations are listed in this section. The controller responds with
the default group and variation when the DNP3 Master requests to read the object with Any
Variation.

Binary Output Static Objects:
« g10v0 - Binary Output - All Variations
«  g10v2 - Binary Output - Output status with flags (default)

Binary Output Command Objects:
«  g12v1 - Binary Command - Control relay output block (CROB)

Related Object File Number:
«  Binary Output Object File Number
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Related Configuration File Number:
«  Binary Output Config File Number

To generate a Binary Output Object from the DNP3 Subsystem in the controller, you should
configure the Binary Output Object File Number in the DNP3 Slave Application Layer Configuration
file.

When the Binary Output Object File is configured, the Index number starts from 0. 1bit is used for
one Index.

As an example, a Binary Output Object File is configured as shown. This file has 10 elements and
160 Binary Output points. Index 0 of the Binary Output Object is B11:0/0, Index 1is B11:0/1 and Index
159 is B11:9/15.

s}

-

-

o
(== = R T =T~ == =)
2 2 e e 2 2@ =22 =2 2@
o oo oo o oo o of#
o o o0 oo o oo o oE
o0 oo o e oo o oo
o o0 o c o oo o ofl
o 2o e e o 20 a0
(= T - I - T = N = I - I = I =)
o oo o c o oo o ol
o o0 2 e o oo o ofy
o o060 8 e o oo o o
oo o0 oo o oo o oGy
o oo oo o oo o ol

< =
| RREGH] | Radic|Binam =
Swnbol: | | Celumnz |16 =

Desc: | |

IEIH j Elopeﬂ:ietl Uszzge | Help |

As an example, a Binary Output Config File shown has 10 elements. Each bit can be configured for
Online information (if the corresponding point is active or not, 0=offline, 1=online) of the Binary
Output points. B31:0/0 is for Index 0, B31:0/1is for Index 1and B31:9/15 is for Index 159. In the
example, all bits are cleared and all of the points are in an offline state.

If this bit is set, all Online bits in the status flag of each Binary Output point is set when you read
Binary Output Status objects.

[0/ | Pl [Binery ]
Symhal | | EEIunrz:IH s
Decc | |
B3 :II Bropeties | Usage | Heln |

Binary Command - Control Relay Output Block (CROB)

The controller has three control models for Binary Output Control. They are Activation model,
Complementary latch model, and Complementary two-output model.

For the Complementary two-output model, two bits are required to control this model in the Binary
output object. The point index is different than in the Activation or Complementary latch model. The
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Table 30 - Point Index

point index varies as shown in Table 30 on page 212. The maximum number of Binary Output index

for Complementary two-output model is 2048.

Binary Output Database Index

Activation Model or Complementary Latch Model

Complementary Two-output Model

BO Index 0

BO Close Index 0

BO Index 1

BO Trip Index 0

BO Index 2

BO Close Index 1

BO Index 3

BO Trip Index 1

BO Index 4

BO Close Index 2

0
1
2
3
4
5

BO Index 5

BO Trip Index 2

4094

BO Index 4094

BO Close Index 2047

4095

BO Index 4095

BO Trip Index 2047

212

These control codes and point models are implemented in the controller:
«  0x00 (NUL/NUL): Clear field Off
«  0x20 (NUL/NUL): Clear field On
« 001 (Pulse On/NUL): Clear field Off. Activation Model
«  0x21 (Pulse On/NUL): Clear field On. Activation Model
«  0x03 (Latch On/NUL): Clear field Off, Complementary latch model
«  0x23 (Latch On/NUL): Clear field On. Complementary latch model
o 0x04 (Latch Off/NUL): Clear field Off. Complementary latch model
«  0x24 (Latch Off/NUL): Clear field On. Complementary latch model
«  0x41 (Pulse On/Close): Clear field Off. Complementary two-output model
«  0x61 (Pulse On/Close): Clear field On. Complementary two-output model
«  0x81 (Pulse On/Trip): Clear field Off. Complementary two-output model
«  0xAT (Pulse On/Trip): Clear field On. Complementary two-output model

When the controller is in Non-executing mode, the controller does not accept a Binary Command.
The controller returns a Control Status Code 7 in response. To access objects 12(CROB), the
controller must be in Executing mode.

Executing mode includes Run, Remote Run, Test Continuous Scan, and Test Single Scan modes. Any
others are Non-executing modes.

DNP3 Double Bit Binary Input Object

The supported object group and variations are listed in this section. The controller responds with
the default group and variation when the DNP3 Master requests to read an object with Any
variation.

Double-bit Binary Input Static Objects:
«  gdv0 - Double-hit Binary Input - All Variations
+  g3v1- Double-bit Binary Input - Packed format (default)
«  gdv2 - Double-bit Binary Input - With flags

Double-bit Binary Input Event Objects:
«  g4v0 - Double-bit Binary Input Event - All Variations
«  ghv1- Double-bit Binary Input Event - Without time
«  ghv2 - Double-bit Binary Input Event - With absolute time
«  ghv3 - Double-bit Binary Input Event - With relative time (default)

Related Object File Number:
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«  Double Bit Binary Input Object File Number

Related Configuration File Number:
«  Double Bit Binary Input Config File Number

To generate a Double Bit Binary Input Object from the DNP3 Subsystem in the controller, you should
configure the Double Bit Binary Input Object File Number in the DNP3 Slave Application Layer
Configuration file.

When the Double Bit Binary Input Object File is configured, the Index number starts from 0.
2 bits are used for one Index.

As an example, a Double Bit Binary Input Object File is shown. This file has 10 elements and 80
Double Bit Binary Input points. Index 0 of the Double Bit Binary Input Object is B20:0/0 and B20:0/1,
Index 1is B20:0/2 and B20:0/3, and Index 79 is B20:9/14 and B20:9/15.

9 G 7T 6 5

EE] | Radis | Bhary |
Syrhol: | | Courre[15 =]

Desc: | |

B20 ﬂ Empen'aal Uzage | Help |

As an example, a Double Bit Binary Input Config File is shown. This file has 10 elements. B33:0/0 and
B39:0/1 can be configured for Class Level 0, 1, 2, or 3 for DNP3 Index 0...7 of the Double Bit Binary
Input Object File. B39:1/0 and B39:1/1 can be configured for Class Level for DNP3 Index 8...15 of the
Double-bit Binary Input Object File. Default Class Level is 0. Any other bits are reserved. So, in the
example, Class Level of Index 0...7 is 1(B39:0/0 and B39:0/1), Class Level of Index 8...15 is 2(B39:1/0
and B39:1/1), Class Level of Index 16...23 is 3(B39:2/0 and B39:2/1), and Class Level of other Indexes
are 0.

i Data File B33 (bin) — Double Bit Input Config File
15 1d 13 12 11 1o & & T 6 5 3 2 L

o
mn
o
o
a
o
o
o
o
N ]
[BF0/0 | Radix m
Symbol: [ | afumni m
Desc | ]
B3 :ll Propertizs | Usage | Help |
DNP3 Counter Object

The supported object group and variations are listed in this section. The controller responds with
the default group and variation when the DNP3 Master requests to read an object with Any
variation.

Rockwell Automation Publication 1766-UMOQTP-EN-P - March 2024 213



Appendix F MicroLogix 1400 Distributed Network Protocol

Counter Static Objects:
«  g20v0 - Counter - Any Variation
«  g20v1 - Counter - 32-bit with flag
«  g20v2 - Counter - 16-bit with flag
205 - Counter - 32-bit without flag (default)
«  g20v6 - Counter - 16-bit without flag (default)

Counter Event Objects:
o g22v0 - Counter Event - Any Variation
«  g22v1 - Counter Event - 32-bit with flag (default)
«  g22v2 - Counter Event - 16-bit with flag (default)

Related Object File Number:
« 16-bit Counter Object File Number
«  32-bit Counter Object File Number

Related Configuration File Number:
« 16-bit Counter Config File Number
32-bit Counter Config File Number

To generate a Counter Object from the DNP3 Subsystem in the controller, you should configure
Counter Object File Numbers in the DNP3 Slave Application Layer Configuration file.

When only one Counter Object File is configured, the Index number starts from O for the configured
object. One word is used for one Index of a 16-bit Counter Object and one double word is used for
one Index of a 32-bit Counter Object.

If both the 16-bit Counter Object File Number and 32-bit Counter Object File Number were
configured in the DNP3 Slave Application Layer Configuration file, the starting index number of
16-bit Counter Object is 0 and the starting index number of 32-bit Counter Object starts from the
ending index number of the 16-bit Counter Object. For example, if 10 elements of a 16-hit Counter
Object were configured and 10 elements of a 32-bit Counter Object were configured, the index
number is:

« 16-bit Counter Object: From 0...9
«  32-hit Counter Object: From 10...19
Let's suppose you configured both 16-bit and 32-bit Counter Object Files as. Data File N12 has 10

elements and L13 has 10 elements accordingly. In total, 20 Counter Object indexes are configured.
Index O of the Counter Object is N12:0, Index 1is N12:1, Index 10 is L13:0, and Index 19 is L13:9.

== Daka File M12 (dec) 16bit s Countey Object Filz

I o=

[izo | Radie[Decinal x|
Syrbal: | | Calurrna: I n 'I
Desz | |
M12 ill E\'Upulicsl Usage | Hep

NEX] ] Hadleeclmal 'I
Swhal: | | Calumna: Iﬂ
Desz | ]
L13 ::II Eropaliesl Usage Hep
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As an example, a Counter Config File is shown. These files have 10 elements for each. B32:0/0 and
B32:0/1 can be configured for Class Level 0, 1, 2, or 3 for DNP3 Index O of the 16-bit Counter Object
File. B32:1/0 and B32:1/1 can be configured for Class Level for DNP3 Index 1 of the Counter Object
File. Default Class Level is 0. Any other bits are reserved. So, in the example, for 16-bit Counter
Config File, Class Level of Index 0 is 1(B32:0/0 and B32:0/1), Class Level of Index Tis 2(B32:1/0 and
B32:1/1), Class Level of Index 2 is 3(B32:2/0 and B32:2/1), and Class Level of other Indexes are 0.

=3 Daka File B22 (bin}) 1Bbits Counter Conlig File

] 2l
[B=2.0/0 | Fuad; | Binary =
Symbal: | ] Calunrs (18 =
Deez | |
B3z ﬂ Prapertis | Uzags | Help |

For a 32-bit Counter Config File, Class Level of Index 10 is 1(B33:0/0 and B33:0/1), Class Level of
Index 11is 2(B33:1/0 and B33:1/1), Class Level of Index 12 is 3(B33:2/0 and B33:2/1), and Class Level

of other Indexes are 0.

== Daka File B33 (bin) 22hits Counter Conlig File

[B330/0 | Radis:| Binary 'I
Symbiol: | | Ll ->|13 'l
Desr | |
B33 j FEropertize | Uzage | Help |

DNP3 Frozen Counter Object

The supported object group and variations are listed in this section. The controller responds with
the default group and variation when the DNP3 Master requests to read the object with all

variations.

Frozen Counter Static Objects:
» 20 - Frozen Counter - All Variations
« 21 - Frozen Counter - 32-bit with flag
»  g2Wv2 - Frozen Counter - 16 bit with flag

« 215 - Frozen Counter - 32-bit with flag and time
» 216 - Frozen Counter - 16-bit with flag and time
«  g2v9 - Frozen Counter - 32-bit without flag (default)
«  g21v10 - Frozen Counter - 16-bit without flag (default)

Frozen Change Event Objects:
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«  g23v0 - Frozen Counter Event - All Variations

+  g23v1- Frozen Counter Event - 32-bit with flag (default)
23v2 - Frozen Counter Event - 16-bit with flag (default)
«  g23vb5 - Frozen Counter Event - 32-bit with flag and time
«  §23v6 - Frozen Counter Event - 16-bit with flag and time

Related Object File Number:
« 16-bit Counter Object File Number
«  32-hit Counter Object File Number

Related Configuration File Number:
« 16-bit Frozen Counter Config File Number
«  32-bit Frozen Counter Config File Number

To generate a Frozen Counter Object from the DNP3 Subsystem in the controller, you should
configure the Counter Object File Number in the DNP3 Slave Application Layer Configuration file.

The number of elements for a Frozen Counter Object is the same as the number of Counter Objects.
For example, if 10 Counter elements were configured, 10 Frozen Counter elements are generated in
the controller internally. You cannot access the Frozen Counter database directly.

There is one buffer for a Frozen Counter Object. Read the Frozen Counter Object before you send
another request with Freeze function codes. If two consecutive Freeze function codes are received
without Read operation into them for a Frozen Counter Object, the second Freeze operation
overwrites the values of Frozen Counter Objects.

If both 16-bit Counter Object File Number and 32-bit Counter Object File Number were configured in
the DNP3 Slave Application Layer Configuration file, the 16-bit Frozen Counter Object starting index
number is 0 and the 32-bit Frozen Counter Object starting index number of starts after the last
index number for the 16-bit Frozen Counter Object. For example, if 10 elements of 16-bit Counter
Object were configured and 10 elements of 32-bit Counter Object were configured, the index
numbers are:

« 16-hit Frozen Counter Object: From 0...9
«  32-bit Frozen Counter Object: From 10...19

When only one of the Counter Object Files was configured, the Index number starts from 0 for the
configured object.

As an example, a Frozen Counter Config File is shown. These files have 10 elements for each.
B34:0/0 and B34:0/1 can be configured for Class Level 0, 1, 2 or 3 for DNP3 Index O of the 16 bits
Frozen Counter Object File. B34:1/0 and B34:1/1 can be configured for Class Level for DNP3 Index 1
of the Counter Object File. Default Class Level is 0. Any other bits are reserved. So, in the example,
for 16-bit Frozen Counter Config File, Class Level of Index 0 is 1(B34:0/0 and B34:0/1), Class Level of
Index 1is 2(B34:1/0 and B34:1/1), Class Level of Index 2 is 3(B34:2/0 and B34:2/1), and Class Level of
other Indexes are 0.
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(bin}
G018 1

1Ebits Froz &n Counter Config File

m om m o m = r oA o= =

O Do o Do o o oD o
D Do o pooo o o ol
2 22 2 2 2 @ 2@ 2 =
[=J = T = R = R = R = R Y = T = i =
R -] —
0O 0D O o Do o0 o o of#
0D 0D o o o oo oo of
OO0 O o oo oo o ofg
0D oo o o oo oo ofs
oo o oD oo oo o
[ e =
OO0 O o oo oo o oS
O oo oD oo oo o
DDDDDDDHD'—"

[= = T = R = R = R = R = R ]

[Fon
Symbol: [ ]

[EIE|
| Hadix:lgiﬂat‘f I
CJlUIII:.|1E 'I

Dese |

B34 j Erupertiesl Ueaga | Help |

For 32-bit Frozen Counter Config File, Class Level of Index 10 is 1(B35:0/0 and B35:0/1), Class Level
of Index 11is 2(B35:1/0 and B35:1/1), Class Level of Index 12 is 3(B35:2/0 and B35:2/1), and Class

Level of other Indexes are 0.

== Data File B35 (bin) — 32hits Frozen Counter Config File

1514 15 12 11 10 % @& 7 6 5 3 & &

S =

[p0/0 | Fedis:| Binary ~]

Symbol: | ] Caume=[15 =]

Desc: | |
Iﬁﬂ Eropertize | Usage | Help |

DNP3 Analog Input Object

The supported object group and variations are listed in this section. The controller responds with

the default group and variation when the DNP3 Master
variation.

Analog Input Static Objects:

g30v0 - Analog Input - Any Variations
g30v1 - Analog Input - 32-bit with flag
g30v2 - Analog Input - 16-hit with flag

requests to read the object with Any

g30v3 - Analog Input - 32-bit without flag (default)
g30v4 - Analog Input - 16-bit without flag (default)
g30v5 - Analog Input - Single-prec flt-pt with flag (default)

Analog Input Event Objects:
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g32v0 - Analog Input Event - Any Variation

g32v1 - Analog Input Event - 32-bit without time (default)
g32v2 - Analog Input Event - 16-bit without time (default)
932v3 - Analog Input Event - 32-bit with time

g32v4 - Analog Input Event - 16-bit with time
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«  g32vb - Analog Input Event - Single-prec flt-pt without time (default)
«  g32v7 - Analog Input Event - Single-prec flt-pt with time

Related Object File Number:
« 16-bit Analog Input Object File Number
»  32-bit Analog Input Object File Number
«  Short Floating Point Analog Input Object File Number

Related Configuration File Number:
« 16-bit Analog Input Config File Number
«  32-bit Analog Input Config File Number
«  Short Floating Point Analog Input Config File Number

To generate an Analog Input Object from the DNP3 Subsystem in the controller, you should
configure the Analog Input Object File Number in the DNP3 Slave Application Layer Configuration
file.

When only one Analog Input Object File is configured, the Index number starts from 0 for the
configured object. One word is used for one Index of 16-bit Analog Input Object, one double word is
used for one Index of 32-bit Analog Input Object, and one short float is used for one Index of Short
Floating Point Analog Input Object.

If 16-bit Analog Input Object File Number, 32-bit Analog Input Object File Number, and Short Floating
Point Analog Input Object File Number were configured in the DNP3 Slave Application Layer
Configuration file, the starting index number of 16-bit Analog Input Object is 0 and the starting index
number of 32-hit Analog Input Object starts from the ending index number of 16-bit Analog Input
Object.

For example, if 10 elements of 16-bit Analog Input Object were configured, 10 elements of 32-bit
Analog Input Object, and 10 elements of Short Floating Point Analog Input Object were configured,
the index numbers are:

« 16-bit Analog Input Object: From 0...9
«  32-bit Analog Input Object: From 10...19
«  Short Floating Point Analog Input Object: From 20...29

As an example, a configuration of 16-bit, 32-bit, and Short Floating Point Analog Input Object Files is
shown. Data File N14 has 10 elements, L15 has 10 elements and F16 has 10 elements accordingly. A
total of 30 Analog Input Object indexes are configured. Index 0 of the Analog Input Object is N14:0,
Index 10 is L15:0, Index 20 is F16:0, and Index 29 is F16:9.

{55 Data File N14 {dec) — A16I Dbj

[M14:0 | Radiy: | Cecimal B
Symbol: ] Columns: I 10 -

Dese: [ |

M14 jl Eruperl\esl Usage | ﬂl

[L150 | Hadidoecimal |

Spmbl: | ] CDIumns:IS 'l

Desc: | |

L15 j Eropertiesl Usage | Help |

Rockwell Automation Publication 1766-UMOQTP-EN-P - March 2024



Appendix F MicroLogix 1400 Distributed Network Protocol

74 DataFile F16 —- AFI Obj

[F1E0 | Fadis: | |
Spmbol; ] Columns: I 5 - I

Dese: [ |

213 ill Elopertiesl Usage | ﬂl

As an example, an Analog Input Config File is shown. These files have 10 elements each.

B36:0/0 and B36:0/1 can be configured for Class Level 0, 1,2 or 3 for DNP3 Index O of the 16-bit
Analog Input Object File.

B36:1/0 and B36:1/1 can be configured for Class Level for DNP3 Index 1 of the Analog Input Object
File. Default Class Level is 0. Any other bits are reserved.

In the example, for 16-bit Analog Input Config File, Class Level of Index 0 is 1(B36:0/0 and B36:0/1),
Class Level of Index 1is 2(B36:1/0 and B36:1/1), Class Level of Index 2 is 3(B36:2/0 and B36:2/1), and
Class Level of other Indexes are 0.

9 L} T = Bl 3 2z 0
1] a 000 000 000 01
B3:1 0 0 0 0 0 D O @ D OO0 OO0 QLD
B36:2 0 0000 0O0OO0COD0ODO0ODTUO0DOD0OO0OOD0 l
E36:3 o0 000000000000 0.0
B36: 4 0 0000 0O O0OCO0ODODODUD©OOO0OTUODTOO0
B36:5 0 0 0 0D 0 DO O D OO0 OO0 QDD
E36: 6 o0 000000000000 0.0
B36:7 0 0000 0O O0OCO0ODODODUD©OOO0OTUODTOO0
E36:8 o0 000000000000 0.0
B36:9 0 0000 0O O0OCO0ODODODUD©OOO0OTUODTOO0
E] I |
[FEETA ] Fedic[Bray =]
Symbol: [ ] Cofunrs [18 =]
Desc: [ ]
EE3 j Propattes | Usage | Help |

For a 32-bit Analog Input Config File, Class Level of Index 10 is 1(B37:0/0 and B37:0/1), Class Level of
Index 11is 2(B37:1/0 and B37:1/1), Class Level of Index 12 is 3(B37:2/0 and B37:2/1), and Class Level
of other Indexes are 0.

ures 514 13 s 8 7 6 5 3 2z o
B37:0 0o 0 00O0O0OT 0D OT OO 0 1
B37:1 0009000 Q0 0QO0CO0OO0O DO D0 L D0
B37:2 Do 0 O0D0O0O0O0O0O0O®O0 0O 001
B37:3 000 0000000000000
B37:4 00 000000000000 00
B37: 5 000D ODO0OOOOOOOOODO0OO0O0OTDO
B37:6 00000000000 000 00
B37:7 00000000000 00000
B37:8 D000 O0OD0O0O0O0O0O0O0 000 00
B37:0 00 000000000000 00
I S
EE] | Radic| Binary B
Symbok: | ] Columms: lE,
Desc: \ |
B37 j Propaite: | Usage | Help |

For Short Floating Point Analog Input Config File, Class Level of Index 20 is 1(B38:0/0 and B38:0/1),
Class Level of Index 21is 2(B38:1/0 and B38:1/1), Class Level of Index 22 is 3(B38:2/0 and B38:2/1),
and Class Level of other Indexes are 0.
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i - nfi...
OLLse 514 13 12 a & > 5 4 3 Z 10
B38: 0 0o 0o 000 o0ODOOOTCDOCOOODTQ OCODTODOD1
B38: 1 I - N T - O O - O - I R R
[B35: 2 00 0O0OO0OCODOODOOODOODOOODOODO0 J.
|538:3 0o 0o 0000 ODOO0OT© COROODT OCODTOoOOT o
B38:4 00 o0O0O®OOO0ODOODO0ODO0OO0OO0O0OTO0OOD0
B38: 5 D00 D00 000000000
538: 6 0o 0o 0000 O0OO0OTC COOOTOCOoODTOoOOT o
[B35:7 00 o0O0O®OOO0ODOODO0ODO0OO0OO0O0OTO0OOD0
[E38:8 0o 0o 0000 ODOO0OT© COROODT OCODTOoOOT o
[B38:9 00 o0O0O®OOO0ODOODO0ODO0OO0OO0O0OTO0OOD0
Al A
| EEEI] | Radis:| Birary =
Symbl:[ | Coars 16 =]
Desc: [ ]
538 :II Properies | Usage | Heh |

DNP3 Analog Output Object

The supported object group and variations are listed in this section. The controller responds with
the default group and variation when the DNP3 Master requests to read an object with Any
variation.

Analog Output Status Objects:
«  g40v0 - Analog Output Status - Any Variations
«  g40v1 - Analog Output Status - 32-bit with flag (default)
g40v2 - Analog Output Status - 16-bit with flag (default)
«  g40v3 - Analog Output Status - Single-prec flt-pt with flag (default)

Analog Output Command Objects:
«  g4lv1 - Analog Output - 32-hit
«  g4lv2 - Analog Output - 16-hit
«  g4lv3 - Analog Output - Single-prec flt-pt

Related Object File Number:
« 16-bit Analog Output Object File Number
«  32-bit Analog Output Object File Number
«  Short Floating Point Analog Output Object File Number

Related Configuration File Number:
- None

To generate an Analog Output Object from the DNP3 Subsystem in the controller, you should
configure the Analog Output Object File Number in the DNP3 Slave Application Layer Configuration
file.

When only one of the Analog Output Object Files is configured, the Index number starts from 0 for
the configured object. One word is used for one Index of 16-bit Analog Output Object, one double
word is used for one Index of 32-bit Analog Output Object, and one short float is used for one Index
of Short Floating Point Analog Output Object.

If the 16-bit Analog Output Object File Number, 32-bit Analog Output Object File Number, and Short
Floating Point Analog Output Object File Number are configured in the DNP3 Slave Application Layer
Configuration file, the starting index number of 16-bit Analog Output Object is 0 and the starting
index number of 32-bit Analog Output Object starts from the last index number of 16-bit Analog
Output Object.

For example, if 10 elements of 16-bit Analog Output Object are configured, 10 elements of 32-bit

Analog Output Object, and 10 elements of Short Floating Point Analog Output Object are configured,
the index numbers are:
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« 16-bit Analog Output Object: From 0...9
«  32-bit Analog Output Object: From 10...19
«  Short Floating Paint Analog Output Object: From 20...29

As an example, 16-bit, 32-bit, and Short Floating Point Analog Output Object Files are configured as.
Data File N17 has 10 elements, L18 has 10 elements and F19 has 10 elements accordingly. A total of
30 Analog Output Object index are configured. Index 0 of the Analog Output Object is N17:0, Index 10
is 118:0, Index 20 is F19:0, and Index 29 is F19:9.

#Data File N17 {dec) — 16bits Analog Output Objeck File

L) I * I -
|MW 70 | Hadig:IDEEiITIEl -
Spmbok | | Columns: (10 =

Desc: | ‘

N17 :II Properties | Usage Heln

|L18:0 | Padis;| Decimal i
Symbal ] Cu\umns.IE -

Desc: [ |

L8 ::ll Eruperliesl Usage Help |

[Fran | Hadik‘l |

Sprbal: | Calunnne: |5 vl

Dese: [ ]

F18 ill Propetties | Uzage | Help
Analog Output Command - Control Analog Output Block (AOB)

When the controller is in Non-executing mode, the controller does not accept an Analog Output
Command. The controller returns a Control Status Code 7 in the response. To access the objects
41(AOB), the controller mode should be in Executing mode.

Executing mode includes Run, Remote Run, Test Continuous Scan, and Test Single Scan modes. Any
other modes are Non-executing modes.

DNP3 BCD Object

The supported object group and variations are:

Numeric Static Objects:
« gl01v1 - Binary-Coded Decimal Integer - Small

Related Object File Number:
«  Small BCD Object File Number

Related Configuration File Number:
«  Small BCD Config File Number
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To generate a Small BCD Object from the DNP3 Subsystem in the contraoller, you should configure
the Small BCD Object File Number in the DNP3 Slave Application Layer Configuration file.

When a Small BCD Object File is configured, the Index number starts from 0. One word is used for
one Index of Small BCD Object.

As an example, a Small BCD Object File is configured as shown. Data File N21 has 10 elements. Index
0 of the Small BCD Object is N21:0, Index 1is N21:1, and Index 9 is N21:9.

=2 Data File N21 (dec) — Small BCD Dbject File

<« v =
[Nz1o | Hadix:lDEDimd =
Spribial: | Columng: (10 =

Desc: | |

NZ21 ﬂ Elnpertlesl Usage | Heln

As an example, a Small BCD Config File is configured as shown. The file has 10 elements. B40:0/0
and B40:0/1 can be configured for Class Level 0, 1, 2, or 3 for DNP3 Index O of the Small BCD Object
File. B40:1/0 and B40:1/1 can be configured for Class Level for DNP3 Index 1 of the Small BCD Object
File. Default Class Level is 0. Any other bits are reserved.

In the example, for a Small BCD Config File, Class Level of Index 0 is 1(B40:0/0 and B40:0/1), Class
Level of Index 1is 2(B40:1/0 and B40:1/1), Class Level of Index 2 is 3(B40:2/0 and B40:2/1), and
Class Level of other Indexes are 0.

= Dal in) - Sm i
DEE 514 15 12 T T 5 5 4 3 2 10
Ba0:=0 000 0O0CDODODOOOODODODTODNDOOUDOD DO 1
Ban: 1 T g0 00 000 DO Q0000 L0
Ba0zz 00000 0ODO0O0O0O 00 0O0 0 L
Ba0:z3 000 0O0CODO0OO0OOOO0DTOCTODNDTQOOUDOD OO0
Ba0= 4 000 0O0CDODOOOOO0DTOCTODNDTQOOUDOoD OO0
B40: § 00000000 D OO0 D000 00
540z 6 000 0O0CODO0OO0OO0OO0OoODTODNDTO oOTQOoDTOoOOoDo
Ba0:z7 000 0O0CDODOOOOO0DTOCTODNDTQOOUDOoD OO0
Ban:s 00000 00D 0D OO0 000 00
Ban:s 00000 000 DD 0000 00
] i1 B
[B40.0/0 | Radi| Binary -
Symbal; [ ] Calmtis: ,E
Desc: | ‘
40 :“ Properties | Usage | Help |

DNP3 Data-Set Object

This feature is supported only in MicroLogix 1400 Series B and Series C controllers.
These abject groups and variations are supported.

Data-Set Objects:
«  85v0 - Data-Set Prototype - Any Variation
«  8bv1 - Data-Set Prototype - With UUID
«  (86v1 - Data-Set Descriptor - Data-Set contents
«  86v2 - Data-Set Descriptor - Characteristics
«  87v0 - Static Data-Set - Any Variation
« 871 - Static Data-Set - Present value
«  88v0 - Event Data-Set - Any Variation
«  88v1 - Event Data-Set - Snapshot

Related Object/Configuration File Number:
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«  Data-Set Prototypes Object File Number
«  Data-Set Descriptors Object File Number

To generate a Data-Set Object from the DNP3 Subsystem in the controller, configure the Data-Set
Protatypes/Descriptors Object File Number in the DNP3 Slave Application Layer Configuration file
and also the Maximum Number of Data-Set Prototypes/Descriptors Files.

Each Data-Set Prototypes Object file (N data file) can have up to 10 elements of Data-Set
Prototypes, and each Data-Set Descriptors Object file (N data file) can have up to 10 elements of
Data-Set Descriptors.

As an example, with Data-Set Prototypes files, if you configure Data-Set Prototypes Object File
Numbers to 50 and Maximum Number of Data-Set Prototypes Files to 9, N Data files 50...58 are
reserved to store the structure of the Data-Set Prototypes configuration.

- Data Set Prototypes file N50
- Data Set Prototypes file N51
- Data Set Prototypes file N52
-t Data Set Prototypes file N53
Data Set Prototypes - Data Set Prototypes file N54
Element Array
(N data file) - Data Set‘ﬁ'rototypes file N58

As an example, with Data-Set Descriptors files, if you configure Data-Set Descriptors Object File
Number to 60 and Maximum Number of Data-Set Descriptors File to 9, N Data files 60...68 are
reserved to store the structure of the Data-Set Descriptors configuration.

- Data Set Descriptors file N60
- Data Set Descriptors file N61
-t Data Set Descriptors file N62
-t Data Set Descriptors file N63
Data Set Descriptors - Data Set Descriptors file N64
Element Array
(N data file) - Data Set“bescriptors file N68

Once the Data-Set Prototypes and Descriptors are configured in the DNP3 Slave Application Layer
Configuration of RSLogix 500/RSLogix Micro software, you can see the DNP3 DS Prototype X and
DNP3 DS Descriptor X trees under the Channel Configuration of RSLogix 500/RSLogix Micro
software, where X is the element numbers of each Prototype or Descriptor.
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I I=TES
-3 Project 1=
-] Help
B 23 contralier
i Controller Propeies
: Q Processor Status
0 Function Files
i 10 Configuration
EI)}E Channel Configurstion
I))E Channel Status
-1 i 0
[ oMP3 DS Prototype 1 —
[ DWP3 DS Prototype 2
[ oMP3 DS Prototype 3
[ DNP3 DS Protetype 4
[ DWP3 DS Prototype 5
[ DNP3 DS Protetype &
[ DWP3 DS Prototype 7
[ DNP3 DS Protetype 8
[ DWP3 DS Descriptor 0
[ DNP3 DS Descriptor 1
[ DWP3 DS Descriptor 2
[ DNP3 DS Descriptor 3
[ DWP3 DS Descriptor 4
[ DNP3 DS Descriptor 5
[ DWP3 DS Descriptor &
[ DNP3 DS Descriptor 7
[ DWP3 DS Descriptor &

For DNP3 DS Pratotype X, you can configure the controller to construct the Data-Set Prototype
objects.

DMP3 Data Set Prototype O

Mumber of Protatype Elements: [i]

Pratatype Element Canfiguration:

Descriptor Code | Datalype Code | tan Data Lengthlbytes] | Ancillary Value Length[bytes]l Ancillary Yalue
NOME NONE 0 0 1]
MOME NONE i} i} 1]
NOMWE NONE 0 0 1]
MOME NONE i} i} 1]
NOMWE NONE 0 0 1]
MOME NONE i} i} 1]
HNOMNE NONE i} i} 1]
HNOME NONE 0 0 1]
MOME NONE i} i} 1]
NOMWE NONE 1} 1} 1]

Cancel Help |

For DNP3 DS Descriptor X, you can configure the controller to construct the Data-Set Descriptor

objects.
DNP3 Data Set Descriptor 0
General |
Number of Descriptor Elements: 0 Borert s Bl
- Characteristics
™ mD Case | PointhddiessType | PT/FN | Pl | FE
0 Standard DNP3 Paint MONE a 1]
st Ev 1 Standard DNP3 Point MONE i i
2 Standard DNP3 Paoint MONE a 1}
i~ Event Cla: 3 Standard DNP3 Paint MONE a 1}
Event Class: fi 4]
[ Trigger Event [ Disable Change of State Event FT : Paint Type Pl Foint Index
FM : File Mumber FE : Filz Element FSE : File Sub Element
Descriptor Element Canfiguration;
| Index | Descriptor Code | DataType Code | Max Data Lengthlbytes) | Ancillan Value Lengthbytes) [ Ancilla Value
EEEER NE i i
2 MONE MONE 1} 1} a
3 NONWE NOME o 1} a
4 NONE MNOMNE o 1} 1}
) MONE MOME o 1} 1}
[ MOME MOME 1} 1} 1}
7 MONE MONE 1} 0 a
8 MONE MONE 1} 0 a
9 MONE MONE 1} 0 a
10 MONE MONE i} 0 a
4 |

Data-Set Prototypes Configuration Parameters

These parameters are used to construct Data-Set Prototypes object.
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DNP3 Data Set Prototype O

(¥

umber of Protatype Elements: i]

Protatype EW“‘\

Descriptor Code | Datal ype Eode\‘I\Max Data Lengthlbytes] | Ancillary Value Length(bytes] | Ancillay Yalue |

cooooooooo
oooooooooo
ocooooooooo

Cancel Help |

Number of Prototypes Elements: 0...10. This must be the same as the number of the Prototype
elements that are configured.

Prototype Element Configuration: Each Prototypes element is configured in this configuration.
Double-click an element to edit it.

Prototype Element Configuration x|
Index: |—1

Desorilor Cacle: [gng =]
DataType Lot [N =]
MaxDatalenghlbytesh [

Ancillary Yalus: Ig

Cancel

Descriptor Code: UUID for element 1. NSPC/NAME/DAEL for element 2 or higher.

Data Type Code: NONE for element 1. NONE/VSTR/UINT/INT/FLT/OSTR/BSTR/TIME for element 2 or
higher.

Max Data Length (bytes): O for element 1. 0...255 for element 2 or higher.

Ancillary Value: Binary Array in hexadecimal for element 1. ASCII strings for element 2 or higher.
Maximum 32 bytes.
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226

DNP3 Data Set Descriptor D

General |

Data-Set Descriptors Configuration Parameters

These parameters are used to construct Data-Set Descriptors objects.

Flumber of Descriptor Elements i Event W

~Ch.
/|2"HD E&e | PontAddessType | PT/FN | Pl | FE
1] Standard DMNP3 Point MOME 1] 1]
[GmEr I Ev 1 Standard DNP3 Paint NONE 0 0
Standard DMP3 Paint MONE 0 0
;Ewm_ 3 Standard DMP3 Paint HOME 1] 1]
went Class: IU 4|
Wm [~ Disable Changw PT : Point Type Pl : Paint Index
FM : File Mumber FE : Filz Element FSE : File Sub Element
Descriptor E|EW
Index Descriptor Code | Diatal ype Code | Drata Lengthlbytes) | Ancillary ¥alue Length(bytes) | Ancillany alue |
NONE NOME 0 0 1]
NONE MOME 0 ]
3 NONE NOME 0 ]
4 NONE MOME 0 ]
5 NONE NOME 0 ]
[ NONE NOME 0 0
7 NONE HOME 0 I}
8 NONE NOME 0 ]
NONE MOME 0 ]
1 NONE NOME 0 ]
2l |

Cancel | _.i

Number of Descriptor Elements: 0...10. This must be the same as the number of the Descriptor
elements that are configured.

Characteristics: Used to assign characteristics to this Descriptor.
»  RD - setif Data-Set is readable.
» ST -setif the outstation maintains a static Data-Set.
« EV-setif the outstation generates a Data-Set event.

Event Class - Used to assign Event Class to this Descriptor.

« 0-None

o 1-Class1
o 2-C(lass?2
o J-Class3

Trigger Event: Set this parameter to generate an event unconditionally. The ladder logic can also
set the bit to generate timed events. Once the ladder logic or communications sets this parameter,
the controller clears it automatically after generating an event at the end of the scan. This
parameter is stored as a bit in the relevant Data-Set Descriptor Config file and the bit can be
accessed by Nx:2/4 where x is the relevant Data-Set Descriptor Config file number.

Disable Change of State Event: Set the parameter to suppress the events that are generated by any
Event Occurrence Condition.

Event Occurrence Condition: The conditions of Data-Set Event for each Data-Set Descriptor can be
configured by Data-Set Event Occurrence Condition 0/1/2/3 in the DNP3 Data-Set Descriptors
Object File. When one of the values that points to the Event Occurrence Condition 0/1/2/3 are
changed or the criteria are met, the controller generates a Data-Set Event, retrievable using the
object g88v1.
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This table shows the supported conditions for Point Addressing. Double-click each case element to

edit it.

Event Occurrence Condition

Casze |D: IU
Point Address Type: [Standard DNP3 Point v |

Faint Type: INDNE vI
Faint [ndex: Ig

Cancel |

Point Addressing under Event Occurrence Conditions: Valid selections are shown.

Point Address Type Point Type Point Index Event Occurrence Condition
Standard DNP3 Paint NONE: No point type is associated. |0 No Event is generated.
Bl: Binary input 0...4095
B2!: Double-bit input 0..2047 When the Point Type and Point Index are point to a specific
Cl: Counter 0..51 point, if the value of the point is changed, an event is
Al: Analog input 0..767 generated.
BCD: BCD point 0...255
Reserved for others. Reserved for others. No Event is generated.

A Data-Set event can consume any number of event buffers, depending on the Data-Set

configuration. This is only applicable for Data-Set events. The event for ather objects consumes a
single event buffer. When using Data-Set events, increase the number of events in the DNP3 Slave

configuration.

Descriptor Element Configuration: Each Descriptors element is configured in this here. Double-click

each element to edit it.

Descriptor Element Configuration x|

e [T

Descriptor Code: lm

DataTypelCode [none =]

Max DataLengthibytes) [p—
Ancillary Yalue: IU—

Point Address Tupe: W

Port Tve [wone =

Pointlndex o

| Cancel

Descriptor Code: NONE, NAME, DAEL, PTYP
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Descriptor Element Configuration x|

Index: l1—

Descrptor Coce: [uone =

Data Type Code: lh'

MaxDataLengthibptes) o
Ancillary Yalie ln—

Point Addiess Type,

File Mumber: |0
File Element: [n
FleSupBlement 5

oK I Cancel
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Data Type Code: NONE, VSTR, UINT, INT, FLT, OSTR, BSTR, TIME
Max Data Length (bytes): 0...255
Ancillary Value: Any string. This can be a binary array or ASCII string, up to 16 words.

Point Addressing under Descriptor Element Configuration: Data-Set value for each Data-Set
element is configured by:

«  Point Address Type

« Point Type
« Point Index
«  File Number
o File Element

«  File Sub-element

When these values are configured properly according to the supported data files, the controller
responds with a g87v1 object that is filled with the value in the data file. Table 31 shows the
supported data files for the Point Addressing.

Table 31 - Point Address Type — Standard DNP3 Point

Maximum Data Length

Point Address Type | Data Type Code (bytes) Point Type Point Index Low Byte Point Index High Byte
_ NONE = 0:
NONE =0 0 No point type is associated.
0...4095 max
BI=1: Binary input When the Data Types other than OSTR and BSTR are used, the Point Index
must be set to a point offset that is divisible by 16.
0...2047 max
NONE=0 0 B2I=3: .
. _ g When the Data Types other than OSTR and BSTR are used, the Point Index
Standard DNP Paint | 1T =2 pAaork Double-bit input must be set to a paint offset that is divisible by 6.
0STR=5 0...255 Cl=20:
BSTR =6 0..255 Counter 0..5M max
TIME=7 0.6
Al=30:
Analog input 0...767 max
BCD=101:
BCD point 0...255 max
Table 32 - Point Address Type — MicroLogix Data File
. Maximum Data Length | . . "
Point Address Type | Data Type Code (bytes) File Number File Element File Sub-element
NONE=0 0 0 0 0
VSTR=1 0..82 9..255 (ST) 9..255 0..40
2(9) .
_ 3,9..255 (B 0...65 for S 0for SN, L
UNT=2 012 0r4 7,9..255 (N) 0..255 for B, N, L 075 for B
9..255 (L)
MicroLogix Data Fil 2(3)
S PP 012 004 3,9..255 (B) 0..65 for S 0for SN, L
e 7,9..255 (N) 0..255for BN, L 0..15for B
9..255(L)
FLT=4 Oork 8,9...255 (F) 0...255 0
29)
_ 0...65 for S 0forS,N
0STR =5 0..255 e il 0..255 for B,N, 0..15 for B
BSTR= 6 0250 2 s 0..65for S 0forS N
7'9 955 ) 0...255 for B, N, 0..15for B

228
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Table 32 - Point Address Type — MicroLogix Data File (Continued)

Point Address Type | Data Type Code :E’y’:;";;'m Data Length File Number File Element File Sub-element
29) .
- 3,9..255 (B 0..65 for S OforS,N, L
TIME =7 0.8 7,9..255 (N) 0..255 for B, N, L 0..15for B
9..255 (L)

When the Descriptor Code is selected as PTYP, the Point Addressing parameters for the Descriptor
element are replaced by 10 Point Addressing parameters. Configure the Descriptor elements in the
same order of the DAEL elements in the relevant Prototypes.

Descriptor Element Configuration

Index: |-| - Paint Address 1 — Point Address6————————————
Standard DMNF:

Paint &ddress Type: | Standard DNP3 Paint Paint Address Type:

Pairt Type: |MOME Paint Type: | NOME

Descriptor Code: I vl Paint Index: |0 Paoint Index: [0
Data Type Code: INDNE vl
Foint Address Type: [Standard DNP3 Pairt Paint Address Type: | Standard DNP:

Max Data Length(bytes): ID Pairt Type: [NONE Paint Type: [ MOME

Faint Indes: |0 Paint Inde: [0

— Paint Address 2 r Paint Address 7

KKl

Ancillary alue: IDDDDDDDDDDDDDDDDDDDDDDDDDE

— Point Address 3 — Point Address 8
Point Addiess Type: | Standard ONP3 Point = | Point Address Type: | Standard DHF:
Paint Type: | NONE - Paint Type: | NOME
Pairit Indes: |0 Paint Index:
— Point Address 4 — Paint Address 9

'U
2
=
-
o
=3
@
&
4]
i

=

o
@

AR S AR AR 11

Paint Address Type: | Standard DMP3 Paint 'l
Pairt Type: |HONE vl Paint Type: | NOME

Paint Imdew: |0 Paint Index:

— Point Address 5 r Paint Address 10

Point Address Type: IStandard DMP3 Point Vl Point Address Type: | Standard DMF:
Faint Type: INDNE vl Puint Type: [NONE
0K I Cancel Point Indes: ID Paint Index: [

For instance, if Prototype 0 includes a Namespace at Index 2 and Name at Index 3, then the first
DAEL in the Prototype O is at Index 4. The Prototype DAEL at Index 4 matches Point Address 4 in the
PTYP element configuration. Because of this, Paint Address 4 in the PTYP element configuration of
the Descriptor should be configured properly.

DNP3 Data Set Prototype 0

Murber of Prototype Elements: |4—

Prototype Elernent Configuration:

Index | Descriptor C... | DataType Code | Max Data Length(... [ &ncillary Value Lengt.. | &ncillary Value
1 [N[H]]N] MNUME u 1h Py
2z MNSPC NOME 1] 16 Application Marme
3 MNAME MNOME 1] n Fault Mame
4 UINT 2 27 Fault Code in Systern Status
5 MONE MNOME 1] 0 1]
B MOME MNOME 1] 0 1]
i MOMNE MNOME 1] 0 1]
i MONE MNOME 1] 0 1]
g MOME MNOME 1] 0 1]
0 MONE NOME 1] 0 1]
Cancel | Help |
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Descriptor Element Configuration

Indewi Point Address | —Paint Address
Point Address Type: [Standard DMP3 Paint vl Point Addre:
. Point Type: |MONE - Po
Descriptor Code: [pTvp 5 Paint Indes: [0 Poi
Data Type Code:! [NONE =
—Point Address 2 —Point Address
Paint Address Type! [Standard DNF3 Paint =] Point Addre
Max Data Length(bytes): |u— it TiEE‘ N;;Ear on = Po
Paint Indes: |0 Po

Ancillary Value: I

—Point Address 3 —Puoint Address

Paint Address Type: [Standard DNP3 Paint =] Point Addre

Paint Type: |[NOME | Pa

Point Index: {0 Pa

Point Address 4 Paint Addres:

. . Paint Address Type!|MicroLogix Data Fil - Paint Addre

DAEL configuration for : e .lzlmog'm o)
relevant Prototype 0 File Murnber:

Index 4 File Element:lE Pa

File Sub Element:ln—

—Point Address 5 Paint Address

Point Address Tyue:lStandard DNP3 Point vl Paint Addre

Point Type: [MOME vl Fa

R et Point Index: [0 Po

. .

Object Quality Flags

The object flag is composed of an 8-bit string for some DNP3 objects. Table 33 to Table 40 show
Flag Descriptions for each object. The ONLINE, RESTART, COMM_LOST, REMOTE_FORCED and
LOCAL_FORCED flags are common to all object group types that contain flags.

There are some rules for the Object flag set or clear for each bit by the controller. The rules are also
applied to Event data.

«  When the controller is in Non-executing mode, the object flag is always all 0.

«  When the controller is in Executing mode and there is no configuration file, only the Online
flag in the object flag is set.

«  When the controller is in Executing mode and there is a configuration file, the flags in the
object flag are set according to the upper byte of the configuration file.

Table 33 - Object Flags for Binary Input

Bit Offset Name Description

In Series A controllers:

0 when the controller is or was in Non-executing mode.

1when the controller is or was in Executing mode.

0 ONLINE In Series B and Series C controllers:

0 when the controller is or was in Non-executing mode.

1when the controller is or was in Executing mode and the configuration file does not exist. May be 1
when the controller is or was in Executing mode and the configuration file exists.

1 RESTART Always 0. Not used.
2 COMM_LOST Always 0. Not used.
3 REMOTE_FORCED Always 0. Not used.
A LOCAL_FORCED Always 0. Not used.
5 CHATTER_FILTER Always 0. Not used.
6 reserved Always 0. Not used.
7 STATE Reflects point state of Binary Input point.
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Table 34 - Object Flags for Double Binary Input
Bit Offset Name Description
In Series A contrallers:
0 when the contraoller is or was in Non-executing mode.
1when the controller is or was in Executing mode.
0 ONLINE In Series B and Series C controllers:
0 when the controller is or was in Non-executing mode.
1 when the controller is or was in Executing mode and the configuration file does not exist. May be 1
when the controller is or was in Executing mode and the configuration file exists.
1 RESTART Always 0. Not used.
2 COMM_LOST Always 0. Not used.
3 REMOTE_FORCED Always 0. Not used.
4 LOCAL_FORCED Always 0. Not used.
5 CHATTER_FILTER Always 0. Not used.
6 STATE Reflects point state of Double-bit Binary Input point. Double-bit LSB.
7 STATE Reflects point state of Double-bit Binary Input point. Double-bit MSB
Table 35 - Object Flags for Binary Output
Bit Offset Name Description
0 when the controller is or was in Non-executing mode.
0 ONLINE 1when the controller is or was in Executing mode and the configuration file does not exist.
May be 1when the controller is in Executing mode and the configuration file exists.
1 RESTART Always 0. Not used.
2 COMM_LOST Always 0. Not used.
3 REMOTE_FORCED Always 0. Not used.
4 LOCAL_FORCED Always 0. Not used.
5 reserved Always 0. Not used.
6 reserved Always 0. Not used.
7 STATE Reflects point state of Binary Output point.
Table 36 - Object Flags for Counter
Bit Offset Name Description
0 when the controller is or was in Non-executing mode.
0 ONLINE 1when the controller is or was in Executing mode and the configuration file does not exist.
May be 1 when the controller is in Executing mode and the configuration file exists.
1 RESTART
2 COMM_LOST
3 REMOTE_FORCED 0 when the controller is or was in Non-executing mode.
b LOCAL_FORCED 0 when the controller is or was in Executing mode and the configuration file does not exist.
5 ROLLOVER May be 1when the controller is in Executing mode and the configuration file exists.
6 DISCONTINUITY
7 reserved

Table 37 - Object Flags for Analog Input

Bit Offset Name Description
0 when the controller is or was in Non-executing mode.

0 ONLINE 1when the controller is or was in Executing mode and the configuration file does not exist.
May be 1 when the controller is in Executing mode and the configuration file exists.

1 RESTART

2 COMM_LOST

3 REMOTE_FORCED 0 when the controller is or was in Non-executing mode.

4 LOCAL_FORCED 0 when the controller is or was in Executing mode and the configuration file does not exist.

5 OVER_RANGE May be 1when the controller is in Executing mode and the configuration file exists.

6 REFERENCE_ERR

7 reserved
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Table 38 - Object Flags for Analog Output

Bit Offset Name Description
0 ONLINE 0 when the controller is or was in Non-executing mode.
1when the controller is or was in Executing mode.

1 RESTART Always 0. Not used.

2 COMM_LOST Always 0. Not used.

3 REMOTE_FORCED Always 0. Not used.

4 LOCAL_FORCED Always 0. Not used.

5 reserved Always 0. Not used.

6 reserved Always 0. Not used.

7 reserved Always 0. Not used.

Table 39 - Object Flags for Analog Output for Series A controllers

Bit Offset Name Description
0 ONLINE 0 when the controller is or was in Non-executing mode.
1when the controller is or was in Executing mode.

1 RESTART Always 0. Not used.

2 COMM_LOST Always 0. Not used.

3 REMOTE_FORCED Always 0. Not used.

b LOCAL_FORCED Always 0. Not used.

5 reserved Always 0. Not used.

6 reserved Always 0. Not used.

7 reserved Always 0. Not used.

Table 40 - Object Flags for Analog Output for Series B and Series C controllers

Bit Offset Name Description
0 when the controller is or was in Non-executing mode.
0 ONLINE 1when the controller is or was in Executing mode and the configuration file does not exist.
May be 1when the controller is in Executing mode and the configuration file exists.
1 RESTART
2 COMM_LOST
3 REMOTE_FORCED
0 when the controller is or was in Non-executing mode.
4 LOCAL_FORCED 0 when the controller is or was in Executing mode and the configuration file does not exist.
May be 1when the controller is in Executing mode and the configuration file exists.
5 reserved
6 reserved
7 reserved
DNP3 Device Attribute The Device Attribute object can be used to identify DNP3 Slave devices.
Object With the controller, some of the variations are written so that you can read or write your own

strings in your application.

The object group of the Device Attribute object is 0. The supported range of the variation is

211...255.

The R/W property shows if the object is Read Only, Read, or Write. If the R/W property is writable,

the value that is written by the DNP3 master device is stored to nonvolatile memory.

The object group of the Device Attribute is 0. The supported range of the variation is 211...255.
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Object Group 0, Variations for Attribute Set 0

. . Max Length in
Variation  |Read/write ﬁ:{;b.ll."e e %;:3;2 ";;3 ytes Bytes (Series B | Description Value (Series A) Value (Series B)
P and Series C)
e Returns the identifier for user- |Returns the identifier for
il Read Only | VSTR 27 0 for DNP3 \dentifer of SUpPOTLfor USer | peific atrbutes. user-specific attributes.
p Rockwell Automation, Inc., 1 "', NULL for DNP3.
Number of master-defined Data-
212 Read Only UINT 4 2 Set prototypes 0 0
The configured number
. . in the DNP3 Slave
213 Read Only  |UINT 4 2 humber of outstation-defined g Application Layer
prototyp Configuration file.
10, max
N Read Only UINT 4 9 glgtr:ber of master-defined Data- 0 0
The configured number
. " in the DNP3 Slave
215 Read Only UINT 4 2 B‘;{g?g&gf outstation-defined 0 Application Layer
Configuration file.
10, max
Max number of binary outputs per
216 Read Only UINT 4 2 request 10 10
217 Read Only UINT 4 2 Local timing accuracy 10,000 in microseconds
218 Read Only UINT A 2 Duration of timing accuracy 0 in seconds
219 Read Only INT 1 1 Support for analog output events |0 0
220 Read Only UINT 4 2 Max analog output index 256*3
vl Read Only UINT 4 2 Number of analog outputs 0...256*3
222 Read Only INT 1 1 Support for binary output events |0
223 Read Only UINT 4 2 Max binary output index 256*16
224 Read Only UINT 4 2 Number of binary outputs 0...256*16
225 Read Only INT 1 1 Support for frozen counter events |1
226 Read Only INT 1 1 Support for frozen counters 1
221 Read Only INT 1 1 Support for counter events 1
228 Read Only UINT 4 2 Max counter index 256*2
229 Read Only UINT 4 2 Number of counter points 0...256*2
230 Read Only INT 1 1 Support for frozen analog inputs |0
231 Read Only INT 1 1 Support for analog input events |1
232 Read Only UINT 4 2 Maximum analog input index 256*3
233 Read Only UINT 4 2 Number of analog input points 0...256*3
Support for double-bit binary input
234 Read Only INT 1 1 events 1
235 ReadOnly  |UINT 4 2 Haxirmum double-bitbinary put g
236 Read Only | UINT 4 2 g‘g{r‘]‘g‘*r of double-bit binary input |y 5
237 Read Only INT 1 1 Support for binary input events 1
238 Read Only UINT 4 2 Max binary input index 256*16
239 Read Only UINT Number of binary input points 0...256*16
2048 (27...2048). When this value is written to the
240 Read Only UINT 4 2 Max transmit fragment size controller, the communication configuration file is
changed to this value.
241 Read Only UINT 4 2 Max receive fragment size 2048
This variation returns firmware FRN. FRN 1.00.
. , Supported ranges: FRN x.yy, FRN x.yyy, FRN xx.yy, or FRN
lengthof the  |length of the Device manufacturer’s software o ~
242 Read Only VSTR string value string value version xx.yyy where x, xxis 0 ~ 99 and yy, yyy 00 ~ 999.

For example, FRN 1.00, FRN 1.05, FRN 12.05, FRN 102.27, or

FRN103.117.
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Object Group 0, Variations for Attribute Set 0 (Continued)

. . Max Length in
Variation  |Read/write g;ttr;b#te e :-se:rgittzl; ||l1‘;3ytes Bytes (Series B | Description Value (Series A) Value (Series B)
» and Series C)
This variation returns the This variation returns the
hardware series and revision | hardware series and
of the controller. HW SER A/REV | revision of the contraller.
23 ReadOnly  |VSTR length of the | length of the Device manufacturer's hardware |01 HW SER A/ RFV 03.
string value string value version Supported ranges: HW SER x/REV yy where xis A ~ F and
yyis 00 ~ 31.
For example, HW SER A/REV 01, HW SER B/REV 03, or HW
SER C/REV 31.
2y - - - - Reserved for future assignment |- -
length of the length of the
245 Read/write  [VSTR string value, max |string value, max |User-assigned location name "". Non-NULL ended.
255 bytes 255 bytes
length of the length of the
246 Read/write  [VSTR string value, max |string value, max |User-assigned 1D code/number | "". Non-NULL ended.
255 bytes 255 bytes
length of the length of the
247 Read/write  [VSTR string value, max | string value, max |User-assigned device name *. Non-NULL ended.
255 bytes 255 bytes
248 Read Only VSTR 12 12 Device serial number This variation returns Ethernet MAC ID. 0000BCxxxxxx.
This variation returns the gﬂigs\éatrlis\tgnage(}l#rgsstthe
249 Read Only VSTR 6 6 DNP subset and conformance Subset level and Test rocedure version
procedure version. 2:2008. [2)_2009 )
This variation returns the This variation returns the
Catalog Number and 0S Series | Catalog Number and 0S
of the controller. 1766-L32BWA |Series of the controller.
lengthof the {length of the Device manufacturer's product ~ |SERA. 1766-L32BWA SER B.
250 Read Only VSTR - ; _
string value string value name and model Supported ranges: 1766-L32xxxa SER y where xxxa is
BWA, AWA, BXB, BWAA, AWAA, or BXBA and y is A ~ F.
For example, 1766-L32BWA SER A, 1766-L32AWA SER B,
1766-L32BXB SER C, or 1766-L32BWAA SER A.
251 - - - - Reserved for future assignment |- -
This variation returns the
. . This variation returns the Company name.
21 Read Only VSTR 18 1 Device manufacturer's name Company name. Allen-Bradley. | Rockwell Automation for
DNP3.
253 Read Only - - - Reserved for future assignment |- -
254 Read Only - - - Non-specific all attributes request tTr?iLS\y:rriEttiJflji returns all variations in this group except
This variation returns the R/W property for each variation.
- - - ; : ot From gOv211...g0v253.
255 Read Only List of attribute variations 0 for Read Only
1for Read or Write
Event Reportlng This section covers how to generate DNP3 events from DNP3 Data Objects and how to report the
generated events by polled response or unsolicited response.
Generate Events
The controller has a separate buffer area that you can use to log DNP3 events internally.
The maximum number of the Events that can be logged is 6013 or 10000 (see DNP3 10K Event
Logging on page 237), regardless of the Event data type. With Series B and Series C controllers, a
Data-Set event can consume multiple numbers of the event buffers.
If the number of the generated events reaches this value, the controller sets lIN2.3
[EVENT_BUFFER_OVERFLOW]. Further events are not logged until the logged events are reported to
DNP3 Master and the buffer is available.
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The elements CS0:67 or CS2:67 in the Communication status file show how many events are logged
to the event buffer. The logged events are not removed until they are reported to DNP3 Master
successfully. Logged event can also be cleared when one of the following events occurs:

«  New 0S firmware update
«  New user program download

Figure 79 shows how to generate events for a Binary Input Object and a 16-bit Analog Input Object.
In the DNP3 Slave configuration, the Binary Input Object Data File Number is configured to 10 and its
Configuration File Number is configured to 30. 16-bit Analog Input Object Data File Number is
configured to 14 and its Configuration File Number is configured to 36.

Figure 79 - Generate Events for Binary Input Object

Channel Configuration
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énclog Inpul(Snot Floatng) [0 Analog Inut (16| [36
Ansbg Duput[1Bbks) [0 AnalogIngut (Bhits| [0
Anabg Ouipul (32bis) [0 Andng Input [Shott Floating| |u_
AnslogDulpuliShart Mleatng] [0 Doubls Ditinpul [0
Double #it Irout m_ SmalBCO Iﬂ_
Small BCD

’u_
’T1 Cancel I Apply I Help I

Four files are generated automatically in the tree list of the Data Files.

IEI)}E Channel Configuration
-7 Program Flles
- svYs0-
B svs1-
5& LAD2Z-
=1 Deta Files
B cross Reference
[} oo - outpPuT
[ 1 -mput
[ 52.5T8TUS
-4 B3-BINARY
[ T4- TMER
.[[] ©5- COUNTER
01 RE - CONTROL —
[ N7 - NTEGER
[3 Fa-FLoAT

B[] Deta Logging

You must adjust the number of the elements for each file according to your application. In this
example, the number of the elements is 10 for Binary Input Object File and 10 for 16-bit Analog Input
Object File.

In the Binary Input Config File, the bit 1/bit 0 of B30:0, B30:1and B30:2 are configured to 0/1,1/0 and
11 respectively. The event for the index 0...15 of Binary Input Object are generated as a Class 1
event, the event for the index 16...31, as a Class 2 event and the event for the index 32...47, as a
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Class 3 event, if there are any changes for the points (B10:0, B10:1 or B10:2). For any other Binary
Input points, the events are not generated.

t 15 14 13 12 TERERE 5 4 3 2z 1 0
B30:0 o o o000 OO0OG0CODOOOoOOoODOoOOnoOOoOTOQ 1
B30:1 oo o000 Q00O OCDODO0O OO OO 1D
B30z 2 o o o0 00000 O0OOo0OOoO OOODoO ol
B30z 3 o o o000 O0O0OG0COOOOoOOoOOoOOnoOOGoOTOaOQ o
B30z 4 o o o000 O0O0OG0COOOOoOOoOOoOOnoOOGoOTOaOQ o
B30: 5 oo o000 Q00 Q0G0 OO0 OO0 OQOQ0QO DD
B30z 6 o o o000 O0O0OG0COOOOoOOoOOoOOoOOoOTOOaDo
B30:7 o o o000 O0O0OG0COOOOoOOoOOoOOnoOOGoOTOaOQ o
E30:8 o o o000 O0O0OG0COOOOoOOoOOoOOnoOOGoOTOaOQ o
B30:9 o o o000 O0O0OG0COOOOoOOoOOoOOnoOOGoOTOaOQ o
A B

[B302/0 | Rdis| Binary |
Symbal; [ | Calumrs: IE,

Desc | |
B30 ﬂ Properties Usage | Help |

= Data File B10 (bin) — Binary Input Object

o o o o o o o o o

o O o o o O O O O OjpE
o o o o o o o o o

[ TR e Y e Y e T e Y e Y e N e e

Qo Q Qo Q 9o o o Q o Q
o o o o o o o o o Ogg
[ TR e T e T e Y N e T e (Y e R e N e ) |
Qo Q Qo Q 9o o o Q o Q
o o o o o o o o o o
O 0o o0 o0 o o oo oo
o o o o o o o o o o
o o o o o o o o o o
O 0o o0 o0 o o oo oo
O O o o o O O O O O
o o o o o o o o o

4 | | L4 I -
[B10:0/0 | Hadix:IBi“a'P 'l
Symbal: [ | Calumris: I‘IB - l

Dese: | |

B10 ill Eroperliesl Usage | Help |

In the same manner, this 16-bit Analog Input Object File has bit 1/bit 0 of B36:0, B36:1and B36:2
configured to 0/1, /0 and 1/1 respectively. The event for the index 0 of 16-bit Analog Input Object is
generated as a Class 1event, the event for the index 1as a Class 2 event, and the event for the
index 2 as a Class 3 event, if there are any changes for the points (N14:0, N14:1 or N14:2). For any
other 16-bit Analog Input points, the events will not be generated.
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0 T 6 4 2 1
H oo 000000 oo0o o o0 o0 o0 01
B3c:l oo o000 Q00O OCDODO0O OO OO 1D
B36:2 oo 000000 o0 o0 o0 o0 01
B36:3 oo 000000 o0 o0 o0 o0 o0 00
Bic:d oo 000000 o0 o0 o0 o0 o0 00
B3c: 5 oo o000 Q00 Q0G0 OO0 OO0 OQOQ0QO DD
B36:6 oo 000000 o0 o0 o0 o0 0 00
B36:7 oo 000000 o0 o0 o0 o0 o0 00
E36:8 oo 000000 o0 o0 o0 o0 o0 00
B36:9 oo 000000 o0 o0 o0 o0 o0 00
A B
| EEE] | Rdis| Binary |
Symbal; [ | Calumms: IE,
Desc: | |
B3E ﬂ Properties Usage | Help |

[M140 | Fladi:-::IDECima| 'l
Symbal: [ | Columns: I m - l
Deze: | |
MH14 ﬂ Properties | Usage | Help |
DNP3 10K Event Logging

The number of events that are logged can be increased from 6013...10000 by using the memory
space of Recipe and Data log. A status bit S:36/11is used to differentiate between the two DNP3
configurations on controller power-up. When the downloaded user program has the S:36/11 bit set,
on the next power cycle, the 10,000 event configuration is loaded. Similarly, if the downloaded user
program has the S:36/11 bit reset to zero, on the next power cycle, the 6013 event logging
configuration is loaded.

[ Data File 52 (bin) - STATUS o & |
Offset 1504 133201 1 SC B 7 6 5 4 3 2 1 @0 {Symbol) Description

5:33 0000001 0000 0 0 0 0 0 Extended Proc Status Contr a
5:34 g0 o0 0 0 0 0 0 0 0 0 0 0 0 0 0 Pass-thru Disabled

5:35 a0 o0 000 0C 0 0 00 6 1 1 1 Last l'ms Scan Time

5:36 0o 00 o0 0 0 0 00 0 0 0 0 0 Extended Minor Error Bits T
5:37 0 0000 00 0000 0 0 0 0 0 ClockCalendar Year [
5:38 0 0 00 @000 e 0 0 00 a0 0 ¢ Clock Calendar Month

5:39 0o 000 00 a0 0 00 0 0 0 6 Clock Calendar Day -

K1 I B

[5:3811 | Fiadi: | Binary =

Syrnbol: | | i ’E‘
Desc: [ |

152——‘jJ Froperties Usage Help

When the controller is configured for 10,000 events logging, Recipe and/or Data Logging operations
are not allowed. If the user program has either of the two configurations (DLG and/or RCP) when
10000 DNP3 event logging is enabled, the controller enters a fault state (0x2A) when switching from
Program to Run mode.
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When there is a change in configuration either from 6013...10000 event logs or from 10000...6013
event logs in the last downloaded user program, a power cycle is needed to apply the
configuration, without which the controller enters a fault state (0x2B) when switched to Run mode.

The s:36/11 bit has to be set to one or zero in the user program before downloading. This bit is read-
only when the controller is in Program or Run mode.

Control Generating Event

The controller checks all elements in the Object Data file for changes at the end of a scan and
generates events where needed.

The key method to turn on and off event generating by ladder logic is to assign or unassign the
Class information bits in the Object Config Files.

The following example shows how to control the event generation condition by ladder logic and
in)1p|ements Deadband for Analog Input Objects (which is only necessary for MicroLogix 1400 Series
A).

In this example, for 16-bit Analog Input point 0 (N11:0), if the absolute value of the difference
between the present value of N11:0 and the value that was most recently queued as an event for
that point exceeds the deadband value, then an event is generated for that point.

Table 41 - Data File List

Name Number Type Scope Debug Words Elements Last
Output 0 0 Global No 18 6 0:5
Input 1 | Global No 24 8 -7
Status 2 S Global No 0 66 S:65
Binary 3 B Global No 1 1 B3:0
Timer A T Global No 3 1 T4:0
Counter 5 C Global No 3 1 C5:0
Control 6 R Global No 3 1 R6:0
Integer 7 N Global No 1 1 N7:0
Float 8 F Global No 2 1 F8:0
16-bit Analog Input Object File 1 N Global No 10 10 NT1:9
Binary Output Object File 12 B Global No 10 10 B12:0
16-bit Analog Input Config File 21 B Global No 10 10 B21:9
A16l OLD 30 N Global No 10 10 N30:9
ANi6l DEADB 31 N Global No 10 10 N31:9
A16l Temp 32 N Global No 10 10 N32:9
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LAD 2 - --- Totel Rungs in File = 3

00aa

0001

0002

- Clear Class information for 16kits Analog Input{ A 161) peint 0. This prevents from generanng events.

- Get the difference between current value of A16L point 0 and old value. Stors the difference to the temp area

- Get the absclute value from the temp, value,

CLR
Clear

Dest B21:0
0000000000000000=

SUB

Subtract

Source A 110
Source B 130:0
Dest w320

ABS

-If the temp. value exceeds the A16] Deadband configuration, set Class informetion to Class 1. Then copy current A161 point 0 value to the

old value
- Give an End-Of-Scan. This will generate an event for A16] point 0
GRT

Absolute Value
Source
Q=
Dest 320
Q=

Greater Than (A>B)
Seurce A N30

Seurce B 310

,—O'R
Butwase Inclusive OF.
Source A 1
1=
Source B B21.0
0000h=
Diest E210
0000h=
MOV
Move
Source Mi110
0=
Dest 300
0=

P
{_ END >—

In MicroLogix 1400 Series B and Series C controllers, new configuration files are defined for the
Deadband for Analog Input Objects and the Threshold for Counter Objects. The feature of the
configuration files replaces the ladder program in this section.

Report Event By Polled Response

When a DNP3 Master sends a poll to read Class events, any events that are logged to the event
buffer are reported in the polled response.

When using bath Channel 0 and Channel 2 Serial ports for DNP3 communication, event polling
requests should be sent to one Channel at a time. This avoids mis-reporting of events to different
DNP3 masters on different Channels. For example, Master A and Master B are connected to
Channel 0 and Channel 2 respectively, and 5000 events are logged in the event buffer. Master A
sends an event polling request, and only 50 events can be fit in an application layer fragment. The
first 50 events are sent to Master A and the next 50 events can be sent to Master B instead.

Report Event By Unsolicited Response

To initiate and send Unsolicited Responses to a DNP3 Master, the following parameters should be
configured correctly. For more details, see DNP3 Slave Application Layer Configuration Parameters

on page 189.

Master Node 0

Channel for Unsolicited Response
Enable Unsalicited On Start Up
Enable Unsolicited For Class]
Enable Unsolicited For Class2
Enable Unsolicited For Class3
Send Initial Unsolicited On Start Up
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«  Number of Class1 Events

«  Hold Time after Class1 Events (x1s)
o Number of Class2 Events

«  Hold Time after Class2 Events (x1s)
o Number of Class3 Events

«  Hold Time after Class3 Events (x1s)
«  DNP3 Object Data File Number

«  DNP3 Object Config File Number

« content of the Config File

In some cases, the controller does not send an Unsolicited Response even though the parameters
are configured properly.

«  Normally, when the parameter Enable Unsolicited On Start Up is checked, the controller
initiates an Unsolicited Response with the function code ENABLE_UNSOLICITED(20), if there
are any events that are logged into the event buffer. However, when a request with the
function code DISABLE_UNSOLICITED(21) is received, an Unsalicited Response will not be
sent.

«  When the parameter Enable Unsolicited On Start Up is unchecked, the controller does not
trigger the Unsalicited Response until a request with the function code
ENABLE_UNSOLICITED(20) from the DNP3 Master is received.

Figure 80 shows how to initiate and send the Unsolicited Response. Master Node 0 in Channel 0
Configuration tab indicates that the Unsalicited Response is reported to the Master with the node
address 3.

Figure 80 - Initiate and Send an Unsolicited Response

Channel Configuration E

General  Channel 0 | Charnel 1 I Channel 2 | DHNF3 Slavel

Diiver IWI Node Addiess
1
Baud 13200 -]

Panty NOME hd I
i e I-I :I- [~ Enable Master Address Walidation

[ Enable Sel-Addess
DNP3 Master Mode Addie

Master Mode0 Ig Master Node2 ID Waster Noded IU—
M aster Model ID Master Node3 ID

Protocal Cantrol
Contrel Line I Mo Handshaking d

Canfirmation Timeaut (k20 ms] |1
I™ Request LL Confrmation

[~ Send LL Corfimation Message Reties |0
 ax Handam Delay [1 msl |0 Pre Transmit Delay (<1 ms] |0

8 | Cancel I Lol I Help I

The parameter Channel for Unsolicited Response in the DNP3 Slave Configuration tab indicates that
the Unsolicited Response is reported via Channel 0 only. In this example, an Initial Unsolicited
Response is sent on startup and all events of class 1,2 and 3 are reported. Since Hold Times are
configured to 5 seconds, generated events are reported after 5 seconds.

240 Rockwell Automation Publication 1766-UMOQTP-EN-P - March 2024



Appendix F MicroLogix 1400 Distributed Network Protocol

Collision Avoidance

Time Synchronization

Channel Configuration E
Eenemll Channe\ﬂl Charnel 1 I Channel2 DNP3Slave |
Data Link Layer

Channel far Unselcted Response

Chan. 0
—#épplication Layer

V¥ Enable Unsolicited On Start Up W Send Initial Unsolicked On Start Up
[V Enable Unsoliciced For Class] E nable Corfiimati

1
[¥ Enable Unsaliziced For Class2 I™ Enable Corfimaion

[¥ Enable Unselicited Far Class3 I E?]agb!;;[iun;egglzchmnization
Max Response Size 2048 Time Spnchronization Interval (x1 ming] (0
Confirmation Timeout (+1 ms] {10000 Mumber of Retries o
Number of Class Events [1000 Hold Time after Class1 Events 41 8] [5
Mumber of Class2 Events {1000 Held Time after Class2 Events [+1 5] |5
Mumber of Class3 Events |1000 Hold Time after Class3 Events [«1 3] |5
Select Timeaut 1 5] |1

— DMP3 Object Data File Mumber.
Binary Input

— DMP3 Object Config File Mumber:
Binary Input |30

Binary Output IEI_

Counter [16bits] ID—

Counter [32hits)] ID—

Frozen Counter [16bits) ID—
Frozen Counter [32biks] IEI_
Analog Input [16bits] ISB—

Analag Input [32bits) ID—
Analog Input (Short Floating) ID—
Double Bit | mput ID_

SmalBCD [0 |

Bimary Output

Counter [16bits]

Counter [32hits]

Analog Input [16bits)
Analog Inpuk [32bits]
Analog Input{Short Floating]
Analog Output [16bits]
Analog Output [32bits]
Analog Output{Shart Flaating)
Diouble Bit Input

Small BCD

T

%

Caneel I Apply I Help I

The controller currently supports the first of the two methods for collision avoidance.
«  Detecting transmitted data (TX/RX line on RS-485 communication).
«  Detecting out-of-band carrier (DCD on RS-232C communication).

When the controller is connected to the RS-485 network, it monitors all data on the link. If the
controller is preparing to transmit a packet and finds the link busy, it waits for an interval that is
defined by the Backoff_Time until it is no longer busy.

Backoff_Time = Pre Transmit Delay (x1 ms) + Max Random Delay (x1 ms)

The Pre Transmit Delay (x1 ms) in the Link Layer Channel Configuration file is a fixed delay and the
Max Random Delay (x1 ms) in the Channel Configuration file is a maximum random delay for
Channel 0 and Channel 2. You must specify those parameters to get the collision avoidance
mechanism.

After the Backoff_Time, the controller tries again, either indefinitely, or up to a configurable
maximum number of retries. If a maximum is used, the protocol considers this as a link failure.

An RTC Function file updates the time value in the embedded RTC module of the controller every 2
seconds. This resolution is insufficient to log DNP3 events in a DNP3 subsystem. Another timer,
incremented by 1 millisecond in the DNP3 Slave subsystem, serves to provide appropriate
resolution.

These two timers are synchronized by the following conditions:
+  power up
 arequest for time synchronization from DNP3 Master.
At power-up, the DNP3 subsystem gets the time from an RTC function file in the controller. For the

RTC function file to acquire the correct time, the RTC module should be enabled before a power
cycle to acquire the correct time from the RTC function file.

Rockwell Automation Publication 1766-UMOQTP-EN-P - March 2024 241



Appendix F MicroLogix 1400 Distributed Network Protocol

In this example RTC function file, the RTC module is disabled. To enable it, select Set Date & Time

while it is online.
HsC | Pros| Pwed| ST | BN RTC Jico | wmi | ee | cso | Est | ceede
Day of Week = Address Y alue Descnphio
=fco (i |

DD /MM 7 ¥y _w ; I

Date=[@ ][]/ 01| |- moN - Mortn 0

HH : MM : 55 tag\“ Day 2

i - | . - Haur

mme =W O] ] | - minwge 0

|- SEC - Second 1]

|- DO - Day Of The 'Week ]

- |- DS - Dizabled 0

D izable Clock I L BL-ATC Batten is Low 0
1] o

When there is a write request for time synchronization from a DNP3 Master, the DNP3 subsystem
synchronizes its timer with the time from DNP3 Master and the time in the RTC module is
synchronized with the time from DNP3 Master.

This table shows RTC Accuracy. Configure the NEED_TIME IIN bit according to this table, so that a
DNP3 Master can send the time synchronization request for more accurate times in the controller.

RTC Accuracy

Ambient Temperature RTC Accuracy”
0°C(32°F) -13...-121 seconds/month
25 °C (77 °F) 54...-5 seconds/month
40 °C (104 °F) 29...-78 seconds/month
55 °C (131°F) -43...-150 seconds/month

(1) These numbers are maximum worst case values over a 31-day month.

Download a User Program Using File-Control/Status of Requested Operation objects, a user program can be downloaded/
. uploaded/initialized via DNP3 communication. Also, Serial Channel 0 Status File, Ethernet Channel 1
Via DNP3 Network Status File, and Serial Channel 2 Status File can be uploaded from the controller.

All File-Control/Status of Requested Operation objects and supported File-Control/Status of
Requested Operation objects are methods that are listed in this section. Unsolicited Response for
File-Control/Status of Requested Operation objects is not supported. All responses are sent to DNP3
Master with81 h81h).

«  g70v1File-Control - File identifier: superseded, not supported
«  g70v2 File-Control - Authentication: supported

«  g70v3 File-Control - File command: supported

«  70v4 File-Control - File command status: supported

«  g70v5 File-Control - File transport: supported

«  70v6 File-Control - File transport status: supported

«  g70v7 File-Control - File descriptor: supported

«  70v8 File-Control - File specification string: not supported by Series A controllers,
supported by Series B and Series C controllers

« 911 Status of Requested Operation - Activate configuration: not supported by Series A
controllers, supported by Series B and Series C controllers

Default Directories and Files

The controller has default directories and files for file handling in a DNP3 subsystem.

The default directories and files can be read from the controller using the function code
OPEN_FILE(25), Read(1), and CLOSE_FILE(26).
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Currently supported directories are /EXE and /DIAG. Supported files are listed in this section. These
directories/files cannot be removed and cannot be created using DNP3 requests.

Table 42 - Supported Files and Directories

Root Level |Directory Level |File Level Full Name String to Access
/ /
EXE JEXE
[processorName].IMG JEXE/[processorName].IMG
DIAG /DIAG
CHO.CSF /DIAG/CHO.CSF
CH1.ESF /DIAG/CH1.ESF
CH2.CSF /DIAG/CH2.CSF

« The directory/file names must all be in capital letters.

«  Root level can only be a directory marker. The directory marker is / for Series A, or \ for
Series B and Series C.

«  Directory level can only contain directories.
« File level can only contain files.

The directory marker is different in MicroLogix 1400 Series A and Series B and Series C controllers.
The directory marker is / for Series A and \ for Series B and Series C controllers. In this document, /
is used to explain the File Object feature.

Generate *.IMG files using RSLogix 500/RSLogix Micro

Typically, RSLogix 500/RSLogix Micro stores the ladder program as RSLogix™ Files (*RSS).
However, to download a ladder program using a File Object via the DNP3 network, you must save
your ladder program in the RSLogix IMG Files (*IMG) format.

After you write your ladder program, select Save As ... from the File menu of the RSLogix 500/
RSLogix Micro software. Select the save type as RSLogix IMG Files (*IMG).

Save Program As... EE
Path: D:\DMP35
Saven | DNP35 & &k B
File pame:  [ML14004_DNP35 Save |
Save ac type: | TR A AR S]] Cancel |
Help |
Export file types
[~ Erport database ’_F Logx © &1 AFS Epport gptions... |
[T &ave data base ag exerel fies
— File PLC Information
Processor Name ; |[DNP3_A Station B:  Od
Processor Type: Bul 1766 Micrologix 1400 Senes &
Hevision Mote Wersion: ID j
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204

After saving the file, you can see the file MLIZ00A_DNP3S.IMG. Use this file for download.

& DNP3S

| Fle Edt Wiew Favortes Took Help

[ | O Back - > B ir p. Search Folders E-
|address | D:WONP3S
Name = | Sizel Type
File and Folder Tasks 2 ka1l 14004 _DNP3S.IMG 3KB [MG File
<, _ML14004_DNP3S PRF 1KB PICS Rules File

q Rename this File
[y Move this file

A -

IMPORTANT  RSLogix 500/RSLogix Micro v8.10.00 and MicroLogix 1400 Series A
controllers do not support the opening of *IMG files. Be sure to store your
ladder program in the RSLogix Files (*RSS) format before generating
RSLogix IMG Files (*IMG). Otherwise, you could lose the latest modifications
to your ladder program.

IMPORTANT  RSLogix 500/RSLogix Micro v8.30.00 and MicroLogix 1400 Series B and
Series C controllers support the opening of *IMG files. However, some
information is not stored into the IMG file, for example, rung comments. Be
sure to store your ladder program in the RSLogix Files (*RSS) format
before generating RSLogix IMG Files (*IMG).

Rules for File Authentication

The File Authentication process is optional, and unnecessary when the master password of the
downloaded ladder program is not configured.

Note: There is no master password for the ML1400 Series B (Enhanced Password Security)
program, so the file authentication process does not apply for ML1400 Series B (Enhanced
Password Security). If you need file security, we recommend turning on the DNP3 authentication
feature.

When RSLogix 500/RSLogix Micro configure the password in the ladder program, the DNP3 master
sends a request with the function code AUTHENTICATE_FILE (29) to authenticate permission before
file operation.

The object g70v2 is used for File Authentication, with two parameters:

« Username — from the Processor Name in the Controller Properties dialog in RSLogix 500/
RSLogix Micro

«  Password — from the Master Password in the Controller Properties dialog in RSLogix 500/
RSLogix Micro.

In the example , Username is DNP3_A and Password is 12345(*****).
[uMLL4008 DNP3S CFG A M[=[ERf¥Sia02  __________________H

fieeeeee L=
=0 Project i Controller Properties [x]
w3 Help /
=13 Controller / General |prler| F‘asswordsl Conrolier Camnum'cdioml
ol i controller Properties
i %) Processor Status '| Processor Type:
| Function Files [Bul 1786 Micrologiz 1400 Series & =]
i 10 Configuration
Chamelcunrigwm+ Processor Mame: [DNP3_A
rogram Files Program Checksum:  dB97
Progam Files: 3
DataFiles: 32
:ji () Data Flles Memony Used: 144 Instiuction Words Used - 335 D ata Table ‘Words
Cross Reference | Memory Left: 12290 Instruction ‘Wards Left
| [ oo-outeuT |
i n-meur |
i [ s2-sTATUS
¢ [ B3-BMeRY
C D Te-TMER 0K i Cancel Apply Help
| et B 1
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74 MLL400A_DNP3S_CFG_A.. [ [a] B3 |_
=1+ Project i
-] Help g
=8 C.m'rlmller / Genetall Compiler  Passwords | Controfer Communications |
4 Controlier Properties
Q Processor Status
Q Function Files
0 10 Configuration

[ca] I&}E Channel Configurati
[= 1] Pragram Filss ‘ I

SYS0- — Master Pazswond
SYS1 -
& Lap2-
=) Data Files

B} cross Reterence - Subrouting Pratection Pazsweord -

@ oo-outeur Mew:

0 1 -meur | Heriove
[ s2-s18TUS

T o oo o [ |

Mewr Confim:

Once the DNP3 Master receives a proper Authentication Key (nonzero value) from the controller, the
the Authentication Key must be used for sending the request with the function code OPEN_FILE(25)
or DELETE_FILE(27).

Rules for Downloading a User Program

A DNP3 master should send the function code OPEN_FILE(25), WRITE(2), and the CLOSE_FILE(26) to
download user programs.

When a master sends the function code OPEN_FILE(25) with the file command object, the file name
string in the File command object must be in this directory and the file name format:

«  [EXE/[processorName].IMG

The directory and file name extension string must all be in capital letters and the string size cannot
exceed 64 bytes. The file name [processorName] is from the Processor Name in the Controller
Properties dialog in RSLogix 500/RSLogix Micro.

This ladder program [processorName].IMG is generated from RSLogix 500/RSLogix Micro. The
DNP3 master should send the [processorName].IMG file without any modification.

When the MicroLogix 1400 Series A controller receives a request with the function code WRITE(2) for
User Program download, the controller activates all configurations and channel configurations
after the last application file segment is received. For the MicroLogix 1400 Series B and Series C
controller, the function code Activate Configuration (OX1F) is supported.

Unlike the Series A controller, the MicroLogix 1400 Series B and Series C controller does not activate
all configurations and channel configurations after the last application file segment is received. To
activate all configurations, you must send a command with the function code, Activate
Configuration (Ox1F) after downloading the user program.

The maximum file size is 384 Kbytes. The controller supports downloading up to 256 Kbyte size of
user program when Recipe is not configured. When Recipe is configured, the Maximum file size is
384 Kbytes.

The first application segment of the ladder program should be larger than or equal to the size of
the System Exe File structure, 64 bytes.

An application segment of the ladder program cannot exceed 2048 bytes.

When the controller receives the first application segment, it acquires Edit Resource from the
system. If the last application segment is received properly, the controller returns Edit Resource to
the system. After acquiring Edit Resource, each of the application segments should be received
within the Edit Resource/Owner Timeout.

The controller checks the integrity of the program after receiving the last application segment. If
the downloaded user program fails the integrity check, the controller clears the downloaded user
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program and restores the default user program. In this case, the configured Channel configuration
is not changed from the last valid configuration.

A user program cannot be downloaded while the controller is in Executing mode. Before
downloading, send a mode change request with the function code STOP_APPL(18). See Start and
Stop User Programs (Mode Change) Via DNP3 Network on page 246 for more details.

Executing modes include Run, Remote Run, Test Continuous Scan, and Test Single Scan modes. Any
others are Non-executing modes.

Rules for Uploading a User Program

A DNP3 master should send the function code OPEN_FILE(25), READ(1), and CLOSE_FILE(26) for
uploading user programs.

When a master sends the function code OPEN_FILE(25) with the file command object, the file name
string in the File command object must be in this directory and the file name format:

«  [EXE/[processorName].IMG
The directory and file name extension string must all be in capital letters and the string size cannot
exceed 64 bytes. The file name [processorName] is from the Processor Name in the Controller
Properties dialog in RSLogix 500/RSLogix Micro.
The maximum file size is 384 Kbytes. The controller supports uploading of user programs up to 256
Kbyte in size when Recipe is not configured. When Recipe is configured, the Maximum file size is
384 Kbytes.

The first application segment of the ladder program should be larger than or equal to the size of
the System Exe File structure, 64 bytes.

An application segment of the ladder program cannot exceed 2048 bytes.

Rules for Initializing a User Program

A DNP3 master should send the function code DELETE_FILE(27) for initializing user programs.

When the controller receives a request with the function code DELETE_FILE(27), it clears the current
user program that is downloaded into the controller, and restores the default user program.

User programs cannot be initialized while the controller is in Executing mode. Before initializing
programs, a mode change request should be sent with the function code STOP_APPL(18).

Rules for uploading Communication Status Files

A DNP3 master should send the function code OPEN_FILE(25), READ(1), and CLOSE_FILE(26) for
uploading Communication Status Files.

The function code WRITE(2) for downloading Communication Status Files is not supported.

The file name should be /DIAG/CHO.CSF, /DIAG/CH1.ESF, and /DIAG/CH2.CSF for Channel 0, Channel 1,
and Channel 2 respectively.

Start and Stop User Programs (Mode Change) Via DNP3 Network

This section covers how to change the controller mode via the DNP3 network.

To change the controller mode, use the function codes FC_INITIALIZE_APPL (16), FC_START_APPL
(17), and FC_STOP_APPL (18).
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If the qualifier code is 5Bh, the Application Identifier Object should be used. The Application
|dentifier is a string that cannot exceed 10 bytes. The string of Application Identifier is taken from
the name in the Properties of the ladder file #2 in RSLogix 500/RSLogix Micro. In this example, the
Application Identifier is DNP3_TASK.

Fomne  MEE oo owoesk |
= (] Project
B+ Help
= (L] Controller General |
i Cortroller Properties =
i} Processor Status ﬁ
{) Function Files £ :]
I 10 Configuration
[+ II}E Channel Configuration
=-{_] Prowram Files
SYSO0-
S¥St. Type: Ladder
& LaD 2-DNP3_TASK
=2 DstaFiles
Cross Reference
--[] oo . outPuT |
O n-mput
O s2-staTUs
- B3-BINERY

O 74- TveER v Allow Online Edits [ View Disable
[ ¢5- COUNTER

[ R - CONTROL ok | concel | cow | Hew |

[ n7 - NTEGER

Program File Properties

File Mumber. 2

Description:

Altributes: I~ Debug

If the qualifier code is 06h, the controller does not check the string of the Application Identifier.

Initialize User Program

If the controller receives the function code FC_INITIALIZE_APPL (16) with the object Application
|dentifier (g30v1), it changes mode to Remote Program. If the controller is in a fault mode, the
controller clears the fault before changing the mode to Remote Program.

Start User Program

If the controller receives the function code FC_START_APPL (17) with the object Application
dentifier (g90v1), it changes its mode to Remate Run. If the controller is in a fault mode, it sends the
command with the function code FC_INITIALIZE_APPL (16) before the command with the function
code FC_START_APPL (17).

Stop User Program

If the controller receives the function code FC_STOP_APPL (18) with the object Application Identifier
(g90v1), it changes its mode to Remote Program. If the controller is in a fault mode, it sends the
command with the function code FC_INITIALIZE_APPL (16) before sending the command with the
function code FC_STOP_APPL (18).

Diagnostics Errors in a DNP3 Slave subsystem are logged in the Communication Status File. There are 71 words
for the troubleshooting.

This section shows the 71 words of the communication status file for each Channel 0 or Channel 2
port.
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Table 43 - Communication Status File Words

File/Element File/Element
Words Offset | Description for Description for Description
Channel 0 Channel 2
0 CS0:0 CS2:0 General Status Category Block ID
1 CS0:1 Cs2:1 Length - 8 bytes (4 words including format code)
2 CS0:2 S22 Format Code - Always 0
3 CS0:3 (S2:3 Communications Configuration Error Code

bit 15: Reserved - Always 0
bit 14: Modem Lost Bit
bits 5...13: Reserved - Always 0
bit 4: Communications Active Bit
i (304 (24 bit 3: Selection Status Bit
bit 2: Outgoing Message Command Pending
bit 1: Incoming Message Reply Pending
bit 0: Incoming Command Pending

5 0505 025 bits 8...15: Communication rate that the selected link layer driver is operating at out communication channel.
bits 0...7: Node Address

6 CS0:6 CS2:6 Diagnostic Counters Category Identifier

7 CS0:7 CS2:7 Length

8 CS0:8 CS2:8 Format Code

bits 4...15: Reserved modem control line states - Always 0
bit 3: Data Carrier Detect

9 CS0:9 £S2:9 bit 2: Reserved modem control line state - Always 0

bit 1: Request to Send

bit 0: Clear to Send

10 CS0:10 CS2:10 Total Packets Sent
1 CSo:m Cs2m Total Packets Received for this node
12 CS0:12 £S2:12 Total Packets Observed
13 CS0:13 CS2:13 Undelivered Message Packets
14 CS0:14 CS2:14 Message Packets Retried
15 CS0:15 CS2:15 NAK Packets Received
16 Cs0:16 CS2:16 Link Layer Error Count
Link Layer Error Codes

0: ERR_NO_ERROR

1: ERR_NO_RX_BUFFER
2: ERR_TOO_SHORT

3: ERR_TOO_LONG

17 Cs0:17 CS2:17 4 ERR_UART_ERROR
5: ERR_BAD_CRC
6: ERR_CTS_TIMEOUT
7: ERR_CTS_DROP_MID_PKT
8: ERR_UNKNOWN_CHAR
18 Cs0:18 CS2:18 Reserved - Always 0
19 Cs0:19 CS2:19 Reserved - Always 0
20 CS0:20 £S2:20 Reserved - Always 0
21 CS0:21 CS2:21 Reserved - Always 0
22 CS0:22 CS2:22 Reserved - Always 0
23 S0:23 £S2:23 Data Link Layer Active Node Table
24 CS0:24 CS2:24 Length
25 S0:25 (S2:25 Format Code
26 CS0:26 S2:26 Number of Nodes
21 CS0:27 CS2:21 Reserved - Always 0
28 CS0:28 CS2:28 Reserved - Always 0
29 €S0:29 £S2:29 Reserved - Always 0
30 CS0:30 CS2:30 Reserved - Always 0
31 CS0:31 CS2:31 Reserved - Always 0
32 CS0:32 CS2:32 Reserved - Always 0
33 (S0:33 £S2:33 Reserved - Always 0
34 CS0:34 CS2:34 Reserved - Always 0
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Table 43 - Communication Status File Words (Continued)

File/Element File/Element
Words Offset | Description for Description for Description
Channel 0 Channel 2

35 CS0:35 CS2:35 Reserved - Always 0

36 CS0:36 CS2:36 Reserved - Always 0

37 CS0:37 CS2:37 Reserved - Always 0

38 CS0:38 (S2:38 Reserved - Always 0

39 CS0:39 (£S2:39 Reserved - Always 0

40 CS0:40 CS2:40 Reserved - Always 0

4 CS0:41 CS2:41 Reserved - Always 0

42 CS0:42 CS2:42 Reserved - Always 0

43 CS0:43 CS2:43 List Category ID (10)

Lk CS0:44 CS2:44 Length (14)

45 CS0:45 CS2:45 Format Code (2)

46 CS0:46 CS2:46 Pre-Send Time Delay

47 CS0:47 CS2:47 Node Address for this Slave

48 CS0:48 CS2:48 Reserved - always 0

49 CS0:49 CS2:49 RTS Send Delay

50 CS0:50 CS2:50 RTS Off Delay
bits 0...7: Communication rate

51 CS0:51 CS2:51 bits 8..9: Parity
bits 10...15: Reserved - Always 0

52 CS0:52 £S2:52 List Category ID (6)

53 CS0:53 S2:53 Length (32)

54 CS0:54 CS2:54 Format Code (2)
Application Layer Error Codes
0: NO_ERROR - No error found in the Application Layer.
1: FC_CANNOT_BROADCAST - Reserved
2: FC_NOT_SUPPORTED - The received packet has an unsupported Function Code.
3: 0BJ_NOT_SUPPORTED - The received packet has unsupported objects.
4: BAD_REQUEST_LENGTH - Reserved
5: CONFIGURATION_ERROR - The error is caused by the invalid configuration during packet generating. For
example, invalid Data-Set Configuration.
6: BAD_PARAMETER - The received packet has invalid parameters except Function Code and Object Codes.
For example, invalid Qualifier codes.

55 CS0:55 £S2:55 7: BAD_FILE_TYPE - The error is caused by invalid configuration in the DNP3 Slave Application Layer. Invalid
File Type specified.
8: BAD_FILE_NUMBER - The error is caused by invalid configuration in the DNP3 Slave Application Layer.
Invalid File Number specified.
9: BAD_DNP3_ADDRESS - The error is caused by invalid configuration in the DNP3 Slave Application Layer.
Invalid File Number specified.
10: TABLE_WRITE_PROTECTED - The specified DNP3 object data file has been locked to be written.
11: TABLE_ACCESS_DENIED - The specified DNP3 object data file has been locked to be read or written.
12: TABLE_OWNERSHIP_ERROR - The specified DNP3 object data file has been locked to be read or written.
If an error code is within 6...12, the related file number and element number are shown in Word 59 and
Word 60.

56 CS0:56 £S2:56 Application Layer Error Count

57 CS0:57 CS2:57 Function Code that caused the last error

58 CS0:58 £S2:58 Last Transmitted IIN in the response

59 CS0:59 £S2:59 Data file number of last error request

60 CS0:60 S2:60 Data element number of last error request

61 CS0:61 CS2:61 Received Confirm Function Code Counter

62 CS0:62 CS2:62 Received Read Function Code Counter

63 CS0:63 (S2:63 Received Write Function Code Counter

64 CS0:64 CS2:64 Received Etc Function Code Counter

65 CS0:65 £S2:65 Transmitted Solicited Response Function Code Counter

66 (S0:66 (S2:66 Transmitted Unsolicited Response Function Code Counter

67 CS0:67 (CS2:67 Number of events to be reported
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Table 43 - Communication Status File Words (Continued)

File/Element File/Element
Words Offset | Description for Description for Description
Channel 0 Channel 2
Transport Function Layer Error Codes
0: NO_ERROR - No error found in the Transport Layer.
1: DISCARD_NOT_FIRST_SEG - The received packet was discarded since it was not a first segment.
2: DISCARD_DUPLICATED_AND_MORE_SEG - The received packet was discarded since it had the same
68 CS0:68 £S2:68 sequence number as previous, more segments are expected.
3: DISCARD_DUPLICATED_AND_FINAL_SEG - The received packet was discarded since it had the same
sequence number as the previous, final segment received.
4: DISCARD_OUT_OF_ORDER_SEG - The received packet was discarded since the sequence number was out
of order.
69 CS0:69 CS2:69 Transport Layer Error Count
70 CS0:70 CS2:70 End Of List Category ID (0)

250

The elements can be seen in the Function Files for each Channel.
E Function Files !E E

PwM<| STl | ENl | RTC | LCD | MMI | BHI Jest |cs2 |ios | 4l

Address Walue D escription -~
1 I Y
Cs04
Cs0:2
C50:3
Cs0:4
Cs0:5
CS0E
Cs0:7
Cs0:8
Cs0.8
CS0:10
C50:11
Cs0:12
Cs0:13
CS0:14
CS0:15
CSO:16
Cs07
Cs0:18
CS0:18
CS0:20
Cs0:A
Cs0:22
CS0:23
Cs0:24

pus e s s o s s s s s o s s s s e s o o e )

:‘lfl‘ﬂ.'jl: l
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,'-_—_: Function Files M= |

Pwhx | 5T| |RTC |ico | Mmi | BHl | oso | Es s | 4l

Address Value Descnphion -
cs2g .0 I |
Cs24
522
C523
Cs24
525
C526
527
Cs28
Csz39
Cs210
C5211
Cs212
Cs213
5214
5215
C52:16
C5217
Cs18
5219
CS220
Cs221
5222
Cs223
C52.24

:‘T b M| = I

| EN

coooooooooooooooooooooooo

o

For the elements of the DNP3 Slave Link Layer diagnostic counter CS0:9...CS0:17 and CS2:9...CS2:17,
the counter values are available with the structured display in RSLogix 500/RSLagix Micro.

Channcl Configur ation B

Generd Charmel 0 | Channel 1 | Chennel 2| DNP3 Slave |

BT = Mode Addiess
Beud 13210 = .
Ferty 'WH
Stop e 1 -| I~ Enable Master Addrass Walidation
[ Enable SelFaddess
DN asts Mode Addecs
MasterModed Jo Master Hode2 ’D_ MasterNeced [T
MasterNodet o Masterode3 [0
Piatocal Cantiel
CerbelLing [Ho Handsheking =l

Conlimation Tireout (20 ms| |1
™ Request LL Canfirmaban
™ Serd LL Confirnation

s Rarcom Delsy (K1 ms| |0

=1 Channel Status

Channel 0 I Chaninel 1 nnel 2:,:'

Messages Observed = EI
Undelivered Messages = EI
Meszages Hetned = D

Modem Lines:

Clear

DNP3 Slave

Message Azlies |0

Fre Trarsmil Delay (x1 ms) |0

Messages Sent = D Meszages Aeceived This Mode = D

MNAK Messages Received D
Link Layer Error Count = E
Link Layer Eror Code = D

RTS CT5 DCD

(O[]
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For the elements of the DNP3 Slave Application Layer diagnostic counter CS0:55...CS0:69 and
(S2:55...CS2:69 the counter values are available with the structured display in RSLogix 500/

RSLogix Micro software.

i Channel Status

Application Layer Error Code = D
Application Layer Error Count = [T ]
FClasterror=[0 ]

Last Trans lIM in response = D

Data file Mum last error request = [T_ |

Data element Mumn last error request = D
Transport Layer Error Code = [T |
Transport Layer Error Count = D

Res : Responsze

Channel 0 {CRERTENT=ER| Channel 1] Channel 2] Channel 2 - Ext|
DMP3 Slave Application Laver

—oix|

Received Confirm FC Counter = [0 ]
Fecelved Read FC Counter= [ |
Received Write FC Counter = [0 ]

Received Etc FC Counter= [0 ]
Trans Solicited Res FC Counter= [ |
Trans Unsolicited Res FC Counter= [0 ]
Number of events to be reported = [T ]
FC : Function Code
Trans : Transmitted

4 Channel Status

Channel 0| Channel D - Ext| Channel 1] Channel 2

Application Layer Error Code = [T |
Application Layer Error Count = [0 ]
FClasterrar= [0 |

Last Trans M in responge = D
Data file Num last errar request = [T |

Data elernent Mum last error request = [T |
Transport Layer Error Code = [ ]
Transport Layer Error Count = [T |

Res : Response

DMP3 Slave Application Layer

=101x|

Received Confirm FC Counter = [ ]
Received Read FC Counter = [T ]
Received Write FC Counter= 0|

Received Etc FC Counter= [0 ]
Trans Solicited Res FC Counter= [0
Trans Unsolicited Res FC Counter= [0 |
Mumber of events fo be reported = @ |
FC ! Function Code
Trans @ Transmitted

Diagnostics for Ethernet Channel (Channel 1)

This feature is supported only in MicroLogix 1400 Series B and Series C controllers.

Diagnostic Counters and Errors in the DNP3 slave subsystem for the Ethernet channel are logged in
the Data File. The data file is configured in the parameter Diagnostic File Number. This table shows
the 80 words of the data file for the troubleshooting.

Table 44 - Data File for Troubleshooting

Word Offset | Description Category
0 Counter for Commands Received

1 Counter for Commands Received with Error

2 Counter for Replies Sent

3 Reserved

4 Reserved

5 Reserved

6 Error Count in sessions

7 Error Code in sessions*

8 Incoming Message Connections TCP Server - Link Layer Diagnostics for DNP3 TCP Server.
9 Maximum Connections Allowed

10 Counter for Commands Transmitted

1 Reserved

12 Counter for Replies Received

13 Reserved

14 Reserved

15 Reserved

16 Reserved

17 Reserved

18 Reserved TCP Server - Link Layer Diagnostics for DNP3 TCP Server.
19 Reserved
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Table 44 - Data File for Troubleshooting (Continued)

Word Offset | Description Category
20 Counter for Commands Received
2 Counter for Commands Received with Error
22 Counter for Replies Sent
23 Reserved
24 Reserved
25 Reserved
26 Error Count in sessions
21 Error Code in sessions™
28 Number of Sockets in use
- Maximum Sockets Allowed UDP Datagram - Link Layer Diagnostics for DNP3 UDP.
30 Reserved
31 Reserved
32 Counter for Replies Received
33 Reserved
34 Reserved
35 Reserved
36 Reserved
37 Reserved
38 Reserved
39 Reserved
40 Counter for Commands Sent
4 Reserved
42 Counter for Replies Received
43 Counter for Replies Received with Error
L4 Counter for Replies Timed Out
4h Reserved
46 Error Count in sessions
47 Error Code in sessions™
48 Outgoing Message Connections
;'E ESELT:FTDSUC':EE;UH";SA;'SCW;:E . TCP Client - Link Layer Diagnostics for DNP3 TCP Client.
51 Reserved
52 Counter for Replies Transmitted
53 Reserved
54 Reserved
55 Reserved
56 Reserved
57 Reserved, Firmware use only
58 Reserved, Firmware use only
59 Reserved, Firmware use only
Application Layer Error Codes:
0: NO_ERROR - No error found in the Application Layer.
1: FC_CANNOT_BROADCAST - Reserved
60 2: FC_NOT_SUPPORTED - The received packet has an unsupported Function Code. DNP3 Slave - Application Layer Diagnostics for DNP3
3: OBJ_NOT_SUPPORTED - The received packet has unsupported objects. Slave.
4: BAD_REQUEST_LENGTH - Reserved
5: CONFIGURATION_ERROR - The error is caused by the invalid configuration during packet generating.
For example, invalid Data-Set Configuration.
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Table 44 - Data File for Troubleshooting (Continued)

Word Offset | Description Category

6: BAD_PARAMETER - The received packet has invalid parameters except Function Code and Object

Codes. For example, invalid Qualifier codes.

7: BAD_FILE_TYPE - The error is caused by invalid configuration in DNP3 Slave Application Layer. Invalid

File Type specified.

8: BAD_FILE_NUMBER - The error is caused by invalid configuration in DNP3 Slave Application Layer.

Invalid File Number specified.

60 9: BAD_DNP3_ADDRESS - The error is caused by invalid configuration in DNP3 Slave Application Layer.
Invalid File Number specified.

10: TABLE_WRITE_PROTECTED - The specified DNP3 object data file has been locked to be written.

11: TABLE_ACCESS_DENIED - The specified DNP3 object data file has been locked to be read or written.

12: TABLE_OWNERSHIP_ERROR - The specified DNP3 object data file has been locked to be read or

nlggee?ror code is within 6...12, the related file number and element number are shown in Word 64 and
Word 65.
bl Application Layer Error Count DNP3 Slave - Application Layer Diagnostics for DNP3
62 Function Code that caused the last error Slave.
63 Last Transmitted lIN in the response
64 Data file number of last error request
65 Data element number of last error request
66 Received Confirm Function Code Counter
67 Received Read Function Code Counter
68 Received Write Function Code Counter
69 Received Function Code Counter other than Confirm, Read, and Write Function Codes.
70 Transmitted Solicited Response Function Code Counter
7 Transmitted Unsolicited Response Function Code Counter
72 Number of events to be reported.

Transport Function Layer Error Codes:

0: NO_ERROR - No error found in the Transport Layer.

1: DISCARD_NOT_FIRST_SEG - The received packet was discarded since it was not a first segment.

2: DISCARD_DUPLICATED_AND_MORE_SEG - The received packet was discarded since it had the same
73 sequence number as previous, more segments are expected.

3: DISCARD_DUPLICATED_AND_FINAL_SEG - The received packet was discarded since it had the same
sequence number as the previous, final segment received.

4: DISCARD_OUT_OF_ORDER_SEG - The received packet was discarded since the sequence number was

out of order.
T4 Transport Layer Error Count
75 Reserved
76 Reserved
T Reserved
78 Reserved
7 Reserved
80 Reserved

Word offset 7, 27, and 47 reflect the Error Codes that have been caused in the sessions for DNP3
TCP Server, UDP, and TCP Client respectively. The following table lists the possible ranges of the
Error Code. Any others are reserved.

Table 45 - Error Codes

Value (DEC) Mnemonic Description

0 NO ERROR No error found.

1 ERR_SOCKET_CREATE Socket error during Create operation.
2 ERR_SOCKET_LISTEN Socket error during Listen operation.
3 ERR_SOCKET_BIND Socket error during Bind operation.

4 ERR_SOCKET_ACCEPT Socket error during Accept operation.
5 ERR_SOCKET_CONNECT Socket error during Connect operation.
6 ERR_SOCKET_SEND Socket error during Send operation.

7 ERR_SOCKET_RECEIVE Socket error during Receive operation.
8 ERR_SOCKET_UNLISTEN Socket error during Unlisten operation.
9 ERR_SOCKET_UNBIND Socket error during Unbind operation.
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Table 45 - Error Codes (Continued)

Value (DEC) Mnemonic Description

10 ERR_SOCKET_UNACCEPT Socket error during Unaccept operation.

1 ERR_SOCKET_DISCONNECT Socket error during Disconnect aperation.

12 ERR_SOCKET_DELETE Socket error during Delete operation.

13..04 Reserved -

15 ERR_QUE_FULL Firmware use only

16 ERR_BUFFER_ALLOC Firmware use only

7 ERR_PACKET_ALLOC Firmware use only

18 ERR_PACKET_RELEASE Firmware use only

19...29 Reserved -

30 ERR_CONN_REJECTED Incoming Connection is rejected by the IP address validation.
31 ERR_INVALID_HEADER_CRC Received packet header has an invalid CRC.

32 ERR_INVALID_HEADER Received packet header has invalid packet format.
33 ERR_INVALID_PACKET_CRC Received packet has an invalid CRC.

34 ERR_BAD_PACKET_RECEIVED Received packet is unknown.

35 ERR_PACKET_REJECTED Received packet is rejected.

36 ERR_CONNECTION_BROKEN The connection has been broken for some reason.
37..49 Reserved -

50 ERR_INVALID_IP_ADDRESS Target IP Address is invalid.

51 ERR_INVALID_PORT Target Port Number is invalid.

52... Reserved -

For the elements of the DNP3 Slave Application Layer diagnostic counter element offset 60...74, the

counter values available with the structured display in RSLogix 500/RSLogix Micro software as

shown.

=4 Channel Status

Channel 0] Channel 1 {Cf

Application Layer Error Code = [T
Application Layer Error Count= [T |
FClasterrar=[0___ ]

Last Trans lIN Inrespanse = [T |
Data file Num last error request = [T ]

Data elernent Nurn last error request= [T |
Transport Layer Errar Code = [0 ]
Transport Layer Errar Count= [T ]

Clear

Res : Response

3t Channel 2|
DMP3 Slave Application Layer

=0l x|

Recelved Confirm FC Counter= [0 |
Received Read FC Counter= [T ]
Feceived Write FC Counter = [T ]

FReceived Ete FC Counter= [0 |

Trans Solicited Res FC Counter = [T ]

Trans Unsolicited Res FC Counter= [T |

Number of events to be reparted = [T |
FC ¢ Function Code

Trans | Transmitted

If the data file is not configured in the parameter Diagnostic File Number of the Chan. 1- DNP3

configuration, the Channel 1 - Ext dialog box displays as shown.

#=iChannel Status 10l x|
Channel 0] Channel 1 I Channel 2|

Mo Diagnostic File Defined for this channel

Diagnostics for Secure Authentication

This feature is supported only in MicroLogix 1400 Series B and Series C controllers.
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Counters in the DNP3 Slave Secure Authentication subsystem are logged in the Data File. The data
file is configured in the parameter Diagnostic File Number in Secure Authentication. The following
table shows the 150 words of the data file for the troubleshooting.

The 50 words are used to log the counters for each channel. Word offset 0...49 is for Channel 0,
word offset 50..99 is for Channel 1, and word offset 100...149 is for Channel 2.

Words 6...49, 56...99 and 106...149 are the event counter for Challenger State Machine that is stated
in the DNP3 Specification, Supplement to Volume 2, Secure Authentication, Version 2.00.

Table 46 - Secure Authentication Diagnostics

Word Offset Current State Description

CHo CH1 CH2

0 50 100 Security Idle/Wait for Reply Authentication Error Counter

1 51 101 Security Idle/Wait for Reply Reserved

2 52 102 Security Idle/Wait for Reply Reserved

3 53 103 Security Idle/Wait for Reply Reserved

4 54 104 Security Idle/Wait for Reply Reserved

5 55 105 Security Idle/Wait for Reply Reserved

6 56 106 Security Idle Event Counter for Rx Unsolicited Non-Critical ASDU

7 57 107 Security Idle Event Counter for Rx Non-Critical ASDU

8 58 108 Security Idle Event Counter for Rx Critical ASDU

9 59 109 Security Idle Event Counter for Rx Critical ASDU

10 60 110 Security Idle Event Counter for Rx Valid Reply

1 61 m Security Idle Event Counter for Rx Invalid Reply

12 62 12 Security Idle Event Counter for Reply Timeout

13 63 m3 Security Idle Event Counter for Max Invalid Replies Or Comm Failure Detected
14 64 T4 Security Idle Event Counter for Max Invalid Replies Or Comm Failure Detected
15 65 115 Security Idle Event Counter for Rx Error Message

16 66 116 Security Idle Event Counter for Key Change Timeout

17 67 7 Security Idle Event Counter for Expected Key Change Timeout

18 68 118 Security Idle Event Counter for Expected Key Change Timeout

9 69 119 Security Idle Event Counter for Rx Key Status Request

20 70 120 Security Idle Event Counter for Rx Valid Aggressive Mode Request
2 n VAl Security Idle Event Counter for Rx Valid Aggressive Mode Request
22 72 122 Security Idle Event Counter for Rx Invalid Aggressive Mode Request
23 73 123 Security Idle Event Counter for Rx Valid Key Change

24 T4 124 Security Idle Event Counter for Rx Invalid Key Change

25 75 125 Security Idle Event Counter for Rx Challenge

26 76 126 Security Idle Reserved

27 17 127 Security Idle Counter for Ignored events

28 78 128 Wait for Reply Event Counter for Rx Unsolicited Non-Critical ASDU

29 79 129 Wait for Reply Event Counter for Rx Non-Critical ASDU

30 80 130 Wait for Reply Event Counter for Rx Critical ASDU

31 81 131 Wait for Reply Event Counter for Rx Critical ASDU

32 82 132 Wait for Reply Event Counter for Rx Valid Reply

33 83 133 Wait for Reply Event Counter for Rx Invalid Reply

34 84 134 Wait for Reply Event Counter for Reply Timeout

35 85 135 Wait for Reply Event Counter for Max Invalid Replies Or Comm Failure Detected
36 86 136 Wait for Reply Event Counter for Max Invalid Replies Or Comm Failure Detected
37 87 137 Wait for Reply Event Counter for Rx Error Message

38 88 138 Wait for Reply Event Counter for Key Change Timeout

39 89 139 Wait for Reply Event Counter for Expected Key Change Timeout

40 90 140 Wait for Reply Event Counter for Expected Key Change Timeout

41 9 141 Wait for Reply Event Counter for Rx Key Status Request
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Table 46 - Secure Authentication Diagnostics (Continued)

Word Offset Current State Description

CHO CH1 CH2

42 92 142 Wait for Reply Event Counter for Rx Valid Aggressive Mode Request

43 93 143 Wait for Reply Event Counter for Rx Valid Aggressive Mode Request

L4 94 14k Wait for Reply Event Counter for Rx Invalid Aggressive Mode Request

45 95 145 Wait for Reply Event Counter for Rx Valid Key Change

46 96 146 Wait for Reply Event Counter for Rx Invalid Key Change

47 97 147 Wait for Reply Event Counter for Rx Challenge

48 98 148 Wait for Reply Reserved

49 99 149 Wait for Reply Counter for Ignored events

Function Codes These tables show the Application Layer Function codes that are implemented in the controller.

Table 47 - Function Codes for MicroLogix 1400 Series A Controllers

Message Type Function Code Name MicroLogix 1400 Support |Description

Confirmation 0 (0x00) FC_CONFIRM Yes Controller parses/sends

Request 1(0x01) FC_READ Yes Controller parses

Request 2 (0x02) FC_WRITE Yes Controller parses

Request 3 (0x03) FC_SELECT Yes Controller parses

Request 4 (0x04) FC_OPERATE Yes Controller parses

Request 5 (0x05) FC_DIRECT_OPERATE Yes Controller parses

Request 6 (0x06) FC_DIRECT_OPERATE_NR Yes Controller parses

Request 7(0x07) FC_IMMED_FREEZE Yes Controller parses

Request 8 (0x08) FC_IMMED_FREEZE_NR Yes Controller parses

Request 9(0x09) FC_FREEZE_CLEAR Yes Controller parses

Request 10 (0x04) FC_FREEZE_CLEAR_NR Yes Controller parses

Request 11(0x0B) FC_FREEZE_AT_TIME No

Request 12 (0x0C) FC_FREEZE_AT_TIME_NR No

Reques 15 (00D FC-COLD_RESTART fes andany pogram and s hautd ot be m an cpen i

Request 14 (0xOE) FC_WARM_RESTART No

Request 15 (0xOF) FC_INITIALIZE_DATA No Obsolete
Controller parses. Clears fault and changes the controller mode to

Request 16 (0x10) FC_INITIALIZE_APPL Yes Remote Program. See Start and Stop User Programs (Mode Change)
Via DNP3 Network on page 246.
Controller parses. Clears fault and changes the controller mode to

Request 17 (0x11) FC_START_APPL Yes Remote Run. See Start and Stop User Programs (Mode Change) Via
DNP3 Network on page 246.
Controller parses. Changes the controller mode to Remote Program.

Request 18 (0x12) FC_STOP_APPL Yes See Start and Stap User Programs (Mode Change) Via DNP3 Netwaork
on page 246.

Request 19 (0x13) FC_SAVE_CONFIG No Deprecated.

Request 20 (Ox14) FC_ENABLE_UNSOLICITED Yes Controller parses

Request 21(0x15) FC_DISABLE_UNSOLICITED Yes Controller parses

Request 22 (0x16) FC_ASSIGN_CLASS No

Request 23 (0x17) FC_DELAY_MEASURE Yes Controller parses. Used for non-LAN

Request 24 (0x18) FC_RECORD_CURRENT_TIME No Used for LAN

Request 25 (0x19) FC_OPEN_FILE Yes Controller parses

Request 26 (0x1A) FC_CLOSE_FILE Yes Controller parses

Request 27 (0x1B) FC_DELETE_FILE Yes Controller parses

Request 28 (0x1C) FC_GET_FILE_INFO No

Request 29 (0x1D) FC_AUTHENTICATE_FILE Yes Controller parses

Request 30 (0x1E) FC_ABORT_FILE No

Request 31(0x1F) FC_ACTIVATE_CONFIG No
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Table 47 - Function Codes for MicroLogix 1400 Series A Controllers (Continued)

Message Type Function Code Name MicroLogix 1400 Support |Description
Request 32 (0x20) FC_AUTHENTICATE_REQ No
Request 33 (0x21) FC_AUTHENTICATE_ERR No
34 (0x22)..128 (0x80) No Reserved.
Response 129 (0x81) FC_RESPONSE Yes Controller sends
Response 130 (0x82) FC_UNSOLICITED_RESPONSE Yes Controller sends
Response 131(0x83) FC_AUTHENTICATE_RESP No
132 (0x84)...255 (OxFF) No Reserved.
Table 48 - Function Codes for MicroLogix 1400 Series B and Series C Controllers
Message Type Function Code Name MicroLogix 1400 Support |Description
Confirmation 0 (0x00) FC_CONFIRM Yes Controller parses/sends
Request 1(0x01) FC_READ Yes Controller parses
Request 2 (0x02) FC_WRITE Yes Controller parses
Request 3 (0x03) FC_SELECT Yes Controller parses
Request 4 (0x04) FC_OPERATE Yes Controller parses
Request 5 (0x05) FC_DIRECT_OPERATE Yes Controller parses
Request 6 (0x06) FC_DIRECT_OPERATE_NR Yes Controller parses
Request 7(0x07) FC_IMMED_FREEZE Yes Controller parses
Request 8 (0x08) FC_IMMED_FREEZE_NR Yes Controller parses
Request 9(0x09) FC_FREEZE_CLEAR Yes Controller parses
Request 10 (0x0A) FC_FREEZE_CLEAR_NR Yes Controller parses
Request 11(0x0B) FC_FREEZE_AT_TIME No
Request 12 (0x0C) FC_FREEZE_AT_TIME_NR No
et 5000 oo s
Request 14 (0xOE) FC_WARM_RESTART No Controller parses
Request 15 (0xOF) FC_INITIALIZE_DATA No Obsolete
Controller parses. Clears fault and changes the controller mode to
Request 16 (0x10) FC_INITIALIZE_APPL Yes Remoate Program. See Start and Stop User Programs (Mode Change)
Via DNP3 Network on page 246.
Controller parses. Clears fault and changes the controller mode to
Request 17 (0x1) FC_START_APPL Yes Remoate Run. See Start and Stop User Programs (Mode Change) Via
DNP3 Netwark on page 246.
Controller parses. Changes the controller mode to Remote Program.
Request 18 (0x12) FC_STOP_APPL Yes See Start and Stop User Programs (Mode Change) Via DNP3 Network
on page 246.
Request 19 (0x13) FC_SAVE_CONFIG No Deprecated.
Request 20 (0x14) FC_ENABLE_UNSOLICITED Yes Controller parses
Request 21(0x15) FC_DISABLE_UNSOLICITED Yes Controller parses
Request 22 (0x16) FC_ASSIGN_CLASS No
Request 23 (0x17) FC_DELAY_MEASURE Yes Controller parses. Used for non-LAN
Request 24 (0x18) FC_RECORD_CURRENT_TIME No Controller parses. Used for LAN
Request 25 (0x19) FC_OPEN_FILE Yes Contraoller parses
Request 26 (0x1A) FC_CLOSE_FILE Yes Controller parses
Request 27 (0x1B) FC_DELETE_FILE Yes Controller parses
Request 28 (0x1C) FC_GET_FILE_INFO No Controller parses
Request 29 (0x1D) FC_AUTHENTICATE_FILE Yes Controller parses
Request 30 (0x1E) FC_ABORT_FILE No Controller parses
Request 31(0x1F) FC_ACTIVATE_CONFIG No Controller parses
Request 32 (0x20) FC_AUTHENTICATE_REQ No Controller parses
Request 33 (0x21) FC_AUTHENTICATE_ERR No Controller parses
34 (0x22)..128 (0x80) No Reserved.
Response 129 (0x81) FC_RESPONSE Yes Controller sends
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Table 48 - Function Codes for MicroLogix 1400 Series B and Series C Controllers (Continued)
Message Type Function Code Name MicroLogix 1400 Support |Description
Response 130 (0x82) FC_UNSOLICITED_RESPONSE Yes Controller sends
Response 131(0x83) FC_AUTHENTICATE_RESP No Controller sends
132 (0x84)...255 (OxFF) No Reserved.
Implementatlon Table The MicroLogix 1400 controller supports DNP3 Certification Subset Level 2.

Table 49 identifies which object groups and variations, function codes, and qualifiers that the
device supports in both requests and responses. The Request and Response columns identify all
requests and responses that could be sent/parsed by a DNP3 Master, or must be parsed/sent by

the controller.

The implementation table lists all functionality that is required by either DNP3 Master or controller
as defined within the DNP3 IED Conformance Test Procedures. Any functionality beyond the highest
subset level that is supported is indicated by grayed table cells.

Table 49 - Implementation Table for Series A controllers

Request Response
DNP Object Group & Variation DNP3 master could issue DNP3 master must parse
Controller must parse Controller could issue
Group Num |Var Num |Description Function Codes (dec) |Qualifier Codes (hex) Function Codes (dec) |Qualifier Codes (hex)
211...239
0 %2}322[’530 Device Attribute 1(read) 00 (start-stop) 129 (response) 00 (start-stop)
252
20 . ) 1(read) 00 (start-stop) 129 (response) 00 (start-stop)
0 D Attribut
15,241 evice Rtinbute 2 (write) 00 (start-stop)
Device Attribute - Non-specific all 00, 01 (start-stop)
0 4 attributes request 1(read) 06 (no range, or all)
Device Attributes - List of attribute 00, 01 (start-stop) 3
0 255 variations 1(read) 06 (no range, or all) 129 (response) 00 (start-stop)
1 0 Binary Input - Any Variation 1(read) 06 (no range, or all
1 1 Binary Input - Packed format 1(read) 06 (no range, or all) 129 (respanse) 00, 01 (start-stop)
1 2 Binary Input - With flags 1(read) 06 (no range, or all) 129 (response) 00, 01 (start-stop)
. ] - 06 (no range, or all
2 0 Binary Input Event - Any Variation |1 (read) 07, 08 (imited qty)
2 1 Binary Input Event - Without time {1 (read) 06 (no range; or a) 129 response) 17, 28 (index)
yinp 07, 08 (limited qty) 130 (unsol. resp) '
Binary Input Event - With absolute 06 (no range, or all) 129 (response) .
2 2 time 1(read) 07,08 (imited qty) 130 (unsol. resp) 17,28 (index)
Binary Input Event - With relative 06 (no range, or all) 129 (response) .
2 3 time 1(read) 07, 08 (limited qty) 130 (unsol. resp) 17,28 (index)
Double-bit Binary Input - Any
3 0 Variation 1(read) 06 (no range, or all)
3 1 fnoil:r?;?_bit Binary Input - Packed (4 (read) 06 (no range, or all) 129 (response) 00, 01 (start-stop)
3 2 Double-bit Binary Input - With flags |1 (read) 06 (no range, or all) 129 (response) 00, 01 (start-stop)
Double-bit Binary Input Event - Any 06 (no range, or all)
4 0 Variation 1(read) 07, 08 (limited qty)
Double-bit Binary Input Event - 06 (no range, or all) 129 (response) ;
b ! Without time 1{read) 07, 08 (limited qty) 130 (unsal. resp) 17,28 (index)
Double-bit Binary Input Event - With 06 (no range, or all 129 (response) :
4 2 absolute time 1(read) 07, 08 (limited qty) 130 (unsol. resp) 17,28 (index)
Double-bit Binary Input Event - With 06 (no range, or all) 129 (response) .
4 3 relative time 1(read) 07, 08 (limited qty) 130 (unsol. resp) 17,28 (index)
10 0 Binary Output - Any Variation 1(read) 06 (no range, or all)
10 2 ﬁ;ngasry Output - Qutput status with g (read) 06 (no range, or all) 129 (response) 00, 01 (start-stop)
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Table 49 - Implementation Table for Series A controllers (Continued)

Request Response
DNP Object Group & Variation DNP3 master could issue DNP3 master must parse
Controller must parse Controller could issue
Group Num |Var Num | Description Function Codes (dec) |Qualifier Codes (hex) Function Codes (dec) |Qualifier Codes (hex)
3 (select)
Binary Command - Control relay |4 (operate) .
12 1 output block (CROB) 5 (direct op) 17,28 (index) 129 (response) Echo of request
6 (dir. op, no ack)
1(read)
7 (freeze)
20 0 Counter - Any Variation 8 (freeze noack) 06 (no range, or all)
9 (freeze clear)
10 (frz. cl. noack)
1(read)
7 (freeze)
20 1 Counter - 32-bit with flag 8 (freeze noack) 06 (no range, or all) 129 (response) 00, 01 (start-stop)
9 (freeze clear)
10 (frz. cl. noack)
1(read)
7 (freeze)
20 2 Counter - 16-bit with flag 8 (freeze noack) 06 (no range, or all) 129 (response) 00, 01 (start-stop)
9 (freeze clear)
10 (frz. cl. noack)
1(read)
7 (freeze)
20 5 Counter - 32-bit without flag 8 (freeze noack) 06 (no range, or all) 129 (response) 00, 01 (start-stop)
9 (freeze clear)
10 (frz. cl. noack)
1(read)
7 (freeze)
20 6 Counter - 16-bit without flag 8 (freeze noack) 06 (no range, or all) 129 (response) 00, 01 (start-stop)
9 (freeze clear)
10 (frz. cl. noack)
2 0 Frozen Counter - Any Variation 1(read) 06 (no range, or all)
21 1 Frozen Counter - 32-bit with flag |1 (read) 06 (no range, or all) 129 (response) 00, 01 (start-stop)
21 2 Frozen Counter - 16-bit with flag |1 (read) 06 (no range, or all) 129 (response) 00, 01 (start-stop)
21 5 g;n[f?i%[éounter - S2-bit with flag (read) 06 (no range, or all) 129 (response) 00, 01 (start-stop)
21 6 Z;odzet:irrln[éounter - 16-bitwith flag 1(read) 06 (no range, or all) 129 (response) 00, 01 (start-stop)
2 9 Frozen Counter - 32-bit without flag |1 (read) 06 (no range, or all) 129 (response) 00, 01 (start-stop)
21 10 Frozen Counter - 16-bit without flag |1 (read) 06 (no range, or all) 129 (respanse) 00, 01 (start-stop)
} . 06 (no range, or all)
22 0 Counter Event - Any Variation 1(read) 07, 08 (imited qty)
2 1 Counter Event - 32-bit with fla 1(read) 06 (no range; or al) 129 {response) 17,28 (index)
9 07, 08 (limited qty) 130 (unsol. resp) '
CARLh 06 (no range, or all) 129 (response) .
22 2 Counter Event - 16-bit with flag 1(read) 07, 08 (imited qty) 130 (unsol. resp) 17,28 (index)
Frozen Counter Event - Any 06 (no range, or all)
2 0 Variation 1{read) 07, 08 (lmited gty)
Frozen Counter Event - 32-bit with 06 (no range, or all) 129 (response) g
28 1 flag 1(read) 07,08 (imited qty) 130 (unsol. resp) 17,28 (index)
Frozen Counter Event - 16-bit with 06 (no range, or all) 129 (response) .
2 2 flag 1(read) 07, 08 (limited qty) 130 (unsol. resp) 17,28 (index)
Frozen Counter Event - 32-bit with 06 (no range, or all) 129 (response) ;
2 J flag and time 1(read) 07, 08 (limited qty) 130 (unsol. resp) 17, 28 (index)
Frozen Counter Event - 16-bit with 06 (no range, or all 129 (response) :
2 b flag and time 1{read) 07, 08 (limited qgty) 130 (unsal. resp) 17, 28 (index)
30 0 Analog Input - Any Variation 1(read) 06 (no range, or all)
30 1 Analog Input - 32-bit with flag 1(read) 06 (no range, or all) 129 (response) 00, 01 (start-stop)
30 2 Analog Input - 16-bit with flag 1(read) 06 (no range, or all) 129 (respanse) 00, 01 (start-stop)
30 3 Analog Input - 32-bit without flag |1 (read) 06 (no range, or all) 129 (respanse) 00, 01 (start-stop)
30 4 Analog Input - 16-bit without flag |1 (read) 06 (no range, or all) 129 (response) 00, 01 (start-stop)
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Table 49 - Implementation Table for Series A controllers (Continued)
Request Response
DNP Object Group & Variation DNP3 master could issue DNP3 master must parse
Controller must parse Controller could issue
Group Num |Var Num |Description Function Codes (dec) |Qualifier Codes (hex) Function Codes (dec) |Qualifier Codes (hex)
30 5 m%&;ﬂpm - Single-prec fl-pt ¢ roqq) 06 (no range, or all) 129 (response) 00, 01 (start-stop)
32 0 Analog Input Event - Any Variation |1 (read) 83 (Sg (Tﬁﬂﬁgaoatil)”
Analog Input Event - 32-hit without 06 (no range, or all) 129 (response) -
82 1 time 1(read) 07,08 (imited qty) 130 (unsol. resp) 17,28 {index)
Analog Input Event - 16-bit without 06 (no range, or all) 129 (response) .
52 2 time 1(read) 07, 08 (limited qty) 130 (unsol. resp) 17,28 (index)
Analog Input Event - 32-bit with 06 (no range, or all) 129 (response) ;
32 3 time 1(read) 07, 08 (imited qty) 130 (unsol. resp) 17, 28 (index)
Analog Input Event - 16-bit with 06 (no range, or all) 129 (response) g
82 4 time 1(read) 07,08 (imited qty) 130 (unsol. resp) 17,28 (index)
Analog Input Event - Single-prec 06 (no range, or all) 129 (response) .
52 J fit-pt without time 1(read) 07, 08 (limited qty) 130 (unsol. resp) 17,28 (index)
Analog Input Event - Single-prec 06 (no range, or all) 129 (response) ;
32 7 fit-pt with time 1{read) 07, 08 (limited qty) 130 (unsal. resp) 17,28 (index)
Analog Output Status - Any
40 0 Variation 1(read) 06 (no range, or all)
40 1 ﬁgglog Output Status - 52-bit with 1(read) 06 (no range, or all) 129 (response) 00, 01 (start-stop)
40 2 ﬁg;log Output Status - 16-bit with |, (read) 06 (no range, or all) 129 (respanse) 00, 01 (start-stop)
40 3 ﬁpa;?evﬁﬁtﬁ:; Status - Single-prec |, (read) 06 (no range, or all) 129 (response) 00, 01 (start-stop)
3 (select)
2op 4 (operate) .
4 1 Analog Output - 32-bit 5 (direct op) 17,28 (index) 129 (response) echo of request
6 (dir. op, no ack)
3 (select)
R 4 (operate) .
4 2 Analog Output - 16-bit 5 (direct op) 17,28 (index) 129 (response) echo of request
6 (dir. op, no ack)
3 Eselect) ;
— _ . |4(operate ;
4 3 Analog Output - Single-prec flt-pt 5 (direct op) 17, 28 (index) 129 (response) echo of request
6 (dir. op, no ack)
- _ 07 (limited gty)
1(read 07 (limited qty =1 129
50 1 Time and Date - Absolute fme. || 120 Uil =1h e (ay=1
2 (write) 07 (limited qty =1)
50 3 Time and Date - Absolute time at
last recorded time
51 1 Time and Date CTO - Absolute time, 129 (response) 07 (limited qty)
synchronized 130 (unsal. resp) (gty=1)
51 9 Time and Date CTO - Absolute time, 129 (response) 07 (limited qty)
unsynchronized 130 (unsol. resp) (gty=1)
52 1 Time Delay - Coarse 129 (response) %S'T']tf day)
52 2 Time Delay - Fine 129 (response) 07 (Iirpited at)
(qty=1
60 1 Class Objects - Class 0 data 1(read) 06 (no range, or all)
06 (no range, or all
1(read) L
07, 08 (limited gt
60 2 Class Objects - Class 1data 20 e 0 (imited gty
2N (de:b. ulr']ng) 06 (no range, or all)
— 06 (no range, or all)
60 3 Class Objects - Class 2 data 1(read) 07, 08 (imited qty)
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Table 49 - Implementation Table for Series A controllers (Continued)

Request Response
DNP Object Group & Variation DNP3 master could issue DNP3 master must parse
Controller must parse Controller could issue
Group Num |Var Num |Description Function Codes (dec) |Qualifier Codes (hex) Function Codes (dec) |Qualifier Codes (hex)
06 (no range, or all)
1(read) an
07, 08 (limited qt
60 4 Class Objects - Class 3 data err— (imited gty
21 (dab. .unsol.). 06 (no range, or all)
70 2 File-Control - authentication 29 (authenticate file) 5B (free format) 129 (response) 5B (free format)
70 3 File Control - file command 25 (open file) 5B (free format)
70 3 File Control - file command 27 (delete file) 5B (free format)
70 4 File Control - file command status |26 (close file) 5B (free format) 129 (response) 5B (free format)
70 5 File Control - file transport 1(read file) 5B (free format)
70 5 File Control - file transport 2 (write file) 5B (free format)
70 6 File Control - file transport status 129 (response) 5B (free format)
70 7 File-Control - file descriptor 129 (response) 5B (free format)
1(read fil 00, 01 (start-st 129 00, 01 (start-st
80 1 :(nternal Indications - Packed ezt o0 (sta(rst im:)op) ESRTE L
t . o -
orma 2 (write file) index=7
90 1 Application - Identifier 17 (start appl.) ree forma
18 (stop appl) 06 (no range, or all)
01 1 Binaty Coded Decimal IN221S = |1 (rea i) 06 (no range, or all) 129 (response) 00, 01 (start-stop)
130 (unsol. resp) 17, 28 (index)
Binary Coded Decimal Integers -
o 2 medium
No Object (function code only) 13 (cold restart)
No Object (function code only) 23 (delay meas.)
Table 50 - Implementation Table for Series B and Series C controllers
Request Response
DNP Object Group & Variation DNP3 Master could issue DNP3 Master must parse
Controller must parse Controller could issue
Group Num |Var Num |Description Function Codes (dec) | Qualifier Codes (hex) {::g)t ion Codes Qualifier Codes (hex)
2M..239
0 %2;22['530 Device Attribute 1(read) gg’(gl(rs;ﬁ;;s;?@") 129 (response) 00 (start-stop)
252
00, 01 (start-stop) -
0 240 Device Atribute 1(read) 06 (no range, or al) 129 (response) 00 (start-stop)
245..247 -
2 (write) 00, 01 (start-stop)
Device Attribute - Non-specific all 00, 01 (start-stop)
0 4 attributes request 1(read) 06 (no range, or all)
Device Attributes - List of attribute 00, 01 (start-stop)
0 255 variations 1(read) 06 (no range, or all 129 (response) 00 (start-stop)
00, 01 (start-st
1 0 Binary Input - Any Variation 1(read) 06 (no(rsaigeso?pa)ll)
1 1 Binary Input - Packed format 1(read) gg'(gl(rs;ﬁ;t:;?rg") 129 (response) 00, 01 (start-stop)
1 2 Binary Input - With flags 1(read) gg'(gl(rs;ﬁgésg?gu) 129 (response) 00, 01 (start-stop)
2 0 Binary Input Event - Any Variation 1(read) 8;5 ([?f? (mi%gldoc:t?/;l)
2 i Binary Input Event - Without time |1 (reac) 06 (no range, or all 123 {response) 17,28 (index)
yinp 07, 08 (limited qty) 130 (unsol. resp) '
Binary Input Event - With absolute 06 (no range, or all) 129 (response) .
2 2 time 1{read) 07, 08 (limited qty) 130 (unsol. resp) 17,28 (index)
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Table 50 - Implementation Table for Series B and Series C controllers (Continued)
Request Response
DNP Object Group & Variation DNP3 Master could issue DNP3 Master must parse
Controller must parse Controller could issue
Group Num |Var Num | Description Function Codes (dec) | Qualifier Codes (hex) {::g)t ion Codes Qualifier Codes (hex)
. i . 06 (no range, or all 129 (response) .
2 3 Binary Input Event - With relative time |1 (read) 07, 08 (imited aty) 130 (unsol. resp) 17,28 (index)
. ] . 00, 01 (start-stop)
3 0 Double-bit Binary Input - Any Variation |1 (read) 06 (no range, or al)
Double-bit Binary Input - Packed 00, 01 (start-stop) 3
3 1 format 1(read) 06 (no range, or all) 129 (response) 00, 01 (start-stop)
. e 00, 01 (start-stop) .
3 2 Double-bit Binary Input - With flags |1 (read) 06 (no range, or all) 129 (response) 00, 01 (start-stop)
Double-bit Binary Input Event - Any 06 (no range, or all)
4 0 Variation 1 (read) 07,08 (imited qty)
Double-bit Binary Input Event - 06 (no range, or all) 129 (response) ;
b ! Without time 1{read) 07, 08 (limited qty) 130 (unsol. resp) 17, 28 (index)
Double-bit Binary Input Event - With 06 (no range, or all) 129 (response) :
4 2 absolute time 1(read) 07, 08 (limited qty) 130 (unsol. resp) 17,28 (index)
Double-bit Binary Input Event - With 06 (no range, or all) 129 (response) :
4 3 relative time 1(read) 07,08 (imited qty) 130 (unsol. resp) |1+ 28 (index)
00, 01 (start-stop)
10 0 Binary Output - Any Variati 1(read
inary Output - Any Variation (read) 08 (no range, o al
Binary Output - Output status with 00, 01 (start-stop) .
10 2 flags 1(read) 06 (no range, or al) 129 (response) 00, 01 (start-stop)
3 (select)
Binary Command - Control relay 4 (operate) .
12 1 output block (CROB) 5 (direct op) 17,28 (index) 129 (response) echo of request
6 (dir. op, no ack)
00, 01 (start-st
20 0 Counter - Any Variation 1(read) S
06 (no range, or all)
e 00, 01 (start-stop) .
20 1 Counter - 32-bit with flag 1(read) 06 (no range, or all) 129 (response) 00, 01 (start-stop)
7 Efreeze) )
- 8 (freeze noack
20 1 Counter - 32-bit with flag g 06 (no range, or all)
10 (frz. cl. noack)
e 00, 01 (start-stop) )
20 2 Counter - 16-bit with flag 1(read) 06 (no range, or al) 129 (response) 00, 01 (start-stop)
7 (freeze)
e 8 (freeze noack)
20 2 Counter - 16-bit with flag i 06 (no range, or all)
10 (frz. cl. noack)
. 00, 01 (start-stop) -
20 5 Counter - 32-bit without flag 1(read) 06 (no range, or all) 129 (response) 00, 01 (start-stop)
7 gfreeze) ;
P 8 (freeze noack
20 5 Counter - 32-bit without flag o g e 06 (no range, or all)
10 (frz. cl. noack)
e 00, 01 (start-stop) .
20 6 Counter - 16-bit without flag 1(read) 06 (no range, or all) 129 (response) 00, 01 (start-stop)
7 Efreeze) )
- 8 (freeze noack
20 6 Counter - 16-bit without flag g 06 (no range, or all)
10 (frz. cl. noack)
, 01 (start-st
21 0 Frozen Counter - Any Variation 1(read) DU GIIStartS10p
06 (no range, or all)
21 1 Frozen Counter - 32-bit with flag 1(read) 06 (no range, or all 129 (response) 00, 01 (start-stop)
e 00, 01 (start-stop) -
21 2 Frozen Counter - 16-bit with flag 1(read) 06 (no range, or all) 129 (response) 00, 01 (start-stop)
Frozen Counter - 32-bit with flag and 00, 01 (start-stop) g
2 5 fime 1(read) 06 (no range, or all) 129 (response) 00, 01 (start-stop)
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Table 50 - Implementation Table for Series B and Series C controllers (Continued)

Request Response
DNP Object Group & Variation DNP3 Master could issue DNP3 Master must parse
Controller must parse Controller could issue
Group Num |Var Num | Description Function Codes (dec) | Qualifier Codes (hex) {::g)t ion Codes Qualifier Codes (hex)
Frozen Counter - 16-bit with flag and 00, 01 (start-stop) g
21 6 fime 1(read) 06 (no range, or al 129 (response) 00, 01 (start-stop)
2 g Frozen Counter - 32-bit without flag |1 (read) gg'(ﬂl(f;ﬁgf;?‘g") 129 (response) 00, 01 (start-stop)
21 10 Frozen Counter - 16-bit without flag |1 (read) gg’(gl(rs;ﬁg:;?rg") 129 (response) 00, 01 (start-stop)
22 0 Counter Event - Any Variation 1(read) 83 (gg (ﬁggghoét;;”
[ 06 (no range, or all) 129 (response) :
2 1 Counter Event - 32-bit with flag 1(read) 07, 08 (imited qty) 130 (unsol. resp) 17,28 (index)
e 06 (no range, or all) 129 (response) .
22 2 Counter Event - 16-bit with flag 1(read) 07, 08 (imited qty) 130 (unsol. resp) 17,28 (index)
Counter Event - 32-bit with flag and 06 (no range, or all) 129 (response) :
2 J time 1(read) 07, 08 (limited qty) 130 (unsol. resp) 17,28 (index)
Counter Event - 16-bit with flag and 06 (no range, or all) 129 (response) :
2 6 time 1(read) 07,08 (imited qty) 130 (unsol. resp) |1+ 28 (index)
23 0 Frozen Counter Event - Any Variation |1 (read) 83 g‘é] (mﬁgaoét;;n
Frozen Counter Event - 32-bit with 06 (no range, or all) 129 (response) :
2 ! flag 1{read) 07, 08 (limited qty) 130 (unsol. resp) 17, 28 {index)
T 06 (no range, or all) 129 (response) -
23 2 Frozen Counter Event - 16-bit with flag |1 (read) 07, 08 (imited qty) 130 (unsol. resp) 17, 28 (index)
Frozen Counter Event - 32-bit with 06 (no range, or all) 129 (response) ;
2 5 flag and time 1{read) 07, 08 (limited qty) 130 (unsol. resp) 17, 28 (index)
Frozen Counter Event - 16-bit with flag 06 (no range, or all) 129 (response) -
2 6 and time 1(read) 07, 08 (limited qty) 130 (unsol. resp) 17,28 (index)
00, 01 (start-st
30 0 Analog Input - Any Variation 1(read) 0% (no(rsaztrJesoTa)ll)
30 1 Analog Input - 32-bit with flag 1(read) gg'(gl(rs;ﬁgésg?gu) 129 (response) 00, 01 (start-stop)
30 2 Analog Input - 16-bit with flag 1(read) gg’(gl(rs;ﬁg:;?@") 129 (response) 00, 01 (start-stop)
30 3 Analog Input - 32-bit without flag 1(read) gg'(gl(rs;ﬁg:;?rg") 129 (response) 00, 01 (start-stop)
30 A Analog Input - 16-bit without flag 1(read) gg'(gl(rs;ﬁgésg?gu) 129 (response) 00, 01 (start-stop)
Analog Input - Single-prec flt-pt with 00, 01 (start-stop) .
30 5 flag 1(read) 06 (no range, or al) 129 (response) 00, 01 (start-stop)
32 0 Analog Input Event - Any Variation 1(read) 85 %‘; (mggﬁoét;;n
Analog Input Event - 32-bit without 06 (no range, or all) 129 (response) :
52 1 time 1(read) 07, 08 (limited qty) 130 (unsol. resp) 17,28 (index)
Analog Input Event - 16-bit without 06 (no range, or all) 129 (response) .
82 2 time 1(read) 07,08 (imited qty) 130 (unsol. resp) |+ 28 (index)
. 06 (no range, or all) 129 (response) .
32 3 Analog Input Event - 32-bit with time {1 (read) 07, 08 (imited aty) 130 (unsol. resp) 17, 28 (index)
. 06 (no range, or all) 129 (response) :
32 A Analog Input Event - 16-bit with time {1 (read) 07, 08 (imited aty) 130 (unsol. resp) 17, 28 (index)
Analog Input Event - Single-prec flt-pt 06 (no range, or all) 129 (response) :
82 5 without time 1(read) 07,08 (imited qty) 130 (unsol. resp) |+ 28 (index)
Analog Input Event - Single-prec fit-pt 06 (no range, or all) 129 (response) ;
52 7 with time 1(read) 07, 08 (limited qty) 130 (unsol. resp) 17, 28 {index)
00, 01 (start-st
40 0 Analog Output Status - Any Variation |1 (read) 05 (no(r:;e;?z)”)
S 00, 01 (start-stop) ’
40 1 Analog Output Status - 32-bit with flag |1 (read) 06 (no range, or al) 129 (response) 00, 01 (start-stop)
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Appendix F MicroLogix 1400 Distributed Network Protocol
Table 50 - Implementation Table for Series B and Series C controllers (Continued)
Request Response
DNP Object Group & Variation DNP3 Master could issue DNP3 Master must parse
Controller must parse Controller could issue
Group Num |Var Num | Description Function Codes (dec) | Qualifier Codes (hex) {::3 ion Codes Qualifier Codes (hex)
40 2 Analog Output Status - 16-bit with flag |1 (read) gg'(gl(rs;ﬁgf;?‘gm 129 (response) 00, 01 (start-stop)
Analog Output Status - Single-prec flt- 00, 01 (start-stop) g
40 3 ot with flag 1(read) 06 (no range, or al) 129 (response) 00, 01 (start-stop)
3 (select)
41 1 Analog Output - 32-bit [5' %gﬁggtgé) 17,27, 28 (index) 129 (response) echo of request
6 (dir. op, no ack)
3 (select)
4 2 Analog Output - 16-bit g %glpr:gts:)) 17,27, 28 (index) 129 (response) echo of request
6 (dir. op, no ack)
3 (select)
4 3 Analog Output - Single-prec flt-pt é fﬂﬁiﬁ?ﬂﬂ 17,27, 28 (index) 129 (response) echo of request
6 (dir. op, no ack)
. B 07 (limited qty)
1(read 07 (limited gty =1 129
50 1 Time and Date - Absolute time beet) mited aty = 1 (response) (ay=1
2 (write) 07 (limited gty =1)
Time and Date - Absolute time at last : . _
50 3 recorded time 2 (write) 07 (limited qty = 1)
51 1 Time and Date CTO - Absolute time, 129 (response) 07 (limited qty)
synchronized 130 (unsol. resp) (qty=1)
51 9 Time and Date CTO - Absolute time, 129 (response) 07 (limited qty)
unsynchronized 130 (unsol. resp) (qty=1)
52 2 Time Delay - Fine 129 (response) %SlTl]t)e day)
60 1 Class Objects - Class 0 data 1(read) 06 (no range, or all)
06 (no range, or all)
1(read) I
07, 08 (limited gt
60 2 Class Objects - Class 1data 20 (enbl. unsal) (imited gt
21 (dab. unsol) 06 (no range, or all)
. 06 (no range, or all)
60 3 Class Objects - Class 2 data 1(read) 07, 08 (limited qty)
06 (no range, or all)
1(read) I
07, 08 (limited gt
60 4 Class Objects - Class 3 data 20 (enbl. ansol) (imited gt
2 (dab..unsol.). 06 (no range, or all)
70 2 File-Control - authentication 29 (authenticate file) 5B (free format) 129 (response) 5B (free format)
70 3 File Control - file command 25 (open file) 5B (free format)
70 3 File Control - file command 27 (delete file) 5B (free format)
70 A File Control - file command status 26 (close file) 5B (free format) 129 (response) 5B (free format)
70 4 File Control - file command status |30 (close file) 5B (free format) 129 (response) 5B (free format)
70 5 File Control - file transport 1(read file) 5B (free format) 129 (response) 5B (free format)
70 5 File Control - file transport 2 (write file) 5B (free format) 129 (response) 5B (free format)
70 6 File Control - file transport status 129 (response) 5B (free format)
70 7 File-Control - file descriptor 28 (get file info) 5B (free format) 129 (response) 5B (free format)
70 8 File-Control - file specification string |31 (activate config) 5B (free format)
1(read) 00, 01 (start-stop) 129 (response) 00, 01 (start-stop)
80 1 Internal Indications - Packed format . 00 (start-stop)
2 (write) index=7
85 0 Data-Set Prototype 1(read) 06 (no range, or all)
00, 01 (start-stop)
85 1 Data-Set Prototype 1(read) 06 (no range, or all) 129 (response) 5B (free format)
17,28 (index)
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Appendix F

MicroLogix 1400 Distributed Network Protocol

Table 50 - Implementation Table for Series B and Series C controllers (Continued)

Request Response
DNP Object Group & Variation DNP3 Master could issue DNP3 Master must parse
Controller must parse Controller could issue
Group Num |Var Num | Description Function Codes (dec) | Qualifier Codes (hex) r::g)t ion Codes Qualifier Codes (hex)
00, 01 (start-stop)
86 1 Data-Set Descriptor - Contents 1(read) 06 (no range, or all) 129 (response) 5B (free format)
17,28 (index)
00, 01 (start-stop)
86 2 Data-Set Descriptor - Characteristics |1 (read) 06 (no range, or all) 129 (response) 5B (free format)
17, 28 (index)
00, 01 (start-stop)
87 0 Data-Set - Present Value 1(read) 06 (no range, or all)
17, 28 (index)
00, 01 (start-stop)
87 1 Data-Set - Present Value 1(read) 06 (no range, or all) 129 (response) 5B (free format)
17, 28 (index)
88 0 Data-Set Event 1(read) 06 (no range; or a)
07, 08 (limited qty)
) _ 06 (no range, or all) 129 (response)
88 1 Data-Set Event - Snapshot 1(read) 07, 08 (imited qty) 130 (unsol. resp) 5B (free format)
90 1 Application - Identifier 17 (start appl.) fl0/renge, ora
18 (stop appl) 5B (free format)
91 1 Status of Requested Operation 129 (response) %t()l,@l]t)e daty)
Binary Coded Decimal Integers - Any
101 0 Variation 1(read) 06 (no range, or all)
101 1 Binary Coded Decimal Integers - Small |1 (read) 06 (no range, or all) 129 (response) 00, 01 (start-stop)
130 (unsol. resp) 17, 28 (index)
120 1 Authentication - Challenge 32 (Auth Request) 5B (free format) 131 (Auth. resp) 5B (free format)
120 2 Authentication - Reply 32 (Auth Request) 5B (free format) 131 (Auth. resp) 5B (free format)
120 3 égahueensttication - Aggressive Mode Any requests 07 (limited qty) 129 (response) 07 (limited qty)
Authentication - Aggressive Mode -
120 3 Request 130 (unsol. resp) 07 (limited qty)
Authentication - Session Key Status -
120 4 Request 32 (Auth Request) 07 (limited qty)
120 5 Authentication - Session Key Status 131 (Auth. resp) 5B (free format)
120 6 Authentication - Session Key Change |32 (Auth Request) 5B (free format)
120 7 Authentication - Error 33 (Auth Request, no ack) (5B (free format) 131 (Auth. resp) 5B (free format)
120 7 Authentication - Error 1(read) 06 (no range, or all) 129 (response) 5B (free format)
120 9 Authentication - HMAC Any requests 5B (free format) 129 (response) 5B (free format)
120 9 Authentication - HMAC 130 (unsol. resp) 5B (free format)
No Object (function code only) 13 (cold restart)
No Object (function code only) 14 (warm restart)
No Object (function code only) 23 (delay meas.)

No Object (function code only)

24 (record current time)
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Appendix G

MicroLogix 1400 Controllers
and Ethernet
Communication

MicroLogix 1400
Performance Considerations

Connect to Networks Via Ethernet Interface

Ethernet is a local area network that provides communication between various devices @ 10...100
Mbps. The physical communication media options for the MicroLogix 1400 are:

« Built-in
- Twisted-pair (10/100Base-T)
«  With media converters or hubs
- Fiber-optic
- Broadband
- Thick-wire coaxial cable (10Base-b)
- Thin-wire coaxial cable (10Base-2)

See the following page for more information on Ethernet physical media.

The MicroLogix 1400 supports Ethernet communication via the Ethernet communication channel 1

@i

=

Channel 0 Channel 1
RS-232/RS-485 Ethernet
(DH-485, DF1, or ASCII) (10/100Base-T)

Actual performance of a MicroLogix 1400 controller varies according to:
«  Size of Ethernet messages
« Frequency of Ethernet messages
«  Network loading
« The implementation of and performance of your processor application program

Table 51 - Optimal Performance: MicroLogix 1400 controller to MicroLogix 1100 Series B and Series C 0S
FRN 4 Controller (2-node Ethernet network)

Operation Words MSG per Second Words per Second
Single Typed Read 1 20 20

Single Typed Reads 20 20 400

Single Typed Reads 100 20 2000
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Appendix G Connect to Networks Via Ethernet Interface

MicroLogix 1400 and PC
Connections to the

Ethernet Network

268

Table 52 - Optimal Performance: MicroLogix 1400 controller to RSLinx

Operation Words MSG per Second Words per Second
Single Typed Read 1 25 25

Single Typed Reads 20 25 500

Single Typed Reads 100 25 2500

Table 53 - Optimal Performance: MicroLogix 1400 to MicroLogix 1400 Controller

Operation Words MSG per Second Words per Second
Single Typed Read 1 20 20

Single Typed Reads 20 20 400

Single Typed Reads 100 20 2000

The MicroLogix 1400 Ethernet connector conforms to ISO/IEC 8802-3 STD 802.3 and uses
10/100Base-T media. Connections are made directly from the MicroLogix 1400 to an Ethernet hub
or switch. The network setup is simple and cost-effective. Typical network topology is pictured in
Figure 81 on page 268.

Figure 81 - Ethernet Network Topology

RJ45 connectors on both ends of cable (10/100Base-T)
Ethernet Hub
or Switch

to PC Ethernet card J L to MicroLogix 1400 channel 1

IMPORTANT  The MicroLogix 1400 controller contains a 10/100Base-T, RJ45 Ethernet
connector that connects to standard Ethernet hubs or switches via 8-wire
twisted-pair straight-through cable. To access other Ethernet mediums,
use 10/100Base-T media converters or Ethernet hubs or switches that can
be connected together via fiber, thin-wire, or thick-wire coaxial cables, or
any other physical media commercially available with Ethernet hubs or
switches.

Connecting an Ethernet switch on the Ethernet Network

The MicroLogix 1400 Ethernet port supports the following Ethernet settings:
+ 10 Mbps half-duplex or full-duplex
« 100 Mbps half-duplex or full-duplex

Mode selection can be automatic, based on the IEEE 802.3 auto negotiation protocol. In most cases,
using the auto negotiation function results in proper operation between a switch port and
MicroLogix 1400 Ethernet port.

With RSLogix 500/RSLogix Micro programming software version 8.10.00 or later, you can manually
set the communication rate and duplex mode of an Ethernet port you have connected to the switch
port. The settings of the Ethernet port and the switch port must match.

IMPORTANT  When connecting the MicroLogix 1400 Ethernet port to a 10/100Base-T
Ethernet switch, note the following recommendations:

« Use the auto negotiation function for both the switch port and the
MicroLogix 1400 Ethernet port

« If you want to force to a specific speed/duplex mode, you must force both
the MicroLogix 1400 Ethernet port and the switch port to the same setting.
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Appendix G Connect to Networks Via Ethernet Interface

Cables

Shielded and non-shielded twisted-pair 10/100Base-T cables with RJ45 connectors are supported.
The maximum cable length between a MicroLogix 1400 Ethernet port and a 10/100Base-T port on
an Ethernet hub or switch (without repeaters or fiber) is 100 m (323 ft). However, in an industrial
application, keep the cable length to @ minimum.

The Ethernet cabling with straight-through method is recommended as shown in
Q Table 54. Do not make the incorrect connection.

Table 54 - Straight-through Cabling

Pin Pin Name Cable color
1 Tx+ Orange/white
2 Tx- Orange

3 Rx+ Green/white
4 No used by 10/100Base-T Blue

5 No used by 10/100Base-T Blue/white

6 Rx- Green

7 No used by 10/100Base-T Brown/white
8 No used by 10/100Base-T Brown

The standard Ethernet cable is ended in accordance with EIA/TIA 568B on both ends. The crossover
cable is ended to EIA/TIA 568B at one end and EIA/TIA 568A at the other, exactly as shown in the
two color-coded plugs.

Figure 82 and Figure 83 show how the TIA/EIA 568A and 568B are to be ended. There are four pairs
of wires that are contained in a CAT5 UTP cable. These pairs of cables are color-coded white blue/
blue, white orange/orange, white green/green, white brown/brown, they are also numbered one to
four in the order shown.

Figure 82 - EIA/TIA 568A and 568B Ethernet Cable

EIAITIA 1 ¥iGreen P2 EIAITIA 1 WiCrange P2
ssia e ssss o
[prefetred] 9 [sarmeas

4 Elue jl"l Pz ATAT 2584 4 Elue jl"l F3

5 WiBe ] 5 WiBe

b Qrahge 6 Green

T WNErown T YW Erown

A & Brown j P4 A & Erown j F4
Fid-45 Jack Front Yiew Fid-45 Jack Frant Yiew

Figure 83 - EIA/TIA 568A and 568B Termination

Ll

W@n = [3

EIAITIA
5686
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ATST 2584)

o153 Jacks Bront Yiew
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Appendix G Connect to Networks Via Ethernet Interface

The most common wiring for RJ45 cables is the straight through cable that means that

Q pin 1of the plug on one end is connected to pin 1of the plug on the other end. The
straight-through RJ45 cable is commonly used to connect network cards with hubs on
10Base-T and 100Base-Tx networks. On network cards, pair 1...2 is the transmitter, and
pair 3...6 is the receiver. The other two pairs are not used. On hub pairs 1...2 is the
receiver and 3...6 the transmitter. Wire your cables with the same color sequence. In
this cable layout, all pins are wired one-for-one to the other side. The pins on the RJ45
connector are assigned in pairs, and every pair carries one differential signal. Each
line pair has to be twisted.

In small networks where only two Ethernet devices must be connected together point-
to-point, you could require a cross-over RJ45 cable, where the transmit and receive
lines on both JR45 connectors are cross connected. The color coding for the cross
over RJ45 cable have been defined in the EIA/TIA 568A standard. In a cross-over cable
layout, remember that one end is normal, and the other end has the cross-over
configuration.

However, because the MicroLogix 1400 Ethernet port implements auto-crossover (also
called Automatic MDI/MDI-X Configuration), you can use a straight through cable even
for direct point-to-point connections between the MicroLogix 1400 and another
Ethernet device.

Ethernet Connections TCP/IP is the mechanism that is used to transport Ethernet messages. On top of TCP, EtherNet/IP
and/or Modbus TCP protocol is required to establish sessions and to send the MSG commands. You
can initiate connections by either a client program (RSLinx application) or a processor.

The client program or processor must first establish a connection to the MicroLogix 1400 to enable
the MicroLogix 1400 to receive solicited messages from a client program or another processor.

To send an outgoing message, the MicroLogix 1400 must first establish a connection with the
destination node at a specified IP address on the Ethernet network. A connection is established
when a MSG instruction executes and no previous connection exists.

When an MSG instruction executes, the MicroLogix 1400 checks to see whether a connection has
been established with the destination node. If a connection has not been established, the
MicroLogix 1400 attempts to establish a connection of the peer type.

To receive messages from another device on Ethernet, an “incoming” connection must be
established. This incoming connection is made by the sending pracessor and uses one incoming
connection in the receiving processor.

The MicroLogix 1400 supports a maximum of 32 EtherNet/IP connections and 32 Modbus TCP
connections, allowing a maximum of 32 outgoing and a maximum of 32 incoming simultaneous
connections with up to 64 other devices or applications. The connections are dedicated as follows:

Number of Connections” Dedicated to:

16 Incoming EtherNet/IP connections
16 (Series B and Series C only) Incoming Modbus TCP connections
16 Outgoing EtherNet/IP connections

16 (Series B and Series C only) Outgoing Modbus TCP connections

(1) Connections established by an INTERCHANGE™ client, RSLinx client, and peers are all included when counting the number of
connections.

IMPORTANT  For outgoing connections, no more that one connection per destination
node is established. If multiple MSG instructions use the same destination
node, they share connection.

Duplicate IP Address The MicroLogix 1400 firmware supports duplicate IP address detection. In Series B and Series C,
Detection duplicate IP address detection can be disabled in the Channel 1 configuration to eliminate this
source of broadcast traffic for low-bandwidth applications.
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When you change the IP address or connect one of the MicroLogix to an EtherNet/IP network, the
MicroLogix 1400 controller checks to make sure that the IP address that is assigned to this device
does not match the address of any other network device. The MicroLogix 1400 checks every 2
minutes for a duplicate IP address on the network. If the MicroLogix 1400 determines that there is a
conflict (another device on the network with a matching IP address), the following message gets
posted on the LCD display.

Omoono RUN
IP CONFLICT

HWAC ADDH =
12345678901 2

To correct this conflict, use the instructions in this chapter to change the IP address of the
EtherNet/IP device. Then cycle power to the device or reset the device (such as disconnecting the
Ethernet cable and reconnecting the cable).

There is also the possibility that two EtherNet/IP devices can detect a conflict simultaneously. If this
occurs, remove the device with the incorrect IP address or correct its conflict. To get the second
device out of conflict mode, cycle power to the module or disconnect its Ethernet cable and
reconnect the cable. The MicroLogix 1400 checks every 2 minutes for a duplicate IP address on the

network.
Configure the Ethernet There are three ways to configure the MicroLogix 1400 Ethernet channel 1.
Channel on the - Viaa BOOTP or DHCP request at the controller power-up
MicroLogix 1400 «  Manually setting the configuration parameters using RSLogix 500/RSLogix Micro

Programming Software
« Via LCD display (see Configure the Ethernet Port and Configure Ethernet Protocol Setup)

The configuration parameters are shown on the following page, and the configuration procedures

follow.
Table 55 - Configuration Parameters
Parameter Description Default Status
Hardware Address | The MicroLogix 1400 Ethernet hardware address. gghder?sit hardware Read-only
The MicroLogix 1400 Internet address (in network byte order). The Internet address must be specified to connect to ) .
IP Address the TCP/IP network. 0 (undefined) Read/write
The MicroLogix 1400 subnet mask (in network byte order). The Subnet Mask is used to interpret IP addresses when
Subnet Mask the internet is divided into subnets. A Subnet Mask of all zeros indicates that no subnet mask has been configured. |0 (undefined) Read/write

In this case, the controller assumes a Subnet Mask of 255.255.255.0.

The address of a gateway (in network byte order) that provides a connection to another IP network. A Gateway
Address of all zeros indicates that no gateway has been configured.

In this case, the controller assumes a Gateway Address of aaa.bbb.ccc.001, where aaa.bbb.ccc are the first three
octets of the configured IP address.

The default domain name can have the following formats: NULL
‘a.b.c’,'a.b’ or'a’, where a, b, ¢ must start with a letter, end with a letter or digit, and have as interior characters only (undefined) Read/write
letters, digits, or hyphens. The maximum length is 63 characters.

Primary Name Server |The IP address of the computer acting as the local Ethernet network Primary Domain Name System (DNS) server. 0 (undefined) Read/write

Secondary Name
Server

Gateway Address 0 (undefined) Read/write

Default Domain
Name

The IP address of the computer acting as the local Ethernet network Secondary Domain Name System (DNS) server. |0 (undefined) Read/write

The BOOTP enable switch. When BOOTP is enabled, the MicroLogix 1400 attempts to learn its network-related
BOOTP Enable parameters at power-up via a BOOTP request. There must be a BOOTP server on the network that can respond to the 1(enabled)

BOOTP request. When both BOOTP and DHCP are disabled, the MicroLogix 1400 uses the locally configured network-
related parameters (IP address, Subnet Mask, Broadcast Address, and so on).

The DHCP auto configuration enable the switch. When DHCP is enabled, a DHCP server automatically assigns network-
related parameters to the MicroLogix 1400 when it signs in a TCP/IP network. There must be a DHCP server on the
DHCP Enable network capable of allocating network addresses and configuring parameters to the newly attached device. When |0 (disabled) Read/write
both BOOTP and DHCP are disabled, the MicroLogix 1400 uses the locally configured network-related parameters (IP
address, Subnet Mask, Broadcast Address, and so on).

SNMP Server Enable | SNMP enable switch. Select to enable SNMP (Simple Network Management Pratocaol). 1(enabled) Read/write

Read/write
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Connect to Networks Via Ethernet Interface

Table 55 - Configuration Parameters (Continued)

Parameter Description Default Status
The SMTP Client service enable switch. When SMTP is enabled, MicroLogix 1400 can transmit email messages that are
SMTP Client Enable | generated by a 485CIF write message with a string element. There must be an SMTP process email service. This 0 (disabled) Read/write
provides an versatile mechanism to report alarms, status, and ather data-related functions.
When Auto Negotiate is disabled (unchecked), the Ethernet speed/duplex is forced to either 10 Mbps/Half-duplex, 10 ’ég;%gﬁg;;ﬁtgm
Auto Negotiate and | Mbps/Full-duplex, 100 Mbps/Half-duplex, or 100 Mbps/Full-duplex, as selected in the Port Setting field. Setting. 10/100 Read/write
Port Setting When Auto Negotiate is enabled (checked), the Port Setting Field allows you to select the range of speed/duplex Mbos Ig:h“ Duplex/
settings that the MicroLogix 1400 negotiates. H all? Duplex p
MSG Connection The amount of time (in ms) allowed for an MSG instruction to establish a connection with the destination node. The 15,000 ms Read/write
Timeout MSG Connection Timeout has 250 ms resolution and a range from 250...65,500. '
. The amount of time (in ms) that the MicroLogix 1400 waits for a reply to a command that it has initiated via an MSG .
MS6 Reply Timeout instruction. The MSG Reply Timeout has 250 ms resolution and a range from 250...65,500. 3000 ms Read/write
- The amount of time (in minutes) that an MSG connection could remain inactive before it is ended. The Inactivity . ;
Inactivity Timeout Timeout has a 1 minute resolution and a range from 1...65,500 minutes. 30 minutes. Read/writ
Contact The Contact string that the SNMP client specifies. The maximum length is 63 characters. Read-only
Location The Location string that the SNMP client specifies. The maximum length is 63 characters. Read-only
. The Link ID assigned to the MicroLogix 1400 controller by either an RSLinx OPC topic or by the routing table in a .
Network LinkID| 1756 _pHRI0 or 1756-DHA485 module. The range is 0...199. 0 Read/write
Starting Data File The first ASCII (A) file number in a contiguous block of 4...32 ASCII files (4 per User Provided Web Page). The range is 0 Read/write
Number 9...252 (or O for disable).
Number of Pages The number of User Provided Web Pages, provided the Starting Data File Number is nonzero. The range is 1...8. 1 Read/write
When DNP3 over IP is enabled (checked), the MicroLogix 1400 enables DNP3 over IP feature on the Ethernet channel. - .
DNPS over IP Enable You must power cycle for the changes to take effect. 0 (disable) Read/write
When Modbus TCP is enabled (checked), the MicroLogix 1400 enables the Modbus TCP feature on the Ethernet - .
Modbus TCP Enable channel. You must power cycle for the changes to take effect. 0 (disable) Read/write
Disable EtherNet/IP | When EtherNet/IP Incoming Connections is disabled (checked), the MicroLogix 1400 does not allow the incoming
Incoming EtherNet/IP connection. However, MicroLogix 1400 can send the outgoing EtherNet/IP commands to other EtherNet/IP |0 (disable) Read/write
Connections devices. You must power cycle for the changes to take effect.
Disable Duplicate IP | When Duplicate IP address Detection is disabled (checked), the MicroLogix 1400 does not send any packets to the 0 (disable) Read/write

address Detection

network to detect Duplicate IP on the same network.

Configure Using RSLogix

500/RSLogix Micro
Programming Software

Configure Using BOOTP

272

assign IP addresses to processors on the Ethernet Link.

See the online documentation provided with your programming software.

Bootstrap Protocol (BOOTP) is a low-level protocol that TCP/IP nodes use to obtain startup
information. By default, the MicroLogix 1400 broadcasts BOOTP requests at power-up. The BOOTP
Valid parameter remains clear until a BOOTP reply has been received. BOOTP lets you dynamically

To use BOOTP, a BOOTP Server must exist on the local Ethernet subnet. The server is a computer
that has BOOTP Server software that is installed and reads a text file containing the network

information for individual nodes on the network.

The host system's BOOTP configuration file must be updated to service requests from MicroLogix

1400 controllers. The following parameters must be configured:

Table 56 - Configuration Parameters

Parameter Description
IP address A unique IP address for the MicroLogix 1400 controller.
Subnet Mask Specifies the net and local subnet mask as per the standard on subnetting RFC 950, Internet
Standard Subnetting Procedure.
Gatewa Specifies the IP address of a gateway on the same subnet as the
y MicroLogix 1400 that provides connections to another IP network.

When BOOTP is enabled, the following events occur at power-up:

« The processor broadcasts a BOOTP-request message containing its hardware address over

the local network or subnet.
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« The BOOTP server compares the hardware address with the addresses in its look-up table.

« The BOOTP server sends a message back to the processor with the IP address and other
network information that corresponds to the hardware address it received.

With all hardware and IP addresses in one location, you can easily change IP addresses in the
BOOTP configuration file if your network must be changed.

The BOOTP request can be disabled by clearing the BOOTP Enable parameter in the channel
configuration file. When both BOOTP Enable and DHCP are cleared (disabled), the MicroLogix 1400
uses the existing channel configuration data.

IMPORTANT  If BOOTP is disabled, or no BOOTP server exists on the network, you must
use RSLogix 500/RSLogix Micro programming software to enter/change the
IP address for each processor or you must use DHCP instead of it.

Using the Rockwell Automation BOOTP/DHCP Utility

The Rockwell Automation BOOTP/DHCP server utility is a standalone program that incorporates the
functionality of standard BOOTP software with a user-friendly graphical interface. It is located in
the Utils directory on the RSLogix 500/RSLogix Micro installation CD.

The newest version of the utility can be downloaded from the Product Compatibility and Download
Center at rok.auto/pcdc. The device must have BOOTP enabled (factory default) or DHCP enabled to
use the utility.

To configure your device using the BOOTP utility, perform the following steps.

1. Run the BOOTP/DHCP server utility software. It asks you to configure your network settings
before using the BOOTP/DHCP server tool. Enter your Ethernet settings for Subnet Mask and
Gateway. If you are not sure about it, get a help from your system administrator. Just leave
Primary DNS, Secondary DNS, and Domain Name. If the corresponding information is
allocated to the PC where the BOOTP/DHCP server utility is installed, enter the same
information.

[Network Set x|

—Defaults
SuhnetMaskl 255 . 255 . 252 . 0

Galeway™ g 121 . 28 . 1
Prirnar

Secondary DMSy

0o .0 .0 .0
.0 .0 .0

Dormain Mame;

| Deman tame

(0] 4 Cancel
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2. Inthe Request History panel you see the hardware addresses of devices that issue BOOTP
or DHCP requests.

K BOOTP/DHCP Server 2.3 o]

File Tools Help

~Request History

Clear Histary | Add to Relation List |

{hriminis... | Type | Ethemet Address (MAC) | IP Address | Hostname | R
133337 B0, O00F:7RFF00:78
133315 DH%P HB:UF:IF:ABIZD:&A

1331026 BOO.., OOOF:73:FF00:78
Bns B0, MERE0R g
~Relation List

New | Defetz || Enzile BOOTE || Enatle DHCP | | Dicatle BOOTE/DHCP |
Ethermet Address (MAC) [ Type [ IP Address | Hostname | Description

Unable to service BODTP request from O0:0F:73:FF00:75, 0 of 256

’—Status | ’—Emries

3. Double-click the hardware address of the device that you want to configure. You see the
New Entry pop-up window with the device MAC address.

NewEnty X

Ethemet Addreq0:0F73:FF-00:78
P Aderes 199 168 . 1 . 11

Hostnam

Descrpi
#EIE L1100 Device No.1

0K | Cancel |

4, Enter the IP address and Description that you want to assign to the device, and select OK.
Leave Hostname blank.

The device is added to the Relation List, and displays the MAC address and corresponding IP
address, Subnet Mask, and Gateway (if applicable).

B BOOTP/DHCP Server 2.3 I ] 3

File Tools Help

~Reguest History
Clear History I Add to Relation List I

| Hostname |

(MACY 1P A

ddress
b, |,

BOO,,, 00:0F:73:FF:00:78
00:0F:73:FF:00:78

00:0F 1F: &8 2054

... O0:0F:73:FF:00:78

DRCE" Uz BiCeC2 =l

—Relation List
New | Delete | Enable BOOTE || Enatle DHCP || Disable BOOTR/DHEF |

Ethemnet Address (MAC) [ Type [ IP Address [ Hostnamne [ Description |
00:0F:73:FF.00: 78 BOO... 192188111 ML1100 Device Mo,
Status Entries
Ir Sent 192,168, 1,11 to Ethernet address 00:0F:73:FF:00:78 ‘ Ir 1 of 266
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Use a DHCP Server To A DHCP server automatically assigns IP addresses to client stations logging on to a TCP/IP network.
H DHCP is based on BOOTP and maintains some backward compatibility. The main difference is that
conflgure Your Processor BOOTP was designed for manual configuration, while DHCP allows for dynamic allocation of
network addresses and configurations to newly attached devices.

address of the processor must not be dynamically provided. Failure to observe
this precaution may result in unintended machine mation or loss of process

2 ATTENTION: The processor must be assigned a fixed network address. The IP
contral.

Subnet Masks and Gateways Configure subnet masks and gateways using the Ethernet Channel 1 configuration screen.

IMPORTANT I BOOTP is enabled, you can't change any of the advanced Ethernet
communications characteristics.

If your network is divided into subnetworks that use gateways or routers, you must indicate the
following information when configuring Channel 1:

+  Subnet mask

« Gateway address
A subnet mask is a filter that a node applies to IP addresses to determine if an address is on the
local subnet or on another subnet. If an address is on another subnetwork, messages are routed
through a local gateway to be transferred to the destination subnetwork.

If your network is not divided into subnets, then leave the subnet mask field at the default.

If you Then

« Verify that the BOOTP enable field is disabled
« Use your programming software to enter the subnet mask and gateway
address.

Use BOOTP to configure Channel 1|« Verify that BOOTP is enabled
and have a network with subnets « Include the subnet masks and gateway addresses

Manually configure Channel 1and
have a network with subnets

Manually Configure Channel 1 for Controllers on Subnets

If you manually configure Channel 1 for a MicroLogix 1400 controller on a subnet, clear the
checkbox for both of the BOOTP Enable and DHCP Enable options, as shown in the figure.
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Table 57 - Subnet and Gateway Address Fields

Figure 84 - Channel 1 Configuration

Channel Configuration @
General | Channel 0 Channel 1 ]Ehannelﬂ
Diriver

Hardware Address. |FAEAaAT AR Rl

IP Address:| 192 168 . 0 . 10
Subnet Mask: | 255 . 255 . 265
Gateway Addess: | 0 o. 0.0

Default Domain Mame:

Frimary Name Server: | 0 o. 0.0

User Provided Web Pages
Starting Data File Number: |0

Mumber of Pages: |1

Secondary Mame Server | 0 0. 0.0
Protocol Control
[T BOOTP Enable [~ DHCP Enable

¥ SMMP ServerEnable [~ SMTP Client Enable Msg Reply Timeout (x 1mS): | 3000
I HTTP Server Enable

Inactivity Timeout (x Min]: |30
v &uto Negotiate:

Fart Setting |1Df1 00 Mbps Full Duplex/Half Duplex j

Msg Connection Timeout (x 1m3):| 15000

Contact: |

Location |

aK Cancel ‘ | Help ‘

See Table 57 to configure the Subnet Mask and Gateway Address fields for each controller via your
programming software.

This field: Specifies: Configure by Doing the Following:
Enter an address of the following form:
The controller's subnet mask. .
. . a.b.c.d Where: a, b, c, d are between 0...255 (decimal)
Subnet Mask m%ﬁﬁgﬁ;gﬁ:;'ﬁslssjé% |ir:]tt%r2[|%tnlePt:ddresses If your network is not divided into subnets, then leave the subnet mask field at the default. If you
" change the default and must reset it, type 0.0.0.0.
The IP address of the gateway that provides a . .
Gateway Address connection to another IP network. zEnbtecrr? r\]Nz?](étriéezs t?fct hg :fa?!oggtr\?efeor: na 255 (decimal)
y This field is required when you communicate with other The default addr’es's ils NoCateway.
devices not on a local subnet. V.

MicroLogix 1400 Embedded
Web Server Capability

Disable the Ethernet Channel

276

MicroLogix 1400 controllers include not only the embedded web server that allows viewing of
module information, TCP/IP configuration, and diagnostic information, but the capabilities that also
allow viewing of the data file via Ethernet using a standard web browser.

For more information on MicroLogix 1400 embedded web server capability, see MicroLogix 1400
Embedded Web Server User Manual, publication 1766-UM002.

Disable the Ethernet channel by performing the following steps:
1. From the status file, set the status bit S:36/0 from 0 to 1.
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EDam File 52 (bin) -- STATUS = [ | =3
Offser 15 14 13 12 11 10 9 & 7 6 5 4 3 2 1 0 {Symbol) Descriprion

|S:30 0O 0 0 @ 0 0 0 0 0 0 0 0 0 0 0 O SII Secpoint

I5:31 e 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 STI File Number

IS:32 e 0 ¢ 0 00O 0 € 0 0 0 0 0 0 0 I/O Interrupt Executing

15:33 0 0o o 0O 0 0 0 0 O 0 0 0 0 0 Extended Proc Status Control Word

IS:35 0O 0 6 0 00 0 0 0O 0 0 0 0 0 O Lastlms Scan Time

IS:36 0o 00 00 0 O 0 o 00 0 0 0 0 n Extended Minor Exror Bits

5:37 6 6 6 6 6 6 6 06 6 6 6 0 6 060 06 O Clock Calendar Year

IS 38 0 0 0 0 0 00 0 0 OO0 O0C 0 0 0 0 0 Clock Calendar Month

S:39 e 6 0 0 O 0 0 @6 0 O 4 0 0 0 0 © Clock Calendar Day

S:40 0 0 @6 @ 0 0 0 0 0 @ 0 0 0 0 0 © Clock Calendar Hours E
I5:41 o 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 Clock Calendar Minutes

5242 60 0 6 0 0 0 0 0 0 0 0 0 0 0 0 O Clock Calendar Seconds

1S:43 0 0 00 OO O OO0 OCO0C OO0 0 0O O SII Interrupt Iime

IS:44 a0 0o 00 o 0 0 6 0o 000 0 O I/0 Event Interrupt Time

15:45 6 6 6 6 0 0 6 0 6 6 06 0 O O 0 © DIT Interr upt Time

IS:46 0 00 00O 0 0 0 0 0 0 0 0 0 0 0 Discrece Inmput Interrupt- File Numbexr

5247 a6 6 0 0 0 0 0 o0 e o o0 o 0 Discrece Input Interrupt- Slot Number =
11 ~[=]

[2:36/0 ] Radix |Binan -
Symbol: | ] [ -]
Desc | |
EH ﬂ Froperties Usage Help
IMPORTANT  You can only change the status bit S:36/0 in an offline project.

2. Download the project to the MicroLogix 1400 controller.
3. Perform a power cycle in order for the changes to take effect.

IMPORTANT

Consider the following when you enable or disable the Ethernet channel
using the status bit S:36/0:

To enable or disable the Ethernet channel, a power cycle on the controller is
required for the change of status to take effect.

If the Ethernet channel is set to disable, the other Ethernet-related protocols
must also be set to disable (except for BOOTP as it returns to enable mode
even if you set it to disable), in order for the user project to download
successfully.

If the Ethernet channel is in Disable mode (after a power cycle), you cannot
set the Ethernet channel and the other Ethernet-related protocols (except
for BOOTP) back to Enable mode simultaneously. To do so, you must set the
Ethernet channel to enable and perform a power cycle on the controller first
before you can enable the other Ethernet-related protocols.

If the Ethernet channel is disabled and you configured the MSG instruction
for channel 1, the instruction indicates an error as the channel is shut down
during RUN mode.

IMPORTANT

At least 1 of the 3 channels must be active to enable communication with
the RSLogix 500 software. You cannot disable the Ethernet channel if both
serial channels are already configured as disabled. If you attempt to
change the status bit $:36/0 from 0 to 1, it reverts to enable (0) after the
power cycle.

See also Appendix F for information on how to disable the Incoming
EtherNet/IP Connections.
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System Loading

Calculations

System Loading and Heat Dissipation

MicroLogix 1400 controller. You can use this appendix to determine the power supply
load and heat dissipation for your system.

Q A maximum of seven 1762 /0 modules, in any combination, can be connected to a

The MicroLogix 1400 controller is designed to support up to any seven 1762 expansion 1/0 modules.

When you connect MicroLogix accessories and expansion 1/0, an electrical load is placed on the
controller power supply. This section shows how to calculate the load of your control system.

The following example is provided to illustrate system loading calculation.

The system calculation procedure accounts for the amount of 5V DC and 24V DC current that is
consumed by controller, expansion 1/0, and user-supplied equipment. Use the System Loading
Worksheet to calculate your controller configuration.

System Loading Example Calculations

Current Loading

Table 58 - Calculating the Current for Expansion I/0

n A B nxA [nxB
Catalog Number Device Current Requirements (Max) Calculated Current
Number of Modules
at5V DC (mA) at 24V DC (mA) at5V DC (mA) at 24V DC (mA)
1762-1A8 2 50 0 100 0
1762-IF4 40 50
1762-IF20F2 40 105
1762-108 50 0
1762-1016 70@ 0
1762-1032T 170 0
1762-IRL 40 50
1762-1T4 40 50
1762-0A8 115 0
1762-0B8 115 0
1762-0B16 175 0
1762-0B32T 175 0
1762-0F4 40 165
1762-0V32T 175 0
1762-0W8 2 80 90 160 180
1762-0W16 1402 1802
1762-0X6l 10 1o
1762-1080W6 10 80
Total Modules (7 maximum): 4 Subtotal: 260 180

(1) See your expansion I/0 Installation Instructions for Current Requirements not listed in this table.
(2) Only applicable for Series B and Series C I/0 modules.

Rockwell Automation Publication 1766-UMOQTP-EN-P - March 2024

279



Appendix H System Loading and Heat Dissipation

Validating the System

The example systems that are shown in Table 59 and Table 60 are verified to be acceptable
configurations. The systems are valid because:

o Calculated Current Values < Maximum Allowable Current Values
«  Calculated System Loading < Maximum Allowable System Loading

Table 59 - Validating Systems using 1766-L32AWA, or 1766-L32BXB

Maximum Allowable Values Calculated Values
Current: Current (Subtotal from Table 58.):
1225 mA @ 5V DC |1155 mA @ 24V DC 0 mA +260 mA =260 mA @5V DC 0 mA +180 mA =180 mA @ 24V DC
System Loading: System Loading:
= (260 mA x 5V) + (180 mA x 24V)
= (1300 mW) + (4320 mW)
=5620 mW
33.845 W =b62W
Table 60 - Validating Systems using 1766-L32BWA
Maximum Allowable Values Calculated Values
gﬂgrli;t for Devices Connected to the +24V DC Sensor Sum of all sensor currents
250 mA @ 24V DC 140 mA @ 24V DC (example sensor valug)
Current for MicroLogix Accessories and Expansion 1/0: Current Values (Subtotal from Table 58):
1225 mA @ 5V DC 1155 mA @ 24V DC 0 mA +260 mA =260 mA @ 5V DC | 0 mA +180 mA =180 mA @ 24V DC
System Loading: System Loading:
= (140 mA x 24V) + (260 mA x 5V) + (180 mA x 24V)
= (3360 mW) + (1300 mW) + (4320 mW)
=8980 mW
39845 W =898 W

System Loading Worksheet

Table 61, Table 62, and Table 63 are provided for system loading validation. See System Loading

Example Calculations.

Current Loading

Table 61 - Calculating the Current for Expansion 1/0

n A B nxA [nxB

Catalog Number Number of Modules | 2212 Current Requirements Calculated Current
@5V DC (mA) @ 24V DC (mA) @5V DC (mA) @ 24V DC (mA)

1762-1A8 50 0
1762-IF4 40 50
1762-IF20F2 40 105
1762-108 50 0
1762-1016 70 0
176210327 170 0
1762-IR4 40 50
1762-1T4 40 50
1762-0A8 115 0
1762-0B8 115 0
1762-0B16 175 0
1762-0B32T 175 0
1762-0F4 40 165
1762-0V32T 175 0
1762-0W8 80 90
1762-0W16 140@ 180©
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Table 61 - Calculating the Current for Expansion I/0 (Continued)

1762-0X6l 10 10
1762-1080W6 10 80
Total Modules (7 maximum): Subtotal:

(1) See your expansion I/0 Installation Instructions for Current Requirements not listed in this table.

(2) Only applicable for Series B and Series C 1/0 modules.

Table 62 - Validating Systems using 1766-L32AWA or 1766-L32BXB

Maximum Allowable Values Calculated Values
Current: Current (Subtotal from Table 61):
1225 mA at 5V DC |1155 mA at 24V DC mA @ 5V DC | mA @ 24V DC
System Loading: System Loading:
S — mAX5V) +( mA x 24V)
= mW + mW
= mW
33.845W = w
Table 63 - Validating Systems using 1766-L32BWA
Maximum Allowable Values Calculated Values
Current for Devices Connected to the +24V DC Sensor Supply: Sum of all sensor currents
250 mA @ 24V DC mA @ 24V DC
Current for MicroLogix Accessories and Expansion 1/0: Current (Subtotal from Table 61.)
1225 mA @ 5V DC 1155 mA @ 24V DC mA @ 5V DC | mA @ 24V DC
System Loading: System Loading:
S — mAX 24V) +(______ mAXGV) +( mA x 24V)
= mW + mW + mW
= mW
39845 W = w
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Calculating Heat Dissipation use the following table when you must determine the heat dissipation of your system for
installation in an enclosure. For System Loading, take the value from the appropriate system
loading worksheets on pages 280 or 281.

Table 64 - Heat Dissipation

Catalog Number Heat Dissipation

Equation or Constant Calculation Sub-Total
1766-L32AWA 15.2 W + (0.4 x System Loading) 1B2W+(04x______ W) W
1766-L32BWA 15.7 W + (0.4 x System Loading) BIW+(04x______ W) W
1766-L32BXB 17.0 W + (0.3 x System Loading) TTOW+(03x ______ W) w
1762-1A8 2.0 W x number of modules 20Wx _________ w
1762-IF4 2.0 W x number of modules 20Wx _________ w
1762-1F20F2 2.6 W x number of modules 26Wx w
1762-108 3.7 W x number of modules STWX ________ W
1762-1016 5.4 W1 x number of modules L] D —— W
T762-1032T 6.8 W x number of modules (@ 30.0V DC) 68Wx_________ (@ 30.0v DC) w

5.4 W x number of modules (@ 26.4V DC) S4WX _________ (@ 26.4V DC) W
1762-IR4 1.5 W x number of modules 15Wx W
1762-1T4 1.5 W x number of modules 15Wx W
1762-0A8 2.9 W x number of modules 29Wx _________ W
1762-0B8 1.6 W x number of modules 16Wx w
1762-0B16 2.9 W x number of modules 29Wx w
1762-0B32T 3.4 W x number of madules SAWX W
1762-0F4 3.8 W x number of modules S8Wx_________ W
1762-0V32T 2.7 W x number of modules 2IWx _________ w
1762-0W8 2.9 W x number of modules 29Wx _________ w
1762-0W16 61 W x number of modules BIWIX w
1762-0X61 2.8 W x number of madules 28WxX w
1762-1080W6 44 W x number of modules LAWY w
Add Sub-Totals to determine Heat Dissipation w

(1) Only applicable for Series B and Series C 1/0 modules.
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Glossary

address

AIC+ Advanced Interface Converter

application

baud rate

bit
block diagrams

Boolean operators

branch

communication scan

controller

controller overhead
control profile

counter

CPU (Central Processing Unit)

data table

DIN rail

download

DTE (Data Terminal Equipment)
embedded 1/0

EMI

encoder

executing mode
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The following terms and abbreviations are used throughout this manual.

A character string that uniquely identifies a memory location. For example, 1:1/0 is the memory
address for the data located in the Input file location word], bit 0.

A device that provides a communication link between various networked devices. (Catalog Number
1761-NET-AIC.)

1) A machine or process monitored and controlled by a controller.
2) The use of computer- or processor-based routines for specific purposes.

The speed of communication between devices. All devices must communicate at the same baud
rate on a network.

The smallest storage location in memory that contains either a 1(ON) or a 0 (OFF).
A schematic drawing.

Logical operators such as AND, OR, NAND, NOR, NOT, and Exclusive-OR that can be used singularly
or in combination to form logic statements or circuits. Can have an output response of T or F.

A parallel logic path within a rung of a ladder program.

A part of the controller's operating cycle. Communication with other devices, such as software
running on a personal computer, takes place.

A device, such as a programmable controller, used to monitor input devices and control output
devices.

An internal portion of the operating cycle used for housekeeping and set-up purposes.

The means by which a controller determines which outputs turn on under what conditions.

1) An electro-mechanical relay-type device that counts the occurrence of some event. May be
pulses developed from operations such as switch closures or interruptions of light beams.

2) In controllers, a software counter eliminates the need for hardware counters. The software
counter can be given a preset count value to count up or down whenever the counted event
occurs.

The decision-making and data storage section of a programmable controller.

The part of processor memory that contains I/0 values and files where data is monitored,
manipulated, and changed for control purposes.

Manufactured according to Deutsche Industrie Normenausshus (DIN) standards, a metal railing
designed to ease installation and mounting of your controller.

Data is transferred from a programming or storage device to another device.
Equipment that is attached to a network to send or receive data, or both.
Embedded 1/0 is the controller's on-board 1/0.

Electromagnetic interference.

1) A rotary device that transmits position information.
2) A device that transmits a fixed number of pulses for each revolution.

Any run or test mode.
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expansion I/0

false
FIFO (First-In-First-0ut)
file

full-duplex

half-duplex

hard disk

high byte

input device

inrush current

instruction

instruction set
1/0 (Inputs and Outputs)

jump

ladder logic

least significant bit (LSB)
LED (Light Emitting Diode)
LIFO (Last-In-First-Out)
low byte

logic

Master Control Relay (MCR)

mnemonic

modem

modes
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Expansion 1/0 is 1/0 that is connected to the controller via a bus or cable. MicroLogix 1400
controllers use Bulletin 1762 expansion I/0.

The status of an instruction that does not provide a continuous logical path on a ladder rung.
The order that data is entered into and retrieved from a file.
A collection of information organized into one group.

A bidirectional mode of communication where data may be transmitted and received
simultaneously (contrast with half-duplex).

A communication link in which data transmission is limited to one direction at a time.

A storage area in a personal computer that may be used to save processor files and reports for
future use.

Bits 8...15 of a word.

A device, such as a push button or a switch, that supplies signals to the input circuits of the
controller.

The temporary surge current produced when a device or circuit is initially energized.

A mnemonic and data address defining an operation to be performed by the processor. A rungin a
program consists of a set of input and output instructions. The input instructions are evaluated by
the controller as being true or false. In turn, the controller sets the output instructions to true or
false.

The set of general purpose instructions available with a given controller.

Consists of input and output devices that provide and/or receive data from the controller.

Change in normal sequence of program execution, by executing an instruction that alters the
program counter (sometimes called a branch). In ladder programs a JUMP (JMP) instruction causes
execution to jump to a labeled rung.

A program written in a format resembling a ladder-like diagram. The program is used by a
programmable controller to control devices.

The digit (or bit) in a binary word (code) that carries the smallest value of weight.

Used as status indicator for processor functions and inputs and outputs.

The order that data is entered into and retrieved from a file.

Bits 0...7 of a word.

A process of solving complex problems through the repeated use of simple functions that can be
either true or false. General term for digital circuits and programmed instructions to perform
required decision making and computational functions.

A mandatory hard-wired relay that can be de-energized by any series-connected emergency stop
switch. Whenever the MCR is de-energized, its contacts open to de-energize all application 1/0

devices.

A simple and easy to remember term that is used to represent a complex or lengthy set of
information.

Modulator/demodulator. Equipment that connects data terminal equipment to a communication
line.

Selected methods of operation. Example: run, test, or program.
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negative logic

network

nominal input current

normally closed

normally open

off-delay time

offline
offset

off-state leakage current

on-delay time

one-shot

online

operating voltage

output device
processor

processor file

program file
program mode

program scan

programming device

protocol
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The use of binary logic in such a way that “0” represents the voltage level normally associated with
logic 1(for example, 0 = +5V, 1= 0V). Positive is more conventional (for example, 1= +5V, 0 = 0V).

A series of stations (nodes) connected by some type of communication medium. A network may be
made up of a single link or multiple links.

The current at nominal input voltage.

Contacts on a relay or switch that are closed when the relay is de-energized or the switch is
deactivated; they are open when the relay is energized or the switch is activated. In ladder
programming, a symbol that allows logic continuity (flow) if the referenced input is logic “0" when
evaluated.

Contacts on a relay or switch that are open when the relay is de-energized or the switch is
deactivated. (They are closed when the relay is energized or the switch is activated.) In ladder
programming, a symbol that allows logic continuity (flow) if the referenced input is logic “1" when
evaluated.

The OFF delay time is a measure of the time required for the controller logic to recognize that a
signal has been removed from the input terminal of the controller. The time is determined by circuit
component delays and by any filter adjustment applied.

Describes devices nat under direct communication.

The steady-state deviation of a controlled variable from a fixed point.

When an ideal mechanical switch is opened (off-state) no current flows through the switch.
Practical semiconductor switches, and the transient suppression components which are
sometimes used to protect switches, allow a small current to flow when the switch is in the off
state. This current is referred to as the off-state leakage current. To ensure reliable operation, the
off-state leakage current rating of a switch should be less than the minimum operating current
rating of the load that is connected to the switch.

The ON delay time is a measure of the time required for the controller logic to recognize that a
signal has been presented at the input terminal of the controller.

A programming technique that sets a bit for only one program scan.

Describes devices under direct communication. For example, when RSLogix 500/RSLogix Micro is
monitoring the program file in a controller.

For inputs, the voltage range needed for the input to be in the On state. For outputs, the allowable
range of user-supplied voltage.

A device, such as a pilot light or a motor starter coil, that is controlled by the controller.

A Central Processing Unit. See CPU (Central Processing Unit).

The set of program and data files used by the controller to control output devices. Only one
processor file may be stored in the controller at a time.

The area within a processor file that contains the ladder logic program.
When the controller is not executing the processor file and all outputs are de-energized.

A part of the controller’s operating cycle. During the scan the ladder program is executed and the
output data file is updated based on the program and the input data file.

Executable programming package used to develop ladder diagrams.

The packaging of information that is transmitted across a network.
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To acquire data from a storage place. For example, the processor READs information from the
input data file to solve the ladder program.

An electrically operated device that mechanically switches electrical circuits.

A representation of the program or other logic in a form normally used for relays.
To download (transfer) a program from a personal computer to a controller.

A status file location that the user should not read or write to.

Information associated with data files (timers, counters, inputs, and outputs) in a program that is
preserved through power cycles.

An EIA standard that specifies electrical, mechanical, and functional characteristics for serial
binary communication circuits. A single-ended serial communication interface.

This is an executing mode during which the controller scans or executes the ladder program,
monitors input devices, energizes output devices, and acts on enabled I/0 forces.

Ladder logic is comprised of a set of rungs. A rung contains input and output instructions. During
Run mode, the inputs on a rung are evaluated to be true or false. If a path of true logic exists, the
outputs are made true. If all paths are false, the outputs are made false.

To upload (transfer) a program stored in memory from a controller to a personal computer; OR to
save a program to a computer hard disk.

The time required for the controller to execute the instructions in the program. The scan time may
vary depending on the instructions and each instruction’s status during the scan.

A term used to describe current flow between an 1/0 device and controller I/0 circuit — typically, a
sinking device or circuit provides a path to ground, low, or negative side of power supply.

A term used to describe current flow between an 1/0 device and controller I/0 circuit — typically, a
sourcing device or circuit provides a path to the source, high, or positive side of power supply.

The condition of a circuit or system, represented as logic 0 (OFF) or 1(ON).

A point on an I/0 module that external I/0 devices, such as a push button or pilot light, are wired to.
The time between when an input turns on and the corresponding output turns on.

The status of an instruction that provides a continuous logical path on a ladder rung.

Data is transferred to a programming or storage device from another device.

A timer that monitors a cyclical process and is cleared at the conclusion of each cycle. If the
watchdog runs past its programmed time period, it causes a fault.

The main storage available for programs and data and allocated for working storage.

To copy data to a storage device. For example, the processor WRITESs the information from the
output data file to the output modules.
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Advanced Interface Converter. See AIC+
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