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Important User Information

Read this document and the documents listed in the additional resources section about installation, configuration, and operation of this
equipment before you install, configure, operate, or maintain this product. Users are required to familiarize themselves with installation
and wiring instructions in addition to requirements of all applicable codes, laws, and standards.

Activities including installation, adjustments, putting into service, use, assembly, disassembly, and maintenance are required to be carried
out by suitably trained personnel in accordance with applicable code of practice.

If this equipment is used in a manner not specified by the manufacturer, the protection provided by the equipment may be impaired.

In no event will Rockwell Automation, Inc. be responsible or liable for indirect or consequential damages resulting from the use or application
of this equipment.

The examples and diagrams in this manual are included solely for illustrative purposes. Because of the many variables and requirements
associated with any particular installation, Rockwell Automation, Inc. cannot assume responsibility or liability for actual use based on the
examples and diagrams.

No patent liability is assumed by Rockwell Automation, Inc. with respect to use of information, circuits, equipment, or software described
in this manual. Reproduction of the contents of this manual, in whole or in part, without written permission of Rockwell Automation, Inc., is
prohibited.

Throughout this manual, when necessary, we use notes to make you aware of safety considerations.

WARNING: Identifies information about practices or circumstances that can cause an explosion in a hazardous
environment, which may lead to personal injury or death, property damage, or economic loss.

ATTENTION: Identifies information about practices or circumstances that can lead to personal injury or death, property
damage, or economic loss. Attentions help you identify a hazard, avoid a hazard, and recognize the consequence.
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IMPORTANT  Identifies information that is critical for successful application and understanding of the product.
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Chapter 1

Overview

Security

FactoryTalk® Analytics™ VisionAI™

FactoryTalk® Analytics™ VisionAl™ Consists of industrial edge devices connected to a secure
cloud where Al and machine learning leverage cloud computing resources to deliver an
unparalleled, advanced quality inspection process to your production line. Each edge device
can support multiple cameras to allow for growth and deployment flexibility.

FactoryTalk® Analytics™ VisionAl™ provides a simple to deploy, easy to configure image
inspection system that can be controlled and configured on-site or remotely. Knowledge of
visual inspection systems or a background in machine vision or programming is not required.
Creation of a usable machine learning model can be completed in minutes and requires
nothing more than point and click data labeling. Once machine learning models have been
generated, they can be deployed to multiple production lines/factories for immediate
inspection operations.

The FactoryTalk® Analytics™ VisionAlI™ is designed with security in mind.

e  Static anycast IP addresses

o Ephemeral tokens for edge<>cloud authentication

o Encrypted data at-rest and in-transit between edge and cloud

o Role based access control to user interface
Connection from the edge to the cloud is secure, utilizing industry standard TLS 1.2 or TLS 1.3
with AES-128 or AES-256 encryption to safequard communications.

Data in the cloud is secured in private, per-customer data stores. Access to the data is
granted only to role-based authenticated users of the interface with time-limited tokens
granted from our servers.

User passwords are secured using a SHA256 hash and PBKDF2 algorithm.

Rockwell Automation, Inc.



Chapter 2

Network Requirements

Rockwell Automation, Inc.

IT Requirements

Firewall rules should be configured to allow edge compute devices to communicate with the
following DNS-based destinations from the 0T/plant network:

TCP Port 443 (HTTPS and WSS) for the following domains:

Location ltem
North America
app.elementaryml.com
elementary-robotics.s3.amazonaws.com
Asia Pacific
app-ap.elementaryml.com
elementaryops-ap-northeast-1-elementary-robotics.s3.amazonaws.com
Europe
app-eu.elementaryml.com
elementaryops-eu-central-1-elementary-robotics.s3.amazonaws.com
All Regions

*.cloud.rockwellautomation.com
login.rockwellautomation.com
config.ff.harness.io
js.monitor.azure.com
web-sdk.aptrinsic.com
*.auth0.com
assets.adobetm.com
*.applicationinsights.azure.com
rockwell-prod.us.auth0.com
Idp.rockwellautomation.com
Cdnjs.cloudfare.com
Fonts.gstatic.com
hub.docker.com
registry-l.docker.io
production.cloudflare.docker.com
*.snapcraftcontent.com
api.snapcraft.io

dashboard.snapcraft.io
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Additional Firewall Ports

landscape.canonical.com
serial-vault-partners.canonical.com
* scandit.com

* mirasense.com

Port Destination

TCP 41311 logsb.papertrailapp.com

Port Direction VERETO TCP  JUDP Usage

53 ouT Customer set Yes |Yes Domain Name Service (DNS)
123 ouT ntpubuntucom — fyo o |yas | Network Time Protocol (NTP)

Validating the Network Connection

To test the efficacy of the firewall allow list, a computer should be connected to each network
cable that will be used to deliver network access to the Rockwell Automation edge device.
Once connected, the following netcat or PowerShell commands can be used to test the validity
of the firewall configuration

nc -vz <destination> <port>

For example,

nc -vz app.elementaryml.com 443

(or)

Test-NetConnection -ComputerName <destination> -Port <port>

For example,

Test-NetConnection -ComputerName app.elementaryml.com —-Port 443

IP Addresses for Rockwell Automation Edge Devices

FactoryTalk® Analytics™ VisionAI™ industrial edge device can be configured to acquire a
network address via DHCP or can be assigned static IP addresses. In the case of static [P
assignments, request those from the customer prior to installation so that the systems can be
appropriately configured prior to delivery.

The FactoryTalk® Analytics™ VisionAI™ industrial edge device requires DNS services on the
LAN port that communicates with the cloud endpoints.

Rockwell Automation, Inc.
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