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FactoryTalk eProcedure Instruction File Design Reference Manual

Important User Information

Read this document and the documents listed in the additional resources section about installation, configuration, and operation of this
equipment before you install, configure, operate, or maintain this product. Users are required to familiarize themselves with installation
and wiring instructions in addition to requirements of all applicable codes, laws, and standards.

Activities including installation, adjustments, putting into service, use, assembly, disassembly, and maintenance are required to be carried
out by suitably trained personnel in accordance with applicable code of practice.

If this equipment is used in a manner not specified by the manufacturer, the protection provided by the equipment may be impaired.

In no event will Rockwell Automation, Inc. be responsible or liable for indirect or consequential damages resulting from the use or
application of this equipment.

The examples and diagrams in this manual are included solely for illustrative purposes. Because of the many variables and requirements
associated with any particular installation, Rockwell Automation, Inc. cannot assume responsibility or liability for actual use based on the
examples and diagrams.

No patent liability is assumed by Rockwell Automation, Inc. with respect to use of information, circuits, equipment, or software described in
this manual.

Reproduction of the contents of this manual, in whole or in part, without written permission of Rockwell Automation, Inc., is prohibited.

Throughout this manual, when necessary, we use notes to make you aware of safety considerations.

WARNING: Identifies information about practices or circumstances that can cause an explosion in a hazardous environment, which may lead to personal
injury or death, property damage, or economic loss.

ATTENTION: Identifies information about practices or circumstances that can lead to personal injury or death, property damage, or economic loss.
Attentions help you identify a hazard, avoid a hazard, and recognize the consequence.

> >

IMPORTANT: |dentifies information that is critical for successful application and understanding of the product.

These labels may also be on or inside the equipment to provide specific precautions.

SHOCK HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that dangerous voltage may be present.

BURN HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that surfaces may reach dangerous temperatures.

ARC FLASH HAZARD: Labels may be on or inside the equipment, for example, a motor control center, to alert people to potential Arc Flash. Arc Flash
will cause severe injury or death. Wear proper Personal Protective Equipment (PPE). Follow ALL Regulatory requirements for safe work practices and for
Personal Protective Equipment (PPE).

B> > >

The following icon may appear in the text of this document.

Q |dentifies information that is useful and can help to make a process easier to do or easier to understand.

Rockwell Automation recognizes that some of the terms that are currently used in our industry and in this publication are not in alignment
with the movement toward inclusive language in technology. We are proactively collaborating with industry peers to find alternatives to
such terms and making changes to our products and content. Please excuse the use of such terms in our content while we implement
these changes.
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Summary of changes

This manual has new and updated information. Use these reference tables to locate new or changed information. Grammatical and editorial
style changes are not included in this summary.

Global changes

None for this release.

New or enhanced features

This table has a list of topics changed in this version, the reason for the change, and a link to the topic that has the changed information.

The identified changes will fall into one of these categories:

» New feature

» Enhanced feature
 Functional change

*  Anomaly fix
 Usability improvement

» Clarification

Table 1. Summary of changes

Category

Topic name

Reason

Anomaly fix

Bar code scanner integration example on page 19

Formatted the text var
bl nTi mer St art ed;
code example.

Formatted thetext // Thi's routi ne
takes an input el ement,

then sets focus to the

next input box function
noveToNext Box(el | nput){ soitis
part of the code example.

so it is part of the

Rockwell Automation, Inc.
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Preface

About this manual

This manual provides usage instructions for the eProcedure manual instruction files. It is one of a set of related manuals that describe
installing, programming, and operating the FactoryTalk Batch system.

To review FactoryTalk Batch release notes and latest information regarding product compatibility refer to the Product Compatibility and
Download Center (PCDC).

Document organization

These subjects are addressed:
 Introducing manual instruction files
+ Using manual instruction files with FactoryTalk® eProcedure®
*  Building manual instruction files

*  HTML requirements for manual instruction file development

Legal Notices

Rockwell Automation publishes legal notices, such as privacy policies, license agreements, trademark disclosures, and other terms and
conditions on the Legal Notices page of the Rockwell Automation website.

Software and Cloud Services Agreement

Review and accept the Rockwell Automation Software and Cloud Services Agreement here.

Open Source Software Licenses
The software included in this product contains copyrighted software that is licensed under one or more open-source licenses.

You can view a full list of all open-source software used in this product and their corresponding licenses by opening the BV-oss_licenses.txt
file located your product's OPENSOURCE folder on your hard drive. This file is divided into these sections:
» Components
Includes the name of the open-source component, its version number.and the type of license.

»  Copyright Text
Includes the name of the open-source component, its version number,and the copyright declaration

:_I;f:funds:ssthe name of the license, the list of open-source components citing the license, and the terms of the license.
The default location of this file is:
C:\Program Files (x86)\Rockwell Software\Batch View Server\docs\relnotes\OPENSOURCE
You may obtain Corresponding Source code for open-source packages included in this product from their respective project web site(s).

Alternatively, you may obtain complete Corresponding Source code by contacting Rockwell Automation via the Contact form on the Rockwell
Automation website: http://www.rockwellautomation.com/global/about-us/contact/contact.page.

Please include "Open Source" as part of the request text.

Rockwell Automation, Inc. BWEPRO-RMOOTE-EN-D - January 2026 5
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Additional resources

This topic has a comprehensive documentation list for the FactoryTalk® Batch products from Rockwell Automation.

Table 2. Installation Instructions, Quick Start, and Getting Results guides

Resource Description

FactoryTalk Batch Components Installation Instructions, publication BATCH-INOO2 | Provides information and procedures for FactoryTalk Batch system installation.
Includes information for FactoryTalk Batch Material Manager, FactoryTalk Event
Archiver, and associated FactoryTalk Batch Client and Server components.

FactoryTalk Batch View Quick Start, publication FTBVS-0S001 Provides information about using FactoryTalk Batch View to create, view, and
command control recipes, acknowledge prompts and signatures, view equipment
phases and diagnostic information, and view profile information.

FactoryTalk Batch View HMI Controls Quick Start, publication BATCH-QS001 Provides a general overview of FactoryTalk Batch View HMI Controls.
FactoryTalk eProcedure Getting Results, publication BWEPRO-GRO11 Explains the basics of FactoryTalk eProcedure.
FactoryTalk Batch Getting Results, publication BATCH-GROTI Introduces the basics of automated batch manufacturing and the FactoryTalk

Batch product components.

FactoryTalk Batch Material Manager Getting Results, publication BWMTR-GROTI Introduces the basics of FactoryTalk Batch Material Manager.

Table 3. User Manuals

Resource Description

FactoryTalk Batch Material Editor User Manual, publication BWMTR-UMOO1 Provides access to information and procedural instructions required to configure
materials and the containers to hold them. The material data is stored in

the material database, which is used to create material-based recipes. This
information is intended as a reference for formulators.

FactoryTalk Batch Equipment Editor User Manual, publication BATCH-UMO04 Provides information on creating and maintaining an equipment database (area
model). The area model is available to all other FactoryTalk Batch programs,
including the FactoryTalk Batch Recipe Editor, FactoryTalk Batch View, and Phase
Simulator.

FactoryTalk Batch PhaseManager User Manual, publication BATCHX-UMO11 Describes the integration of the FactoryTalk Batch software with the Studio 5000
Logix Designer® application and the Logix 5000™ family of controllers.

The integration simplifies the configuration and maintenance of the FactoryTalk
Batch automation system, provides better communication between the FactoryTalk
Batch Server and the Logix 5000 controller, and significantly reduces the
programming effort required to develop the phase logic code that resides in your
Logix 5000 controller.

FactoryTalk Batch Recipe Editor User Manual, publication BATCH-UM0O06 Provides instructions on using FactoryTalk Batch Recipe Editor to create and
configure master recipes for use in batch automation. The interface is based on
IEC 61131-3 Sequential Function Charts (SFCs) to organize recipes graphically into
procedures, unit procedures, operations, and phases. Build recipes using either the
SFC format or a table-based format.
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https://literature.rockwellautomation.com/idc/groups/literature/documents/in/batch-in002_-en-d.pdf
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https://literature.rockwellautomation.com/idc/groups/literature/documents/um/batch-um004_-en-d.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/um/batch-um004_-en-d.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/um/batchx-um011_-en-p.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/um/batchx-um011_-en-p.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/um/batch-um006_-en-d.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/um/batch-um006_-en-d.pdf
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Table 3. User Manuals (continued)

Resource

Description

FactoryTalk Batch View HMI Controls User Manual, publication FTBVS-UM003

Provides details about using FactoryTalk Batch View HMI Controls to monitor and
interact with the production process within a FactoryTalk View SE Display Client.

FactoryTalk Batch View User Manual, publication FTBVS-UM002

Provides information and procedural instructions for using FactoryTalk Batch
View in a modern and intuitive portal into a comprehensive batching solution for
effective operations, leveraging its own web server using HTML5 technology to
provide connectivity into a FactoryTalk Batch Server.

FactoryTalk Batch Event Archiver User Manual, publication BATCH-UM012

Provides information and instructions specific to the FactoryTalk Event Archiver.
Intended for use by system administrators and production supervisors.

Table 4. Administrator’s User Manuals

Resource

Description

FactoryTalk Batch Administrator's User Manual, publication BATCH-UM003

Provides instructions for configuring security and services, and implementation
and use of components not typically accessed or used by batch operators, such as
the FactoryTalk Batch Server.

FactoryTalk eProcedure Administrator's User Manual, publication BWEPRO-UMOTI

Provides procedures specific to FactoryTalk Batch eProcedure, such as
implementing security.

Included are instructions for tasks specific to FactoryTalk Batch, such as
configuring security and services to support FactoryTalk Batch eProcedure.
Provides instructions on the implementation and use of components not typically
accessed or used by batch operators, such as the FactoryTalk Batch Server.

FactoryTalk Batch Material Manager Administrator's User Manual, publication
BWMTR-UMOT

Provides information and instructions specific to FactoryTalk Batch Material
Manager. Intended for use by system administrators and database administrators.

Table 5. Reference Manuals

Resource

Description

FactoryTalk Batch Material Server API Reference Manual, publication BWMTR-RMOOT

Provides access to information regarding the interface between the FactoryTalk
Batch Material Server and the FactoryTalk Batch Material Editor and FactoryTalk
Batch. It is intended to be used as a reference by custom interface developers.

FactoryTalk Batch PCD Programming Reference Manual, publication BATCH-RM004

Provides information and instructions about the FactoryTalk Batch
process-connected device (PCD) interface design. It is intended to be used as a
reference guide for PCD programmers.

FactoryTalk Batch Server API Reference Manual, publication BATCH-RM0O3

Provides information regarding the interface between the FactoryTalk Batch Server
and FactoryTalk Batch View—the Server Application Programming Interface (API). It
is intended to be used as a reference guide by custom interface developers.

FactoryTalk Batch System Files Reference Manual, publication BATCH-RM005

Provides the technical information for configuration and maintenance of a
FactoryTalk Batch system. It can be used as a reference for implementation
engineers and system administrators.

Rockwell Automation, Inc.
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Table 5. Reference Manuals (continued)

Resource

Description

FactoryTalk eProcedure Instruction File Design Reference Manual, publication
BWEPRO-RMOQ1

Includes information about the building of manual instruction files for manual
phases in the equipment database. This information is intended to be used as a
reference by instruction file authors.

FactoryTalk Batch PC-Based Phase Programming Reference Manual, publication
BATCH-RM006

Provides information and procedures required to create and use FactoryTalk Batch
PC-based phases for use in FactoryTalk Batch recipes.

View or download publications at http://www.rockwellautomation.com/literature. To order paper copies of technical documentation,

contact your local Allen-Bradley® distributor or sales representative.

Rockwell Automation recognizes that some of the terms that are currently used in our industry and in this publication are not in alignment
with the movement toward inclusive language in technology. We are proactively collaborating with industry peers to find alternatives to
such terms and making changes to our products and content. Please excuse the use of such terms in our content while we implement

these changes.
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Chapter 1

Introduction to manual instruction files

This guide covers the building of manual instruction files for use in equipment database
creation and recipe development. This guide is intended for use as a reference by the manual
instruction file author.

Work with manual instruction files

A manual instruction file is an HTML file that contains the control step(s) required to manually
execute a phase within FactoryTalk Batch. The control step(s) display within FactoryTalk
Batch View’s web-based client during recipe execution. Manual instruction files can include
information such as operator instructions, batch-specific information, data entry fields for
report values, and standard HTML components.

Create manual instruction files for each eProcedure or manual phase within the equipment
database. Each time an instance of a phase is created, a manual instruction file must be
associated with the new equipment module. Manual instruction files can be created using any
text editor or HTML editor.

Manual Instruction file components

Operator instructions

Batch-specific data

Rockwell Automation, Inc.

The fundamental element of a manual instruction file is the control step. Each manual
instruction file can contain one or more control steps. A control step is contained within an
HTML <form> tag and the <form> must include a submit button. The submit button is used
to inform eProcedure when the control step is complete. The control steps are executed
sequentially in the order they are encountered in the manual instruction file.

The following components can be used in a control step:
 Operator instructions
 Batch-specific data
«  Control Step verification signature
* Report data entry fields

» Valid web content

Within each control step, you can include as many lines of text as necessary to describe the
control step to the operator.

Q You may find it easier to put your text in tables, allowing you to see where the text is in relation to the
submit button.

Each control step may contain information specific to the batch currently running. The
eProcedure Server will include in the control step batch-specific data at run-time by using the
custom tag <sop>, for example <sop>BatchID</sop>. This tag tells the eProcedure Server to
replace the text between the tags with the appropriate batch-specific BatchiD.

BWEPRO-RMOO1E-EN-D - January 2026 9
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Introduction to manual instruction files

Control step verification signature

10

This list contains batch-specific information you can include in your control steps, including the
required syntax:

Batch Data

<sop>BatchID</sop> <sop>Cell</sop>

<sop>Unit</sop> <sop>Phase</sop>

Parameter Data

<sop>parameter.name</sop> <sop>parameter.lowlowlowlimit</sop>

<sop>parameter.eu</sop> <sop>parameter.lowlowlimit</sop>

<sop>parameter.high</sop> <sop>parameter.lowlimit</sop>

<sop>parameter.low</sop> <sop>parameter-.highlimit</sop>

<sop>parameter.type</sop> <sop>parameter.highhighlimit</sop>

<sop>parameter.value</sop> <sop>parameter.highhighhighlimit</sop>

<sop>parameter.default</sop>

(where parameter is the name of a phase parameter in the equipment database)

(If just the phase parameter name is provided then the parameter data defaults to
parameter.Value)

Report Data

<sop>report.name</sop> <sop>report.lowlowlowlimit</sop>

<sop>report.eu</sop> <sop>report.lowlowlimit</sop>

<sop>report.type</sop> <sop>report.lowlimit</sop>

<sop>report.value</sop> <sop>report.highlimit</sop>

<sop>report.default</sop> <sop>report.highhighlimit</sop

<sop>report.highhighhighlimit</sop>

(where report is the name of a phase report in the equipment database)

(If just the phase report name is provided then the report data defaults to report.value)

If a control step requires a verification signature before the operator is allowed to continue
processing, you can add step verification to the control step. You have the option of requiring
one to three sign-offs per verification signature. The verification signature template is defined
in the FactoryTalk Batch Equipment Editor (see the FactoryTalk Batch Equipment Editor User
Manual, publication BATCH-UMOO04 for more information).

BWEPRO-RMOOTE-EN-D - January 2026 Rockwell Automation, Inc.
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Report data entry fields

Rockwell Automation, Inc.

To specify a verification signature to use for control step verification, enter:
<sop>VERIFICATIONSIG=SignatureTemplate</sop>

(where SignatureTemplate is the signature template name, defined in the FactoryTalk Batch
Equipment Editor, and used for the verification signature)

Configure verification signature options

By default the full user name is the only identifier displayed in the step HTML instruction

page and recorded in the event journal as signer information. If you want to include the
UserlD instead of, or in addition to, the full user name, you must edit the eProcedure Server
configuration settings to do so. The eProcedure server configuration settings are located in
the batchMBS.ini file. The batchMBS.ini file is located in the Batch\bin folder. Use the following
procedure to make this update:

1. Open the batchMBS.ini file in a text editor.
2. Locate the [CONFIG] DisplayOptions setting.
3. Enter the option number:
- 1-Full User Name Only
- 2-UserlD Only
- 3 - Both Full User Name and UserID
4. Save the batchMBS.ini file.

These settings are applied the next time the FactoryTalk Batch View server or FactoryTalk
eProcedure server starts.

O If the DisplayOptions setting in the batchMBS.ini is missing, or the batchMBS.ini file itself is missing, the
software defaults to using the Full User Name Only configuration.

Control steps can contain data entry fields that collect report data from the operator. Data entry
fields are represented by a html <input>, <textarea>, or <select> tag depending on the report
data type. HTML <input> tags are used for REAL, INTEGER or STRING report data types. HTML
<select> tags are used for ENUMERATION report data types. HTML <textarea> tags are used for
STRING report data types . You must set the HTML tag Name attribute to match the report name
as defined in the area model so eProcedure knows which phase report to associate with each
data entry field.

REAL, INTEGER or STRING Data Types

<input name="report" size="20" type="text" >

(where report is the name of a phase report in the equipment database.)
ENUMERATION Data Type

<select name="report" size="1"></select>

(where report is the name of a phase report in the equipment database.)
STRING Data Type

<textarea name="report" rows="2" cols="40" >

(where report is the name of a phase report in the equipment database.)

BWEPRO-RMOO1E-EN-D - January 2026 l
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Valid web content

Controls steps can include any valid web page components. The eProcedure Server will ignore
anything that does not meet the required naming conventions, and your browser will interpret
the component as it would in any other HTML page. AVI files and calendar controls and .webm
are examples of valid web page content. (See the Control step with other web content topic

for more information.)

12 BWEPRO-RMOOTE-EN-D - January 2026 Rockwell Automation, Inc.



Chapter 2

Manual Instruction files

Manual instruction files must be created for each phase within your equipment database and
associated with the appropriate phase instance within the FactoryTalk Batch Equipment Editor.

You can use any text or HTML editor to create manual instruction files. The manual instruction
files and examples included in this document use Notepad as the HTML editor.

Create a blank manual instruction file

Add operator instructions

Rockwell Automation, Inc.

The first step in building a manual instruction file is creating a blank manual instruction file
with one empty control step.

To create a blank instruction file:
1. Open Notepad. Notepad opens to a new blank page.
2. Enter the following tags in the page:
<form>
</form>
From the File menu, select Save. The Save As dialog box opens.

Navigate to the desired location, enter a file name in the File name box followed by .html, select
the correct file type, and then click Save. This file can be used as a starting point for all new
instruction files.

Add as many <form> tag child file components (Operator Instructions, Batch-specific data,
Report data entry fields, valid web content, or Step verification signature) as necessary to
create the control step. Add as many <form> tags as necessary to create the required number
of control steps.

IMPORTANT: A <form> tag (control step) cannot contain any child <form> tags.

To add operator instructions:

1. Open or create a blank instruction file. (See the Create a blank manual instruction file
topic for more information.)

2. Add as many <form> tags as needed to create the required number of control steps for
the manual instruction file.

3. Return to the first control step, <form> tag, in the file.

4. Enter operator instructions in the order in which you want them performed. For example,
you might enter instructions to:

Prepare <sop>ADD_AMOUNT</sap> KG of Egg.
<br /><br />

5. Inthe same control step, <form> tag, enter instructions to: Press 0K to proceed.

O eProcedure inserts an 0K (submit) button at run time.

BWEPRO-RMOO1E-EN-D - January 2026 13
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Include batch-specific data

14

6. Move to the next control step, <form> tag, and enter the required operator instructions.
Repeat until all operator instructions are added. The code for the example manual
instruction is:

<form>

Prepare <sop>ADD_AMOUNT.value</sop> KG of Egg.
<br /><br />

Press OK to proceed.

</form>

<form>

Begin charging <sop>ADD_AMOUNT.value</sop> KG of Egg
<br /><br />

Press 0K when complete.

</form>

<form>

Record final amount of Egg added to batch in <sop>UNIT</sop>: <input type="integer"
name="AMOUNT_ADDED" size="20"> KG

<br /><br />
Note: Initial target amount for delivery was <sop>ADD_AMOUNT</sop> KG of Eqg.
<br /><br />
Press OK when complete.
</form>
1. Save the file.
8. Open the file in a web browser. It should look similar to the following:
Prepare ADD AMOUNT KG of Egg.

Press OK 1o procesd

Begin charging ADD AMOUNT KG of Egg

Press OK when complete

Record final amount of Egg added to batch in UNIT: | |RG

Note: Initial target amount for delivery was ADD_AMOUNT KG of Egg

Press OK when complete

When adding Batch data to control steps, proper naming conventions must be used to allow

the eProcedure Server to replace the tagged string with the correct recipe data. (See Batch-
specific data section for a complete list of the Batch specific data items that can be included in
a control step.)
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To include batch-specific data:

Open or create a blank manual instruction file. (See the Create a blank instruction file topic for
more information.)

1. Place the cursor within the control step where recipe data will display.
2. Using the correct naming conventions, enter the batch specific data item.
Examples:

To display the Unit to the operator at run-time, enter
<sop>UNIT</sop>.

To display the value of a parameter named ADD_AMOUNT, enter <sop>ADD_AMOUNT.value</sop>.
The code for the example manual instruction is:
<form>

Prepare <sop>UNIT</sop> for delivery of <sop>ADD_AMOUNT</
sop>&nbsp;<sop>ADD_AMOUNT.eu</sop> of Eqg.

<br /><br />

Press OK to proceed.
</form>

<form>

Begin charging <sop>ADD_AMOUNT</sop>&nbsp; <sop>ADD_AMOUNT.eu</sop> of Egg into
<sop>UNIT</sop>.

<br /><br />
Press OK when complete.

</form>

Prepare UNIT for delivery of ADD AMOUNT ADD_AMOUNT.2u of Egz
Press OK to proceed
Begin charging ADD AMOUNT ADD AMOUNT 2u of Egz mro UNIT.

Press OK when complete

Include a control step verification signature

Rockwell Automation, Inc.

You can require a control step verification signature using a specific signature template. You
can add a step verification signature to any control step that must be signed off before recipe
execution continues. The signature must be complete before recipe execution continues.
Signature templates are defined in the FactoryTalk Batch Equipment Editor.

1. Open or create a blank instruction file. (See the Create a blank instruction file topic for
more information.)

2. Place the cursor within a control step (HTML <form> tag)
3. Enter <sop>VERIFICATIONSIG=SignatureTemplate</sop>
The code for the example manual instruction is:
<form>

Press OK to proceed.
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Include report entry fields

16

<sop>VERIFICATIONSIG=SignatureTemplate</sop>
</form>

(Where SignatureTemplate is the name of the desired signature template to use from the
FactoryTalk Batch Equipment Editor.

Add report entry fields to control steps using the proper naming conventions to allow the
eProcedure Server to store the correct data in the batch record. (See the Instruction file
components topic for a complete list of the recipe data items that can be included with the
manual instruction files.)

To include report entry fields:

Open or create a blank instruction file. (See the Create a blank instruction file topic for more
information.)

1. Place the cursor within the control step where a report entry field will display.

2. Add a text box to the control step. Enter <input name="AMOUNT_ADDED" size="20"
type="INTEGER">

3. The code for the example manual instruction is:
<form>

Record final amount Egg added to batch in <sop>UNIT</sop>: <input
name="AMOUNT_ADDED" size="20" type="INTEGER">&nbsp;<sop>AMOUNT_ADDED.eu</
sop>

<br /><br />

Note: Initial target amount for delivery was <sop>ADD_AMOUNT</
sop>&nbsp;<sop>ADD_AMOUNT.eu</sop> of Eqg.

<br /><br />
Press OK when complete.
</form>

4. Save the file.

5. Open a web browser window. The following example illustrates a text box in a control step
created in Notepad.

Record final amount Egg added to batch m UNIT [ AMOUNT_ADDED.cu

Note: Ininal rarget amount for delivery was ADD AMOUNT ADD AMOUNT eu of Egg.

Press OK when complete

BWEPRO-RMOOTE-EN-D - January 2026 Rockwell Automation, Inc.



Chapter 3

Sample HTML code

These samples provide examples of the HTML code along with screen shots of the code as it
appears with the eProcedure Client.

IMPORTANT: The script code provided in these sections is intended only as examples. Any negative results due to
using this script code are assumed by the user of this code.

The examples include control steps with:

« Operator instructions (see Control step with operator instructions on page 17)

« Operator instructions and Batch-specific data (see Control step with report data on page

1)

* Report data entry fields of all data types (see Control step with step verification on page
18)

 Non-eProcedure specific web content (see Control step with other web content on page
19)

Control step with operator instructions

Instructions For CONTROLSTEP_W_OPERATORLIN 1 5 o |
STRUCTIONS:1 Past Fresent Fubwe Complele ol
_Q, Searc _ AllShown = |

| e necessary to conduct theee individual tests. Refer 1o the testing documentation for

<f ornp

Execute viscosity test on the sanple for batch <sop>BATCHI D</ sop>
from <sop>CELL</sop>. It will be necessary to conduct three

i ndi vidual tests. Refer to the testing docunentation for

i nstructions.

</fornme

Control step with report data

This examples shows a control step with different types of report data.
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Report Data of Type Integer, Real, or String

8 Equipment 4~ Diagnostics

Instructions For CONTROLSTEP_W_OPERATORIN , - o
STRUCTIONS:1 Past Present Futwe Complete

Q, Search All Shown ~

Enter the results from the three tests

e e
Vahor Required

e o
Vahoe Required

| I
Valoe Required

<f or m»
Enter the results fromthe three tests:
<br /[><br />
Test 1:
<i nput nanme="VI SCOSI TY1" size="20" nmax| engt h="20" type="TEXT"
>&nbsp; <sop>VI SCCSI TY1. EU</ sop>
<br /><br />
Test 2:
<i nput nanme="VI SCOSI TY2" size="20" nmaxl engt h="20" type="TEXT"
>&nbsp; <sop>VI SCCSI TY2. EU</ sop>
<br /><br />
Test 3:
<i nput nanme="VI SCOSI TY3" size="20" nax| engt h="20" type="TEXT"
>&nbsp; <sop>VI SCOSI TY3. EU</ sop>
</fornp

Report Data of Type Enumeration

<f or m

Enter the qualitative results of the tests: <select
nane="RESULTS" size="1"></sel ect>

</ forne

Control step with step verification

This example uses a signature template called StepSig, which requires one signature.

Record finsl smount of Egg added to batch in UNIT1: _ KG

Note: Initial target amount for delivery was 25 KG of Egg.
Press OK when complete.
Signature Details

Instruction Verification
Created today a1 1:17 PM | 1 of 1 Signoffs Required

<f ornp
Record final anpbunt of Sugar added to batch in
<sop>UNI T</ sop>:
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<i nput nanme="ACTUAL_AMOUNT" si ze="20" type="text"> &nbsp;
<sop>ACTUAL_AMOUNT. eu</ sop>
<br /><br />
Note: Initial target amout for delivery was
<sop>ADD_AMOUNT</ sop> &nbsp; <sop>ADD_AMOUNT. eu</ sop>
<br /><br/ >
Press <b>OK</b> to conti nue.
<sop>Veri fi cati onSi g=St epSi g</ sop>
</fornp

Control step with other web content

The examples in this section were created with Notepad.

Bar code scanner integration example

A"keyboard wedge" attached bar code scanner can be simulated to enter values into a manual
instruction using copy/paste. The instruction file looks similar to this example:

Scan barcode for Material X: | ABCDE12345

Scan barcode for Material Y

Value Reguired

Scan barcode for Material Z

Value Required

The HTML code for the manual instruction resembles:

<f orm i d="bar Code" >

Scan barcode for Material X <input type="text"
nane="Mat eri al XCode" onkeydown="val i dat el nput Val ue(t hi s) " ><BR>

Scan barcode for Material Y: <input type="text"
nanme="Mat eri al YCode" onkeydown="val i dat el nput Val ue(t hi s)"><BR>

Scan barcode for Material Z: <input type="text"
nanme="Mat eri al ZCode" onkeydown="val i dat el nput Val ue(t hi s)"><BR>
<script |anguage="javascript" type="text/javascript"
src="cust onercont ent/userfunctions.js" ></script>
<script id="barCodeSetup" |anguage="javascript"
type="text/javascript">
bl nTinerStarted = fal se;

sel ect Fi rst | nput (Wi ndow. docunent . get El emrent Byl d( " bar Code") ) ;

</script>

Rockwell Automation, Inc. BWEPRO-RMOOTE-EN-D - January 2026



Chapter3  Sample HTML code

</forme

This file, userfunctions.js, must be located in the Batch View Server's customercontent
directory:

var bl nTi nerStarted;

/1 \When the form | oads, put the cursor in the first input
box

function selectFirstlnput(elenent) {
/1 get reference to the form object
const el Form = get Parent For n{ el ement) ;
set FocusToFi r st Box( el Form;

/1 Traverse up the DOM until a FORM el enent is found.
// Return the FORM el enent.

functi on get Parent Forn( el ement) {
if ('element) {
return;

}

|l et el Form = el enent;

while ("fornt !== el Form tagNamne.toLowerCase()) {
el Form = el For m par ent Node;

return el Form

/1l Set the focus in the formto the first enabled and
/'l visable text box in the form
function set FocusToFirstBox(el Form ({
if (el Form && el Form el enents && el Form el ements. | ength) {
for (el Form nput of el Form el ements) ({

if(!el Form nput.disabl ed & "none" !==

el Form nput . styl e. di spl ay) {
const tagName

el Form nput . t agNane. t oLower Case() ;

if ("textarea" === tagNane ||
"input" === tagNane ||
"text" === tagNane) {

el Form nput . focus() ;
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br eak;
}
}
}
}

}

/1 Mbst barcode scanners work through a keyboard wedge,
whi ch

/1 makes input fromthe scanner work |ike input fromthe
keyboar d.

/1l The challenge is to nake sure the input is comng froma

scanner and not from

/1 someone typing. We'll nmake the assunption that a scanner

wi Il be nuch faster entering

/1 text than soneone typing. Wen the first key is pressed,

we'll start a 100ns tinmer. At the
/1 end of that tinme, we'll validate the input.
correct, we'll revert to what

/1 was in in previously
function validatel nput Val ue(el I nput) {

if ('ellnput) {
return;

if (!'blnTinerStarted) {

wi ndow. set Ti meout (() => {val i dat eBarcode(el | nput.

el I nput.val ue);}, 100);
bl nTimerStarted = true;

}
}
/1 Validate barcode val ue.
function validateBarcode(inputld, |astValue) {
let ellnput;
const | en = wi ndow. docunent. all .| engt h;
for (let i =0; i <len; i++) {
const el ement = w ndow. docunent.al | [i];
if (inputld === elenent.id) {
el I nput = el enent;
br eak;
}
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}

// Validate the input. a valid barcode is assunmed to have 10
characters.

/1 Your actual validation code will vary.

const blnValid = (el Input &% el lnput.value.length >= 10);

if (!blnvalid) {
/1 if the value is invalid, revert to the previous val ue
/1 or, if the new value is blank, |eave the new val ue
if (ellnput.value.length > 0) {
el I nput . val ue = (Il astVal ue && | astVal ue. | ength >=10) ?
| ast value : "";
el I nput . di spat chEvent (new Event ("rabvi nput", {bubbl es:
true}));
}

} else {

/1 if the value is valid, nove the cursor to the next input
box
moveToNext Box( el | nput) ;

/1 clear the tinmer started flag
bl nTi nerStarted = fal se;

/1 This routine takes an input elenment, then sets focus
to the next input box
functi on nmoveToNext Box(el I nput) {
I et bl nSel ect Next = fal se;
/1 first, get parent FORM el enent
const el Form = get Par ent Forn{ el | nput);

/1 1oop through the el ements collection. Find the input
box that was passed in based on
// its id and then set focus to the next one.
for (el Form nput of el Form el enents) {
if (blnSel ectNext) {
if(!el Form nput. disabled & "none" !==
el Form nput . styl e. di spl ay) {
I et tagNane = el Form nput.tagNane. t oLower Case();
if ("textarea" === tagNane ||
"input" === tagNane ||
"text" === tagNane) {
el Form nput . focus() ;
return;

}

} else {
if (elFormnput.id === ellnput.id) {
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bl nSel ect Next = true;
}

webm file example

The following example shows a movie clip (.webm) file added to an eProcedure manual
instruction control step.

Prepare UNIT1 for delivery of 0 KG of Egg.

Press OK to proceed.

Begin charging 0 KG of Egg into UNIT1

Press OK when complete.

The HTML code that inserts the .webm file into the instruction file resembles the following:

<f or m»
Prepare <sop>UN T</sop> for delivery of
<sop>ADD_AMOUNT. val ue</ sop> KG of Egg.
<br /><br />
Press OK to proceed.
</ forn>
<f or m
Begi n chargi ng <sop>ADD_AMOUNT. val ue</ sop> KG of Egg into
<sop>UNI T</ sop>
<br /><br />
Press OK when conpl ete.
<br /><br />
<vi deo wi dt h="200" hei ght ="200" prel oad="auto" controls |oop >
<source src="custonercontent\vi deos\ cl ock. webni >
<sour ce src="customercont ent\vi deos\ cl ock. ogg" >
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Vi deo not supported in your browser
</ vi deo>

</ fornme

Scripting example

This example shows adding a button to a manual instruction control step that when selected
sets the value of report AMOUNT_ADDED to 70 from JavaScript.

The HTML code with the button that updates the report value in the manual instruction control
step resembles this:

<f or n»

Record final anpbunt of Egg added to batch in <sop>UN T</sop>:
<i nput id="AMOUNT_ADDED' nane="AMOUNT_ADDED' type="text"
si ze="15" val ue="51" >&nbsp; <sop>AMOUNT_ADDED. eu</ sop>
<br /><br />
Note: Initial target amount for delivery was
<sop>ADD_AMOUNT</ sop>&nbsp; <sop>ADD_ AMOUNT. eu</ sop> of Egg.
br /><br />
<i nput type="button" onclick="updateFi nal Amount ()"
val ue="Updat e Final Amount" >
<br /><br />
Press OK when conpl et e.
<script |anguage="javascript" type="text/javascript" >
functi on updat eFi nal Anount () {
const el |l nput =
wi ndow. docunent . get El ement Byl d( " AMOUNT_ADDED") ;
if (ellnput) {
el I nput . val ue = 70;
el I nput . di spat chEvent (new Event ("rabvi nput", {bubbl es:
true}));

}
}
</script>
</fornpr

IMPORTANT: Any time a report value is set through JavaScript, for the value to be updated appropriately in

the system dispatch Event, (new Event (rabvinput, {{bubbles:true}) must also be called. (See example manual
instruction html for proper syntax).
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Disable form validation example

This example shows how to disable all form validation for these HTML tags <input>, <textarea>,
and <select>. Add the rabvdisablevalidation_all value to the class attribute of the html tag to
disable all validation for each of the HTML tags .

The html code to disable all form validation and always enable the OK button may look like this:

<forne
Enter Value for report Validation 1:
<i nput type="text" name="VALI DATI ONO1"
cl ass="r abvdi sabl eval i dati on_al | ">&nbsp; <sop>VALI DATI ONO1. eu</ so
p><BR><BR>
Enter Value for report Validation 2:
<i nput type="text" name="VALI DATI ONO2"
cl ass="rabvdi sabl eval i dati on_al | ">&nbsp; <sop>VALI DATI ONO2. eu</ so
p><BR><BR>
Enter Value for report Validation 3:
<i nput type="text" name="VALI DATI ONO3"
cl ass="rabvdi sabl eval i dati on_al | ">&nbsp; <sop>VALI DATI ONO3. eu</ so
p><BR><BR>
Sel ect Value for report Validation 4:
<sel ect size="27" nane="VALI DATI ONO4"
cl ass="r abvdi sabl eval i dati on_al | "></ sel ect ><BR><BR>
Enter Value for report Validation
5: <textarea nane="VALI DATI ONO5"
cl ass="r abvdi sabl eval i dati on_al | ">&nbsp; <sop>VALI DATI ONO5. eu</ so
p><BR><BR>
</fornme

The example shows disabling all the validations for a specific field. The field validations can
also be selectively disabled when designing the control step.

IMPORTANT: Disabling field validations must be set on a tag's class attribute in the manual instruction control step
and cannot be dynamically updating during runtime.

For an <input> tag that references a datatype REAL report, the following validations are used:
Value required
+ Value contains real numbers
 Value is equal to or above min

» Value is equal to or below max
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Each of the validations can be turned off individually by adding one or more of these classes
respectively to the input tag’s class attribute:

 rabvDisableValidation_Required
+ rabvDisableValidation_Pattern
* rabvDisableValidation_Min

* rabvDisableValidation_Max

For an <input> tag that references a datatype INTEGER report, the following validations are
used:

 Value required

* Value contains integer numbers
 Value is equal to or above min

» Value is equal to or below max

Each of the validations can be turned off individually by adding one or more of these classes
respectively to the input tag’s class attribute:

* rabvDisableValidation_Required
+ rabvDisableValidation_Pattern
 rabvDisableValidation_Min
 rabvDisableValidation_Max
For an <input> tag that references a datatype STRING report the following validations are used:
 Value required
+ Value contains string characters

Each of the validations can be turned off individually by adding one or more of these classes
respectively to the input tag’s class attribute:

* rabvDisableValidation_Required
+ rabvDisableValidation_Pattern

For a <textarea> tag that references a datatype STRING report, the following validations are
used:

 Value required
* Value contains string characters

Each of the validations can be turned off individually by adding one or more of these classes
respectively to the textarea tag’s class attribute:

* rabvDisableValidation_Required
* rabvDisableValidation_Pattern

For a <select> tag that references a datatype ENUMERATION report, the following validations are
used:

 Value required
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Turn off the required validation by adding this class to the select tag’s class attribute:
 rabvDisableValidation_Required

If rabvDisableValidaiton_All is specified in the tag's (input, textarea, or select) class attribute
then the tag is treated as if all the class attributes were specified, without having to specify all
of them individually.

The OK button for a manual instruction control step is only be enabled if all the validations were
disabled, or all the enabled field validations were satisfied.

At the time the OK button is selected the report values will be validated to make sure the
entered value follows the configuration of the report in the area model. If the report value is
found to not conform to the configuration in the area model an error message will be displayed
to the user. This the behavior that was seen in the legacy eProcedure client.
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Server Response header configuration

The Batch View Server response header can be used to configure security settings for Batch
View Server manual instructions.

Permission-Policy attribute

The Permissions-policy attribute provides a mechanism for manual instruction creators to
explicitly declare what functionality can and cannot be used in a manual instruction. Manual
instruction creators define a set of policies and directives that restrict what APls the manual
instruction code can access or modify the browser default behavior for certain features. This
provides a mechanism to allow and deny the use of browser features in a manual instruction
or within any <iframe> element within the manual instruction, (see: https://www.w3.org/
TR/permissions-policy-1/ for more information)

The following table lists the Permission-policy directives that are supported by the Batch View
Server:

Table 6. Permission-policy directives that are supported by the Batch View Server

Directive Description

accelerometer Controls whether the current document is allowed to gather information
about the acceleration of the device through the Accelerometer interface.

autoplay Controls whether the current document is allowed to autoplay media
requested through the HTMLMediaElement interface. When this policy
is disabled and there were no user gestures, the Promise returned

by HTMLMediaElement.play() will reject with a NotAllowedError
DOMException. The autoplay attribute on <audio> and <video> elements
will be ignored.

bluetooth Controls whether the use of the Web Bluetooth API is allowed. When

this policy is disabled, the methods of the Bluetooth object returned by
Navigator.bluetooth will either return false or reject the returned Promise
with a SecurityError DOMException.

camera Controls whether the current document is allowed to use video
input devices. When this policy is disabled, the Promise returned by
getUserMedia() will reject with a NotAllowedError DOMException.

compute-pressure Controls access to the Compute Pressure API.

display-capture Controls whether or not the current document is permitted to use the
getDisplayMedia() method to capture screen contents. When this policy
is disabled, the promise returned by getDisplayMedia() will reject with a
NotAllowedError DOMException if permission is not obtained to capture
the display's contents.

encrypted-media Controls whether the current document is allowed to use the Encrypted
Media Extensions API (EME). When this policy is disabled, the Promise
returned by Navigator.requestMediaKeySystemAccess() will reject with a
SecurityError DOMException.

fullscreen Controls whether the current document is allowed to use
Element.requestFullscreen(). When this policy is disabled, the returned
Promise rejects with a Type Error.
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Table 6. Permission-policy directives that are supported by the Batch View Server (continued)

Directive

Description

gamepad

Controls whether the current document is allowed to use the Gamepad
API. When this policy is disabled, calls to Navigator.getGamepads() will
throw a SecurityError DOMException, and the gamepadconnected and
gamepaddisconnected events will not fire.

geolocation

Controls whether the current document is allowed to use the Geolocation
Interface. When this policy is disabled, calls to getCurrentPosition() and
watchPosition() will cause those functions' callbacks to be invoked with a
GeolocationPositionError code of PERMISSION_DENIED.

gyroscope

Controls whether the current document is allowed to gather information
about the orientation of the device through the Gyrescope interface.

hid

Controls whether the current document is allowed to use the WebHID
API to connect to uncommon or exotic human interface devices such as
alternative keyboards or gamepads.

identity-credentials-get

Controls whether the current document is allowed to use the Federated
Credential Management APl (FedCM), and more specifically the
navigator.credentials.get() method with an identity option. Where this
policy forbids use of the API, the Promise returned by the get() call will
reject with a NotAllowedError DOMException.

idle-detection

Controls whether the current document is allowed to use the Idle Detection
API to detect when users are interacting with their devices, for example to
report available/away status in chat applications.

local-fonts

Controls whether the current document is allowed to gather data on the
user's locally-installed fonts via the Window.queryLocalFonts() method
(see also the Local Font Access API).

magnetometer

Controls whether the current document is allowed to gather information
about the orientation of the device through the Magnetometer interface.

microphone

Controls whether the current document is allowed to use audio
input devices. When this policy is disabled, the Promise returned by
MediaDevices.getUserMedia() will reject with a NotAllowedError
DOMException.

midi

Controls whether the current document is allowed to use the Web
MIDI API. When this policy is disabled, the Promise returned by
Navigator.requestMIDIAccess() will reject with a SecurityError
DOMException.

otp-credentials

Controls whether the current document is allowed to use the WebOTP
API to request a one-time password (OTP) from a specially-formatted
SMS message sent by the application's server, that is, using
navigator.credentials.get({otp: ..., ...}).

picture-in-picture

Controls whether the current document is allowed to play a video in a
Picture-in-Picture mode via the corresponding API.

publickey-credentials-create

Controls whether the current document is allowed to use the Web
Authentication API to create new asymmetric key credentials, that is, using
navigator.credentials.create({publicKey: ..., ...}).
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Table 6. Permission-policy directives that are supported by the Batch View Server (continued)

Directive Description

publickey-credentials-get Controls whether the current document is allowed to use the Web
Authentication API to retrieve already stored public-key credentials, that is,
using navigator.credentials.get({publicKey: ..., ...}).

screen-wake-lock Controls whether the current document is allowed to use Screen Wake

Lock API to indicate that device should not turn off or dim the screen.

serial Controls whether the current document is allowed to use the Web Serial API
to communicate with serial devices, either directly connected via a serial
port, or via USB or Bluetooth devices emulating a serial port.

ush Controls whether the current document is allowed to use the WebUSB API.

web-share Controls whether or not the current document is allowed to use the
Navigator.share() of Web Share API to share text, links, images, and other
content to arbitrary destinations of user's choice, for example, mobile apps.

window-management Controls whether or not the current document is allowed to use the Window
Management API to manage windows on multiple displays.

xr-spatial-tracking Controls whether or not the current document is allowed to use the WebXR
Device API to interact with a WebXR session.

The default response header permission-policy attribute setting immediately after the Batch
View server is installed is:

accel erometer=(), attribution-reporting=(),
aut opl ay=(sel f), bluetooth=(), browsing-topics=(),
canera=(), conputer-pressure=(), display-capture=(),
encrypt ed- medi a=(sel f), fullscreen=(),
ganepad=(), geol ocation=(), gyroscope=(), hid=(),
identity-credential s-get=(), idle-detection=(),
| ocal -fonts=(), magnetoneter=(), mcrophone=(), mdi=(),
ot p-credential s=(), paynent=(), picture-in-picture=(self),
publ i ckey-credential s-create=(), publickey-credential s-get=(),
screen-wake-| ock=(), serial=(), storage-access=(), ush=(),
web- share=(), w ndow managenment=(), xr-spatial -tracking=()

To change the Batch View Server response header permission-policy attribute create a file
named rabvPolicyConfiguration.json and place it in the Batch View Server customercontent
directory (Example. C: \ Progr am Fi | es (x86)\ Rockwel | Sof t war e\ Bat ch Vi ew
Server\ cust oner cont ent ).

The rabvPalicyConfiguration.json file must contain a JSON object with a permissionPolicy object
with a nested directives object. Each key in the directives object is the name of a supported
permission-policy directive (See Table 10n page 28). Each value is an array of strings for the
specified directive. These directives are merged into the default policy. The default directive
policy can be disable by setting useDefaults to false.

It is not necessary to set every permission-policy directive in the rabvPolicyConfiguration.json
file; only those directives that you want to change.
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The following rules are applied to the configuration found in rabvPalicyConfiguration.json.

 If asupported permission-policy directive is not specified in the directives object, the
directive is set to disabled.

 If asupported permission policy directive is set to an empty array, the directive is set to
disabled.

Q useDefaults must be set to false to disable the default Batch View Server permission-policy
directive settings.

 If asupported permission policy directive is defined as an array, each item in the array is
treated as a separate entry in the directive's allow list.
- *(wildcard) by itself is not an allowable array entry; it is ignored.

{
"useDef aul ts": true,
"directives": {
"camera": ['*']
}

™ is ignored. If there are no other entries in the camera directive array, then the
camera directive is set to disabled.
- *(wildcard) may be used as part of a URL entry.

{
"useDef aul ts": true,
"directives": {
"camera": ['https://* .exanple.com],
}
}

 If asupported permission policy directive is set to an array that contains multiple of the
same entries, only the first instance of the entry is used.

{
"useDef aul ts": true,
"directives": {
"autoplay": ['self', 'https://ww. exanple.comn,
"https://ww. exanpl e. com |,
}
}

“sel f” isignored because it is already included as part of the default settings. The
second https://ww. exanpl e. cont entry is ignored.

 If asupported permission policy directive is set to any other value than previously
described, the directive is set to disabled.
- Example. Bad setting:

{
"useDefault": true,
"directives": {
"camera": 'https://* .anotherexanple.con,
}
}

Camera directive must be an array
- Example. Good setting:
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{
"useDef aul ts": true,
"directives": {
"camera": ['https://* .anotherexanple.comn ]
}
}

- Any key found in the permission policy directive object that is not in the supported

list of permission policy directives is ignored.
Example. Bad setting:

{
"useDef aul ts": true,
"directives": {
"badDirecti veKey":
["https://* .anot herexanpl e. com ]

}

Examples:

1.

2.

To disable all response header permission-policy directives set
rabvPolicyConfiguration.json to:

{
"perm ssionPolicy": {
"usedDef aul ts": fal se

}

This will generate the following response header permission-palicy attribute setting:

accel erometer=(), attribution-reporting=(),

aut opl ay=(), bl uetooth=(), browsing-topics=(),
canera=(), conpute-pressure=(), display-capture=(),
encrypt ed- nedi a=(), fullscreen=(), ganmepad=(),

geol ocati on=(), gyroscope=(), hid=(),

i dentity-credential s-get=(), idle-detection=(),

| ocal -fonts=(), magnetoneter=(), m crophone=(),

m di =(), otp-credentials=(), payment=(),
picture-in-picture=(), publickey-credential s-create=(),
publ i ckey-credential s-get=(), screen-wake-|ock=(),
serial =(), storage-access=(), ush=(), webshare=(),
wi ndow managenent =(), xr-spatial -tracki ng=()

To use the defaults and set the camera and hid permission-policy directives set
rabvPolicyConfiguration.json to:

{
"perm ssionPolicy": {
"usedDef aul ts": true
"directives": {
"camera": ['self', '"https://ww.exanple.conl],
"hid": ['https://ww.exanple.com],
"https://* . anotherexanple.con],
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}

This will generate the following response header permission-policy attribute setting:

accel eronmeter=(), attribution-reporting=(), autoplay=(self),
bl uet oot h=(), browsing-topics=(), canmera=(self
"https://ww. exanpl e. coni'), conpute-pressure=(),

di spl ay- capture=(), encrypted-nedi a=(self),

full screen=(), ganepad=(), geol ocation=(), gyroscope=(),

hi d=("https://ww. exanpl e. cont’ "https://*

anot her exanpl e. cont'), identity-credential s-get=(),

idle -detection=(),!ocal -fonts=(), nagnetoneter=(),

m crophone=(), midi=(), otp-credentials=(), payment=(),

pi cture-in-picture=(self), publickey-credential s-create=(),
publ i ckey-credenti al s-get=(), screen-wake-|ock=(),

serial =(), storage-access=(), usb=(), webshare=(),

wi ndow managenent =(), xr-spatial -tracki ng=()

3. To use the defaults and set the autoplay and camera permission-policy directives set
rabvPolicyConfiguration.json to:

{
"perm ssionPolicy": {
"usedDef aul ts": true
"directives": {
"autopl ay": ['self',
"https://*.anot her exanpl e. com ],
"camera": ['https://ww. exanpl e.com ]

}

This will generate the following response header permission-policy attribute setting:

accel eronmeter=(), attribution-reporting=(),

aut opl ay=(sel f "https://*. anot her exanpl e. cont'),

bl uet oot h=(), browsing-topics=(), canera=(self
"https://ww. exanpl e. coni'), conpute-pressure=(),

di spl ay- capture=(), encrypted-nedi a=(self),

full screen=(), ganmepad=(), geol ocation=(),
gyroscope=(), hid=(), identity-credentials-get=(),

i dl e-detection=(),local-fonts=(), magnetoneter=(),

m crophone=(), mdi=(), otp-credential s=(), paynent=(),
picture-in-picture=(self), publickey-credential s-create=(),
publ i ckey-credenti al s-get=(), screen-wake-|ock=(),
serial =(), storage-access=(), usb=(), web-share=(),

wi ndow managenent =(), Xxr-spatial -tracki ng=()
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Archive dynamic HTML elements

The following list defines HTML elements that can be contained in a manual instruction control
step. Many elements can be dynamic and therefore are disabled before archiving. (See the
Mozilla mdn web docs reference for more information.) The object element and script element
are removed and replaced with the <i> element when archiving .

NAMES DESCRIPTION

a Designates the start or destination of a hypertext link.

address Specifies information, such as address, signature, and
authorship, of the current document.

area Defines the shape, coordinates, and associated URL of
one hyperlink region within a client-side image map.

b Specifies that the text should be rendered in bold.

base Specifies an explicit URL used to resolve links and
references to external sources such as images and style
sheets.

bdo Allows authors to disable the bidirectional algorithm for
selected fragments of text.

big Specifies that the enclosed text should be displayed in a
larger font than the current font.

blockquote Sets apart a quotation in text.

br Inserts a line break.

button Specifies a container for rich HTML that is rendered as a
button.

caption Specifies a brief description for a table.

center Centers subsequent text and images.

cite Indicates a citation by rendering text in italic.

code Specifies a code sample.

col Specifies column-based defaults for the table
properties.

colgroup Specifies property defaults for a column or group of
columns in a table.

dd Indicates the definition in a definition list. The definition

is usually indented in the definition list.
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NAMES DESCRIPTION

del Indicates text that has been deleted from the document.

dfn Indicates the defining instance of a term.

dir Denotes a directory list.

div Specifies a container that renders HTML.

dl Denotes a definition list.

dt Indicates a definition term within a definition list.

em Emphasizes text, usually by rendering it in italic.

embed Allows documents of any type to be embedded.

fieldset Draws a box around the text and other elements that the
field set contains.

hr Draws a horizontal rule.

html Identifies the document as containing HTML elements.

i Specifies that the text should be rendered in italic,
where available.

iframe Creates inline floating frames.

img Embeds an image or a video clip in the document.

input Creates a variety of form input controls.

input type=button

Creates a button control.

input type=check box

Creates a check box control.

input type=file

Creates a file upload object with a text box and Browse
button.

input type=image

Creates an image control that, when clicked, causes the
form to be immediately submitted.

input type=password

Creates a single-line text entry control similar to
the INPUT type=text control, except that text is not
displayed as the user enters it.

input type=radio

Creates a radio button control.

input type=reset

Creates a button that, when clicked, resets the form's
controls to their initial values.

input type=submit

Creates a button that, when clicked, submits the form.
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NAMES

DESCRIPTION

input type=text

Creates a single-line text entry control.

ins Specifies text that has been inserted into the document.

kbd Renders text in a fixed-width font.

label Specifies a label for another element on the page.

legend Inserts a caption into the box drawn by the fieldSet
object.

li Denotes one item in a list.

link Enables the current document to establish links to
external documents.

map Contains coordinate data for client-side image maps.

menu Creates an unordered list of items.

meta Conveys hidden information about the document to the
server and the client.

noScript Specifies HTML to be displayed in browsers that do not
support scripting.

object Inserts an object into the HTML page.

ol Draws lines of text as a numbered list.

optGroup Allows authors to group choices logically in a select
element.

option Denotes one choice in a SELECT element.

p Denotes a paragraph.

plaintext Renders text in a fixed-width font without processing
tags.

pre Renders text in a fixed-width font.

q Sets apart a quotation in text.

rt Designates the ruby text for the RUBY element.

ruby Designates an annotation or pronunciation guide to be
placed above or inline with a string of text.

s Renders text in strike-through type.

samp Specifies a code sample.
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NAMES DESCRIPTION

script Specifies a script for the page that is interpreted by a
script engine.

select Denotes a list box or drop-down list.

small Specifies that the enclosed text should be displayed in a
smaller font.

span Specifies an inline text container.

strong Renders text in bold.

style Specifies a style sheet for the page.

sub Specifies that the enclosed text should be displayed in
subscript, using a smaller font than the current font.

sup Specifies that the enclosed text should be displayed in
superscript, using a smaller font than the current font.

table Specifies that the contained content is organized into a
table with rows and columns.

tbody Designates rows as the body of the table.

td Specifies a cell in a table.

textarea Specifies a multiline text input control.

tfoot Designates rows as the table's footer.

th Specifies a header column. Header columns are
centered within the cell and are bold.

thead Designates rows as the table's header.

title Contains the title of the document.

tr Specifies a row in a table.

u Renders text that is underlined.

ul Draws lines of text as a bulleted list.

var Defines a programming variable. Typically renders in an

italic font style.
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Use these resources to access support information.

Technical Support Center Find help with how-to videos, FAQs, chat, user forums, and product notification rok.auto/support
updates.

Local Technical Support Phone Numbers | Locate the telephone number for your country. rok.auto/phonesupport

Technical Documentation Center Quickly access and download technical specifications, installation instructions, rok.auto/techdocs

and user manuals.

Literature Library Find installation instructions, manuals, brochures, and technical data publications. | rok.auto/literature
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Documentation Feedback

Your comments help us serve your documentation needs better. If you have any suggestions on how to improve our content, complete the
form at rok.auto/docfeedback.

Waste Electrical and Electronic Equipment (WEEE)

At the end of life, this equipment should be collected separately from any unsorted municipal waste.
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