











Chapter &4 Data access control

Dialog Box/Window Considerations

Parameters/Local Tag No change is applied to the External Access list if you switch the usage among Input parameter, Output parameter or Local Tag,

Properties except when the usage is Local Tag, then the list is unavailable.

If you change the usage from InOut parameter to:

o |nput or output parameter, then the External Access list is available and your last selection for creating an equipment
phase/Add-0n Instruction input parameter or an equipment phase/Add-On Instruction output parameter is displayed accordingly.

o Local tag, then the external access is updated to Nene and the list is unavailable.

The External Access list also is unavailable if:

o You do not have permission to change external access settings.”

o The controller is online.

e The tag is an alias tag.

o The Add-On Instruction is in Source Protection mode.

Add-On Instruction The External Access column is unavailable for:
Definition - Parameters | o |nQut parameters, for which there are no external access options.
Tab e Enableln and EnableQut parameters, which default to Read Only.

The External Access column is unavailable when:

o You do not have permission to change the external access settings.”)

o The controller is online.

e The tag is an alias tag.

o The Add-On Instruction is in Source Protection mode.

o The row represents an expanded bit, or data member.

For new parameters, changing Usage changes the External Access default:

o To Read/Write for Input Parameter, equipment phase input parameter, and Add-On Instruction input parameter.

o To Read Only for Output Parameter, for equipment phase output parameter, and Add-On Instruction output parameter.

o To blank and unavailable for InOut Parameter.

Changing external access attributes cause:

o An error message if you change a tag from Input or Output Parameter to InOut Parameter and the present attribute is
either Read/Write, or Read Only.

o No change if you switch between Input Parameter and Output Parameter.

o The value of the external access updates to the new target for an alias.

Add-On Instruction The External Access column is unavailable if:
Definition - Local Tags o You do not have permission to change external access settings."”
Tab o The controller is online.

o The Add-On Instruction is in Source Protection mode.
o The row represents an expanded array dimension, bit, or data member.
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Dialog Box/Window

Considerations

Add-On Instruction Edit
Tags

Note: External access is not applicable for InOut parameters because they are just references until invoked.

The External Access column is unavailable for:

e Enableln and EnableQut parameters, which default to Read Only.

The External Access column is unavailable when:

o You do not have permission to change the external access settings.”!

o The controller is online.

e The tag is an alias tag.

o The Add-On Instruction is in Source Protection mode.

o The row represents an expanded array dimension, bit, or data member.

For new parameters, changing Usage changes the External Access default:

o To Read/Write for Input Parameter, equipment phase input parameter, and Add-On Instruction input parameter.

o To Read Only for Output Parameter, for equipment phase output parameter, and Add-On Instruction output parameter.

o To blank and unavailable for InOut Parameter.

o To None and unavailable for Local Tag.

Changing the external access attribute causes:

o Awarning message if you change a tag from Input Parameter or Output Parameter to InOut Parameter and the parameter
attribute is either Read/Write, or Read Only.

o No change if you switch between Input Parameter or Output Parameter and Local tag.

Finally, the external access value updates to the value from the new target if you change the target for an alias for an Input or

Output parameter.

Tag mapping

1. If you have User-defined Data Type Modify permission, you also can change the external access for a User-defined data
type.

Only tags with external access settings of Read/Write or Read Only can be
mapped to a PLC-2 controller and PLC-5/SLC controllers.

considerations o
1. Inthe PLC-2 or PLC-5/SLC Mapping dialog box, type a file number.
2. Choose a tag from the Name list. Only eligible tags that are set to
either Read/Write or Read Only appear in the menu.
If you manually type the name of a tag whose external access is set
to None, an error message appears.
3. Click OK.

Imported tag behavior The Logix Designer application preforms a check to verify an imported
program file has a valid external access value. A default value is assigned to
unspecified tags that are imported from programs created in the Logix
Designer application earlier than version 18.

An error message appears in the Logix Designer application for imported files
that contain tags with any value other than Read/Write, Read Only,
and None.
Object Name Default External Access
Controller and program-scoped standard tags Read/Write
All safety tags Read Only
Add-on Instruction local tags Read/Write
Add-on Instruction Input parameters Read/Write
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Constant value tags

Configure constant tags

Object Name Default External Access
Add-on Instruction Output, Enableln and EnableQut Read Only

parameters

Add-on Instruction InOut parameters N/A

Equipment phase output parameters Read Only

Members of all data types Read/Write

In version 18 and later of the Logix Designer application, you can designate
tags as constants to protect them from being changed programmatically by:

e The controller programming application
e Logic in the controller

The tags that you cannot designate as constants are User-defined type
members, Add-On Instruction input and output parameters, and local tags.
Make a tag a constant value tag by selecting the Constant check box on the tag
creation dialog boxes and tag editor/monitor windows.

Use FactoryTalk security to control who is permitted to change values of
constants and who can change the constant attribute of a tag. To change the
value of a constant, you must have the Tag: Modify Constant Tag Values
permission. To change the constant attribute of a tag, you must have the Tag:
Modify Constant Property permission.

For details on setting permissions, see the FactoryTalk Security System
Configuration Guide, publication no. FTSEC-QSoo1.

For an alias tag, the default constant setting of this tag is the same as its target
tag. For all other conditions, the default value is unchecked, indicating the tag
is not a constant value tag.

When you designate an InOut parameter as a constant, it cannot be written to
within the Add-On Instruction.

Tip: You cannot pass a constant value tag as an argument to an Output parameter of an Add-On
Instruction. You cannot pass a constant tag to an InOut parameter that is not also designated as a
constant value.

See also

FactoryTalk Security System Configuration Guide, publication
no. FTSEC-QSoo1

This section describes the various ways you can configure a constant attribute
foratag.
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Set up a constant in the

New Tag dialog box

Follow these steps to configure a tag as a constant.

To set up a constant in the New Tag dialog box

1. On the Controller Organizer, right-click Controller Tags and then
select New Tag.

Controller Organizer -« I X}

4 Controller L75_Controller

4 Controller Tag:
Controller Fault <7 MewTag... % EiLY

Power-Up hilar Monitor Tags

b Tasks )
p Motion Groups tditlags
b S Efi

2. In the New Tag dialog box, in the Type list, choose a tag type.

Mew Tag @
Mame: New_Tag_Bxample
Description: -

Help

Usage: zcontrollers:
Alias For:
Data Type: DINT E
Parameter
Connection:
Scope: i1 L63_New_Controller -
Extemal y -
Sdemal  [Read/Wite |
Style: lDecimaI "]

Sequencing

Open Configuration

Open Parameter Connections

3. Select the Constant check box.
4. Select Create.

See Constant check box availability for considerations.

See also

Constant check box availability on page 71
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conﬁgure a constant in the Follow these steps to designate a tag as a constant on the Tag

Tag Properties dialog box

Properties dialog box.

To configure a constant in the Tag Properties dialog box

1. On the Tag Editor, right-click a tag and then select Edit (tag name)

Properties.

<7 Controller Tags - L75_New_Controller{controller)
Scope: EJﬂL?B_New_Contr( + Show: Al Tags

Name -2|~ Alias For Base Tag

b My_Mew_Tag NIMT

& Monitor "My_MNew_Tag’

MNew Tag which aliases "My_New _Tag’
Edit "My_Mew _Tag™ Properties

Data Type

Alt+Enter
Edit "My_Mew _Tag™ Description Ctri+D

2. In the Parameter/Local Tag Properties dialog box, select the Constant

check box.
@ Tag Properties - EquiprmentPhasel l-= '@
General”
Mame: My_New_Tag|
Description: -
Usage: <controllers
Type: Conmect;
Aias For:
Data Type:  PHASE ()
Scope: E{I TemplateController
Extemal ; -
Eand | Read/Write |
Style:
[¥] Constant
Open Parameter Connections
[ oKk || Camcel || feply || Hep

3. Select OK.

See Constant check box availability for considerations.
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See also

Constant check box availability on page 71

The Constant column in the Tag Editor provides a way to designate tags that
cannot be modified in the Logix Designer program. The Constant property
in the Tag Editor applies to an entire tag; all members of the tag take on the same setting.

The Constant column cells are blank for members of the constant tag.

Designate a constant

To designate a constant in the Tag Editor

An error message appears when attempting to change the data type of a
constant tag to a data type that cannot be constant.

Follow these steps to add a constant value in the Tag Editor.

1. In the Controller Organizer, right-click Controller Tags and then

select Edit Tags.
Controller Organizer + 0 X
4 Controller L75_MNew_Controller 3

4 Controller Tags
Controller Fault < MNewTag.., Ctrl=W

Rowerslpan Monitor Tags

b Tasks o
4 Mation Groups Lok
[ Assets Verify
e Logical Model Export Tags...

B /0 Confi ti
/O Configuration Brint

. R
g

2. In the Tag Editor, select the check box in the Constant column.

Scope:  [E|L75_New Corin ~ Show: All Tags - T

Mame =2| « Alias For Base Tag Data Type  Description External Access Constant  Style

B Mew_Tag_E.. DIMT Read/ Write Decimal
B Mew Secon.. DINT Read/ Write Decimal
7
— e e T i T P

IMPORTANT  |n the Tag Monitor, the Constant setting for the tag appears in the same Constant
column as shown in the previous illustration. However, you cannot change the value.
The Constant column also is available on the Equipment Phase Tag Editor and
Equipment Phase Tag Monitor.
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Use component tracking to determine whether tracked components have
Track a constant tag P '8 10 ¢ vhet P

been changed. The Logix Designer application creates an overall tracked value

to indicate the current state of tracked components.

Tip: Component tracking is supported only on CompactLogix 5370, ControlLogix 5570, Compact
GuardLogix 5370, and GuardLogix 5570 controllers in version 30.00 of the Logix Designer
application.
Tracked components and their current states appear in the Tracked
Components dialog box, which is accessible on the Controller Properties
dialog box - Security tab.

The recommended limit on the number of constant tags that can be tracked is
300. If this limit is exceeded, there might be a noticeable impact on
performance in the Logix Designer application. When tracking a base tag or
an alias tag, the base tag and all alias tags are tracked.

Tip: To optimize performance, configure component tracking so that the tracked state value is
calculated on demand rather than at regular intervals.

For more information on component tracking, see the <LOGIX5K Controllers
Information and Status Programming Manual, publication no. 1756-PMo15.

The FactoryTalk Security permission Tag: Modify Properties controls a user's
ability to change the tracking status for a constant tag.

To track a constant tag

Follow these instructions to enable tracking on an Add-On Instruction.

1. In the Tag Editor or the Data Monitor, highlight the constant tag to
track.
2. Right-click and select Include in tracking group.
3. To stop tracking a constant tag, right-click and select Include in
tracking group again.

See also

Logix 5000 Controllers Information and Status Programming Manual,
publication no. 1756-PMo15

Constant check box The state of the Constant check box depends on a number of conditions.

availability
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Rockwell Automation support

Use these resources to access support information.

Technical Support Center Find help with how-to videos, FAQs, chat, user forums, and product notification rok.auto/support
updates.

Knowledgebase Access Knowledgebase articles. rok.auto/knowledgebase

Local Technical Support Phone Numbers Locate the telephone number for your country. rok.auto/phonesupport

Literature Library Find installation instructions, manuals, brochures, and technical data publications. | rok.auto/literature

Product Compatibility and Download Center | Get help determining how products interact, check features and capabilities, and | rok.auto/pcdc

(PCDC) find associated firmware.

Documentation feedback

Your comments help us serve your documentation needs better. If you have any suggestions on how to improve our content, complete the form
at rok.auto/docfeedback.

Waste Electrical and Electronic Equipment (WEEE)

E At the end of life, this equipment should be collected separately from any unsorted municipal waste.

Rockwell Automation maintains current product environmental information on its website at rok.auto/pec.
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