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FactoryTalk Analytics LogixAI Quick Installation Guide

Important User Information
Read this document and the documents listed in the additional resources section about installation, configuration, and operation of this 
equipment before you install, configure, operate, or maintain this product. Users are required to familiarize themselves with installation 
and wiring instructions in addition to requirements of all applicable codes, laws, and standards.

Activities including installation, adjustments, putting into service, use, assembly, disassembly, and maintenance are required to be carried 
out by suitably trained personnel in accordance with applicable code of practice.

If this equipment is used in a manner not specified by the manufacturer, the protection provided by the equipment may be impaired.

In no event will Rockwell Automation, Inc. be responsible or liable for indirect or consequential damages resulting from the use or 
application of this equipment.

The examples and diagrams in this manual are included solely for illustrative purposes. Because of the many variables and requirements 
associated with any particular installation, Rockwell Automation, Inc. cannot assume responsibility or liability for actual use based on the 
examples and diagrams.

No patent liability is assumed by Rockwell Automation, Inc. with respect to use of information, circuits, equipment, or software described in 
this manual.

Reproduction of the contents of this manual, in whole or in part, without written permission of Rockwell Automation, Inc., is prohibited.

Throughout this manual, when necessary, we use notes to make you aware of safety considerations.

WARNING:  Identifies information about practices or circumstances that can cause an explosion in a hazardous environment, which may lead to personal 
injury or death, property damage, or economic loss. 

ATTENTION:  Identifies information about practices or circumstances that can lead to personal injury or death, property damage, or economic loss. 
Attentions help you identify a hazard, avoid a hazard, and recognize the consequence. 

IMPORTANT:  Identifies information that is critical for successful application and understanding of the product. 

These labels may also be on or inside the equipment to provide specific precautions.

SHOCK HAZARD:  Labels may be on or inside the equipment, for example, a drive or motor, to alert people that dangerous voltage may be present. 

BURN HAZARD:  Labels may be on or inside the equipment, for example, a drive or motor, to alert people that surfaces may reach dangerous temperatures. 

ARC FLASH HAZARD:  Labels may be on or inside the equipment, for example, a motor control center, to alert people to potential Arc Flash. Arc Flash 
will cause severe injury or death. Wear proper Personal Protective Equipment (PPE). Follow ALL Regulatory requirements for safe work practices and for 
Personal Protective Equipment (PPE). 

The following icon may appear in the text of this document.

Identifies information that is useful and can help to make a process easier to do or easier to understand. 

Rockwell Automation recognizes that some of the terms that are currently used in our industry and in this publication are not in alignment 
with the movement toward inclusive language in technology. We are proactively collaborating with industry peers to find alternatives to 
such terms and making changes to our products and content. Please excuse the use of such terms in our content while we implement 
these changes.
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Preface

About this publication
This Installation guide  provides information on installing FactoryTalk®  Analytics™  LogixAI®.

Review this section for information about:

• Intended audience

• Where to find additional information

• Legal notices

Rockwell Automation  recognizes that some of the terms that are currently used in our industry and in this publication are not in alignment 
with the movement toward inclusive language in technology. We are proactively collaborating with industry peers to find alternatives to 
such terms and making changes to our products and content. Please excuse the use of such terms in our content while we implement 
these changes.

Intended Audience
This guide is intended for the system administrator and assumes familiarity with:

• Linux Debian 12, or Ubuntu 22.04.4 LTS, or Red Hat Enterprise Linux (RHEL) 10 operating systems

Legal Notices
Rockwell Automation publishes legal notices, such as privacy policies, license agreements, trademark disclosures, and other terms and 
conditions on the Legal Notices  page of the Rockwell Automation website.

Software and Cloud Services Agreement
View the Rockwell Automation Software and Cloud Services Agreement here.

Third-Party Software Licenses
View a full list of all third-party software used in this product here, including:

• Open-source software
• Commercial software
• Other third-party free software

You may obtain Corresponding Source code for open-source packages included in this product from their respective project websites. 
Alternatively, you may obtain the complete Corresponding Source code by contacting Rockwell Automation via the Contact form at the 
bottom of the Rockwell Automation website: http://www.rockwellautomation.com/global/about-us/contact/contact.page. Please include 
"Open Source" as part of the comments for your General Inquiry request.

Additional information
This table is a comprehemsive documentation list for the FactoryTalk Analytics LogixAI:
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Resource name Description

Online Help The Help includes overview, procedural, screen, and reference information for the product. 

The Help contains these basic components:

• Concepts

• Procedures

• Appendix

To view help in FactoryTalk Analytics LogixAI, select the Help [?]  icon in the application.

Release Notes The Release Notes contains this information:

• System requirements

• System features

• Anomalies

• Functional changes

• Application notes

Release notes can be downloaded from the Product Compatibility and Download Center  or 

Literature Library.

Rockwell Automation  Technical Support Questions concerning installation and use of FactoryTalk Analytics LogixAI  software are 

handled by the Rockwell Automation Customer Support Center. The center is staffed Monday 

through Friday, except on U.S. holidays, from 8 a.m. to 5 p.m. Eastern time zone for calls 

originating within the U.S. and Canada.

To reach the Customer Support Center, call 440-646-3434 and follow the prompts. For 

calls originating outside the U.S. or Canada, locate the number in your country by visiting 

https://www.rockwellautomation.com/en-us/company/about-us/contact-us.html.

When you call, you should be at your computer and be prepared to provide the following 

information:

• The product version number

• The type of hardware you are using

• The exact wording of any errors or messages that appeared on your screen

• A description of what happened and what you were doing when the problem occurred

• A description of how you tried to solve the problem

Rockwell Automation, Inc. LOGIX-IN003F-EN-P - Feb 2026 5
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Chapter 1

FactoryTalk Analytics LogixAI Overview
FactoryTalk®  Analytics™  LogixAI®  is a Linux-based containerized software application instead of an appliance. You can install the 
application onto your desired hardware. You can use a Linux-based ControlLogix®  Compute module, or virtual machine. This document 
describes how to install FactoryTalk Analytics LogixAI  software onto these options.

NOTE:  Throughout this document, the term ControlLogix  Compute module references the ControlLogix  Compute module, catalog number 1756-CMS1D1 Series B.
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Chapter 2

Manual Deployment
This section provides information about deploying FactoryTalk Analytics LogixAI  manually on a ControlLogix  Compute module, or virtual 
machine.

Prerequisites
To use the FactoryTalk Analytics LogixAI  application, the target machine must meet the following prerequisites:

• Operating System: Linux Debian 12, or Ubuntu 22.04.4 LTS or Red Hat Enterprise Linux (RHEL) 10.

• Minimum Hardware Specifications:
- Processor: Intel Atom dual Core

- RAM: 4 GB. Atleast 2 GB of available memory is required.

- SSD: 32 GB

• Recommended Hardware Specifications for optimal performance:
- Processor: Intel i3 and above

- RAM: 8 GB

- SSD: 240 GB

• Internet Connection: A stable internet connection is required during installation.

• User Privileges: The user must have sudo access to execute system commands. For more information on adding a user to the 
sudoers list, refer to Add a User to the Sudoers List  on page 14.

Retrieve and Deploy the FactoryTalk Analytics LogixAI Application
Before you install the FactoryTalk Analytics LogixAI  application, you must get the container package.

1. Download the container package from the Product Compatibility and Download Center (PCDC) at rok.auto/pcdc.

Open the downloaded file (3.04.00-FTA_LogixAI-DVD.exe) and click Extract. The extracted folder contains the following files:
- logixai-install.sh: The main script used to install the FactoryTalk Analytics LogixAI  application.

- logixai-3_4_0_2521.tar: This file contains application files and all other dependent scripts and files required to run the 
application.

- app_startup.sh: This script provides the option to start, stop, restart, or check the application status.

- logixai_startup_reboot.sh: The script that restarts the application if a power-off/power-on occurs on the server. The cron job 
that is configured during installation uses the script.

Each time a system restart occurs, a log file is automatically generated in the home directory. The file is named using the 
format 'restart_services_<timestamp>', where <timestamp> represents the date and time of the restart.

- logixai-password-reset.sh: This script provides the option to reset the login password of the FactoryTalk Analytics LogixAI.

- readme.txt: Provides information about the installation guide.

- 3.04.00_FactoryTalk Analytics LogixAI Quick Installation Guide.pdf: (That is, this document) provides step-by-step 
instructions on how to install the FactoryTalk Analytics LogixAI  application.

2. Move the content to the target Linux device.
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https://rok.auto/pcdc


Chapter 2        Manual Deployment

Configure the ControlLogix Compute Module

NOTE:  This section only applies if you are installing FactoryTalk Analytics LogixAI  on a ControlLogix  Compute module. 

If you aren’t installing FactoryTalk Analytics LogixAI  on a ControlLogix  Compute module, skip this section and proceed to Install Factory Analytics LogixAI  on page 9.

Before you install the FactoryTalk Analytics LogixAI, you must configure the ControlLogix  Compute module, as described in this section.

By default, the date on the ControlLogix  Compute module is set to the old value. To set the date to the current date, you must synchronize 
the system clock across the network.

NOTE:  A root user must execute this process.

1. Install the utility, and execute the following commands to start:
apt install -y systemd-timesyncd

systemctl start systemd-timesyncd

timedatectl set-ntp true

2. Execute the following commands to install sudo:
apt-get update

apt-get install sudo

3. Execute the following commands to enable and start ssh:

NOTE:  Access to the ssh and USB ports are disabled by default, and you must enable it.

- To check ssh status, execute the following command:
systemctl status ssh

- To enable ssh, execute the following command:
systemctl enable ssh

- To start ssh, execute the following command:
systemctl start ssh

4. To open the firewall for ssh, execute the following command:
cp /etc/nftables.rules.ssh /etc/nftables.rules

By default, the firewall, nftables, is configured to block all Ethernet traffic to the module. The file /etc/nftables.rules  lists the 
default rules. A sample rules file that opens the ports for ssh, icmp, and igmp is provided at /etc/nftables.rules.ssh.

5. Disable Linux Hibernation so the server does not go into sleep mode frequently.

To disable the configuration, execute the following command:
systemctl mask sleep.target suspend.target hibernate.target hybrid-sleep.target

To check the status, execute the following command:
systemctl status sleep.target suspend.target hibernate.target hybrid-sleep.target

6. To add a new user to the system and give the user sudo access, execute the following command:
adduser <<username>> sudo

7. To add the user to the user group that can communicate through the ControlLogix  backplane, execute the following command:
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Chapter 2        Manual Deployment

usermod -a -G ocxdevice <username>

8. Restart the ControlLogix  Compute module.

After the module resumes normal operation, you can complete the remaining steps remotely via an SSH session.

9. Perform the following steps to grant the newly created user access to add cronjob in the system and add the user on a new line of 
the cron.allow  file:

a. Go to the /etc  directory from the console.

b. Execute the following command to edit the cron.allow  file:
sudo nano cron.allow

c. Include the pertinent user name in the file.

Figure  1. cron.allow

10. Change file permission so that you can access this file.

Figure  2. cron.allow File Permission

Install FactoryTalk Analytics LogixAI Application
To install FactoryTalk Analytics LogixAI  on a ControlLogix  Compute module or virtual machine, complete the following steps:

1. Navigate to the directory where the copied files are located on the target linux machine.

2. Execute the following commands to modify the permissions to the installation scripts and enable execution:
chmod 755 logixai-install.sh

chmod 755 app_startup.sh

3. Execute the following command to install the FactoryTalk Analytics LogixAI  application:
./logixai-install.sh

The script prompts you to provide your admin password for sudo permissions and the port number that will be used to run the 
FactoryTalk Analytics LogixAI  application. Provide a valid port number.

NOTE:  The FactoryTalk Analytics LogixAI  application runs on port 443 by default when you continue to install the application without providing any custom port 
number as input.

In the following example, the custom port configured to run the FactoryTalk Analytics LogixAI  application is 444. Once the script is 
successfully executed, a success message is displayed, as shown in the following image:

IMPORTANT:  Port Number Restriction: 
- Ensure that you do not provide '0' as the port number. The port number '0' is not valid. 

- The port number '6379' is used for the Redis database. Use other port numbers for installation. 
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Chapter 2        Manual Deployment

Figure  3. Install FactoryTalk Analytics LogixAI

4. In a web browser, use the following URL to verify the application:

https://<hostname>:<port>

The application get started window is displayed.

Figure  4. FactoryTalk Analytics LogixAI Get Started Page

NOTE:  Refer to the Initial Configuration  on page 17 section in the Appendix to get started.

Restart Your Application
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Chapter 2        Manual Deployment

When necessary, you can use the script, app_startup.sh  to perform the following actions on your application:

• Start an application for the first time.

• Restart an application that has been stopped.

• Stop an application that is already running.

• Check the status of a running application.

Figure  5. Options - App Startup

Start the Application

To start the application for the first time or after it’s been stopped, execute the following command:
./app_startup.sh start

Figure  6. Start - App Startup

Restart the Application

To restart an application, execute the following command:
./app_startup.sh restart

Figure  7. Restart - App Startup

Stop the Application

To stop the application, execute the following command:
./app_startup.sh stop

Figure  8. Stop - App Startup

Check the Status of the Application

To check the status of the application, execute the following command:
./app_startup.sh status

Figure  9. Status - App Startup

Upgrade FactoryTalk Analytics LogixAI Application
This section provides step-by-step instructions for upgrading FactoryTalk Analytics LogixAI  V3.03.00 to FactoryTalk Analytics LogixAI 
V3.04.00. The script streamlines the installation and seamlessly upgrades the FactoryTalk Analytics LogixAI  application from the previous 
version (V3.03.00), keeping the configuration and data intact.
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NOTE:  You can follow the same procedure to upgrade FactoryTalk Analytics LogixAI  V3.02.00 to FactoryTalk Analytics LogixAI  3.04.00.

To upgrade FactoryTalk Analytics LogixAI  on a ControlLogix  Compute module, or virtual machine, complete the following steps:

1. Navigate to the directory where the copied files are located on the target linux machine.

2. Execute the following commands to modify the permissions to the installation scripts and enable execution:
chmod 755 logixai-install.sh

chmod 755 app_startup.sh

3. Execute the following command to upgrade the FactoryTalk Analytics LogixAI  application.
./logixai-install.sh

The script prompts you to provide your admin password for sudo permissions and the port number that will be used to run the 
FactoryTalk Analytics LogixAI  application. Provide a valid port number.

NOTE:  The FactoryTalk Analytics LogixAI  application runs on port 443 by default when you continue to install the application without providing any custom port 
number as input.

In the following example, the custom port configured to run the FactoryTalk Analytics LogixAI  application is 444. Once the script is 
successfully executed, a success message is displayed, as shown in the following image:

IMPORTANT:  Port Number Restriction: 
- Ensure that you do not provide '0' as the port number. The port number '0' is not valid. 

- The port number '6379' is used for the Redis database. Use other port numbers for installation. 

Figure  10. Upgrade FactoryTalk Analytics LogixAI

4. To verify the application, open https://<hostname>:<port> and the application login page is displayed.
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Figure  11. FactoryTalk Analytics LogixAI  Login Page

5. Provide the password and click LOG IN. The application home page is displayed.

Figure  12. FactoryTalk Analytics LogixAI  Home Page
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Appendix

Add a User to the Sudoers List
Perform the following steps to add a user to the sudoers list:

NOTE:  A root user must execute this process.

1. To switch to the root user, complete the following steps:

a. Execute the following command:
sudo su

b. Provide the root password.

2. To add a user to sudoers, complete the following steps:

a. Execute the following command:
sudo visudo

The visudo  command ensures you do not make any syntax errors that can lock you out of the system.

Figure  13. Edit sudoers.tmp

b. Use the down arrow key to scroll down to the line below root ALL=(ALL:ALL) ALL.

c. Add <username> ALL=(ALL) ALL .

Figure  14. New User

3. To exit, press CTRL + Y.

4. To save, type the letter Y.
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Figure  15. Save sudoers.tmp

5. To write to the sudoers.tmp  file, press Enter  again.

Installation Script Details
The following section describes the steps that the script logixai-install.sh  performs during installation:

• apt-get update : To update the package index files on the system. The package index files contain information about available 
packages and their versions.

• Install tar : The tar package is installed to untar the application files.

• Install podman : Podman is the containerization tool the FactoryTalk Analytics LogixAI  application uses. It loads container 
images and runs the containers.

• Setting of Unprivileged port: By default, Linux processes can't listen to any ports below 1024. For the FactoryTalk 
Analytics LogixAI  application to run on the port configured during the installation, the command sudo sysctl 
net.ipv4.ip_unprivileged_port_start=$port  is in the script.

• Setting of Ping Group Range: By default, Linux doesn’t support a device pinging other devices that are available in the network. 
Because the FactoryTalk Analytics LogixAI  application uses ping functionality to delete the controllers that are available in the 
network, ping support is required. The command sudo sysctl net.ipv4.ping_group_range='0 2147483647'
enables ping support.

• User Lingering: When the system reboots, the application should start on its own. To start the application on its own, the user 
process must run without any open session; lingering does that. The command sudo loginctl enable-linger <userid>
enables lingering. Here, the userid refers to the unique identifier of the linux user.

• Compute -> Start Time sync service: On a ControlLogix  Compute module, the system timesyncd service is started to synchronize the 
system clock with the network. The command sudo systemctl start systemd-timesyncd  starts the system time synch 
service.

• Compute -> Enable NTP service: Network Time Protocol (NTP) is a networking protocol that synchronizes time over a network. 
Network time synchronization is required on the ControlLogix  Compute module to ensure that the module has the correct time. The 
command sudo timedatectl set-ntp true  synchronizes time over the network, including the ControlLogix  Compute 
module.
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• Compute -> Enable Application Port: The FactoryTalk Analytics LogixAI  application runs on port configured during the installation. 
To access this application on the configured port, the command sudo nft add rule inet firewall inbound tcp 
dport $port accept  enables the configured port.

• Compute -> Enable Port 22: You must enable Port 22 in the firewall rules. The command is sudo nft add rule inet 
firewall inbound tcp dport 22 accept .

• Copying Firewall file: When the server reboots, the following commands make sure that nftables settings are maintained:
sudo nft list ruleset > nftables.rules

sudo mv nftables.rules /etc/nftables.rules

• Compute -> Mount of tmp directories: Due to limited memory available on the ControlLogix  Compute module, during installation, tmp 
directories are mounted with additional spaces because container images use tmp directory for loading the images. The following 
commands mount directories:
sudo mount -o remount,size=1G /var/tmp

sudo mount -o remount,size=1G /tmp

• Adding Local Configuration: To keep the settings intact after a server restart, a local.conf file is created under the /etc/sysctl.d 
directory. The file includes the following commands.
net.ipv4.ping_group_range='0 2147483647'

net.ipv4.ip_unprivileged_port_start=$port

• Adding Cron job: Cron job is added in the system to ensure that an application starts successfully when a server is rebooted. Cronjob 
uses the command logixai_startup_reboot.sh  script to start the application. The following graphic shows how the cron job looks 
after the installation is complete.

Figure  16. Add cron job

• Make the required directories: The following directories are created under the user who is running the installation’s HOME directory:

- $HOME/container/datastore: This folder stores the database Dump file. It’s used during server restart to return the application 
to its previous state.

- $HOME/container/logs: This folder stores log files that the application generates. You can use the log files to debug potential 
application issues.

- $HOME/container/NodeInfo: This folder stores the configuration files related to Serial number and Product Key.

- $HOME/container/idx: This folder stores the password file used to log in to the application.

Directory permissions are changed so that you can access the following directories:
podman unshare chown 1001 -R $HOME/container/datastore

podman unshare chown 1001 -R $HOME/container/logs

podman unshare chown 1001 -R $HOME/container/NodeInfo

podman unshare chown 1001 -R $HOME/container/idx

• Loading and Running the Container: The command podman load  loads the container images. The command podman run
starts the containers and the application.
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Initial Configuration
After completing the FactoryTalk Analytics LogixAI  installation, the user can proceed with the initial configuration. Perform the following 
steps to configure the FactoryTalk Analytics LogixAI  initially:

1. In a web browser, use the following URL to open the FactoryTalk Analytics LogixAI:

https://<hostname>

- hostname: The instance where the FactoryTalk Analytics LogixAI  is installed.

2. Click Get Started.

Figure  17. FactoryTalk Analytics LogixAI  Get Started

3. In the Accept the Software and Cloud Services Agreement  section, read and accept the license agreement, and then click Next.

Figure  18. Accept Software and Cloud Services Agreement

4. In the Enter product information  section, provide the Product key  and Serial number, and then click Next.
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Figure  19. Product Information

5. In the Configure controller connection  section, provide the Target device IP address  and click Next.

Figure  20. Controller Connection

This step is optional. The user can skip this step and proceed to the next section.

6. In the Set up the password used to log in to the application  section, set the password for login page. Provide the Password, Re-
enter Password  and then click Next.

Figure  21. Admin Password Set up

7. In the Summary  section, verify the details, and click Finish.
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Figure  22. Summary

The application homepage is displayed. The user can now start creating predictions and experiments.

Figure  23. FactoryTalk Analytics LogixAI  Home Page

Skip Arrays
This section only applies to out-of-chassis deployments.

Tags with large arrays can cause performance issues. So, the Data Provider service is implemented with the functionality to skip 
processing tags containing arrays.

By default, arrays are allowed while reading the tags from the Controller. You can use the SKIP_ARRAY  environment variable to ignore the 
tags containing arrays.

Perform the following steps to ignore the tags containing arrays while reading from the Controller:

1. Execute the following command to set the SKIP_ARRAY  environment variable to true:
export SKIP_ARRAY=true

2. Execute the following command to verify the value set to SKIP_ARRAY:
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echo $SKIP_ARRAY

Figure  24. Verify Environment Variable

3. Execute the following command to include this change in the FactoryTalk Analytics LogixAI  application:
./logixai-install.sh

The script prompts you to provide your admin password for sudo permissions and port to run the FactoryTalk Analytics LogixAI 
application.

NOTE:  The FactoryTalk Analytics LogixAI  application runs on port 443 by default if you are not providing any custom port number.

In the following example, the custom port configured to run the FactoryTalk Analytics LogixAI  application is 444. Once the script is 
successfully executed, a success message is displayed, as shown in the following image:

NOTE:  This command will reinstall the FactoryTalk Analytics LogixAI  application keeping the data and configuration intact.

Figure  25. Re-install the FactoryTalk Analytics LogixAI  Application

Reset Environment Variable

Perform the following steps to reset the SKIP_ARRAY  environment variable:

1. Execute the following command to reset the SKIP_ARRAY  environment variable to default.
unset SKIP_ARRAY

2. Execute the following command to include this change in the FactoryTalk Analytics LogixAI  application:
./logixai-install.sh

The script prompts you to provide your admin password for sudo permissions and port to run the FactoryTalk Analytics LogixAI 
application.

NOTE:  This command will reinstall the FactoryTalk Analytics LogixAI  application keeping the data and configuration intact.
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Reset Password
The application is bundled with a script to reset the login password if a user forgets it. Perform the following steps to reset the login 
password of the FactoryTalk Analytics LogixAI:

IMPORTANT:  Ensure that the FactoryTalk Analytics LogixAI  application is up and running.

1. Execute the following command to reset the password:
./logixai-password-reset.sh

2. The user will be prompted to provide the password. The new password must meet the following requirements:

- Password must be between 8 and 64 characters long.

- All special characters are allowed.

- Spaces are not allowed.

Provide the password and press the Enter  key. The script will reset the password accordingly. The New Password Setup completed 
successfully  message is displayed after a successful reset.

Figure  26. Reset Password
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Rockwell Automation Support
Use these resources to access support information.

Technical Support Center Find help with how-to videos, FAQs, chat, user forums, and product notification updates. rok.auto/support

Knowledgebase Access Knowledgebase articles. rok.auto/knowledgebase

Local Technical Support Phone Numbers Locate the telephone number for your country. rok.auto/phonesupport

Literature Library Find installation instructions, manuals, brochures, and technical data publications. rok.auto/literature

Product Compatibility and Download Center 

(PCDC)

Get help determining how products interact, check features and capabilities, and find 

associated firmware.

rok.auto/pcdc

Documentation feedback
Your comments help us serve your documentation needs better. If you have any suggestions on how to improve our content, complete the 
form at rok.auto/docfeedback.

Waste Electrical and Electronic Equipment (WEEE)
At the end of life, this equipment should be collected separately from any unsorted municipal waste.

Rockwell Automation maintains current product environmental information on its website at rok.auto/pec.
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