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FactoryTalk Services Installation Guide

Important User Information
Read this document and the documents listed in the additional resources section about installation, configuration, and operation of this 
equipment before you install, configure, operate, or maintain this product. Users are required to familiarize themselves with installation 
and wiring instructions in addition to requirements of all applicable codes, laws, and standards.

Activities including installation, adjustments, putting into service, use, assembly, disassembly, and maintenance are required to be carried 
out by suitably trained personnel in accordance with applicable code of practice.

If this equipment is used in a manner not specified by the manufacturer, the protection provided by the equipment may be impaired.

In no event will Rockwell Automation, Inc. be responsible or liable for indirect or consequential damages resulting from the use or 
application of this equipment.

The examples and diagrams in this manual are included solely for illustrative purposes. Because of the many variables and requirements 
associated with any particular installation, Rockwell Automation, Inc. cannot assume responsibility or liability for actual use based on the 
examples and diagrams.

No patent liability is assumed by Rockwell Automation, Inc. with respect to use of information, circuits, equipment, or software described in 
this manual.

Reproduction of the contents of this manual, in whole or in part, without written permission of Rockwell Automation, Inc., is prohibited.

Throughout this manual, when necessary, we use notes to make you aware of safety considerations.

WARNING:  Identifies information about practices or circumstances that can cause an explosion in a hazardous environment, which may lead to personal 
injury or death, property damage, or economic loss. 

ATTENTION:  Identifies information about practices or circumstances that can lead to personal injury or death, property damage, or economic loss. 
Attentions help you identify a hazard, avoid a hazard, and recognize the consequence. 

IMPORTANT:  Identifies information that is critical for successful application and understanding of the product. 

These labels may also be on or inside the equipment to provide specific precautions.

SHOCK HAZARD:  Labels may be on or inside the equipment, for example, a drive or motor, to alert people that dangerous voltage may be present. 

BURN HAZARD:  Labels may be on or inside the equipment, for example, a drive or motor, to alert people that surfaces may reach dangerous temperatures. 

ARC FLASH HAZARD:  Labels may be on or inside the equipment, for example, a motor control center, to alert people to potential Arc Flash. Arc Flash 
will cause severe injury or death. Wear proper Personal Protective Equipment (PPE). Follow ALL Regulatory requirements for safe work practices and for 
Personal Protective Equipment (PPE). 

The following icon may appear in the text of this document.

Identifies information that is useful and can help to make a process easier to do or easier to understand. 

Rockwell Automation recognizes that some of the terms that are currently used in our industry and in this publication are not in alignment 
with the movement toward inclusive language in technology. We are proactively collaborating with industry peers to find alternatives to 
such terms and making changes to our products and content. Please excuse the use of such terms in our content while we implement 
these changes.
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FactoryTalk Services Installation Guide

Preface

About this publication
This Installation Guide  provides you with information on installing  FactoryTalk®   Services.

You will find the following sections:

• System requirements  on page 7

• Install FactoryTalk Services  on page 10

• Upgrade FactoryTalk Services  on page 15

• Unattended install  on page 17

Additional resources
For more information on the products and components, see:

• FactoryTalk®  Services Platform  Help

• FactoryTalk Services Platform  Release Notes

• FactoryTalk  Security System Configuration Guide (publication FTSEC-QS001)

• Configuring Firewalls for FactoryTalk Services Platform  (publication FTSP-RM001)

For more information on the system, find the following from the Rockwell Automation  Literature Library:
To learn about designing a secure networking environment, review this publication:

• Configuring Firewalls for FactoryTalk Services Platform  (publication FTSP-RM001) shows the ports, services, and firewall rules 
necessary for FactoryTalk® Services Platform components to function properly.

• Converged Plantwide Ethernet (CPwE) Design and Implementation Guide  (publication ENET-TD001) is built on, and adds to, design 
guidelines from the Cisco Ethernet-to-the-Factory (EttF) solution and the Rockwell Automation Integrated Architecture™.

To learn about implementing application-level security using FactoryTalk Security, review this publication:

• FactoryTalk Security Application Technique  (publication SECURE-AT002) explains how to use FactoryTalk Security to implement 
authentication and authorization in your industrial automation system and how to enforce product-specific security for applications 
like Studio 5000 Logix Designer, FactoryTalk View, and FactoryTalk AssetCentre.

To learn about designing and implementing an architecture with device-level security using CIP Security, review these publications:

• System Security Design Guidelines Reference Manual  (publication SECURE-RM001) provides guidelines for how to use Rockwell 
Automation products to improve the security of your industrial automation system.

• Configure System Security Features User Manual  (publication SECURE-UM001) describes the system-level configuration requirements 
to use a controller that has achieved IEC 62443-4-2:2019 certification.

• CIP Security with Rockwell Automation Products Application Technique  (publication SECURE-AT001) explains how to implement the 
Common Industrial Protocol (CIP) Security standard in your industrial automation control system (IACS).

Legal Notices
Rockwell Automation  publishes legal notices, such as privacy policies, license agreements, trademark disclosures, and other terms and 
conditions on the Legal Notices  page of the Rockwell Automation  website.

4 FTSP-IN001A-EN-P - September 2025 Rockwell Automation, Inc.

https://www.rockwellautomation.com/en-us/support/documentation/literature-library.html
https://www.rockwellautomation.com/en-us/support/documentation/literature-library.html
https://literature.rockwellautomation.com/idc/groups/literature/documents/rm/ftsp-rm001_-en-p.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/td/enet-td001_-en-p.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/at/secure-at002_-en-p.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/rm/secure-rm001_-en-p.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/um/secure-um001_-en-p.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/at/secure-at001_-en-p.pdf
https://www.rockwellautomation.com/global/legal-notices/overview.page


FactoryTalk Services Installation Guide

Software and Cloud Services Agreement
View and sign the Rockwell Automation  Software and Cloud Services Agreement here.

Third-Party Software Licenses
View a full list of all third-party software used in this product in C:\Program Files (x86)\Common Files\Rockwell\Third Party Attributions, 
including:

• Open-source software
• Commercial software
• Other third-party free software

You may obtain Corresponding Source code for open-source packages included in this product from their respective project websites. 
Alternatively, you may obtain the complete Corresponding Source code by contacting Rockwell Automation via the Contact form at the 
bottom of the Rockwell Automation website: https://www.rockwellautomation.com/en-us/company/about-us/contact-us.html. Please 
include "Open Source" as part of the comments for your General Inquiry request.
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Chapter 1

FactoryTalk Services installation
FactoryTalk®   Services installation includes FactoryTalk®  Services Platform, FactoryTalk®  Linx, FactoryTalk®  Linx  OPC UA Connector, 
FactoryTalk®  Alarms and Events, and other associated software and services.

Documentation set

You can find the documentation set in Rockwell Automation Literature Library:
• FactoryTalk  Services Installation Guide  (Document ID FTSP-IN001).

• FactoryTalk  Security System Configuration Guide  (Document ID FTSEC-QS001).

• Configuring Firewalls for FactoryTalk Services Platform  (Document ID FTSP-RM001).

This book

This book is for FactoryTalk  system administrators and IT professionals. To perform many of the tasks described in this book, you need 
to sign in to the computer on which you are installing software as an Administrator, or sign in using an account that has administrative 
privileges.
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Chapter 2

System requirements
To run FactoryTalk Services Platform  version 6.60.00 (CPR 9 SR 16), the host computer must meet the hardware, software, and firmware 
requirements. For the latest compatibility information, refer to the Product Compatibility and Download Center.

Hardware requirements
FactoryTalk Services Platform  requires the following hardware:

• Intel®  Core™  i5 Standard Power processor

• 4 GB of memory (RAM)

• 16 GB free hard disk space

• 1024x768, True Color graphics device

Software requirements
The following operating systems are supported and recommended*:

• Windows Server®   2025 Standard (Recommended OS)**

• Windows Server  2022 Standard (Recommended OS)**

• Windows Server  2019 Standard**

• Windows Server  2016 Standard**

• Windows®   11 Professional (Recommended OS)

• Windows  11 Enterprise (Recommended OS)

• Windows  11 IoT Enterprise 2024 LTSC 64-bit (v24H2)***

• Windows  11 Enterprise 2024 LTSC 64-bit (v24H2)

• Windows  10 Enterprise 64-bit

• Windows  10 Professional 64-bit

• Windows  10 Enterprise 2021 LTSC 64-bit (v21H2) (Recommended OS)

• Windows  10 IoT Enterprise 2021 LTSC 64-bit (v21H2)***

• Windows  10 Enterprise 2019 LTSC 64-bit (v1809)

*The recommended operating systems have priority for Microsoft Patch Qualifications  with  Rockwell Automation®   software.

**Windows Server  Datacenter editions are supported. The key difference between Windows Server  Standard and Datacenter edition is 
how Microsoft licenses the operating system. Windows Server  Standard includes licensing for up to two virtual machines per core license, 
making it suitable for lightly virtualized environments. Datacenter edition allows unlimited virtual machines per core license, offering better 
value for highly virtualized or cloud-scale deployments.

***Windows  11 IoT Enterprise LTSC and Windows  11 Enterprise LTSC are binary equivalents but are licensed differently. Windows  10 IoT 
Enterprise LTSC and Windows  10 Enterprise LTSC are binary equivalents but are licensed differently.
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Chapter 2        System requirements

Rockwell Automation's software installation policy is based on the lifecycle information of Microsoft operating systems. If an operating 
system's lifecycle state is approaching its end, you may encounter a warning message when trying to install Rockwell Automation software 
on it.

Microsoft lifecycle policy Rockwell Automation installation warning policy Rockwell Automation installation prevention policy

Fixed Present a warning message during installation on Microsoft operating 

systems that are 18 months before Microsoft's extended end date.

Prevent installation on Microsoft operating systems that are six 

months past Microsoft's extended end date.

Modern Present a warning message during installation on Microsoft operating 

systems that are 18 months before Microsoft's retirement date.

Prevent installation on Microsoft operating systems that are six 

months past Microsoft's retirement date.

The following table illustrates how the installation policy is applied using the current operating systems. For the latest compatibility 
information, refer to the Microsoft Lifecycle Policy  and Product Compatibility and Download Center.

Operating system Microsoft lifecycle policy Extended end date Retirement date Installation warning Installation prevented

Windows  11 Enterprise and 

Professional editions

Modern None None None None

Windows  10 Enterprise and 

Professional editions

Modern None October 14, 2025 April 14, 2024 April 14, 2026

Windows Server  2025 

Standard and Datacenter 

editions

Fixed October 10, 2034 None April 10, 2033 April 10, 2035

Windows Server  2022 

Standard and Datacenter 

editions

Fixed October 14, 2031 None April 14, 2030 April 14, 2032

Windows Server  2019 

Standard and Datacenter 

editions

Fixed January 9, 2029 None July 9, 2027 July 9, 2029

Windows Server  2016 

Standard and Datacenter 

editions

Fixed January 12, 2027 None July 12, 2025 July 12, 2027

High Resolution Display Support
Windows 10 v1809 or later is the recommended operating system if running this software with a 2K High Resolution Display with scaling up 
to 125% and 4K with 150%.

Rockwell Automation  Test Environment
• Antivirus software

Rockwell Automation  tests software products under a standard configuration of operating systems and antivirus software. For 
additional information, see the Knowledgebase Document ID: PN24 - Rockwell Software Products and Antivirus Software.

• Virtualized environments
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Rockwell Automation  supports the use of its products in leading virtual environments, including VMware®, Hyper-V™, and Nutanix®. 
Support depends on each product’s documentation and service agreements. If there’s a conflict between general guidance and 
specific product documentation (like release notes or Knowledgebase articles), the product documentation takes precedence.

Due to the vast number of virtualization platforms and configurations, exhaustive testing is not feasible. Instead, Rockwell 
Automation  focuses on widely adopted platforms:
- VMware  is used testing on our internal testbed environments.

- Hyper-V  is used in our industry-leading, customer-facing on-course training environments.

Security requirements
To learn about designing a secure networking environment, review this publication:

• Configuring Firewalls for FactoryTalk Services Platform  (publication FTSP-RM001) shows the ports, services, and firewall rules 
necessary for FactoryTalk® Services Platform components to function properly.

• Converged Plantwide Ethernet (CPwE) Design and Implementation Guide  (publication ENET-TD001) is built on, and adds to, design 
guidelines from the Cisco Ethernet-to-the-Factory (EttF) solution and the Rockwell Automation Integrated Architecture™.

To learn about implementing application-level security using FactoryTalk Security, review this publication:

• FactoryTalk Security Application Technique  (publication SECURE-AT002) explains how to use FactoryTalk Security to implement 
authentication and authorization in your industrial automation system and how to enforce product-specific security for applications 
like Studio 5000 Logix Designer, FactoryTalk View, and FactoryTalk AssetCentre.

To learn about designing and implementing an architecture with device-level security using CIP Security, review these publications:

• System Security Design Guidelines Reference Manual  (publication SECURE-RM001) provides guidelines for how to use Rockwell 
Automation products to improve the security of your industrial automation system.

• Configure System Security Features User Manual  (publication SECURE-UM001) describes the system-level configuration requirements 
to use a controller that has achieved IEC 62443-4-2:2019 certification.

• CIP Security with Rockwell Automation Products Application Technique  (publication SECURE-AT001) explains how to implement the 
Common Industrial Protocol (CIP) Security standard in your industrial automation control system (IACS).

Firmware requirements
FactoryTalk Services Platform  does not have any firmware requirements. Hardware and software products that use FactoryTalk Services 
Platform  might place limits on firmware versions. Read release notes for each product in the FactoryTalk  system to determine firmware 
requirements.
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Chapter 3

Install FactoryTalk Services
To install FactoryTalk  Services, you must sign in to Windows  with a user account that is a member of the Windows  Administrators group on 
the local computer. Follow the on-screen instructions to complete the installation.

FactoryTalk  Services will be installed with:

• A FactoryTalk  product installation, such as FactoryTalk View.

• A FactoryTalk  Services installation package downloaded from the Rockwell Automation  Product Compatibility and Download Center 
(PCDC)  website.

Follow these steps to download the installation package
1. On the Compatibility and Downloads Center page, select Find Downloads.

2. On the Find Downloads  page, in the Search  box, enter FactoryTalk Services, and then select Search.

3. From the search results, select FactoryTalk Services, and then select the version you want to download.

4. Select Download.

Select the installation types
Install FactoryTalk  Services Server, FactoryTalk  Services Client, or FactoryTalk  Custom Installation on the computer depending on the 
Network or Local directory scope that you plan to use. If any prerequisite software components are not present on a computer, the 
installation program will attempt to install the software.

Select the proper option when you start the FactoryTalk  Services installation.

• FactoryTalk Services Server

Select this option to install a FactoryTalk Directory network server.

• FactoryTalk Services Client

Select this option to specify the computer as a member of an existing FactoryTalk Directory.

• FactoryTalk Services Custom Installation

Select this option to get more control over the installation process.

Installation types and components
The setup wizard has these options:

• FactoryTalk  Services Server

• FactoryTalk  Services Client

• FactoryTalk  Services Custom Installation
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Chapter 3        Install FactoryTalk Services

The following table provides a comprehensive view on the components difference of each installation type.

Table  1. Installation options

Installation option FactoryTalk  Services Server FactoryTalk  Services Client
FactoryTalk  Services Custom 
Installation

FactoryTalk  Services Mandatory Mandatory Mandatory

FactoryTalk  Services Platform Mandatory Mandatory Mandatory

FactoryTalk  Directory Server Services Mandatory Not installed Optional (not selected)

• Reverse Proxy Mandatory Not installed Optional (not selected)

• Web Authentication Server Mandatory Not installed Optional (not selected)

• Web Event Server Mandatory Not installed Optional (not selected)

• System Status Portal Recommended (selected by default) Not installed Optional (not selected)

• HistorianME Web Security Service Optional (not selected) Not installed Optional (not selected)

FactoryTalk  Linx Mandatory Mandatory Mandatory

• Register EDS Files Recommended (selected by default) Recommended (selected by default) Recommended (selected by default)

FactoryTalk  Alarms and Events Mandatory Mandatory Mandatory

FactoryTalk  OPC UA Connector Mandatory Recommended (selected by default) Recommended (selected by default)

FactoryTalk  Resource and Status Mandatory Optional (not selected) Optional (not selected)

FactoryTalk®  Activation Manager Mandatory Mandatory Mandatory

• Activation Websocket Service Optional (not selected) Optional (not selected) Optional (not selected)

FactoryTalk®   Updater Agent Recommended (selected by default) Recommended (selected by default) Recommended (selected by default)

IMPORTANT:  FactoryTalk Linx Redundancy Module Configuration Tool, EtherNet/IP Address Commissioning Tool, and the FactoryTalk®  Batch  Server will be installed by 
default.

Select components
Available components are different per installation type. The following list shows all available components.

• FactoryTalk Services Platform

FactoryTalk Services Platform  software is a set of shared architecture and services that form the foundation of a FactoryTalk 
system. FactoryTalk Services Platform provides common services to FactoryTalk-enabled software, such as user and group 
authentication, auditing, diagnostics, health monitoring, and real-time data. FactoryTalk Services Platform also shares resources, 
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such as tags and graphic displays, between FactoryTalk-enabled software. For more information, see FactoryTalk Services Platform 
Help.

- FactoryTalk Directory Server Services

The FactoryTalk Directory Server Services are required to enable the system to use Socket.IO, which includes the FactoryTalk 
Reverse Proxy, the FactoryTalk Web Authentication Server, and the FactoryTalk Web Event Server. Internet Information Services 
(IIS) will be enabled after installation.

- FactoryTalk Reverse Proxy

The FactoryTalk Reverse Proxy solution is based on Internet Information Services (IIS) Application Routing Request and 
URL Rewrite, which prevents cross-origin resource sharing conflicts between FactoryTalk-enabled software applications. 
The FactoryTalk Reverse Proxy will be installed along with the FactoryTalk Web Authentication Server or the FactoryTalk 
Web Event Server by default. The computer acting as a server host for the FactoryTalk-enabled software must also host a 
FactoryTalk Reverse Proxy.

- FactoryTalk Web Authentication Server

The FactoryTalk Web Authentication Server is a Representational State Transfer (REST) server that provides web 
authentication and web diagnostics functions based on OpenID Connect (OIDC) for the FactoryTalk Directory. If your 
system requires the FactoryTalk Web Authentication Server, for example, to enable the use of the FactoryTalk AssetCentre 
version 15.00.00 Web Client, the computer acting as the FactoryTalk Directory server must also host the FactoryTalk Web 
Authentication Server.

- FactoryTalk Web Event Server

The FactoryTalk Web Event Server provides the FactoryTalk Directory with a FactoryTalk eventing subsystem using 
Socket.IO communication channel as an alternative to DCOM.

- FactoryTalk System Status Portal

The FactoryTalk System Status Portal displays the status of network scope FactoryTalk Directory applications and their 
servers, including FactoryTalk View Site Edition servers, FactoryTalk AssetCentre server and agents, FactoryTalk Alarms 
and Events servers, Data servers (FactoryTalk Linx, OPC UA, and OPC DA servers), and FactoryTalk Historian SE and ME 
servers.

- HistorianME Security Web Service

The HistorianME Security Web Service is a Simple Object Access Protocol (SOAP) web service that provides authentication 
and authorization functions. It is solely used by FactoryTalk Historian ME modules. This service was previously identified as 
FactoryTalk Security Web Service in FactoryTalk Services Platform  version 6.21 and earlier.

• FactoryTalk Linx

FactoryTalk®  Linx  is a FactoryTalk®  Live Data server and communications service designed to deliver control system information 
from  Allen-Bradley®   control products to the Rockwell Automation FactoryTalk®  software portfolio and  Studio 5000®   design 
software. For more information, see FactoryTalk Linx  Help

- Register EDS Files

All built-in EDS files for Rockwell Automation  products will be installed if you select this option.

• FactoryTalk Alarms and Events

FactoryTalk®  Alarms and Events  is a set of distributed services that routes alarms to graphic objects for display and to a central log 
for archival. For more information, see FactoryTalk Alarms and Events  Help.

• FactoryTalk Linx OPC UA Connector
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FactoryTalk®  Linx OPC UA Connector acts as a proxy to obtain data from one or more Open Platform Communications Unified 
Architecture (OPC UA) Servers and then delivers it to a FactoryTalk  application. For more information, see FactoryTalk Linx  OPC UA 
Connector Help.

• FactoryTalk Resource and Status

FactoryTalk®  Resource and Status is a  FactoryTalk®   Live Data server and communications service designed to deliver diagnostics 
and statistics information from FactoryTalk runtime statistics, Workstations Windows operating system and processes, and Ethernet 
Device status.

• FactoryTalk Activation Manager

FactoryTalk Activation Manager provides a secure system for activating Rockwell Automation software and managing activation files.

- Activation Websocket Service

The Websocket server provides a limited, non-Windows integration with the FactoryTalk Activation SDK API.

• FactoryTalk Updater Agent

FactoryTalk Updater Agent collects information and activation license data from the Rockwell Automation software installed on the 
computer. It is the inherit capability installed with most Rockwell Automation software.

Specify FactoryTalk Directory server
Specifying FactoryTalk Directory server is a mandatory selection when installing FactoryTalk  Services Client or FactoryTalk  Custom 
Installation. It will affect all software that connects to the Network directory from the computer.

If you want this computer to serve as a standalone FactoryTalk  Directory server, select This computer. Localhost is the default.

If you want to join an existing FactoryTalk Directory server, enter the directory server name. This computer will be automatically added to 
the FactoryTalk Directory and become a FactoryTalk  Directory client of the specified FactoryTalk Directory.

FactoryTalk Directory security configuration mode
Different FactoryTalk Directory security configurations are applied based on the mode during the installation process.

Standard

The standard option creates an empty FactoryTalk Directory with very few limits to any user’s interaction with the FactoryTalk Directory 
during installation. This means there are very few security permissions applied to the application using the FactoryTalk  network directory. 
Essentially, any user that can sign in to Windows  with a user account that is a member of the local Windows  Administrators group on any 
computer connected to the network directory has full access to configure the FactoryTalk Directory and nearly unrestricted permissions 
with FactoryTalk-enabled applications, like Studio 5000 Logix Designer.

Secure

The secure option creates a FactoryTalk  Directory containing a pre-configured access control list that limits most users' access. This 
installation option applies Rockwell Automation’s best practices for securing a FactoryTalk Directory. HTTPS using port 443 will be enabled 
for the network directory.

Enable HTTPS
We recommend using HTTPS to secure communication when the FactoryTalk  Directory Server Services is selected. Following installation, 
you must configure certificates for HTTPS encryption. We recommend using a certificate authority (CA) signed certificate. You can also use 
a self-signed certificate.

IMPORTANT:  If you want to use HTTPS only, remove the binding of HTTP with port 80 in IIS after installation.
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If you opt to not use HTTPS, you must understand the potential risks:

• The data is transmitted without encryption across a network, which will cause leakage of information, if other solutions, such as 
IPSEC, are not used.

• The system may be vulnerable to a Remote Code Execution (RCE) attack.

Uninstall FactoryTalk Services
Uninstall FactoryTalk  Services version 6.60.00 and later software from Programs and Features in the Windows  Control Panel.
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Upgrade FactoryTalk Services
In a distributed FactoryTalk  System, we recommend that all computers run the same version of FactoryTalk  Services server and client. If 
you cannot update some clients, ensure that the FactoryTalk  Services server is a higher version. For the latest compatibility information, 
refer to the Product Compatibility and Download Center (PCDC).

IMPORTANT:  Uninstall all components of FactoryTalk  Services version 6.50.00 or earlier before upgrading to version 6.60.00.

During the upgrade, the installer automatically:

• Creates a backup file for any FactoryTalk Directory  already configured on the computer.

• Updates existing Local Directory and Network Directories with support for new product policies, system policies, and features.

• Leaves existing settings unchanged, including user and group accounts, security settings, and policy settings.

Prerequisites
Obtain the installation package

• Obtain the installation package of a FactoryTalk-enabled product, such as FactoryTalk View.

• Obtain the FactoryTalk  Services installation package from the Product Compatibility and Download Center (PCDC).

To upgrade FactoryTalk  Services Server
1. On the FactoryTalk  Network Directory server computer, sign in to the computer as a user in the Windows  Administrators  group, and 

then back up the FactoryTalk Directory.

2. Close all Rockwell Automation  software products running on the computer.

3. Disconnect the computer from the network, so client computers cannot connect during the upgrade.

IMPORTANT:  The existing clients use their local FactoryTalk  Directory cache.

4. Run the setup wizard from the installation package and select FactoryTalk  Services Server  to update.

5. Once installation is complete, restart the computer.

6. Reconnect the computer to the network.

To upgrade FactoryTalk  Services client
1. Sign in to the computer as a user in the Windows  Administrators  group.

2. Close all Rockwell Automation  software products running on the computer.

3. Run the setup wizard from the installation package and select FactoryTalk  Services Client  to update.

4. Once installation is complete, restart the computer.
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Installation types conversion
The following table shows the supported conversion between installation types for FactoryTalk  Services version 6.60.00.

Table  2. Installation types conversion

Original type Convert to Supported or not Workaround

FactoryTalk  Services Client No Use FactoryTalk  Services Custom 
Installation to alter the installed 
components.

FactoryTalk  Services Server

FactoryTalk  Services Custom 
Installation

No Uninstall all components of FactoryTalk 
Services Server. Select FactoryTalk 
Services Custom Installation and join 
the specified FactoryTalk  Directory 
server.

FactoryTalk  Services Server No Use FactoryTalk  Services Custom 
Installation to alter the installed 
components.

FactoryTalk  Services Client

FactoryTalk  Services Custom 
Installation

No Uninstall all components of FactoryTalk 
Services Client. Select FactoryTalk 
Services Custom Installation and join 
the specified FactoryTalk  Directory 
server.

FactoryTalk  Services Server Yes Modify the program via the Control Panel 
to alter the installed components.

FactoryTalk  Services Custom Installation

FactoryTalk  Services Client Yes Modify the program via the Control Panel 
to alter the installed components.

Product Updates and Patches
For the latest Product Updates and Patches, refer to Knowledgebase Document ID: IN1983 - Firmware and Software Updates. To be notified 
when new Product Updates or Patches are released, click the ADD TO FAVORITES  link at the top of the Knowledgebase Answer.

For additional information about changes to communications software after the writing of these Release Notes, search for the patch 
information in the Knowledgebase.

To download software updates, firmware updates, or patch roll-ups, refer to the Product Compatibility and Download Center (PCDC).

Identify the installed FactoryTalk Services components' version
Identify the installed FactoryTalk  components' version to determine if an upgrade of FactoryTalk  Services is necessary.

To identify the installed FactoryTalk  Services version
1. Open the Windows  Control Panel.

2. Open Add or Remove Programs.

3. In the list of installed programs, FactoryTalk  Services and its components appear, with the version number shown beside it.
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Chapter 5

Unattended install
Unattended or silent install

Use command-line parameters to perform an unattended or silent installation of the software.

Installation Command-line parameters
The following table identifies the installation command-line parameters. Command-line parameters are case-insensitive. However, if a 
specified value includes a space, be sure to enclose the value in quotation marks (for example, "value with spaces").

Parameter Description

/? Displays the usage options for installation parameters.

/Q Silent Install, install runs in a quiet mode without any user interface.

This parameter is recommended when deploying the software installation using an IT tool or script, and don’t expect any 

error or restart messages. When using this parameter, check the error codes, and respond as needed. For example, if the 

installation returns error code 1641, then the IT tool or script should restart the computer and relaunch the installation after 

restart.

This parameter is required if /QS is not specified.

/QS Unattended Install, install runs in a quiet simple mode and shows progress through the UI, it does not accept any input but 

still shows errors or restart messages.

When using this parameter, the installation will stop and display a prompt if there are errors or restart messages. For 

example, if an immediate restart is required to complete the install, a restart message will be displayed to confirm the 

restart. Installation resumes automatically from the point of interruption after restart.

This parameter is required if /Q is not specified.

/IAcceptAllLicenseTerms Acknowledges acceptance of the license terms.

This parameter is required for /Q or /QS parameters.

/Product="value" Specifies which product will be installed.

When installing FactoryTalk  Services, the value must be one of the following:

• FactoryTalk  Services Server

• FactoryTalk  Services Client

• FactoryTalk  Services Custom Installation

For example, /Product="FactoryTalk  Services Server".

This parameter is required.

/AutoRestart Automatically restarts the computer after the installation is complete. Used when a restart is required to complete the 

installation.

This parameter is optional. If this parameter is not used silent install (/Q) will return either error code 1641 or 3010 if a restart 

is required, and unattended install (/QS) will result in a confirmation prompt that must be agreed to before the installation is 

completed.

/Record Records the installation options chosen to a recording file. When applied, the installation process automatically creates a 

recording file <Product>.REC that is stored in this path: %USERPROFILE%\Desktop.

This parameter is optional.
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Parameter Description

/Playback="value" Plays back a recording file to specify the installation options. The value is the full path of the REC file to be used.

For example, /Playback="C:\Users\<Username>\Documents\<Product>.REC".

This parameter is optional.

/SetupLanguage="value" Specifies which language will be displayed during the install process.

The value must be one of the following:

• ENU

• CHS

• DEU

• ESP

• FRA

• ITA

• JPN

• KOR

• PTB

For example, /SetupLanguage="ENU".

This parameter is optional. If this parameter is not used, the default language is the current user or operating system user 

interface language.

/IgnoreWarning Specifies that the setup ignores warnings and continues.

This parameter is optional. If it is not specified, the setup exits when a warning occurs.

/IISCommPort="value" Specifies the IIS server communication port for HTTPS. The default port for HTTPS is 443. The range is from 1025 through 

49151.

If the HTTPS port was previously configured using FactoryTalk Services Platform, like port 4356, then the existing HTTPS port 

setting is retained.

This parameter is optional.

/ftsp-scope="value" Specifies the FactoryTalk Directory scope. The "global", "local", and "both" directory scopes are supported. If you do not 

configure this parameter during installation, both "global" and "local" scopes will be specified.

This parameter is only available when installing FactoryTalk  Services Server or FactoryTalk  Services Custom Installation.

This parameter is optional.

/ftsp-s="value" Specifies the FactoryTalk Directory scope for restore. Only "global" and "local" directory scopes are supported.

The NETWORK_SECURE.BAK backup file provided by Rockwell Automation is only supported for the "global" scope.

This parameter is only available when restoring FactoryTalk  Services Server or FactoryTalk  Services Custom Installation.

This parameter is optional.

/ftsp-bak="value" Restores the backup file and specifies where the restore file can be found.

Rockwell Automation provides a NETWORK_SECURE.BAK backup file containing pre-configured access control lists which limit 

user access. The pre-configured access control lists follow Rockwell Automation recommended best practice.
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Parameter Description

To implement the access control, restore the NETWORK_SECURE.BAK backup file located in the FactoryTalk Services Platform 

installation package, Redist\FTSPSecureBak. The BAK file is only supported for the "global" scope, which can be specified with 

ftsp-s.

This parameter is only available when restoring FactoryTalk  Services Server or FactoryTalk  Services Custom Installation.

This parameter is optional.

IMPORTANT:  Applying a BAK file during installation will overwrite an existing FactoryTalk  Directory contents, 
use with caution when applying this parameter.

/ftsp-pp="value" Specifies the plaintext password used to decrypt the backup file.

This parameter is only available when restoring FactoryTalk  Services Server or FactoryTalk  Services Custom Installation.

This parameter is optional.

/ftsp-value="value" Specifies to enable or disable the option Require computer accounts for all client machines  in Security Policy. The option 

is used to determine whether a client computer account must exist in the directory to log in. Only "enable" and "disable" are 

supported.

This parameter is optional.

/FTSPWebAuth="value" Specifies that the installation includes the FactoryTalk  Web Authentication Server. The FactoryTalk  Web Authentication Server 

will be installed by default with FactoryTalk  Services Server.

This parameter is only available when installing FactoryTalk  Services Custom Installation.

This parameter is optional.

The value must be one of the following:

• Yes

If the value is Yes, the FactoryTalk  Web Authentication Server will be installed. The FactoryTalk Reverse 
Proxy will also be installed as it is required for operation of the FactoryTalk Web Authentication Server.

• No

If the value is No, the FactoryTalk Web Authentication Server will not be installed, but Internet Information 
Services (IIS) will be enabled.

/ReverseProxy="value" Specifies that the installation includes the FactoryTalk  Reverse Proxy. The FactoryTalk  Reverse Proxy will be installed by 

default with FactoryTalk  Services Server.

This parameter is only available when installing FactoryTalk  Services Custom Installation.

This parameter is optional.

The value must be one of the following:

• Yes

If the value is Yes, the FactoryTalk  Reverse Proxy will be installed.

• No

If the value is No, the FactoryTalk Reverse Proxy will not be installed, but Internet Information Services (IIS) 
will be enabled.

/FTSPWebEventServer="value" Specifies that the installation includes the FactoryTalk  Web Event Server. The FactoryTalk  Web Event Server will be installed 

by default with FactoryTalk  Services Server.

This parameter is only available when installing FactoryTalk  Services Custom Installation.
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Parameter Description

This parameter is optional.

The value must be one of the following:

• Yes

If the value is Yes, the FactoryTalk Web Event Server will be installed. The FactoryTalk Reverse Proxy will 
also be installed as it is required for operation of the FactoryTalk Web Authentication Server.

• No

If the value is No, the FactoryTalk Web Event Server will not be installed, but Internet Information Services 
(IIS) will be enabled.

/SystemStatusPortal="value" Specifies that the installation includes the FactoryTalk  System Status Portal. The FactoryTalk  Web Authentication Server and 

FactoryTalk  Reverse Proxy will be installed by default with the FactoryTalk  System Status Portal.

This parameter is only available when installing FactoryTalk  Services Server or FactoryTalk  Services Custom Installation.

This parameter is optional.

The value must be one of the following:

• Yes

If the value is Yes, the FactoryTalk System Status Portal will be installed. The FactoryTalk Reverse Proxy 
and FactoryTalk Web Authentication Server will also be installed as it is required for operation of the 
FactoryTalk System Status Portal.

• No

If the value is No, the FactoryTalk System Status Portal will not be installed, but Internet Information 
Services (IIS) will be enabled.

/DirectoryServer="value" Specifies the directory server name.

This parameter is only available when installing FactoryTalk  Services Client or FactoryTalk  Services Custom Installation.

This parameter is required when you specify a remote directory server.

/NoHTTPS Specifies that the setup turns off HTTPS.

This parameter is only available when installing FactoryTalk  Services Server or FactoryTalk  Services Custom Installation.

This parameter is optional. If it is not specified, the setup turns on HTTPS for communication, and a TLS certificate must be 

configured after installation.

/Repair Runs a repair operation on the installed products.

This parameter is optional.

/InstallLocation="value" Specifies the install location.

For example, InstallLocation="D:\Program Files (x86)\Rockwell Software".

This parameter is optional. If this parameter is not used, the default install location is "C:\Program Files (x86)\Rockwell 

Software".

Some software restricts the installer to only change the drive the software is installed on. Use /? to determine which 

parameter is supported.

/InstallDrive="value" Specifies the install drive.

For example, /InstallDrive="D:".
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Parameter Description

Some information and files will still be installed to the system volume (typically C:) even when a different target volume is 

specified. For example, registry entries.

This parameter is optional. If this parameter is not used, the default install drive is C:.

/Uninstall Use to uninstall the product.

This parameter is optional.

Examples
The following examples show how to use the installation commands.

• To install the FactoryTalk  Services Server with no user interface using the default settings during the installation process. (Silent 
install)

Setup.exe /Q /IAcceptAllLicenseTerms /Product="FactoryTalk  Services Server"

• To install the FactoryTalk  Services Server with English displayed during the install process and restart the computer if necessary. 
(Unattended install)

Setup.exe /QS /IAcceptAllLicenseTerms /Product="FactoryTalk  Services Server" /AutoRestart /

SetupLanguage=ENU

• To install the FactoryTalk  Services Server with FactoryTalk  security policy value specified.

Setup.exe /Q /IAcceptAllLicenseTerms /Product="FactoryTalk  Services Server" /ftsp-

value="enable"

• To perform a restore of FactoryTalk  Services Server during the install process.

Setup.exe /Q /IAcceptAllLicenseTerms /Product="FactoryTalk  Services Server" /ftsp-

s="global" /ftsp-bak="C:\aa.bak" /ftsp-pp="password"

• To specify the use of FactoryTalk  Directory Server Services during the install process.

Setup.exe /Q /IAcceptAllLicenseTerms /Product="FactoryTalk  Services Custom Installation" /

FTSPWebAuth="Yes" /FTSPWebEventServer="Yes"

The FactoryTalk  Web Authentication Server, FactoryTalk  Web Event Server, and FactoryTalk  Reverse Proxy will be installed, because the FactoryTalk 
Reverse Proxy will be installed by default with the FactoryTalk  Web Authentication Server or FactoryTalk  Web Event Server.

OR

Setup.exe /Q /IAcceptAllLicenseTerms /Product="FactoryTalk  Services Custom Installation" /

ReverseProxy="Yes"

The FactoryTalk  Reverse Proxy will be installed.

• To specify the FactoryTalk Directory machine for FactoryTalk  Services Client.

Setup.exe /Q /IAcceptAllLicenseTerms /Product="FactoryTalk  Services Client" /

DirectorySever="servername"

Error codes
The following table identifies the error codes that can be returned by an installation.
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Error Code Value Description

ERROR_SUCCESS 0 The installation completed successfully.

ERROR_INVALID_PARAMETER 87 One of the parameters was invalid.

ERROR_INSTALL_USEREXIT 1602 The installation was canceled by the user.

ERROR_INSTALL_FAILURE 1603 A fatal error occurred during installation.

ERROR_BAD_CONFIGURATION 1610 The configuration data for this product is corrupt. Contact 

your support personnel.

ERROR_REBOOT_CONTINUE 1641 A restart is required to continue the installation.

ERROR_SUCCESS_REBOOT_REQUIRED 3010 A restart is required to complete the installation. After 

restarting, the product is successfully installed.

ERROR_REBOOT_PENDING 3012 Restart is pending. Restart the computer to continue the 

installation.

ERROR_SUCCESS_NOT_APPLICABLE 3013 The installation cannot proceed because the products are 

already installed.

ERROR_SUCCESS_WARNING_REBOOT 3014 The installation succeeded with warnings. Check the 

installation log file for details. To complete the installation, 

restart the computer.
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FactoryTalk Directory Server Services
Be sure to only install the FactoryTalk Directory Server Services on the FactoryTalk Directory server computer. If the FactoryTalk Directory 
Server Services are installed on more than one computer within a FactoryTalk Directory, the system will not operate properly. Modify the 
components of FactoryTalk Directory Server Services only when you restart the computer after installation.

• FactoryTalk Reverse Proxy  on page 23
• FactoryTalk Web Authentication Server  on page 24
• FactoryTalk Web Event Server  on page 26
• FactoryTalk System Status Portal  on page 29

IMPORTANT:

FactoryTalk Reverse Proxy
A reverse proxy retrieves resources on behalf of a client from one or multiple servers. These resources are then returned to the client, 
appearing as if they originated from the reverse proxy server itself. FactoryTalk Reverse Proxy is available for FactoryTalk-enabled 
software, such as FactoryTalk AssetCentre and FactoryTalk ViewPoint. The FactoryTalk Reverse Proxy solution is based on Internet 
Information Services (IIS) Application Routing Request and URL Rewrite.

Use FactoryTalk Reverse Proxy to:
• Prevent a Cross-Origin Resource Sharing (CORS) behavior that affects FactoryTalk-enabled software web applications.

• Manage communication protocols, such as HTTPS and HTTP, for the FactoryTalk-enabled software web applications.

Related information
Use FactoryTalk Reverse Proxy  on page 23

Use FactoryTalk Reverse Proxy
Install the FactoryTalk Reverse Proxy on computers hosting a FactoryTalk-enabled software web server, such as FactoryTalk AssetCentre or 
FactoryTalk ViewPoint. The FactoryTalk Reverse Proxy is installed along with the FactoryTalk Web Authentication Server by default.

To use FactoryTalk Reverse Proxy
1. On the web server computers, for example, the FactoryTalk AssetCentre Server, install FactoryTalk Services Platform along with 

FactoryTalk Reverse Proxy.

2. When installing FactoryTalk Services Platform, select

- The Standard  option
Keep the Secure communication with TLS  check box selected. The system will create a site binding and set its protocol 
as HTTPS using port as 443 in the Internet Information Services (IIS) Default Web Site. We recommend using TLS to secure 
communication.

If the Secure communication with TLS  check box is cleared, the system will create a site binding and set its protocol as HTTP using port as 80 
in Internet Information Services (IIS) Default Web Site.

- The Secure  option
Secure communication with TLS  is enabled by default.

If the new site binding is the same as an existing one, the FactoryTalk system will use the existing one.

3. Configure a certificate.
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We recommend that you use a certificate signed by a certificate authority (CA) to secure communication.

4. Import the certificate to the web server computers.

Related information
FactoryTalk Reverse Proxy  on page 23

Switch the communication protocol to HTTPS
If HTTPS is not turned on when installing FactoryTalk Services Platform, you can follow these steps to switch the communication protocol 
to HTTPS manually.

IMPORTANT:  We recommend you use HTTPS to secure communication. If you don't turn on HTTPS, you must know the potential risks: 
• The data is transmitted without encryption across a network, which will cause leakage of information, if other solutions, such as IPSEC, are not used. 

• The system may be vulnerable to a Remote Code Execution (RCE) attack. 

To switch the communication protocol to HTTPS
1. In FactoryTalk Administration Console  Explorer, go to localhost > System > Policies > System Policies > Security Policy.

2. In Reverse Proxy Port, enter an available port.

IMPORTANT:  Ensure that the reverse proxy port is allowed through the computer's firewall, for example, Windows Defender Firewall. 

3. In Reverse Proxy Protocol, select HTTPS.

4. Select Apply, and then select OK.

If Reverse Proxy Port  or Reverse Proxy Protocol  is changed, the system will make changes to Site Bindings in the Internet 
Information Services (IIS) Default Web Site.

FactoryTalk Web Authentication Server
The FactoryTalk Web Authentication Server is a Representational State Transfer (REST) server that provides web authentication and web 
diagnostics functions based on OpenID Connect (OIDC).

Modify Web Authentication Settings
Use Web Authentication Settings  to specify the Microsoft Entra ID user sign-in settings.

To modify Web Authentication Settings
1. In the FactoryTalk Administration Console Explorer  pane, go to System > Policies > System Policies.
2. Double-click Security Policy.
3. Under Web Authentication Settings, configure:

- Web authentication timeout
Specifies the amount of time before the connection is timed out. The value ranges from 15 through 3600.

- Web authentication retry counts
Specifies the connection retry counts. The value ranges from 1 through 100.

4. Select OK  or Apply
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Related information
Web Authentication Settings  on page 25

Web Authentication Settings
Web Authentication Settings  are only available for the Microsoft Entra ID user sign-in.

Setting Description

Web authentication timeout Specifies the amount of time before the connection is timed out. The value ranges 
from 15 through 3600.

Web authentication retry counts Specifies the connection retry counts. The value ranges from 1 through 100.

Related information
Modify Web Authentication Settings  on page 24

Modify Web Authentication/Authorization Server
Use Web Authentication/Authorization Server  to set security policies for FactoryTalk-enabled software web applications.

To modify Web Authentication/Authorization Server
1. In the FactoryTalk Administration Console  Explorer  pane, go to localhost > System > Policies > System Policies.

2. Double-click Security Policy.

3. In FactoryTalk Web Authentication port, enter a port number for the FactoryTalk-enabled software web applications.

The default port is 7110.

4. In FactoryTalk Web Support Service port, enter a port number for the FactoryTalk Web Support Service.

The default port is 7111.

5. In Reverse Proxy port, enter the website port number for computers using the FactoryTalk Reverse Proxy Server.

If you are using HTTPS, the default port is 443.

If you are using HTTP, the default port is 80.

6. In Reverse Proxy port, select HTTPS or HTTP.

If Reverse Proxy port  or Reverse Proxy protocol is changed, the system will make changes to Site Bindings  in the Internet 
Information Services (IIS) Default Web Site. If you use HTTPS to secure the communication, you may need to reconfigure the 
certificate for the HTTPS site binding.

7. In Access token expiration, enter a value from 1 through 525,600 to change the amount of time before the access token expires.

8. In Authorization code expiration, enter a value from 1 through 1,440 to change the amount of time before the authorization code 
expires.

9. In Refresh token expiration, enter a value from 1 through 1,440 to change the amount of time before the refresh token expires.

10. Select Apply, and then select OK.

Restart the computer to apply the configuration changes.
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Related information
Web Authentication/Authorization Server  on page 26

Web Authentication/Authorization Server
The following table shows the security settings for FactoryTalk-enabled software web applications.

Setting Description

FactoryTalk Web Authentication port Specifies the communication port that FactoryTalk-enabled software web applications can 

access. The default port is 7110.

FactoryTalk Web Support Service port Specifies the communication port that the FactoryTalk Web Support Service can access. The 

default port is 7111.

Reverse Proxy port Specifies the website port for computers using the FactoryTalk Reverse Proxy Server.

• If you are using HTTPS, the default port is 443.

• If you are using HTTP, the default port is 80.

Reverse Proxy protocol Specifies the communication protocol, HTTPS or HTTP, for computers using the FactoryTalk 

Reverse Proxy Server.

Access token expiration Specifies the amount of time before the access token expires.

• Minimum:  1 minute

• Maximum:  525,600 minutes

• Default: 60 minutes

Authorization code expiration Specifies the amount of time before the authorization code expires.

• Minimum:  1 minute

• Maximum:  1,440 minutes

• Default: 10 minutes

Refresh token expiration Specifies the amount of time before the refresh token expires.

• Minimum:  1 minute

• Maximum:  1,440 minutes

• Default: 1,440 minutes

Related information
Modify Web Authentication/Authorization Server  on page 25

FactoryTalk Web Event Server
The FactoryTalk Web Event Server provides a FactoryTalk eventing subsystem based on Socket.IO rather than DCOM. To use Socket.IO, 
select the FactoryTalk Directory Server Services  option when installing FactoryTalk Services Platform.
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Modify System Communication Settings
Use System Communication Settings  to select Socket.IO or DCOM for distributed system. When you select Auto, the system prefers 
Socket.IO connection. If Socket.IO connection cannot be established, the system will use DCOM. When you select Socket.IO, the system uses 
only Socket.IO connection. When you select DCOM, the system uses only DCOM connection.

To modify System Communication Settings
1. In the FactoryTalk Administration Console  Explorer  pane, go to localhost  > System  > Policies  > System Policies.

2. Double-click Security Policy.

3. In System communication  type, select Auto, Socket.IO, or DCOM.

IMPORTANT:
- When working in a mixed system, for example, a server computer with FactoryTalk Services Platform version 6.31 or later and client computers with 

FactoryTalk Services Platform version 6.30 or earlier, you must use Auto or DCOM to ensure compatibility. 
- When working in a system where the computers hosting the FactoryTalk-enabled software client and server have FactoryTalk Services Platform version 

6.31 or later installed, you can use Auto or Socket.IO. Auto  attempts to use Socket.IO first until that communication fails. Once Socket.IO communication 
fails, the system will switch to DCOM and stay at DCOM until the application is restarted. 

- Communication between the FactoryTalk Directory Server and Clients that use DCOM is insecure. To ensure secure communications, there are two 
options: 
- You can set the System communication Type  to Socket.IO  to force the system to use only Socket.IO communications. 
- If you cannot take this step, then you must raise the DCOM Authentication Level using by FactoryTalk-enabled products on all computers in the 

system to Packet Privacy using the FactoryTalk DCOM Authentication Level utility, or Windows group policy to change the FactoryTalk registry key, 
described in Rockwell Automation Knowledgebase Document ID: IN39470 - Mitigating Microsoft DCOM Hardening Patch (CVE-2021-26414) for Affected 
Rockwell Automation Products, to a value of '6' which equals Packet Privacy. 

4. In System communication protocol, select Polling or WebSocket.
- WebSocket:  It is a persistent TCP connection between a client and a server, which provides a real-time full-duplex 

communication channel.

- Polling: It is a discontinuous TCP connection between a client and a server, which provides a near-real-time data access 
pattern.

Note:  When the network is not stable, we do not recommend that you use WebSocket  Protocol. Turning on WebSocket 
Protocol  requires the computer to be restarted.

This setting only affects the system when System communication type  is set as Auto or Socket.IO.

5. In System communication port, enter the communication port for the computer hosting the FactoryTalk Web Event Server.

6. Select OK  or Apply.

Be sure to restart the client computers and the FactoryTalk Directory server computer when you change a port or communication 
mode, for example, the System communication type: AUTO, DCOM, and SOCKET.IO.

Related information
FactoryTalk System Communication Settings  on page 27

FactoryTalk System Communication Settings
Use FactoryTalk System Communication Settings  to select Socket.IO or DCOM for distributed system. These settings only impact the 
Network directory. Changing this setting can impact the ability of FactoryTalk Directory clients to communicate with the FactoryTalk 
Directory Server.
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IMPORTANT:  When restoring a BAK file of FactoryTalk Directory that changes the TLS port in a system set to Socket.IO, client cannot communicate with the server until 
the clients are restarted. 

Setting Description

System communication type Specifies the communication type used in the FactoryTalk event system.

• Auto:  The FactoryTalk Directory event server accepts both Socket.IO and 
DCOM connections from clients.

You must use Auto or DCOM when computers running FactoryTalk Services 
Platform version 6.30 or earlier communicate with the version 6.31 
FactoryTalk Directory Server.

When you select Auto, the system prefers Socket.IO connections. If Socket.IO 
connection cannot be established, the system will use DCOM until the service 
is restarted.

• Socket.IO:  The FactoryTalk Directory event server will only accept Socket.IO 
connections. If all computers hosting FactoryTalk-enabled software are 
running FactoryTalk Services Platform version 6.31 or later, you can use 
Socket.IO.

To use Socket.IO, select the FactoryTalk Directory Server Services  option 
when installing FactoryTalk Services Platform. When you select Socket.IO, the 
system uses only Socket.IO connection.

Note: When using this setting, computers running FactoryTalk Services 
Platform client that predates 6.31 will not be able to communicate with the 
FactoryTalk Directory Server.

• DCOM:  The FactoryTalk Directory event server will only accept DCOM 
connection. You must use Auto or DCOM when computers running FactoryTalk 
Services Platform version 6.30 or earlier to communicate with the version 6.31 
FactoryTalk Directory Server.

When you select DCOM, the system uses only DCOM connection.

The default type is Auto. This default setting ensures that both version 6.31 clients and 

previous version clients can communicate with the version 6.31 FactoryTalk Directory Server.

System communication protocol Specifies the communication protocol used between the computer hosting the 

FactoryTalk-enabled software client and the computer hosting the FactoryTalk Web Event 

Server.

• WebSocket:  It is a persistent TCP connection between a client and a server, 
which provides a real-time full-duplex communication channel.

• Polling: It is a discontinuous TCP connection between a client and a server, 
which provides a near-real-time data access pattern.

Note:  When the network is not stable, we do not recommend that you use 
WebSocket  Protocol. Turning on WebSocket Protocol  requires the computer 
to be restarted.

This setting only affects the system when System communication type  is set as Auto or 

Socket.IO.

The default protocol is WebSocket.
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Setting Description

System communication port Specifies the communication port for the computer hosting the FactoryTalk Web Event 

Server.

This setting only affects the system when System communication type  is set as Auto or 

Socket.IO.

The default port is 7113.

Related information
Modify System Communication Settings  on page 27

FactoryTalk System Status Portal
FactoryTalk  System Status Portal provides the system status of network distributed and networks station applications without having to log 
on to the FactoryTalk Administration Console. This portal is installed with FactoryTalk Services Platform  by selecting FactoryTalk  System 
Status Portal  in customized installation. The web portal shows the status of the following server types:

• HMI servers

• FactoryTalk Alarms and Events  servers

• Data servers (FactoryTalk Linx, OPC UA, and OPC DA servers)

• FactoryTalk Historian SE and ME servers

For more information, see FactoryTalk System Status Portal  in FactoryTalk Services Platform Help.

Cannot connect to FactoryTalk Web Authentication Server
If you cannot sign in to FactoryTalk-enabled web client due to the FactoryTalk Web Authentication Server connection problems, follow these 
steps to check the FactoryTalk Authentication Server connection:

Step 1: To check whether the FactoryTalk Web Authentication Server is running
1. From the Start  menu, in the search box, enter Services, and then select Services.

2. Check whether FactoryTalk Web Server  is running.

Step 2: To check whether the Reverse Proxy works on the FactoryTalk Directory Server computer
1. Open the browser, and then enter the URL address https://localhost/FTSecurity/api/v1/jwks.

2. When the following shows, FactoryTalk Web Authentication Server works.

Step 2 is an example. It varies for each FactoryTalk Directory. 
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Step 3: To check whether the Reverse Proxy port or FactoryTalk Web Authentication port changed
1. In the FactoryTalk Administration Console Explorer  pane, expand System  >  Policies  >  System Policies.

2. Right-click Security Policy, and then select Properties.

3. Check whether these properties are changed:

- FactoryTalk Web Authentication port: 7110 by default
- Reverse Proxy port: 443 for HTTPS and 80 for HTTP by default
- Reverse Proxy protocol: HTTP or HTTPS

4. Open the browser, and then enter the URL address <Reverse Proxy protocol>://localhost:<Reverse Proxy port>/FTSecurity/
api/v1/jwks. For example: https://localhost:443/FTSecurity/api/v1/jwks

5. When the following shows, FactoryTalk Web Authentication Server works.

Step 5 is an example. It varies for each FactoryTalk Directory. 

6. If no data shows, enter the URL address http://localhost:<FactoryTalk Web Authentication port>/FTSecurity/api/v1/jwks.

7. If data shows as Step 5, there may be a Reverse Proxy problem.

8. If no data shows, in the Command Prompt window, enter netstat -ano | findstr <FactoryTalk Web Authentication port>, and then 
press Enter.

9. If there is no response to the netstat command or the system returns a process using the port that is not ftsp-web-server.exe, there 
may be a port conflict problem. You can change the port using FactoryTalk Administration Console.

As the graphic shown in Step 8, you can identify port conflicts with the process identifier (PID) and use PID to determine which process listens on a 
given port. 

Step 4: To check whether the service listened to the right port
1. Open Internet Information Services (IIS) Manager, select Default Web Site.

2. Under Manage Website, make sure it is running.
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3. Under Actions, select  Bindings, and then make sure Reverse Proxy port  is added to the binding list.

4. In  Default Web Site Home, select URL Rewrite, and then make sure that FactoryTalk_WebAuth  is in the inbound rule list and 
FTSP_OB1, FTSP_OB2, and FTSP_OB3  are in the outbound rule list.

5. In inbound rule list, double-click FactoryTalk_WebAuth, and then make sure that the port number in Rewrite URL  is the same as 
FactoryTalk Web Authentication port.
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Troubleshooting FactoryTalk Web Event Server connection issues
If System communication type  is set to Auto  or Socket.IO, and the FactoryTalk Directory eventing system does not work, that is, changes 
in the FactoryTalk Directory are not replicating to all clients, and clients are failing to connect to the FactoryTalk Directory server. Follow 
these steps to verify the FactoryTalk Web Event Server connection:

Step 1: Verify the FactoryTalk Web Event Server is installed and running.
1. From the Start  menu, in the search box, enter Services, and then select Services.

2. Confirm FactoryTalk Web Event Server  is listed as a service.

3. Confirm FactoryTalk Web Event Server  is running.

Step 2: Verify System Communication Settings  group property configuration.
1. Open FactoryTalk Administration Console.

2. In the Explorer  pane, expand System  >  Policies  >  System Policies.

3. Right-click Security Policy, and then select Properties.

4. Verify these properties:

- System communication type  is Auto, the default setting, or Socket.IO.
When set to DCOM, the FactoryTalk Web Event Server is not in used although the service will be started.

- System communication port  is set to 7113, the default setting, or a custom port.
This port is needed later in step 4 of the troubleshooting process.

Step 3: Verify the Reverse Proxy protocol and Reverse Proxy protocol port configuration.
1. Open FactoryTalk Administration Console.

2. In the Explorer  pane, expand System  >  Policies  >  System Policies.

3. Right-click Security Policy, and then select Properties.

4. Verify these properties:

- Reverse Proxy protocol  is HTTPS  or HTTP.

- Reverse Proxy port  is set to 443, default for HTTPS, or 80, default for HTTP, or a custom port configured during installation.

This port is needed later in step 5 of the troubleshooting process.

When HTTPS  is selected, you must verify the certificate configuration.

a. Open Internet Information Services (IIS) Manager.

b. Select Default Web Site, and then under Actions, select  Bindings.

c. Verify a valid certificate is configured for the HTTPS site binding.

Step 4: Check the connectivity of the System communication port
1. Open a Command Prompt window.

2. Enter netstat -ano | findstr <System communication port>, and then press Enter.
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If there is no response to the netstat command, please contact Rockwell Automation Technical Support for assistance to collect 
diagnostic information for more advanced troubleshooting.

Step 5: Check connectivity of the Reverse Proxy  port
1. Open a Command Prompt window.

2. Enter netstat -ano | findstr <Reverse Proxy port>, and then press Enter.

Verify there are external client IP address connections. These are IP addresses that are not the IP address of the computer from 
which you are executing the netstat command.

If there are no external client IP address connections, check whether the firewall blocks the Reverse Proxy port. If a firewall is not 
blocking the port, please contact Rockwell Automation Technical Support  for assistance to collect diagnostic information for more 
advanced troubleshooting.
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Configure a site binding
The site binding configuration will affect all computers using the FactoryTalk Reverse Proxy.

To configure a site binding
1. On the FactoryTalk Directory server computer, open FactoryTalk Administration Console.

2. In the Explorer pane, go to localhost > System > Policies > System Policies > Security Policy.

3. Change Reverse Proxy Port  and Reverse Proxy Protocol  as needed.

IMPORTANT:
- Ensure that the reverse proxy port is allowed through the computer’s firewall, for example, Windows Defender Firewall. 

- If Reverse Proxy Port  or Reverse Proxy Protocol  changes, the FactoryTalk system will make changes to Site Bindings  in the Internet Information 
Services (IIS) Default Web Site. You may need to reconfigure the certificate if you have HTTPS enabled. 

- If you want to use HTTPS only, remove the binding of HTTP with port 80 in IIS after installation. 

4. Select Apply, and then select OK.

Related information
Use FactoryTalk Reverse Proxy  on page 23
FactoryTalk Reverse Proxy  on page 23

Use a CA certificate
If you have HTTPS enabled, the communication is secured with the Transport Layer Security (TLS) protocol. You must configure a 
certificate on all web server computers. We recommend using certificates from your organization's internal certificate authority (CA) and a 
commercial CA, for example, a CER file.

The steps may vary on different operating systems. Follow these steps to import a CA certificate on a computer with Windows Server 2025.

To import a certificate
1. On the web server and client computers, open Internet Information Services (IIS) Manager.

2. Under the Connections  pane, select the web server computer.

3. In Features View, double-click Server Certificates.

4. In the Actions pane, select Complete Certificate Request.

5. On the Specify Certificate Authority Response  page, select the browse button.

6. Navigate to the certificate file, and then select Open.

7. Enter a name for the certificate in the Friendly name  box.
8. Select OK.

After importing the certificate, ensure that the certificate is selected for the HTTPS site binding.

Use a self-signed certificate
If you don't have a CA certificate, you can use a self-signed certificate once you have HTTPS enabled. The steps may vary on different 
operating systems. Follow these steps to configure a self-signed certificate on a computer with Windows Server 2025.
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To obtain a self-signed certificate
1. On the web server computer, open Internet Information Services (IIS) Manager.

2. Under the Connections  pane, select the web server computer.

3. In Features View, double-click Server Certificates.

4. Under Actions, select Create Self-Signed Certificate.

5. In the Create Self-Signed Certificate  dialog, do the following:

a. Enter a certificate name.

b. Select Web Hosting  as the certificate store.

c. Select OK.
6. Select the certificate you created.
7. Under Actions, select Export.
8. In the Export Certificate  dialog, do the following:

a. Specify the path and the file name.

b. Enter a password, and then confirm it.

c. Select OK.
Before importing the certificate, you must copy the certificate to the client computers in the FactoryTalk system.

To import a self-signed certificate

1. On a client computer, open Internet Information Services (IIS) Manager.

2. Under the Connections  pane, select the web server computer.

3. In Features View, double-click Server Certificates.

4. Under Actions, select Import.

5. In the Import Certificate  dialog, do the following:

a. Browse the desired certificate.

b. Enter a password
c. Select Web Hosting  as the certificate store.

d. Select OK.
After importing the certificate, ensure that the certificate is selected for the HTTPS site binding.

Configure a certificate for the HTTPS site binding
After importing a CA certificate, follow these steps to configure the certificate for the HTTPS site binding.

To configure a certificate for the HTTPS site binding
1. On the web server and client computers, open Internet Information Services (IIS) Manager.

2. In the Connections pane, go to the server and site that the certificate binds to.

3. In the Actions pane, click Bindings.

4. In the Site Bindings  dialog, select the HTTPS site binding, and then select Edit.

5. From the SSL certificate  list, select the desired certificate.

6. Select OK.
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HistorianME Security Web Service
The HistorianME Security Web Service (known as FactoryTalk Web Services  in version 6.21.00 and earlier) allow the HistorianME module to 
access FactoryTalk  services over a network using the Hypertext Transfer Protocol (HTTP) or the Hypertext Transfer Protocol over Secure 
Socket Layer (HTTPS).

The HistorianME Security Web Service allows clients to interact with the FactoryTalk Directory  for authentication and authorization. The 
web service also provides support for products running in environments such as Linux and Java.

For details about using the HistorianME Security Web Service with your FactoryTalk-enabled product, see your product documentation.

IMPORTANT:  If deploying the HistorianME Security Web Service in an environment where privacy of the network communications might be at risk, add an HTTPS site 
binding to encrypt all client connections to HistorianME Security Web Service. 

Install HistorianME Security Web Service
HistorianME Security Web Service is installed from any FactoryTalk-enabled product installation package that includes FactoryTalk Services 
Platform, version 6.30.00 or later. It is an optional component and is not installed automatically with FactoryTalk Services Platform.

For most applications, install HistorianME Security Web Service on the computer that is the FactoryTalk  Network Directory server. Specific 
FactoryTalk-enabled products using HistorianME Security Web Service might also have additional installation requirements. For details, see 
the documentation supplied with your FactoryTalk-enabled product.

To install HistorianME Security Web Service
1. Log on to the FactoryTalk  Network Directory Server computer with a user account that is a member of the Windows  Administrators 

group.

2. Go to the Windows  Control Panel  and open Programs and Features.

3. Select FactoryTalk Services Platform, then select Change.

4. Follow the instructions on the screen to modify the existing installation.

5. In the list of program features, click HistorianME Security Web Service, then click This feature, and all subfeatures, will be 
installed on local hard drive.

6. Click Next, then follow the instructions to finish the installation.

Add an HTTPS site binding for HistorianME Security Web Service
If deploying HistorianME Security Web Service in an environment where privacy of the network communications might be at risk, add an 
HTTPS site binding to encrypt all client connections to HistorianME Security Web Service.

Prerequisites
• Install HistorianME Security Web Service.

• Configure Internet Information Services (IIS) to use web server security.

To add an HTTPS binding for HistorianME Security Web Service
1. On the FactoryTalk  server, from Control Panel, select Administrative Tools > Internet Information Services (IIS) Manager.

2. From Connections, select Default Web Site.

3. From Actions, select Bindings.
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4. In Site Bindings, select Add.

5. In Add Site Binding, specify the following the binding properties:

- Type:  Select HTTPS.

- IP Address:  Select All Unassigned.

- Port:  Enter 443.

- SSL Certificate:  Select the SSL certificate for the HistorianME Security Web Service server.

6. Click OK, then click Close.

7. From Connections, select FactoryTalk.

8. In /FactoryTalk  Home, double-click SSL Settings, select Require SSL, then select Accept.

9. From Actions, select Apply.

Client computers cannot connect to HistorianME Security Web Service
Possible cause and solution:

• Lack of network connectivity.

Check the network connection of the client computer and verify that it can connect to other network resources.

Check the network connection of the HistorianME Security Web Service host computer and verify that it can connect to network 
resources and accept inbound connections.

• Required software is not installed on the HistorianME Security Web Service host computer.

Verify Microsoft .NET Framework 4.8 is installed on the HistorianME Security Web Service host computer. If it is not installed, install it 
using the FactoryTalk Services Platform  installation media.

Verify Internet Information Services (IIS) is installed on the HistorianME Security Web Service host computer. If it is not installed, 
install it using Control Panel  (Windows) or Administrative Tools  (Windows Server).

• Internet Information Services (IIS) is not listening on the default ports on the HistorianME Security Web Service host computer.

On the HistorianME Security Web Service host computer, open a browser and connect to the login URL:

HTTP:  http://localhost:80/FactoryTalk/Security/WebService/200810.asmx

HTTPS:  https://localhost:443/FactoryTalk/Security/WebService/200810.asmx

If the HistorianME Security Web Service page does not appear, IIS is either not running properly or is configured to listen on another 
port. Use IIS Manager to check the configuration and update client computer HistorianME Security Web Service paths to use a non-
default port if necessary.

• The firewall on the HistorianME Security Web Service host computer does not allow incoming traffic on the ports configured in IIS 
Manager.

On the client computer, open a browser and connect to the login URL. Replace server_path  with the fully qualified domain name of 
the HistorianME Security Web Service host computer and replace the port number with the port number configured in IIS Manager:

HTTP:  http://server_path:80/FactoryTalk/Security/WebService/200810.asmx

HTTPS:  https://server_path:443/FactoryTalk/Security/WebService/200810.asmx

If the HistorianME Security Web Service page does not appear, verify that the firewall on the HistorianME Security Web Service host 
computer allows incoming traffic to the ports configured in IIS Manager.
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User cannot sign in to HistorianME Security Web Service
Possible cause and solution:

• User does not have permission to sign in to HistorianME Security Web Service

1. On the HistorianME Security Web Service host computer, open a browser and connect to the login URL. Replace the port number 
with the port number configured in Internet Information Services (IIS) Manager:

HTTP:  http://localhost:80/FactoryTalk/Security/WebService/200810.asmx

HTTPS:  https://localhost:443/FactoryTalk/Security/WebService/200810.asmx

2. Select Login.

3. In userName, enter the username for a user already configured in the FactoryTalk  Network Directory.

4. In password, enter the password.

5. In encryptionAlgorithm, type ClearText  then click the Invoke  button.

If the page returns an XML string, the user is valid for use with HistorianME Security Web Service.

• User has been disabled or locked in FactoryTalk Directory.

Contact the FactoryTalk  administrator to verify account status.
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Securing your FactoryTalk Directory
The network directory and local directory are separate, and you must secure them uniquely. Most Rockwell Automation  software products 
require the use of the FactoryTalk  network directory. FactoryTalk View Site Edition Station Local, FactoryTalk Batch version 13.00.00 and 
earlier, FactoryTalk View Studio Machine Edition, and FactoryTalk View Station Machine Edition use the FactoryTalk local directory.

Follow these key steps to tighten security in a distributed system on a network:

• Create one or more FactoryTalk  user accounts or Windows-linked user accounts, then add these accounts to the  FactoryTalk 
Administrators  group. The local Windows Administrator group is added by default.

• Remove the Windows-linked group named Authenticated Users. This prevents all user accounts on any local computer connected to 
the network directory from automatically having access to the network directory.

• Modify security policies to secure the system.
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Rockwell Automation Support
Use these resources to access support information.

Technical Support Center Find help with how-to videos, FAQs, chat, user forums, and product notification updates. rok.auto/support

Local Technical Support Phone Numbers Locate the telephone number for your country. rok.auto/phonesupport

Technical Documentation Center Quickly access and download technical specifications, installation instructions, and user 

manuals.

rok.auto/techdocs

Literature Library Find installation instructions, manuals, brochures, and technical data publications. rok.auto/literature

Product Compatibility and Download Center 

(PCDC)

Get help determining how products interact, check features and capabilities, and find 

associated firmware.

rok.auto/pcdc

Documentation Feedback
Your comments help us serve your documentation needs better. If you have any suggestions on how to improve our content, complete the 
form at rok.auto/docfeedback.

Waste Electrical and Electronic Equipment (WEEE)
At the end of life, this equipment should be collected separately from any unsorted municipal waste. 

Rockwell Automation maintains current product environmental information on its website at rok.auto/pec.

Allen-Bradley, expanding human possibility, and Rockwell Automation are trademarks of Rockwell Automation, Inc.

Trademarks not belonging to Rockwell Automation are property of their respective companies.

Rockwell Otomasyon Ticaret A.Ş. Kar Plaza İş Merkezi E Blok Kat:6 34752 İçerenköy, İstanbul, Tel: +90 (216) 5698400 EEE Yönetmeliğine 
Uygundur
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