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Chapter 1

Edge Manager Deployment

This section provides information about deploying FactoryTalk Analytics GuardianAl using FactoryTalk Edge Manager.

Prerequisites
Ensure the following prerequisites are fulfilled.
»  Edge Node Minimum Hardware Spec
o Processor: Intel Atom 4 core
o Ram:8GB
o SSD:120 GB
»  Edge Node is certified for Deployment with FactoryTalk Edge Manager
»  FactoryTalk Edge Manager access and license are available
»  FactoryTalk Analytics GuardianAl application license is available
»  Ensure that the Edge Node is onboarded and status is Online
e Client PC Accessing FactoryTalk Analysis GuardianAl
o 0S - Windows
o Web Client: Chrome or Edge
Getting Started

FactoryTalk Analytics GuardianAl has the following two containers within Edge Manager used to deploy the
application.

»  FT-GuardianAl-Redis: The database container used by FactoryTalk Analytics GuardianAl.

»  FT-GuardianAl: The FactoryTalk Analytics GuardianAl application container.

Perform the following steps to import the FactoryTalk Analytics GuardianAl application from Marketplace:

1. Navigate to the Marketplace on the left navigation panel and click Edge Apps.

[ b <) Edge apps T +
L =
dis o sme
] . 1) . & . (1)
w place W
@&« =
. &

2. Go to the Global Edge Apps tab, scroll down and click the FT-GuardianAl-Redis app from the list.
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Chapter1  Edge Manager Deployment

FT Edge | GuardianAl non-prod v 9 @V

® Dpashboard Edge Apps. v
Ly Edge Nodes \J Local Edge Apps  [[] Global Edge Apps
Edge App Instances Categories Edge Apps available for the Enterprise use
%8 clus . Analytics & Data Management (35)
Cluster Instance ® Container g @ Container g @ Container g
B Library
@ L
redis redis =
Reports F F prerelease FT-GuardianAl.development
License: redis licanse License: redis license License: Unknown

Marketplace

® Container Imported ® Container Imported ® Containe: imported

L3 — § @lei\

FT-GuardianAl.prerelease F I F
cen License: Unknown License: Unknown

@3 Agministration

o Continer o Continer G e continer g

3. Check the details and click the import icon [ & ].
4 Repeat the step for FT-GuardianAl and click the import icon [ & ].

5. Both the FT-GuardianAl-Redis and FT-GuardianAl will be now available on the Local Edge Apps.

FT Edge | GuardianAl non-prod v D @v

y applicatio

(@ Dashboard Edge Apps v +
Lo Edge Nodes Y Local Edge Apps | [ Global Edge Apps
£dge App Instances Categories tdge Apps added in the Enterprise
23 cluster istances Analytics & Data Management (4) °
&
redis redis =
) brery F d d F di dis.prerelease FT-GuardianAl.development
Analytics & Data Managem Analytics & Data Manageme Analytics & Data Management

memory data store pre-configured for inter|
feports ta store pre-configured for ints

55 by FT GuardlanAl. All external network

terd  ichine learning
stuses

re pre-co for Inter
uardlanal. All external network, Nt devices. such as varlab

obs 0 nsuals TOH e cmsns A e omss @A

W Marketploce
&

@ adminisation

FT-GuardianAlprerelease
Analytics & Data Manages

Deploy FactoryTalk Analytics GuardianAl Redis Database

Perform the following steps to deploy the FactoryTalk Analytics GuardianAl Redis database.
1. Onthe left navigation panel, go to the Marketplace and click Edge Apps.

NOTE: It is important to first deploy the FT-GuardianAl-Redis application before the main
FT-GuardianAl.
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Chapter1  Edge Manager Deployment

@mmnaw FT Edge | GuardianAl non-prod

(?) Dashboard Edge Apps

o 0

v o+

FT-GuardianAl.development

Click the [ % Jicon on FT-GuardianAl-Redis to deploy the app
The Add Edge App Instance page displays.
On the Edge App & Edge Nodes tab, provide the following details and Click Next.

NOTE: It is recommended to set the other details as defaults.

o Project: Select the project from the drop-down list.

o Number of Deployments: Select Single for single deployment.

& e

& o @ ® D & @

o Select an edge node from selected Project: Select the appropriate Edge Node.

On the Edge App Instance Identity tab, provide the following details and click Next.
o Name: Provide a unique application name. The application name cannot be changed.
o Title: Provide a title.
o Description: Provide a detailed explanation about Edge App instance.
95055-INO10A-EN-P - Mar 2024



Chapter1  Edge Manager Deployment

< Back to Edge App Instances / Add Edge App Instance

(@) edge App & Edge Nodes (2) Edge App Instance Identity pters & Ne 3) Custom

Select Name, Title and a common Description for all instances.

Name* Title
Redis-TN1 [} Redis-TN
Description

Enable Logs Access
Yes

Staggered Start Delay @ To override Maximum Virtualization Overhead Memory

0 Second(s) x VMM Overhead

5. Onthe Adapter & Networks tab, select the Network Instance from the drop-down list, review the details

and click Next.

(@ dse anager FTEdge | GuardianAl non-prod 9 Qv

@ Dashboard < Back to Edge App Instances / Add Edge App Instance
Lo Edge Nodes (@ Edge App & Edge Nodes (@ Edge App Instance Identity (3) Adapters & Networks @) custom Configuration ®Re &De
B cdge App Instances Assign Edge Node resources to the Edge App's adapters and review Firewall Rules if any.

Cluster Instances Network Adapters

Network Adapter Name Firewall Rules Network Instance *

£tho Edge App Configured © | defaulttocal-Guarianal-TestNode1  x ©

D &

Library

®

Reports

Jobs

«@

Marketplace

€83 Administration

@ telp center

6.  The Custom Configuration page is displayed. The Redis database has no custom configuration parameters.
7. Click Next.
8.  Onthe Review & Deploy tab, review all the selected options and click Deploy.

FTEdge | GuardianAl non-prod 9 Qv

@ Dpashboard < Back to Edge App Instances / Add Edge App Instance
Tp Edge Nodes (© dge App & Edge Nodes @ tége App Instance dentity @ Adapters & Networks ® custom Configuration () Review & Deploy
@) Edge App Instances | Review selected g App & Edge Node(s) befor requesting deployment
T8 cluster instances Selected Edge App Bundle details summary: FT-GuardianAl-Redis. prerelease
Drives
& Ubrery
Tag Image Encrypted purge Mount path
#T-GuardianAl-Redis-1.0.0-prerel
ceports o FT-Guardianar-Redis-1 0.0-prerele .
ase.16
 Storage-Disk-FactoryTalknalytics
g Jrorsee DiskeFactoryTalkanalytics —y No Jdsta
obe LGuardiansl
Resources
Y Marketplace
" cpus Memory
& administration E e
Selected Edge Node deployment details.
£dge App Instance 1+ Edge Node Project
Redis-TNT © GuarianAl-Testhode1 DefaultEdgeGatemayProject?olicy
Showing 1 to 1 of 1 entries Records per page | 20 - 1
Cancel | [ previous |
@ Help Center [oanee J [ Treviows

You can click Previous to return to the previous tabs and edit or update the details.
9. The FactoryTalk Edge Manager will deploy to the edge node and provide a status update as Redis gets loaded

and updates to a running status.
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Chapter1  Edge Manager Deployment

NOTE: The initial status will display as Invalid, this is normal while FactoryTalk Manager

initiates the deployment.

@Eugcnanager FTEdge | GuardianAl non-prod MR CN M

@ Dashboard < Back to Jobs / Redis-TN1_create_ccee5fbd-a533-4d7b-ad05-e3ed1d08fbsb

2 tgse Nod Details
Ly Edge Nodes

Cdse o Instan Name Job Type
) Edge App Instances Redis-TN1_create_cceesfbd-2533-4d7b-2d05-e3ed 1d087b8b Deploy Edge Apps
N Project Edge A
88 cluster instances DefaultEdgeGatewayProjectPolicy FT-GuardianAl-Redis prerelease

B epors

Related Edge App Instance * | Related Edge Node TaskStatus | Current Edge App Instance Software Status
Jobs

® Redis-TNT ® GuarianAl-TestNodel Accepted Running i — ®
T Marketplace
& wgministraton Showing 1 1o 1 of 1 entries Records per page | 20 - 1

10.  The Edge App Instance will also provide a status view of the Redis database.

NOTE: Look for the unique application name created in step 4.

@Edqﬂ‘lanager FTEdge | GuardianAl non-prod D Q-

@ Dashboard < Back to Edge App Instances / Redis-TN1
A N T e
& cdge App Instances Information
%3 cunerimans || o soms e . et Ui
o v e -~ e
B ubrary
B reports
8 itzaion | ror s o
2 Marketplace
W Marketpl CPU Utilization Memory
o
B administrotion
£ Allocstes
5 [esenom |
- Used
e e s s ussd
o e 78 600
etwork e e
- (s |
@ Help center
-

Deploy FactoryTalk Analytics GuardianAl

Perform the following steps to deploy the FactoryTalk Analytics GuardianAl application.

1. Onthe left navigation panel, go to the Marketplace and click Edge Apps.

NOTE: Note: It is important to first deploy the FT-GuardianAl-Redis application before the

main FT-GuardianAl.
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Edge Manager Deployment

b

@Eng'mnager FT Edge | GuardianAl non-prod M D Q-

Edge Apps

7 Local Edge Apps [ Global Edge Apps

Edge Apps added in the Enterprise

o Olnstlls @O e s 8 e omsals 'R

W Markecplace

@ Help center Showing 1 to 4 of 4 entries Reco

Click the [ % Jicon on FT-GuardianAl to deploy the app
The Add Edge App Instance page displays.
On the Edge App & Edge Nodes tab, provide the following details and Click Next.

NOTE: It is recommended to set the other details as defaults.

o Project: Select the project from the drop-down list.
o Number of Deployments: Select Single for single deployment.

o Select an edge node from selected Project: Select the appropriate Edge Node.

nnnnnnnnnn

...........................

On the Edge App Instance Identity tab, provide the following details and click Next.

o Name: Provide a unique application name. The application name cannot be changed.
o Title: Provide a title.

o Description: Provide a detailed explanation about Edge App instance.
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(1) Edge App & Edge Nodes

< Back to Edge App Instances / Add Edge App Instance

(2) edge App Instance Identity (3) Adapters & Networks (@) cust

om Configuration (5) Review & Deploy

Name *

GAI-TNT

Description

Enable _ogs Access

Ves
Staggered Start Delay

0 Second(s)
Tags

Enter Key Enter Value

Select Name, Title and a common Description for all instances

Title

GAI-TNT

(D To override Maximum Virtualization Overhezd Memory

VMM Overhead

5. Onthe Adapter & Networks tab, select the Network Instance from the drop-down list, review the details

and click Next.

@Edge Manager FT Edge | GuardianAl non-prod

@ Deshboard
Lo

il Edge App Instances

Z3 Cluster instances
o)

° O

£dge Nodes

(@ edge App & Edge Nodes

< Back to Edge App Instances / Add Edge App Instance

(@ edge App Instance Identity | (3) Adapters & Networks |

Library
Reports
obs

G Marketplace

€83 Administration

@ telp center

Network Adapters

Network Adapter Name

£tho

Assign Edge Node resources to the Edge App's adapters and review Firewall Rules if any.

Firewall Rules

Network Instance *

£dge App Configured © | defaultiocal-GuarianalTestNodet  x ©

Cance!

6.  The Custom Configuration page is displayed. The FactoryTalk Analytics GuardianAl application has the

following parameters to configure

a.

Redis Connection String: Default value is set to connect to the Redis Database. This parameter is the

reason why it is important to deploy the Redis Application before FactoryTalk Analytics GuardianAl.

Admin Password: The FactoryTalk Analytics GuardianAl has a main login page. This parameter sets the

password for the login screen to access the application

(@Edqe'mnager FT Edge | GuardianAl non-prod

@ Dashboard
Edge Nodes

Edge App Instances

&

T3 Cluster Instances

Library

Reports

2 Marketplace

@ Admiistration

@ Help Center

9 O

< Back to Edge App Instances / Add Edge App Instance

(@ edge App & Edge Nodes

(@ tdge App Instance Identity (@ Adapters & Networks

@ custom Configuration Review & Deploy

Configure settings for the Edge App Instance that are applied when the instance starts.

FT-GuardianAl-config

FT-GuardianAl-config

Redis Connection String *

10.1.0.128:6379

Show Password

=

7. Click Next.

8. Onthe Review & Deploy tab, review all the selected options and click Deploy.
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@Edgem.anaqer FT Edge | GuardianAl non-prod 9 @

@ pashboard < Back to Edge App Instances / Add Edge App Instance
& Edge Nodes (@) Edge App & Edge Nodes (@) Edge App Instance Identity (@ Adapters & Networks (@ custom Configuration (©) Review & Deploy
B cdge App Instances Review selected Edge App & Edge Node(s) before requesting deployment
3 Cluster Instances elected Edge undle details summary: FT-GuardianAl prerelease

£3 sel d Edge App Bundle detail y: FT-GuardianAl.prerel.

Drives
) Library

Tag Image Encrypted Purge Mount Path

FT-GuardianAl-1.0.0-prerel
B Reports (@ TGuardianAl 1.0 0-prerele Yes
Yase.16

Resources
Jobs

cPUs Memory
7 Marketplace

2 40068
€3 Administration

Selected Edge Node deployment details.

Edge App Instance Edge Node Project
GAI-TNI @ GuarianAl-TestNodel DefaultEdgeGatewayProjectPolicy
Showing 1 to 1 of 1 entries Records per page | 20 - 1

= oo |
@ Help center

You can click Previous to return to the previous tabs and edit or update the details.
9. The FactoryTalk Edge Manager will deploy to the edge node and provide a status update as FactoryTalk

Analytics GuardianAl gets loaded and updates to a running status.

NOTE: The initial status will display as Invalid, this is normal while FactoryTalk Edge Manager

initiates the deployment.

@Eage Manager T Edge | GuardianAl non-prod ¢ M 9 @

@ oashboard < Back to Jobs / GAI-TN1_create_879e4d8a-9007-43d5-bd26-9b47916cd238
Lo Edge Nodes Details
- Name Job Type
App Instan
@) Edge App Instances GAI-TN1_create_879e4d8a-9007-42d5-5d26-0b47916¢d238 Deploy Edge Apps
, Project Edge Ap)
ER cluster instances DefaultedgeGatewayProjectPolicy FT-GuardianAl prerelease
Reports
Related Edge App In... 1| Related Edge Node Task Stat.. Current Edge App Instance Software Status
O Jobs
® GalTNI ® GuarianAl-TestNod..  Accepted  Running —_—— — ®
2 Marketplace
€3 Administration Showing 1 to 1 of 1 entries Records per page | 20 - 1

10.  The Edge App Instance also provides a status view of the FactoryTalk Analytics GuardianAl Application.
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Edge Manager Deployment

NOTE: Look for the unique application name created in step 4.

@Edqe’Manaqer FT Edge | GuardianAl non-prod

2 Library Opaque Status
Not Available

() Reports

Jobs Utilization

7 Marketplace

@8 Administation

Percentage

CPU Utilization

@ Dashboard < Back to Edge App Instances
Lo Edge Nodes Status Basic Info Adapters Storage Events Logs
Information
B Cluster nstances Admin Status Run State Last Seen
Active ® Online Feb 18,2024 10:39 AM

For Last 1 Hour

10:37 10:38

Last Booted
Feb 18,2024 10:36 AM

Last Known Uptime
2 minute(s)

Memory
CPU USAGE
Allocated
Used .
10:39)

Total Memory 4.47 GB (100%)

Accessing FactoryTalk Analytics GuardianAl

This section provides information on how to access FactoryTalk Analytics GuardianAl from FactoryTalk Edge Manager.

1. Onaweb browser, type the following URL in the following format to access the FactoryTalk Analytics

GuardianAl application.

https://<Edge Device IP address>

o Edge Device IP address: Copy the address from the Edge Node Basic tab.

FT Edge | GuardianAl non-prod

€3 Administration

(?) Dashboard @
&ff88c61-2813-4571-b732-79754d5h8f6¢
Ln Edge Nodes Name
TestNode1
Edge App Instances Description
Not Available
B3 Cluster instances Broject
DefaultEdgeGatewayProjectPalicy
(=] Library
Tags
Reports BuildType : prerelease
Location
P Jobs 20147, Ashburn, US
Asset ID
X2 Marketplace Not Available

Identity Type
Generate Single-Use EVE-OS Installer

Environment

@

Name

Ethernet Port 1

Ethernet Port 2

Ethernet Port 3

Help Center Ethernet Port 4

IP Address

Not Available

10.91.22.159) feB80::cc48:...

Not Available

Not Available

Title
-TestNodel

Local Operator Console
Not Configured

Serial Number
BAMO453000001

Asset Location
Megoun

Not Available
10.81.160.35, 10.81.160.36

Not Available

Not Available

2. The application login page is displayed. Provide the password.

NOTE: The password is set in the custom configuration step 6 of the Deploy FactoryTalk

Analytics GuardianAl section.

Rockwell Automation, Inc.
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12

Figure 1. FactoryTalk Analytics GuardianAl Login Page

<« C O MNotseawe Biec/10.9122.159/#/Logi =5¢2FHomeMonitoring e %x O =0
eAnaIytiw"GuardIanA["
Log in to FactoryTalk Analytics GuardianAl
aaaaaaaa a
"\ Rockwell X
Automation (=20

expanding human possibllity”

After login, the user will be prompted to select the time-zone for FactoryTalk Analytics GuardianAl.

It is recommended to set the time zone to the locale of the compute surface where FactoryTalk

Analytics GuardianAl is installed. The time zone is used by the application to record timestamps of deviation

and failure risk events encountered when monitoring assets. The time zone can be modified by going to the

general settings page via the gear icon in the upper right corner of the FactoryTalk Analytics GuardianAl

application.

Figure 2. Time Zone Configuration
ekwlydcs'ﬁuard\sn/\l' 83 (@) Logou

@GuardianAl
20

\&

Select your time zone to get started

Time Zon
(UTC-08:00 : PST) Los Angeles, United Ste
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Manual Container Deployment

Prerequisites

Installation Files

Chapter 2

This section provides information about deploying FactoryTalk Analytics GuardianAl manually using container.

Minimum Hardware Specifications

o Processor: Intel Atom 4 core

o Ram:8GB
o SSD:120 GB
Host Machine 0S

o Linux Debian 11,12

Client Computer

o 0S - Windows

o Web Client: Chrome or Edge

Ensure the Linux instance has web access to enable the automated script to download dependent packages

The following files are required to perform manual container deployment of FactoryTalk Analytics GuardianAl

application.

Build Label- V1.00.00

guardianai-install.sh - This installation script is used to deploy FactoryTalk Analytics GuardianAl application.

guardianai-uninstall.sh - This script is required in case you want to uninstall FactoryTalk Analytics

GuardianAl application.

guardianai-reset-password.sh - Script used to reset the Login password for the FactoryTalk Analytics

GuardianAl main login screen.

guardianai.tar - This file contains application files and all other dependent scripts required to run

the FactoryTalk Analytics GuardianAl application.

redis.tar - This file contains the redis database used as the data storage layer by the FactoryTalk Analytics

GuardianAl application.

Installing FactoryTalk Analytics GuardianAl

Rockwell Automation, Inc.
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Chapter2  Manual Container Deployment

Perform the following steps to install the FactoryTalk Analytics GuardianAl application.

1. Ensure the user executing the installation has sudo permissions. For additional information please refer to

the step below “Adding a user to the sudoers list."

2. Move the content guardianai-install.sh, guardianai-uninstall.sh, guardianai.tar, and redis.tar files to the target

Linux device.

o Create a GuardianAl directory in your user home directory.
Junrd:nnrivr”UUnrdEnnVHiE:"$ 1s -1
total 36
drwxr-xr-x 2 guardianaivm guardianaivm 4896 Feb 8 12:@2 Desktop
drwxr-xr-x 2 guardianaivm guardianalvm 4@96 Feb & 1©:22 Documents
Arwxr-xr-x 2 quardianaivm quardianaivm 4@96 Feb 8 10:02 Downloads
Prwxr-xr-x 3 guardianaivm guardianalvm 4896 Feb 14 16:20 GuardianAI
drwxr-xr-x 2 guardianaivm guardianaivm 4296 Feb 8 1@:@2 Music
drwxr-xr-x 2 guardianaivm guardianaivm 4@96 Feb 8 1©:02 Pictures
drwxr-xr-x 2 guardianaivm guardianaivm 4@96 Feb 8 1@:@2 Public
drwxr-xr-x 2 guardianaivm guardianaivm 4@96 Feb 8 10:02 Templates
drwxr-xr-x 2 guardianaivm guardianaivm 4@96 Feb 8 10:02 Videos

o Place the files in that directory
o Note: WinSCP can be used to transfer files to the Linux Instance
3. Modify the permission to the installation scripts to enable execution
o chmod +x guardianai-install.sh
4, Execute the Installation script.
a.  Theinstallation script takes as an argument the login password that will be used for the application.
b.  ./guardianai-install.sh <GuardianAl Login Password>
c.  Note: The user will be prompted to enter the sudo password.

d.  Once the script is executed successfully, the user will see the following:

Figure 3. Installation Script Execution

Accessing FactoryTalk Analytics GuardianAl

FactoryTalk Analytics GuardianAl has a self-signed certificate, to access the application the user should bring up a

web page using either Chrome or Edge.

FactoryTalk Analytics GuardianAl Hyperlink: https://<hostname>

NOTE: Enter hostname in the Linux shell command line to get the instance hostname for connection.

14 95055-INO10A-EN-P - Mar 2024 Rockwell Automation, Inc.



Chapter2  Manual Container Deployment

The first access point for FactoryTalk Analytics GuardianAl will be the login page. The login password is the argument

set when first installing the application and running the shell script, please refer back to step 4.b of the installation.
Jeuardianai-install sh <GuardianAl Login Password:>

Figure 4. FactoryTalk Analytics GuardianAl Login Page

< G @ Notsecure  hetps//10.91.22.159/#/LoginretumUrl=562FHomeMonitoring ax 0 =0

@ Analytics GuardianAl’

Log in to FactoryTalk Analytics GuardianAl

Password

'39 Rockwell "
Aufomation

expanding human possibility

After login, the user will be prompted to select the time-zone for FactoryTalk Analytics GuardianAl. It is recommended
to set the time zone to the locale of the compute surface where FactoryTalk Analytics GuardianAl is installed. The
time zone is used by the application to record timestamps of deviation and failure risk events encountered when
monitoring assets. The time zone can be modified by going to the general settings page via the gear icon in the upper
right corner of the FactoryTalk Analytics GuardianAl application.

Figure 5. Time Zone Configuration
(@ Anaiytics Gusrdianir B Q) Logout

@GuardianAl

Select your time zone to get started

Time 2o
(UTC-08:00 : PST) Los Angeles, United Ste

Uninstalling FactoryTalk Analytics GuardianAl

Perform the following steps to uninstall FactoryTalk Analytics GuardianAl.
1. Ensure the user executing the installation has sudo permissions. For additional information please refer to
the “Adding a user to the sudoers list.”
2. Modify the permission to the uninstall scripts to enable execution.
chmod +x guardianai-uninstall.sh
3. Execute the Uninstall script.

JJquardianai-uninstall.sh

Rockwell Automation, Inc. 95055-INO10A-EN-P - Mar 2024 15
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4. Once the script is executed successfully, the user will see the following.

Figure 6. Uninstall Script Execution

guardianaivm@guardianVM12:~/GuardianAlI$ ./guardianai-uninstall.sh
Starting the uninstall...

Disabling GuardianAI scheduling service

Stopping GuardianAI runtime

Removing GuardianAI runtime

Removing installed GuardianAI database docker.io/guardianai/redis:7.2.4
Removing installed GuardianAI docker.io/library/guardianai:1.@.0-prerelease.17
Removing GuardianAl database files

Removing GuardianAI logs

Removing GuardianAIl captured trends

NOTE: The uninstall script will delete all the data captured by FactoryTalk Analytics GuardianAl and

fully remove the containerized application.

Resetting FactoryTalk Analytics GuardianAl Login Password

In the event a user forgets the login password for the main FactoryTalk Analytics GuardianAl page, the following
script can be used to reset the password. The login password will be reset to the original password configured upon
installation of the application (refer to step 4 below to query the original password)
1. Modify the permission to the reset password script to enable execution.
chmod +x guardianai-reset-password.sh
2. Execute the reset password script.
Jquardianai-reset-password.sh
3. The script will reset the password to the original value set during the installation of FactoryTalk Analytics

GuardianAl.

Figure 7. Password Reset
puardianaivm@guardianVM1Z:~/ouardianAly ./quardianal-reset-password.sh
Peleting existing password

] uri | ) 1

4. To query the original password set during the installation, use the following command.

podman inspect guardianailgrep Admin__Password=

Figure 8. Query Password Set During Installation

puardianaivm@guardianVM12:~/GuardianAI$ podman inspect guardianai|grep Admin__Password=
“Admin__Password=Rockwell",
"Admin__Password=Rockwell",

5. Users will now be able to login using the original password set during installation
6.  Tochange the password, please go to the settings page via the gear icon in the upper-right corner of

FactoryTalk Analytics GuardianAl.

Adding a user to the sudoers list

Add user to the sudoer list

Perform the following steps to add a user to the sudoers list.

16 95055-INO10A-EN-P - Mar 2024 Rockwell Automation, Inc.
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Chapter2  Manual Container Deployment

NOTE: A root user should add a user to the sudoers list. Before you add the user to the sudoers list,

perform the first two steps in the following procedure to switch to a root user.

1. Run command: su
2. Enter the root password
3. Run command: sudo visudo

The visudo command ensures that you do not make syntax errors that can lock you out of the system.

GNU nano 5.4 Jetc/sudoers. tmp

Defaults env_reset
pefaults mail badpass
Defaults secure path="/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:

€ eclrtlcatl
root ALL=(ALL:ALL) ALL

4. Using the down arrow key, scroll down to the line below root ALL=(ALL:ALL) ALL
5. Add the following as shown in the image.
o <User name> ALL=(ALL) ALL

# Use rivilege specifi
root ALL=(ALL:ALL) ALL
lguardianaiuser ALL=(ALL) ALL

6.  Toexit: ctrl-x

7. Y-enter to save

Defaults env_reset

Defaults mail badpass
Defaults secure path:”/usr/local/sbin:/usr/lncal/bln:/usr/sbin:/usr/bin:!

root ALL=(ALL:ALL) ALL

guardianaiuser ALL=(ALL) ALL

# A v membe gri sud to execute mm.
fssudo ALL=(ALL:ALL) ALL

File Name to Write: /etc/sudoers.tmp
~ ance

ckup File

B Append i8] Ba
ullZ Prepend ~ O

8.  Enter again to write to sudoers.tmp

Switch back to the user by exiting from root

*  Run command: exit
root@guardianaivm: /home/quardianaiuser# exit
exit

guardianaiuser@guardianaivm:~%
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