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Today’s business environment has prompted the need for companies to
reinvent their operating models, production and value chains. Organizations
need to keep up with changing consumer and employee expectations by
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I hope you enjoy this issue of Automation Today and that it provides some new
industry insights to help you address your evolving operational challenges.
Stay Safe, stay connected.

Scott Wooldridge

President, Asia Pacific Region
Rockwell Automation

NEWS & EVENTS

Automation Fair At Home
Creating a new world-class experience for Automation
Fair 2020 to showcase the power and value of our IT/OT
expertise.
Discover your next innovation at Automation Fair At Home, from
16 -20 November 2020. This experience will feature the newest
solutions and innovations, the opportunity to interact with
technology experts and executives, participate in engaging handson labs, training sessions, industry focused forums, and keynote
presentations, and network with leading professionals in the field.

Featuring personalized customer experiences, digital thread
demonstrations and digital engineering, see how you can take your
digital transformation journey to the next level. Engage in virtual
and in-person customer tours of our manufacturing experience.
Automation Fair At Home will help you see how the latest products,
technologies, solutions and services can take your operations to
meet the manufacturing environment today, tomorrow and the
future.

INSPIRED customer-delivered best practices to highlight
innovative approaches, outstanding ROI, and successes
achieved through Rockwell Automation solutions

•

UNSURPASSED peer-to-peer networking activities which
provide an opportunity to learn from other process
professionals from a broad spectrum of industries

Join us online for all this and more! Event details will be available
in late September. Registration will open in October.

Expanded Leadership Role of Chief
Administrative & Legal Officer
Rockwell Automation has named Rebecca (Becky) House
to the expanded leadership role of senior vice president
and Chief Administrative & Legal Officer, effective
immediately. In this newly created role, she is responsible for
accelerating the evolution of Rockwell Automation’s culture and
leading the company’s human resources and talent teams in
addition to her existing responsibilities overseeing the company’s
legal, ethics and compliance, global security, public affairs, and
environmental, health and safety teams.
House, who previously served as Chief Legal Officer, reports
directly to Blake Moret, Rockwell Automation Chairman & CEO,
and leads a team of more than 500.
“Becky’s energy, business expertise and legal acumen, as well
as her deep passion for Rockwell Automation, our culture, our
people and our brand, make her the ideal leader to take on this
new and expanded role,” said Blake Moret, Chairman & CEO of
Rockwell Automation. “Becky’s relentless focus on driving strategy
and evolving the way we do business will rapidly accelerate our
progress bringing the Connected Enterprise to life.”

Process Solutions Users Group 2020
Join your peers at this interactive 5-day, industry leading event
to gain greater insight into the latest process automation
technologies. Through thought provoking keynotes, insightful
technical and customer application sessions, and practical handson labs, the Process Solutions User Group (PSUG) addresses the
production challenges you face every day including control
strategies, optimization, process safety, and more.
The PSUG event offers:
•
ENLIGHTENED technical sessions and hands-on labs that
deliver information on the latest modern process automation
technologies
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“I’m honored to take on this role at this critical time for Rockwell
Automation and to continue building on the company’s legacy
of innovation and transformation under Blake’s leadership,” House
said. “I have immense confidence in our talented people around
the world and look forward to building on their strengths as we
continue to evolve and expand the ways we deliver value to our
customers.”
House serves on the board of directors for FMI Funds, Inc., MIND
Research Institute, and Wisconsin Alumni Research Foundation
(WARF). She is also a director of Sojourner Foundation, the largest
provider of domestic violence services in Wisconsin.
Before coming to Rockwell Automation, House served as assistant
general counsel and assistant board secretary at Harley-Davidson
Inc. Earlier in her career, she was a partner at Foley & Lardner in
Milwaukee. House graduated from the University of Wisconsin
– Madison. She earned her law degree, magna cum laude, from
Harvard Law School.

GLOBAL EVENTS

The Automation Fair At Home experience offers hands-on training
sessions and thought-provoking presentations to help you conquer
your industry challenges. These sessions are presented by experts
from Rockwell Automation, our PartnerNetwork™ members, and
forward-thinking professionals. Learn how they can improve your
expertise and skillset.

•

NEWS & EVENTS

Commitment to Corporate
Responsibility and Sustainability

around the world, by creating state-of-the-art automated
processes that helped the organization feed significantly
more people. In 2019 alone, the organization saw a 20%
increase in manufacturing capacity. In Asia-Pacific, Rockwell
Automation worked with a renewable energy company off
the coast of mainland Australia, to help the region meet its
needs for electricity generation. Rockwell Automation did
so by installing a new “Hydro Energy Hub” that switches
to 100 percent renewable solar and wind energy when
conditions allow.

Rockwell Automation issues 2019 Corporate
Responsibility Report and launches new online hub for
corporate responsibility and sustainability content

A global industrial automation and digital transformation
leader, Rockwell Automation aims to be a principal voice in the
corporate responsibility and sustainability space. The 2019 CRR
highlights the company’s successful initiatives to continue to
build a more inclusive workplace for employees; help customers
reduce emissions and waste; and be a catalyst for progress in
local communities.
In conjunction with the publication of the 2019 CRR, Rockwell
Automation recently launched a new corporate responsibility
content hub. Rockwell Automation’s corporate responsibility
content hub will feature new stories and updates on its
corporate responsibility progress throughout the year.
“Helping our customers be more productive and sustainable
has been our focus since our founding over a century ago, and
I’m especially proud of the progress highlighted in our 2019
Corporate Responsibility Report,” said Rockwell Automation
Chairman and CEO Blake Moret. “As we navigate a world forever
changed by COVID-19, our dedication to the health and safety of
our people, our customers, and our communities is top of mind
for us – and we remain steadfast in our commitment to expand
human possibility both inside and outside of the company.”
Rockwell Automation’s 2019 CRR showcases powerful stories of
the company’s impact across the three pillars of its corporate
responsibility and sustainability strategy. Highlights include:
•

Sustainable Customers: In 2019, Rockwell Automation
assisted a non-profit organization combatting malnutrition

•

Sustainable Company: In 2019, Rockwell Automation
recycled or reused 8,500 tons of its 9,900 tons of waste
generated. Additionally, the organization achieved a worker
safety rate of 0.37 cases per 100 employees, exceeding its
goal of 0.40 for the year. Rockwell Automation earned a
perfect score on the Human Rights Campaign’s Corporate
Equality Index and was recognized as one of the Ethisphere
Institute’s World’s Most Ethical Companies.

•

Sustainable Communities: Rockwell Automation’s
total giving for 2019 totaled almost $9M, with a focus on
STEM education, talent and equity, and disaster relief and
recovery programs. In addition to in-kind support, Rockwell
Automation employees mentored 221 global teams
through the For Inspiration and Recognition of Science &
Technology (FIRST) program, an initiative aimed at inspiring
young people to be science and technology leaders.
In North America, Rockwell Automation’s Academy of
Advanced Manufacturing (AAM) offers technical education
to upskill military veterans for successful careers after the
military.

ASIA PACIFIC EVENTS

Rockwell Automation launched the annual Corporate
Responsibility Report (CRR), highlighting the company’s
efforts during 2019. The CRR reflects Rockwell Automation’s
commitment to placing corporate responsibility and
sustainability practices at the core of its approach to customers,
employees, and communities.

“Rockwell Automation’s approach to corporate responsibility
is not static, but rather is constantly adapting to meet the
evolving challenges we face, enabling us to make a meaningful,
lasting difference in the world,” said Majo Thurman, Director of
Environment, Health & Safety (EHS) at Rockwell Automation.
“As part of our evolving approach, we are analyzing and setting
new environmental goals, refreshing and refining our corporate
responsibility priorities, and engaging with our key stakeholders
to understand where and how we can make the biggest
difference.”
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Connected Services for
Industrial Operations
If your equipment goes down, how prepared are you to
recover quickly? Most companies require some level of
outside support – especially as they contend with skills
shortages, obsolescence risks and increasing operational
complexity.
As companies continue to reinvent their operating models,
products, production and value chains, their key goal is to minimize
risk and maximize productivity. Manufacturers are challenged
to keep up with advances in technology that can transform the
plant floor. Your ability to support, maintain and keep your current
systems running optimally – while also equipping your workers for
success is critical.
Through innovation, domain expertise and a culture of integrity,
Rockwell Automation offers the technology-specific expertise you
need, adding value to your solutions throughout the lifecycle of
your investment.
The challenges you face can vary by day, location and industry. You
may have a skills gap looming on the horizon in one plant or region
and need to improve safety in another. You may need to optimize
performance of certain assets or an underperforming plant. Or you
may be seeking to modernize technology across all of your sites.
The capabilities of the Connected Enterprise can help you address
some of today’s top manufacturing challenges.
However, to take advantage of the latest advances in mobility,
artificial intelligence and other smart technologies, you must
first address the challenges around convergence of Operations
Technology (OT) and Information Technology (IT). This will allow
you to capture the true value of data and analytics.

6

		

ASIA PACIFIC

Networks and virtualization
Tighter integration between industrial assets on the production
floor and the rest of the enterprise value chain requires secure
networks and accessible data that can be managed under
a common system. A robust, secure and scalable network
infrastructure can help increase productivity and, more importantly,
reduce risk.
Reducing cyber risk in your industrial infrastructure is of critical
importance. By proactively discovering your vulnerabilities,
misconfigurations, and unsecured network connections, your
cyber risk can be reduced. Managed services can help you
monitor, administer and maintain your network and virtualization
infrastructure.
Pre-engineered solutions such as the Rockwell Automation
Industrial Data Center (IDC) helps ease the transition to a virtualized
environment for your business, saving you time and money. It
combines equipment from industry leaders that are pre-configured
specifically for the manufacturing and production industries.
The Versa Virtual is a new addition to the IDC and comes fully
configured with remote monitoring and administration attached.
Therefore, it does not require a special IT or OT skill to set up and it
provides the perfect platform for applications such as Innovation
Suite or PlantPAx. Versa Virtual and family of IDCs allow Rockwell
Automation to proactively support and manage all phases of the
lifecycle.

Services for digital transformation
Companies need to modernize systems to remain sustainable
and while transforming to a more digitally focused enterprise can

be overwhelming, it is critical in light of the current Covid-19
pandemic.
At its core, digital transformation enables the sharing and
exchange of data and information. This is more important now
than ever before as we adapt to the rapidly changing demands
on production, our supply chains, and on our workforce.
When implemented appropriately, digital lets you easily share
information between teams, across staggered shifts, or between
levels of the organization.
The Lifecycle Services group at Rockwell Automation can provide
support at any step of the way, whether it is designing a new plant
or working through a digital transformation. Furthermore, because
the need for analytics and related support can come at anytime,
the group can also help make equipment more productive and
secure through a digitally enabled lifecycle. By providing scalable
services for small operations through to global, multimillion-dollar
enterprises, the level of support can be customized to suit your
requirements.
Connected services focused on the OT space – whether managing
a single network or a full OT cybersecurity program rollout across
the globe – can help you sustain growth. Together with on-site
maintenance and support or technical support and training, all
services are driven by data and analytics.
As IT and OT convergence takes precedence, cybersecurity is not
only a must for your everyday operations, but it is also critical for
your ongoing digital transformation program. A security posture
that is based on a single technology like a firewall is not enough,
especially when insider threats can be as much of a risk as outside

threats. Work with those who specialize in the security of OT
systems to integrate cybersecurity into your transformation plan
and technology roadmap.

A good place to start
An Installed Base Evaluation makes it easy for you to collect and
analyze critical performance information within your facility,
helping you to plan for future.
It can be challenging to keep a firm grasp on your installed base.
With production systems in place across multiple locations,
industrial assets may have been supplied by various vendors and
maintained by different workers.
Perhaps you do not know that you lack a critical spare part until
production goes down. Or even worse, maybe that particular part
is no longer manufactured. When
you lose track of the systems and
parts in your facilities, you face risks ' A n I n s t a l l e d
like obsolescence, parts shortages, Base Evaluation
and training gaps with personnel.
helps you plan

for the future by

However, by using digital tools c o l l e c t i n g a n d
yo u c a n o b t a i n a n a c c u r a te analyzing critical
picture of your installed base. p e r f o r m a n c e
Imagine not only knowing what information within
you have installed, but also how your facility'
it is changing over time. This
information can give a clear picture
of the installed base and prioritize the risks that pose the greatest
danger to production.
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It can also uncover additional risks in other areas of the business.
For example, with this visibility you could evaluate the devices on
your most critical assets and consider training programs to make
sure that workers have proper skills for the assets they are expected
to maintain and operate.
With visibility into your installed base, you’ll know whether there
are sufficient spares in your inventory to make sure you can
replace a device if there is a failure. This helps to reduce the risk of
extended downtime.

Securing remote access
Manufacturers need to actively manage remote access to their
plant floor to avoid exposing assets to vulnerability risks and
unfortunately, everyday those risks get more serious. As plant floors
become more connected – from the equipment to the systems
– the way manufacturers manage internal and external access to
that technology is evolving.

Another opportunity during uncertain times could be to assess
obsolescence risk across your installed base. Knowing the lifecycle
status of your installed devices, both Rockwell Automation
and a third-party, can do more than help plan modernizations.
Where modernizations may not be feasible in the short term,
this information can help you determine an appropriate support
strategy to ensure that you have access to replacement parts and
the knowledge required to maintain your assets.
A third use for this information is training. Imagine not just having
access to installed base insights and analytics but also being able
to connect your installed base directly to your training programs to
verify that your team has the skills it needs to maintain production.
With e-learning, My Equipment, and the broader application
of digital toolsets, this connection across disciplines becomes
possible.

Asset performance management

According to a recent ARC Strategies report, Rethinking Asset
Performance Management, successful asset management
requires close cooperation between the maintenance, reliability,
process engineering, and operations functions in an industrial
facility. New digitized tools can make that cooperation easier.
The right toolsets can also make previously manual tasks more
automated to help you and your team be more productive.
Accessing the right data and information, whether it be installed
base insights, training programs or
otherwise, is becoming increasingly
important as companies try to adapt 'Successful asset
quickly to changing conditions.
management
Wi t h d i gi t a l a c c e s s av a i l a b l e
every time, you save critical time
planning a response, taking action,
and communicating to your
stakeholders. With rapidly changing
production schedules, demand
planning and supply chain impact, it
is more important than ever before
to have trusted information available
to help you make decisions and take
time sensitive actions.
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requires close
cooperation
between the
maintenance,
reliability, process
engineering,
and operations
functions in an
industrial facility'

Every manufacturer should be concerned about the rise
in ransomware attacks that have taken advantage of the
vulnerabilities specific to the OT environment. More commonly,
human errors can also result in unplanned downtime and safety
and environmental risks. While remote access enables virtual
troubleshooting and monitoring that would otherwise be
expensive and time consuming, it also opens up the potential
for mistakes. For example, it is not difficult for an off-site vendor
or on-site manager to accidentally download a program to the
wrong PLC, which can result in incorrect functioning, downtime
production losses and additional costs.
S ecure remote access provides both a secure line of
communication and an avenue for remote access to enable
the active management of access to the machines, equipment,
controllers and systems on your plant floor. Most manufacturers
use equipment brought in by OEMs or system integrators, who
can remotely connect in order to troubleshoot and manage that
equipment, including HMIs and PLCs. Thanks to secure remote
access, they can respond more quickly to issues and provide better
uptime and availability for their equipment.
Secure remote access is about much more than the technology
used to enable it, which in most cases is a virtual private network
(VPN). The VPN provides the infrastructure, serving as a secure
virtual tunnel, for managing who is travelling through the tunnel to
access your pant floor. Secure remote access allows you to manage
the policy and procedures, control who has access to what, ensure
secure communications and conduct audits and traceability of
service.
One way to restrict access is to enact a specific firewall rule
configuration that only allows outbound, not inbound, traffic from
your site. That inbound traffic is restricted to specific IP addresses
with authentication requirements, further limiting that access. By
restricting the communications capabilities and managing access,
you are able to monitor, track and log all activity.

COVER STORY

Not only does this give manufacturers the power to proactively
control the virtual traffic on their plant floors, but it provides enormous
value by providing timely issue resolution and reducing unplanned
downtime. In manufacturing, time is money – secure remote access
can help protect your bottom line by helping you make modifications
to the production environment more quickly, run more efficiently, and
make better data-driven decisions.

it full circle – ensuring that the people involved are properly
communicated with, that consistency is maintained through
any workforce turnover, and that a culture of security is part of
the conversation.

Maximise your uptime

People, Policy and Procedures

In order to make security a part of the workplace culture,
manufacturers need to focus on three things: People, policy and
procedures.
•

People: This includes everyone who is involved in the use and
management of secure remote access, including third-party
security providers, OEMs and system integrators who have
users with access, site staff and managers, and the corporate
governance team. These teams are key to making policies and
procedures work. And with the right education and training,
they will help you create a culture of security in the workplace
that will help decrease vulnerabilities and risk.

•

Policy: The policy is where you start – this guiding principle
defines how secure remote access will be managed. It should
outline who needs access, to what, and why. It should address
whether there’s one process or multiple, whether access is
centralized or spread out, and whether this is active or passive
management. Are there other policies that need to be taken
into consideration when developing this one, such as the
overall security profile? If you already have a policy for physical
security, which might include badge access and rules about
who is allowed where, how does that extend to or interconnect
with the remote community? If you want to revise your current
policy, review logging and traceability capabilities as well as
audit results. And don’t forget to test your own system to look
for holes and improvements.

Technical issues cause headaches and can inhibit performance.
Whether you need to quickly resolve production issues, improve
training, or streamline software updates, Rockwell Automation
TechConnect support services can help:
•
•
•
•
•
•

Resolve your issues with online support and access your support
history
Get back up and running faster with support from product
specialists, who can help install and configure, troubleshoot, or
diagnose technical issues
Specialists are ready when you need them with 24x7x365
availability
Manage training
Better manage software updates
Solve issues faster with the Live View SupportTM Tool – allowing
you to share a real time view of what you are seeing directly
with technical experts who can help with articulating the issue
and expedite the troubleshooting process

We continue to innovate and modernize the way we provide
technical support to our customers by leveraging PTC’s Vuforia
augmented reality (AR) platform. Our cloud-based AR library already
brings a modern approach to repairing and maintaining AllenBradley hardware. And with a TechConnect Support contract,
a mobile device and the Vuforia View application, customers
can readily launch an AR experience related to the task they are
performing and be walked through the proper steps.

•

Procedures: This is where you explain what steps need to be
followed to enact the policy. When documented and put into
place, procedures provide great value as playbooks that anyone
should be able to understand and follow. Procedures bring

Our lifecycle services enable you to expand what is possible through
active collaboration and support, whether you are designing,
building, sustaining or improving your enterprise. No matter where
you are on your lifecycle journey, our support can help you navigate
the complexities and find success.
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Paper Mill Improves Uptime with
Remote Monitoring and Support

Off-site support augments on-site maintenance team and helps optimize asset
performance resulting in 91 percent system uptime
More. Better. Faster. That is the slogan for any commodity
manufacturer intent on prevailing in the marketplace. And it
is also a familiar mantra at one paper mill in the U.S. Midwest.
Yet, while the mill produces corrugated paper from recycled paper
– definitely a commodity good – the operation is far from run-ofthe-mill.
For one thing, the mill has followed environmentally sound
practices since opening its doors more than 50 years ago. The paper
mill uses 100 percent recycled paper in its manufacturing process.
The mill is also certified for the Sustainability Forestry Initiative and
received the Program for the Endorsement of Forest Certification.
Today, the mill produces corrugating medium, or containerboard,
for use by sheeting and box plants. The mill efficiently produces
about 225,000 tons of material each year using two Fourdrinier
paper machines that run at speeds in excess of 2,000 feet per
minute.

Optimizing Asset Performance and Uptime
Several years ago, one of the mill’s aging paper machines began
to show signs of wear and inefficiency, threatening the mill’s high
standards of productivity and uptime. Replacing the colossal

10
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machine meant a major investment in time and capital, but it was
unavoidable.
Once funding was approved, the mill’s small but talented staff of
engineers, designers and electricians was enlisted to commission
and install the new equipment, which included a new Fourdrinier
paper machine and couch, press sections, dryer sections and
winder. While the staff demonstrated their expertise by completing
the complex machine engineering on their own, they also relied on
an outside team from Rockwell Automation to help them through
the startup and commissioning process.
To optimize asset performance and uptime, the mill specified a
Rockwell Automation control solution. The machine, engineered
by Rockwell Automation, uses an Allen-Bradley® PowerFlex® 755
AC drive system to provide adjustable-speed motor control for
the wet end, dryer, reel-and-spool and winder sections. The control
architecture incorporates a total of 30 drives and motors, running
from 5 to 400 horsepower. The machine also is equipped with an
Allen-Bradley ControlLogix® programmable automation controller
to integrate the drive systems, and execute all control and motion
functions.
After working through the challenges of installation and
commissioning, the mill’s management realized that their ongoing

CASE STUDY

maintenance requirements would exceed the capabilities of their
small crew. They decided to support machine maintenance through
remote monitoring.

Remote monitoring and support
“One thing I like about the PowerFlex 755 AC drives is that they’re
modular, so they’re very easy for our staff to change out,” said the
mill’s electrical and instrumentation technical supervisor. “At the
same time, we don’t have the drive experts in place to monitor and
maintain the drives around the clock. That’s where we needed some
help.”
A team from the mill toured another company’s steel mill and spoke
with the plant’s lead engineer about their positive experience with
Rockwell Automation. Following these discussions, the team at
the time was confident that a Rockwell Automation Assurance™
Integrated Support contract was the way to go.
Rockwell Automation worked closely with mill engineers and
management to provide detailed financial justification for the
support agreement. They used machine historical data to calculate
the potential cost avoidance of downtime and labor expenses
against increased uptime and efficiency. The analysis was thorough
and the lifecycle savings were compelling.
Today, Rockwell Automation provides the mill with real-time,
application-level industrial support from a designated team. The
support includes 24/7 remote monitoring of more than 2,000
machine data points, supplemental consultation on machine
changes and additions, and quarterly performance reviews.
The support includes product and programming software, and
the team has continuous access to the mill’s system. Rockwell
Automation engineers remotely access the system to collaboratively
and proactively troubleshoot issues through a dedicated T1
line linked to the machine’s automation system via an Ethernet
connection.

As a user of recycled materials, the mill’s equipment handles a lot
of sticky material that consistently builds up in the machines and
coating rolls, adding to their diameter. Even a fraction of an inch of
buildup on a small roller can change the gearing ratio and cause the
roller to move faster, throwing off the entire production process.
When this happens, workers get online with the Rockwell
Automation team to do some tension tweaking so the sheet is
pulled through the second dryer section. This helps avoid production
disruptions and downtime.
Another key benefit of the support has been the ability of Rockwell
Automation to identify drive issues in their earliest stages. The
remote-monitoring team can then notify the on-site team and work
with them to resolve the problem before it turns into a failure.
“If the Rockwell Automation team gets an alarm about a potential
motor or drive issue, they call and alert us of the issue,” the supervisor
said. “We can often catch problems before the machine goes down."
There have been some instances where the paper machine lost one
of its follower motors. Rather than causing additional production
downtime to replace it, the mill team worked with Rockwell
Automation to bypass the downed motor and run with two motors
instead of three. This allowed production to continue running until
the next scheduled downtime, when the motor could be replaced.
Recently, the application support saved the day when a drive motor
on the paper machine was tripping after reaching a certain speed. It
wasn’t immediately clear what was causing the issue.
“One of the Rockwell Automation technicians actually called in from
home to help us resolve the issue,” the supervisor said. “She identified
the encoder as the problem. That certainly helped us get the drive
back up and running faster than if we didn’t have the support.”
The mill is understandably proud of its uptime rate of an average 91
percent over six months.
“The remote monitoring and support we get from Rockwell
Automation has definitely helped with our uptime,” the supervisor
said. “When we have a problem, it becomes their problem as well.
They help us work through it and provide the additional knowledge
to address the issue. That kind of help can be priceless.”

Improved Uptime
“The Rockwell Automation team brings a high level of application
knowledge to our mill, and their support has been outstanding,” the
technical supervisor said. “We had about 100 calls into the system last
year, and we also get calls from them quite frequently. We work with
some very dedicated people on that staff.”
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Large Geothermal Power Plant
Improves Cybersecurity and
Performance

New controllers, software and network architecture deliver more robust cybersecurity, higher
performance, easier diagnostics and significantly enhanced data capture
With the advent of the Industrial Internet of Things (IIoT) and
Industry 4.0, manufacturing and process data has taken on a
whole new level of importance. With smart devices, much
deeper integration and enhanced tools to collect, collate and exploit
this data, operators and plant owners now have a level of insight into
their operations that gives them the ability to make more informed
process-critical decisions faster than ever before.
This data-driven paradigm does however rely on robust systems
at every level; and even one weak link in a network can negate
the efficacy of the data being collected in terms of its speed,
effectiveness, security, timeliness and volume. For this reason, a data
infrastructure should encompass every facet of a plant’s operation in
order to extract the best possible information for the optimisation of
operations.
Gürmat Elektrik, which operates the biggest geothermal power
plant in Turkey, faced this scenario recently, recognising that the
existing data and networking infrastructure was not only incapable
of delivering contemporary levels of performance, but also lacked
robust cybersecurity.
It was seeing issues with a SCADA system that was slow and getting
slower; software was outdated and no longer supported and the
mean time to repair (MTTR) for any network-related breakdown was
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high. There was also no integration with any other systems in the
plant. As well as network delays and less-than-acceptable levels of
performance and security, the plant also had a large amount of legacy
hardware and proprietary ‘black box’ controllers.
To counter these issues, Gurmat contacted Rockwell Automation in
Turkey, asking it to assess and propose a solution. With its extensive
experience in the assessment, design, implementation, validation,
monitoring, security and management of modern industrial network
infrastructures, the Rockwell Automation team was an ideal fit for
Gürmat Elektrik’s needs.

Hurdles to overcome
The Rockwell Automation team faced a number of challenges.
In addition to the general network and security issues, the
geographical spread of the plant presented data-transfer hurdles.
It also had to make sure that the elements of the plant remained
operational during the incorporation of multiple hardware and
software additions and updates.
Timescales had to be factored in too, with the original stop date
being brought forward by six weeks due to other works being
performed. The team then had just a week to undertake the
modernisation work.

CASE STUDY
Connected Enterprise network
“Our team saw a chance to provide a holistic digital migration
project for Gürmat Elektrik – to design, deploy, manage and
provide a more secure network infrastructure,” explains Gert
Thoonen from Rockwell Automation. “The first step was an onsite
walkthrough assessment by our networking specialists in order
for us to understand how the network was configured and what
the issues were. After two days onsite the picture became clearer.
Gürmat had an unsecured, unpatched network, coupled to
obsolete controllers, servers and software, with very little access
control.

Both Stratus Technologies and Molex Electronic Solutions are
members of the Rockwell Automation PartnerNetwork program
as an Encompass Product partner. The Encompass program
is a product-referencing program designed to identify, qualify
and jointly market third-party manufactured products that
complement the breadth of products developed by Rockwell
Automation.

Reaping the rewards

“What Gürmat needed,” Thoonen continues, “was Rockwell
Automation to migrate the existing infrastructure over to an
entirely new Connected Enterprise network, which would
integrate different, isolated standalone systems into one
standardised, higher-reliability solution. This solution would
not only offer the required security, but also deliver detailed
information and diagnostics to avoid downtime, while giving
Gurmat the ability to collect, collate and deliver the information in
a format that allowed it to make real-time operational decisions."
At controller level, older Allen-Bradley CompactLogix
programmable automation controllers (PAC), which were sited
remotely at the end of kilometre-long fibre lines, were replaced
with newer models, while the larger Allen-Bradley ControlLogix
controllers were enhanced with redundancy and up-to-date
network cards, including Modbus+ cards from Molex Electronic
Solutions, which are used to collect data from third-party
systems, including controllers, vibration monitors and motor
control centres.
The network was redesigned and migrated to a more secure
infrastructure that used zoning, with all existing switches being
replaced with Stratix Ethernet switches – from the valves
at layer one up to the controller level. At the server level, an
ftServer model 4800 from Stratus Technologies was deployed
in conjunction with FactoryTalk View SCADA and a more upto-date version of FactoryTalk Historian, which has resulted in
performance increases and continuous availability of real-time
data.

Since the introduction of the new hardware, including the Stratus
server, and the migrated networking infrastructure by Rockwell
Automation, Gürmat Elektrik has seen significant performance
increases, coupled to the availability of far more pertinent realtime data signals from all aspects of the plant. Diagnostics are also
a lot easier and more effective and the all-important cybersecurity
issues have been addressed.
According to Mustafa Yalvaç, Automation Chief at Gürmat Elektrik:
“The old DCS system used to cause interruptions in the PLCs and
computers, due to the network. Also some diagnostics could
not be monitored on the old SCADA due to incompatibility. With
regards to the upgrade, the preliminary work was well-planned
prior to the DCS revision and the time was used very well, even
though the shutdown period was quite short during.
“We work with Rockwell Automation because we enjoy the
higher reliability and lower failure rates of its software and
hardware solutions. The relationship with the technical team is
also effective; any time we request support they are always keen
to help. The technical support team also has the correct level of
knowledge for our applications and is well equipped to solve the
problems we face.
One of the biggest advantages we are now seeing, in addition
to the higher speeds and greater reliability is the exclusion of
multiple brands across the control infrastructure and network. We
now have a single vendor that is well equipped in both products
and knowledge to cater for our precise needs; and we will
certainly be contacting the Rockwell Automation team for our
future projects, some of which are already in development.”
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CASE STUDY

IIoT Helps Global Food Manufacturer
Reduce Risk and Costs

Learn how a food processor made a digital transformation by converging IT and OT to
boost productivity via remote monitoring and better visibility.
For an iconic food and beverage company with a global
presence, sharing information among many manufacturing
sites around the world can be challenging. A good recipe to
align multiple processes, people and locations requires a
solution that converges both operational technology (OT) and IT.
Smart manufacturing drives productivity and profitability. It
requires highly connected plants so devices and processes can be
continually monitored and optimized.
Given the size of the organization, converging the plant floor
OT with the office layer IT infrastructure globally was not a small
undertaking, but certainly an important one to meet growing
production and business goals.

Digital manufacturing
Leveraging data from the Industrial Internet of Things
(IIoT ) is the basis of a Connected Enterprise approach.
I t was impor tant for R ock well Automation to gain an
understanding of the existing IT layer and applications as
well as considering the future roadmap and requirements.
In the first instance, it was vital to create a backup of the control layer
of the plant so if there were any issues, the disaster recovery would
seamlessly take place. The IDC provides a complete backup of the
control system layer using FactoryTalk AssetCentre and was built
off-site in Rockwell Automation’s facility in Auckland, New Zealand.
The majority of the commissioning was performed remotely and
was a seamless process. The engineers were onsite for a week
but once it was connected to the plant’s network, the remote
support center did the rest of the commissioning process remotely.
Rockwell Automation was asked to provide the complete solution
(see Figure 1), converging IT and OT to help reduce downtime
through remote monitoring.
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Through the Connected Enterprise, Rockwell Automation helps
food and beverage manufacturers offer a more agile response
to changing manufacturing and consumer demands. The
company works with firms to help them converge plant-level and
enterprise networks, and securely connect people, processes and
technologies.

Service and support
With a ser vice level agreement in place, the processes
a t t h e p l a n t a re m o n i to re d re m o te l y, a n d e a c h f i l te r
o r a l a r m i s re s p o n d e d to e ve r y 1 0 m i n u te s, w i t h t h e
average response time being only four minutes.
In fact, every 2 minutes, there’s a ‘heartbeat’ sent to the technical
support team in Melbourne, which then goes to the support
team in the United Kingdom, then the United States, and then
back through Melbourne. This means that they are supported
end to end with any required patching supported remotely.
To increase manufacturing uptime at the plant, the food
manufacturer invested in an IDC
from R ock well Automation. The
IDC is a pre -engineered solution
providing the hardware required
to run multiple operating systems
a n d m u l t i p l e a p p l i c a t i o n s f ro m
virtualized servers. A key component
of a connected enterprise, the IDC
provides the capability to bring data
from the plant floor and monitor
per formance for local strategies.
The Rockwell Automation IDC provides technology from
from members of the Rockwell Automation PartnerNetwork™
program including Cisco® and Panduit. The IDC also delivers high
availability and fault tolerance, while reducing server footprint.

CASE
CASE STUDY
STUDY
Data visibility
The Rockwell Automation remote control center monitors
the plants, while both the plant and corporate network
provide complete remote access. This provided the food
company with both peace of mind and real time data visibility.
This is the first step toward establishing a Connected Enterprise
at the plant. The next stage of the project will help gain
process improvement through the whole organization by
allowing both corporate and engineering to create reports
based on real time information from the control system.
A key goal of this project was to develop a roadmap
t h a t a d d re s s e s a l l a s p e c t s o f t h e o p e r a t i o n , w h i l e
also preparing for technology advances and
meeting operational and corporate objec tives such
a s r e d u c e d d o w n t i m e a n d i m p r o v e d p r o d u c t i v i t y.

Helping the environment
The icing on the cake was reduced greenhouse gas emissions
(GHG), energy and water usage, and waste. By analyzing
data, the food producer now can drill down and identify
areas that could be improved to help meet these objectives.
The new solution also helps with the move
tow a rd a p a p e r l e s s e nv i ro n m e n t , w i t h i n fo r m a t i o n
being stored in the cloud and the IDC.

The Connected Enterprise lays the foundation for seamless
connectivity and greater collaboration among the many people,
processes and technologies that affect product safety and
quality. Additionally, the digitization of operations removes
paperwork from the plant floor reducing complexity and
compliance costs. Smart operations are connected operations.
The ability to access relevant, real-time and role-based
information can enable more informed decision-making
at every level and create nearly endless opportunities for
manufacturers to improve processes. Additionally, advances
in equipment, control systems and information systems can
help establish more flexible and more responsive operations.
The benefits of smart manufacturing extend far
beyond operational improvements. A secure network
infrastructure, greater connectivity and access to
actionable information also create oppor tunities
to e n h a n c e q u a l i t y, fo o d s a fe t y a n d wo r k e r s a fe t y.
Alongside new technology, the process is about creating
a culture of continuous improvement. The Connected
Enterprise promotes seamless collaboration and
integration enabling the power of real-time data to help
make better, more profitable business decisions.

LET' S KEEP
THINGS SMOOTH.
ENSURE QUALITY.
DELIVER CONSISTENCY.
SPEKTRON INDUSTRIAL
UV DISINFECTION SYSTEMS
FOR FOOD & BEVERAGE.

Find more information at : www.xylem.com
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TECHNOLOGY WATCH

Cybercrime is Increasing: Are you
Prepared?
Is your current industrial Security
Strategy Enough? As IT and OT
systems converge, cybersecurity is
a rapidly evolving issue. A proactive
approach can help

•

It is a constant battle and the stakes are high.
The fight against cyber threats is unending
and the landscape is constantly changing.
It can be hard to know if your industrial
security strategy is enough, but one thing is
certain. Failure to be ready comes at a high
price and the threats continue to grow.
No one is surprised that cybercrime is
increasing. Unfortunately, it pays to be a
cyber-criminal – and it is only getting worse.
In the last two years, there was roughly
US$11.7 billion dollars in damage due to
ransomware attacks, and at least 53 percent
of industrial manufacturers have experienced
a cybersecurity breach in their facility.

•

Industrial companies are par ticularly
attractive targets for cyber criminals
for various reasons. First, many of these
companies are wor k ing with legac y
unpatched infrastructure and a lack of skilled
resources to properly manage cyber risk.
Adversaries know that these environments
have many vulnerabilities and, if attacked,
would suffer significant consequences. So,
given the seriousness of the situation, why
do companies allow themselves to be in
this position? The challenges are real for
many organizations, and it can be hard to
have a complete security strategy without
addressing them.

•

Challenges facing industrial
infrastructure
There are a number of security challenges for
industrial infrastructure including:
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Vulnerability – For many companies,
security is simply an afterthought.
Without proper policies and procedures
in place, it is difficult to maintain a
secure environment. A critical first
step is to develop and enforce proper
cybersecurity standards - and make
sure you have buy-in from upper
management. Keep track of evolving
industrial security standards. Things
change quickly and staying current
will help you deal with aging industrial
control systems and protocols.
Skills gap – It is no secret that there is
a serious skills gap. The loss of qualified
personnel through retirement puts
many companies at a disadvantage.
Having well-trained employees who
understand and adhere to policies helps
you address cybersecurity issues - and
makes employees more productive.
Inflexibility – If your company has
low adoption of risk management
processes, you need to find ways to get
everyone on board. You may also have
issues integrating new technologies or
finding the right tools to manage your
infrastructure, and sometimes there is
just too much data that lacks actionable
information.

A second common source of vulnerability
involves industrial automation environments
that are poorly inventoried. If you don’t know
what is connected in the environment, you
can’t secure it. This important point can be
addressed by enhancing your company’s OT
visibility. It is critical to know what assets you
have and what their attack surfaces are. Not
having answers to the following questions
regarding your assets, may make your
company more vulnerable to attack:

•

Location - Where is the asset physically
located? What is the operational
purpose of the asset?

•

Device – What is the type of device
and who is the vendor? Record the
model, serial number, firmware version,
IP address, the operating system and
Media Access Control (MAC) address.

•

Applications – What apps are installed
and what versions of the apps are
running? What is the context of the
device’s configuration?

•

Communication - Neighbors,
Protocols, Conversations, Frequency.
What devices communicate with
e a c h o t h e r a n d w h a t a re t h o s e
interdependencies? How often do
these devices communicate? Do these
devices only communicate within
your internal network or do they
communicate with the internet?

This is a significant project and you may not
be in a position to do this all without some
outside help. Consider the value of working
with a vendor who can help you perform an
Installed Base Evaluation™ that identifies all
your OT automation assets.
This is a good way to identify internal risks
caused by antiquated equipment and legacy
devices. And, by working with a trustworthy,
experienced partner with domain expertise
in the OT environment, you can be confident
that you have engaged people who
understand the complexities with securing
the OT environment.
There are also other steps that can be taken
to improve your industrial security strategy –
if you do them well.

Next Generation Firewalls

Threat detection

Of course, a properly hardened and
configured firewall is a key component
o f r o b u s t c y b e r s e c u r i t y. K e e p i n g
cybercriminals out is, after all, one of your
primary goals. But not all firewalls are
the same or provide the same level of
protection. So how do you know if your
firewall is good enough? It probably isn’t if
you’re not using a next generation firewall
that offers features like:
•
Intrusion prevention & detection
•
Application visibility & control
•
Analytics & automation
•
Malware protection
•
Network profiling
•
URL filtering

Despite your efforts, there may come a
time when your company is the victim
of an actual cyberattack. If that happens,
you want to be in a position to detect the
threat as quickly as possible and respond
effectively. When you are not sure of your
company’s ability to quickly detect a threat,
consider partnering with a company that
can provide:
•
Initial baseline of network traffic & data
flows
•
Real-time alerting on deviations
•
Deep packet inspection for industrial
protocols
•
Multi-site visibility
•
Functionality that is complimentary to
IT tools
•
Incident response planning
•
Remote access session management
and administration
•
Remote support services

While you are working hard to keep the
hackers out, you probably still want to
be able to provide secure remote access
for the people who need it. Employees,
suppliers and third-party technicians are
among the people who may need to access
company resources. In addition to complex
and frequently changed passwords, logging
and recording every action allows audits
and investigations in case of an information
security incident. When you have sufficient
remote access policies and procedures,
they will:
•
Eliminate direct interactions between
remote users and network assets and
enforce an access pathway
•
Define and enforce remote diagnostics
and maintenance operations
conduc ted via locally installed
applications
•
Monitor, record and observe user
activity in real time and terminate the
session as needed.
If your remote access system can’t do these
things, it is time to upgrade.

Recognizing that an attack has been
made is key to addressing it quickly and
minimizing its impact.
Clearly, there is a lot to consider when
developing and implementing your
organization’s cyber security strategy,
and you might not be ready to take
on something this substantial without
help. Having the right policies, people,
and technology in place can be a huge
undertaking. Fortunately, outside services
are available to help you fully manage
and secure your network. Services like
an IDMZ design and implementation, or
24x7x365 threat detection and response
are cybersecurity services aimed at assisting
companies in improving their cybersecurity
posture. This provides customers with
c y b e r s e c u r i t y d o m a i n e x p e r t i s e to
remediate cyber threats and with other
related issues.

Many companies discover that having
an outside source of highly trained
cybersecurity engineers to help them
keep up with the latest cyber threats,
technologies and risks allows them to focus
on what they do best - innovating within
their application space. As such, Rockwell
Automation OT M anaged S er vices
offerings can help you stop worrying about
problems like unplanned downtime and
your plant’s ability to adapt to on-going
changes in technology and the cyber threat
landscape.
With hacktivists, nation states, terrorists,
cybercriminals and even insiders all
potentially trying to disrupt your operations,
you simply cannot afford to be unprepared.
The topics mentioned here are just some of
the issues should consider when evaluating
your industrial security strategy. If you
recognize a weakness in one of these areas,
you may have others as well. Since having
a robust industrial security strategy could
mean the difference between being up
and running and having production come
to a screeching halt, you do not want to
take any chances. If your company is one
of many that simply is not positioned to
handle the complexity of cybersecurity on
its own, consider getting outside assistance.
To help protect your operations against
security threats – and be confident that
your strategy really is enough - look into
Rockwell Automation industrial security
services.
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APPLICATION PROFILE

A Modern and Secure Foundation
for your Information Infrastructure
Connectivity has become vital to success. You need
real-time access to your production data to turn it into
useful information. A modern, secure and reliable
information infrastructure provides the foundation required
to connect the assets, people and information that makes up
your business.

process, network services can help you to:
1.
2.
3.

Smart technologies can help you better understand your operations,
enforce workflows, optimize asset utilization and improve
collaboration. All of this is made possible through a Connected
Enterprise that leverages a reliable and secure information
infrastructure.
With greater connectivity comes greater risk for security threats. To
make matters worse, cybercrime is increasing. It is now estimated to
be a $1.5 trillion industry. Cybersecurity events can impact network
availability, interrupt operations and halt productivity. To continue to
innovate and prosper, you need to secure your infrastructure, help
helps protect assets and maintain network availability.

Converging Information Technology (IT) and
Operational Technology (OT)
A secure infrastructure provides the foundation that can help you
improve asset and system performance to meet your business
goals and increase productivity. Rockwell Automation and Cisco
have collaborated to develop Converged Plantwide Ethernet
(CPwE) Architectures to provide education, design guidance, and
best practices.
CPwE helps enable the convergence of IT with OT. This converged
infrastructure features the use of standard Ethernet and Internet
Protocol (IP) technology – and is the backbone of The Connected
Enterprise. It addresses the needs of and provides for a common
model for IT and manufacturing.

Infrastructure Development and Management
The manufacturing industry generates more data than any other
sector. Delivering a fully integrated working environment, where
information is available and actionable in real-time is a key priority
for manufacturers. The latest control and automation technologies
offer unprecedented opportunities to optimize productivity and
minimize unnecessary costs. However, with the significant benefits
of connecting your site and production assets come greater
security risks, both internal and external.
A proactive approach to industrial cybersecurity can help. By
delivering a single point of contact, Rockwell Automation can
help you to design, implement and manage your infrastructure.
Regardless of where you are in your infrastructure development
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4.
5.

Assess: Understand the condition of your existing IT and OT
assets, and identify and remediate potential performance and
security issues.
Design: Craft a secure information infrastructure that meets
your business needs today and scales with you in the future.
Implement: Deploy a robust and secure infrastructure on time
and on schedule
Validate: Confirm that your network meets installation, security
and performance requirements
Monitor and Manage: Navigate the complexities of
maintaining your network to maximize uptime

Pre-engineered network solutions
Industrial organizations are adopting virtualization at a rapid rate.
From reducing server footprint, extending application longevity
and improving system availability and recovery – virtualization
can improve your productivity and profitability. However,
designing, deploying, and maintaining virtualized infrastructure
can be costly, complex, and time-consuming.
Pre-engineered infrastructure solutions can help as they
are designed for industrial applications, preassembled and
preconfigured to save you time, money and hassle when building
your infrastructure.
The Industrial Data Center (IDC) can
'Shorten your
greatly ease your move to a virtualized
environment. The IDC is a scalable infrastructure
architecture allowing you to easily scale p r o j e c t
up and out as needed. It includes all timeline by up
hardware, software, and installation to 50%'
ser vices needed to deploy a large
environment quickly. Furthermore, the
Industrial Network Distribution Solution (INDS 1000, INDS 2000,
INDS 3000) consolidates design, commissioning, and industrial
environmental protection into a pre-engineered network
distribution package. This is ideal for expanding an existing
network or implementing a new one.

Monitoring your assets
Once your new infrastructure is up and running, you can connect
your assets and optimize their performance. Our industrial asset
performance services can help you monitor your assets, improve
their availability and identify issues before they lead to downtime.
Asset Reliability Services use the vast amount of maintenance
data within your assets to help improve their performance and
reduce risk. By creating outcome-based reliability programs and
deploying an automated asset-intelligence system that delivers
proactive notification of risks, tracks device changes and helps
streamline maintenance-based decisions – downtime issues can
be addressed.

Oil Giant Improves Cybersecurity, Lowers
Manpower Costs
A large, global oil company needed a comprehensive system
for gathering data from thousands of control devices, spanning
six geographically dispersed oilfields. They were previously
using a manual database but the information was incomplete
and the collection method could not keep up with the large
and dynamic installations. This included several generations
of mission-critical assets. Furthermore, a corporate SCADA
audit identified cybersecurity risks related to the lack of reliable
control-asset data.
Rockwell Automation was able to help by implementing an
Innovative Diagnostic Reliability (DR) system that provides
centralized information gathering and continuous monitoring
of the company’s assets. The DR system also takes a deep dive
into each asset to understand its status, health and parameter
changes

Remote Monitoring and Analytics Ser vices can help you
monitor your critical assets and gain valuable insights into their
performance. Production data, asset health and diagnostics and
other information help your team make better decisions. Analytic
and predictive outcomes can be used to identify or even help
prevent downtime issues.
Preventive Maintenance Service Agreements can keep your
critical assets running at peak efficiency. Proactively identifying
pending system failures and which components should be
repaired or replaced can reduce costs. This reduces or eliminates
the unnecessary repairs and associated costs that occur with most
time-based preventive maintenance programs.

With improved tracking capabilities, including scans for security
vulnerabilities, the system continuously checks the key switch
status on processors to avoid potential cyberattacks. The DR
system reports if devices are moved or missing for company
personnel to address.
This resulted in full compliance with a new corporate
cybersecurity policy, based on the ISA99 standard for industrial
control systems. In addition, by moving from a manual database
to automated real-time data collection, the company can now
perform proactive maintenance. This is helping lower the cost
of manpower in the field and
yields more barrels of oil per
day. The oil company is so
impressed by the preliminary
results that it is considering
using the DR system as a
corporate global standard.
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PRODUCT & SOLUTION FOCUS

New Allen-Bradley FLEX 5000 HART I/O saves design and
maintenance time
Design and controls engineers can now more easily access,
configure and manage HART devices using the new AllenBradley FLEX 5000 highly integrated HART I/O modules.
The simplified programming experience, available with the Studio
5000 Logix Designer application, can help simplify design,
maintenance and operational productivity.

Meeting more application demands, Rockwell Automation has
expanded the FLEX 5000 I/O options to include support for highdensity digital, AC and serial modules. The expanded portfolio
further enhances standard and safety I/O control in one platform
for extreme temperatures.

Integration between the new I/O modules and HART devices can
enhance device management, improve diagnostics coverage and
provide real-time device health monitoring. The ability to add and
replace process devices online can also reduce downtime and
improve productivity.
When a machine is being developed, common data structures
and tight integration of instruction sets in the PlantPAx 5.0 system
and above can minimize design and engineering time. And once
a machine is operational, the FLEX 5000 highly integrated HART
I/O modules can improve overall operational efficiency through
increased uptime. A central design environment allows all this work
to happen in one place for a smooth user experience and increased
productivity.

Expanded Safety Controller Line Delivers Cost Savings, Improved
Performance
Engineers can now bring the performance and cost-saving
benefits of the Allen-Bradley Compact GuardLogix 5380
controllers to more safety applications. Rockwell
Automation has expanded the family of safety controllers
with the addition of the new Compact GuardLogix 5380 SIL 3
controller.
Using the expanded product line, engineers can now scale
applications up to and including SIL 3/PLe performance with
1oo2 architecture. This flexible option to right-size a safety control
system to an application based on its safety assessment helps
reduce design and acquisition costs. The scalability benefits of the
Compact GuardLogix 5380 controllers also allow companies to
create smarter, simpler and better-performing machines.
The increased processing power in the controller can achieve
faster reaction times and shorter safe distances. This can help
create smaller machines, save valuable floor space and increase
operator efficiencies.
Having one high-performance controller for both standard and
safety control also helps improve productivity and reduce the
system cost, complexity and cabinet size. And it allows engineers
to mix and match standard and safety I/O in the same chassis.
Embedded Gigabit Ethernet por ts provide greater
communications capacity for smart devices. This can help
engineers meet data-intensive smart manufacturing goals without
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adding extra hardware. Future-proofing machines is made
possible with the availability of easy diagnostics.
Integrated support for certified motion safety instructions
can minimize hardware components and wiring in a machine
and improve ease of installation. And local safety I/O support
can reduce the need for an adapter and improve machine
performance.

PRODUCT & SOLUTION FOCUS

New I/O Modules Simplify Device
Connections in Hazardous Areas

Producers can struggle to stay on top of what firmware and
software versions are used across their plants. This can cause
unnecessary downtime if failed assets can’t be restored until a
piece of software or firmware is updated. One challenge is a lack
of centralized visibility into what versions are used and where.
With the ControlFLASH Plus and FactoryTalk Updater tools,
one administrator or multiple team leaders can now see what
firmware is used on Rockwell Automation control devices and
what software is used on workstations across plants. They can
also see if newer firmware or software versions are available, and
then update multiple assets at once.

Industrial producers can more easily and efficiently
connect to devices in hazardous areas using the new
Allen-Bradley 1718 Ex I/O modules from Rockwell
Automation. The intrinsically safe distributed I/O modules provide
EtherNet/IP connectivity to field devices in Zone 0 and Zone 1
hazardous areas.
1718 Ex I/O modules can reduce wiring in industrial applications
because they can be mounted in Zone 1, closer to field devices
in hazardous areas. The I/O modules can also save space with
a compact, chassis-based I/O design that contains the primary
power supply and an optional redundant power supply in the
chassis.
Different chassis options and slot sizes allow users to scale
the 1718 Ex I/O modules to meet a wide range of system
requirements. Add-on Profiles in the Studio 5000 Logix Designer
application help ease configuration of the modules. And a dualport EtherNet/IP adapter that enables a Device Level Ring (DLR)
topology can help improve network resilience.
The 1718 Ex I/O modules are designed for hazardous applications
found in industries like chemical, oil and gas, and food and
beverage. An ATEX-certified enclosure is required for the 1718
Ex I/O modules to be mounted in an ATEX Zone 1 area. As a
complete solution, Rockwell Automation collaborates with our
Encompass partner Pepperl+Fuchs, who offers Zone 1 certified
enclosures.

Updated Tools Ease Firmware and
Software Management
Industrial producers can now more easily track and
manage their industrial firmware and software using
newly updated, free tools from Rockwell Automation. The
ControlFLASH Plus and FactoryTalk Updater tools give
producers more centralized visibility and management of all
Rockwell Automation firmware and software.

Because it uses a centralized management approach,
FactoryTalk Updater allows users to manage workstations that
are connected on an internal network but not connected to the
internet for security purposes or other reasons.
ControlFLASH Plus allows users to create a firmware-favorite
list. This can help them more quickly and completely restore
machines following an incident. In addition, it can reduce
reliance on tribal knowledge for supporting machines, and it
can provide important details about assets and their support
requirements for modernization projects.
Both tools are free and can be downloaded from the Rockwell
Automation site.

Cables cause most

Industrial Ethernet problems.
• EMI causing packet loss
• damaged connections
• moisture intrusion
• too long
• bad fiber connections

We have tools
and support to
help you prevent
unplanned
downtime
and speed
troubleshooting.
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PRODUCT & SOLUTION FOCUS

New Allen-Bradley Compact Box PCs and Thin Clients Provide Cost and
Space Savings
The new VersaView 6300 box PCs and thin clients fit in the
palm of a hand, making them the smallest industrial
computers to date from Rockwell Automation. The compact
design can help users realize valuable panel-space and reduce
costs.
The products are also designed to withstand harsh industrial
environments. They have a built-in heatsink, can operate in 0° to
50° operating temperatures, and are protected against shock and
vibration. They are designed with reduced connection and no
moving parts to improve reliability.
“These new box PCs and thin clients are the first of the AllenBradley VersaView 6300 family of industrial computers, and leverage
designs and technology from our acquisition of ASEM earlier this
year,” said Dan DeYoung, Hardware Business Director, Rockwell
Automation. “The unique designs of the VersaView 6300 family
provide a very high level of durability for industrial environments in
an affordable, flexible platform.”

10 IoT operating system or switch over to run in the ThinManager
environment, effectively becoming thin clients. This dual-use
option gives users new freedom and flexibility, such as:
•

•
•

The ability to deliver applications from a central server or a
local PC using one product, which can simplify a company’s
supply chain.
The option to load applications from a PC if a central server
goes down, which can improve availability.
The ability to use a PC first as an HMI for a standalone machine,
as a thin client for a series of connected machines, or as a data
aggregator to collect and share operational data.

Both products use DisplayPort, which supports 4K video for highresolution content displays. They also have two USB 3.0 ports and
two Ethernet ports, making them ideal for high-speed data logging
and IIoT gateway applications.

Both products work with the Rockwell Automation ThinManager
software, which makes centralized and secure application
management possible.
The thin clients are ThinManager-ready, and the box PCs are
ThinManager-compatible, meaning they can run on a Windows

Studio 5000 Software Expands the
Possibilities in Design Projects
Industrial engineers can not only design machines and
processes more efficiently but also reimagine what’s
possible in design projects using new additions to the
Studio 5000 design software. Rockwell Automation has
enhanced the software with two key updates.
The new Simulation Interface tool can transform how users
design, test, validate and commission systems using digital
engineering. The tool connects a system’s real or virtual controller
to advanced simulation and modeling tools. Users can then
simulate how products or processes with dynamic properties will
behave in production.
By virtually designing, proving and adjusting systems, users can
realize significant time and cost savings compared to physically
building, testing and re-engineering systems. They can also test
and push systems in ways that aren’t physically or financially
feasible in a typical physical design environment.
The Simulation Interface tool uses the Functional Mock-Up
Interface standard to facilitate connections to simulation models
that also use the standard. Additionally, the tool connects natively
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to MATLAB Simulink for direct connections between a Logix
program and a simulation model.
The Application Code Manager (ACM) tool has been updated to
expand on its existing productivity benefits.
A new document template editor can save users time by
automatically generating documentation for their projects.
Users only need to create a template and placeholders for data,
and ACM will then auto-populate the data when a project is
completed.
A new import feature can also help users save time and reduce
rework. ACM can now import information from the Integrated
Architecture Builder or Architect tools to automatically create a
controller’s hardware I/O tree. This reduces duplicative work across
design tools.

PRODUCT & SOLUTION FOCUS

Stratus Edge Computing for Smart Machines
Stratus, a Rockwell Automation Encompass Partner,
delivers edge computing solutions to improve machine
performance, increase yield and ensure high availability
and reliability. The Stratus ztC Edge platform enables
digitalization, IIoT and Industry 4.0 by simplifying and shortening
the time it takes to modernize machine and equipment compute
systems.

and user preference templates and enables system back-up and
restore. Stratus ztC Edge can also be managed and replaced by
OT/Maintenance teams, saving time and effort.

The ztC Edge platform’s rugged, self-protecting, single or
redundant hot-swappable nodes reduce downtime, increase
flexibility, and improves OEE and production metrics, while also
providing an option for additional service revenue streams. It
provides virtualization and redundancy in an OT-friendly solution,
allowing you to simply load applications into the virtual machine,
reducing the commissioning time for new machines.
Providing a secure, rugged and highly automated computing
solution, the Stratus ztC Edge delivers redundant and virtualized
applications quickly and easily. This helps to improve productivity,
eliminate unplanned downtime and reduce risk.
In addition, the secure, cloud-based Stratus repository safely
transmits, stores and retrieves the edge computing platform

Moda Packaging System
Moda is a global leader in producing high performance modular food packaging
equipment. Moda integrates the latest technology with hygienic design for
the vacuum packaging of meat and dairy products.
Moda equipment has been crafted to endure the challenges of demanding environments, increase
productivity, and deliver energy, labor and total package cost savings. The rigorously tested line of
Moda systems provides improved ergonomics, product-flow and food safety, also.

Find more information at : www.modanz.com
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