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Important User Information

Read this document and the documents listed in the additional resources section about installation, configuration, and operation of this equipment before you install,
configure, operate, or maintain this product. Users are required to familiarize themselves with installation and wiring instructions in addition to requirements of all

applicable codes, laws, and standards.

Activities including installation, adjustments, putting into service, use, assembly, disassembly, and maintenance are required to be carried out by suitably trained

personnel in accordance with applicable code of practice.
If this equipment is used in a manner not specified by the manufacturer, the protection provided by the equipment may be impaired.
In no event will Rockwell Automation, Inc. be responsible or liable for indirect or consequential damages resulting from the use or application of this equipment.

The examples and diagrams in this manual are included solely for illustrative purposes. Because of the many variables and requirements associated with any particular

installation, Rockwell Automation, Inc. cannot assume responsibility or liability for actual use based on the examples and diagrams.
No patent liability is assumed by Rockwell Automation, Inc. with respect to use of information, circuits, equipment, or software described in this manual.
Reproduction of the contents of this manual, in whole or in part, without written permission of Rockwell Automation, Inc., is prohibited.

Throughout this manual, when necessary, we use notes to make you aware of safety considerations.

WARNING: Identifies information about practices or circumstances that can cause an explosion in a hazardous environment, which may lead to personal

injury or death, property damage, or economic loss.

ATTENTION: Identifies information about practices or circumstances that can lead to personal injury or death, property damage, or economic loss.

Attentions help you identify a hazard, avoid a hazard, and recognize the consequence.

IMPORTANT: Identifies information that is critical for successful application and understanding of the product.

These labels may also be on or inside the equipment to provide specific precautions.

SHOCK HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that dangerous voltage may be present.

i E BURN HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that surfaces may reach dangerous

temperatures.

ARC FLASH HAZARD: Labels may be on or inside the equipment, for example, a motor control center, to alert people to potential Arc Flash. Arc Flash
will cause severe injury or death. Wear proper Personal Protective Equipment (PPE). Follow ALL Regulatory requirements for safe work practices and for

Personal Protective Equipment (PPE).

The following icon may appear in the text of this document.

Rockwell Automation, Inc. SECURE-AT0O02A-EN-P - November 2023



O Tip: Identifies information that is useful and can help to make a process easier to do or easier to understand.

Rockwell Automation recognizes that some of the terms that are currently used in our industry and in this publication are not in alignment with the movement toward
inclusive language in technology. We are proactively collaborating with industry peers to find alternatives to such terms and making changes to our products and content.

Please excuse the use of such terms in our content while we implement these changes.
Preface

This manual explains:
»  How to use FactoryTalk® Security to implement authentication and authorization in your industrial automation system.

»  How to enforce product-specific security for Studio 5000 Logix Designer®, FactoryTalk View, and FactoryTalk AssetCentre.

Additional resources

These documents contain additional information concerning related products from Rockwell Automation®.

Resource Description

System Security Design Guidelines Reference Manual, SECURE-RMOO1 Provides guidelines for how to use Rockwell Automation products to improve the security of

your industrial automation system.

Security Configuration User Manual, SECURE-UMOO1 Describes how to configure and use Rockwell Automation products to achieve IEC security

certification levels for products and systems.

CIP Security with Rockwell Automation Products Application Technique, SECURE-ATO01 Describes how to implement the Common Industrial Protocol (CIP™) Security standard in your

control system.

Converged Plantwide Ethernet (CPwE) Design and Implementation Guide, ENET-TDO01 Provides guidelines for how to design, implement, and manage industrial Ethernet networks.

Logix 5000 Controllers Security Programming Manual, 1756-PM016 Describes how to configure security for the Logix Designer application and set up source

protection for your logic and projects.

FactoryTalk AssetCentre Getting Results Guide, FTAC-GR0O02 Provides an overview of how to configure FactoryTalk AssetCentre features.
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Chapter 1

FactoryTalk Security overview

As an integrated part of FactoryTalk Services Platform, FactoryTalk Security improves the security of an automation system by limiting access to users with a legitimate

need to access the products. Security in the FactoryTalk system is accomplished through authentication and authorization. FactoryTalk Security provides authentication

and authorization services to enable application-level security for all FactoryTalk-enabled products that are a part of that directory.

FactoryTalk Security addresses both authentication and authorization concerns by helping define the answer to this question:

"Wha can carry out what actions upon which secured resources from which locations?"

.

Wha refers to users and user groups. Different users need different access rights.

Actions refers to the operations to perform on a resource, such as read, write, update, download, create, delete, edit, insert, and so on.

Secured resources refers to the objects for which actions are secured. Each FactoryTalk product defines its own set of resources. For example, some products
might allow configuring security on resources in an area, while others might allow configuring security for logic controllers and other devices.

Lacations refers to the physical location of the authorized computers. For example, allowing values to be downloaded to a controller only from workstations that

are located within a clear line of sight to the plant floor machinery to adhere to safety requirements.

FactoryTalk Security services are integrated into the FactoryTalk Directory and are always present wherever the FactoryTalk Services Platform software is installed. Use

FactoryTalk Administration Console to configure FactoryTalk Security.

FactoryTalk Services Platform

FactoryTalk Services Platform provides a set of shared services that are used by all FactoryTalk software applications in the system.

The security services in FactoryTalk Services Platform:

Function similarly to Windows® Active Directory.

Provide identity management services to verify the identity of each user and grant or deny user requests to perform a particular set of actions on resources
within the system.

Manage users and user groups.

Grant permissions to users or user groups based on role.

FactoryTalk Services Platform includes companents that make up the core software services in the FactoryTalk suite of products:

FactoryTalk Directory server: Acts as a central repository of configuration information that gets shared to all the computers in the FactoryTalk system. It stores
the security configuration for users, groups, computers, and automation assets.

FactoryTalk Directory client: Connects to the FactoryTalk Directory server as a member of the directory and gets configuration, authentication, and autharization
information from the server.

FactoryTalk Administration Console: Manages all configurations in the FactoryTalk system.

FactoryTalk Security: Enforces security policy configurations. It secures access permissions, application settings, and resources allocation.

FactoryTalk Live Data: Delivers automation data from the network to the FactoryTalk suite of products.

FactoryTalk Services Platform is installed by either of the following methods:

A FactoryTalk product installation package, such as FactoryTalk View or Studio 5000 Logix Designer. FactoryTalk Services Platform is included in the installation
package of every product that requires it.
The Rockwell Automation Product Compatibility and Download Center (PCDC) website. On the Compatibility & Downloads page, enter FactoryTalk Services in the

search box. FactoryTalk Services appears in your download list.
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Chapter1  FactoryTalk Security overview

FactoryTalk Directory

The FactoryTalk Directory defines all computers, FactoryTalk products, components, and users and groups that are in the system. Each participating computer on the

network acts as a client to the FactoryTalk Directory server and can share directory services and resources.

FactoryTalk Directory types

FactoryTalk Services Platform installs and configures two separate and independent directories: a local directory and a network directory. Each directory can hold
multiple applications.

* Inalecal directory, all project information and security settings are located on a single computer, and the FactoryTalk system configuration cannot be shared
across a network or between a local and network directory on the same computer. Products such as FactoryTalk View SE (local station) and FactoryTalk View ME
use the local directory.

» Anetwork directory organizes project information and security settings from multiple FactoryTalk products across multiple computers on a network. Products

such as FactoryTalk View SE (network distributed) and FactoryTalk Transaction Manager use the network directory.

Determining which directory to use depends on the software products and whether the environment is standalone or networked. In most systems, the network directory
should be used to configure FactoryTalk Security, so that policy can be applied to each computer in the system. It is also the case that if there are multiple computers that

use the local directory, each computer would have to be configured locally.

FactoryTalk Directory structure

For most applications of FactoryTalk Security, the FactoryTalk network directory is where you should configure security because the settings configured here can be

propagated to all the computers defined in the network directory whereas settings in the local directory can only be applied to a single computer.

To view the structure of FactoryTalk network directory
1. Start FactoryTalk Administration Cansole.
2. Select Network, and then select OK.

Select FactonyTalk Directory X

Select the directary youw want bo use.

I etk W

Cancel Help
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Chapter1  FactoryTalk Security overview

The following image shows the structure of the default FactoryTalk network directory after installation.
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Description

The directory root, indicating the directory type (network or local) and where the directory resides.

FactoryTalk network applications.

System policies and product policies. System policies are sets of policies that apply system wide while product policies are sets of securable features for the individual

products in your FactoryTalk system.

List of computers that are members of this FactoryTalk network directory.

User groups defined within the FactoryTalk Directory. These can be FactoryTalk user groups, or Windows-linked or Azure AD user groups.

Users defined within the FactoryTalk Directory. These can be FactoryTalk users or Windows-linked user accounts.

Policy configuration inheritance

The FactoryTalk Directory is a hierarchical system, organized from top to bottom. In general, all settings inherit from top to bottom, that is, from parent objects to child

objects. As a result, policy definitions made at the directory root (that is, the Network or Local object at the top of the tree) are inherited down through the folder structure

in the system.

The inheritance model lets you establish a baseline of policies that are used with all subfolders. If you need to change a policy across many subfolders, you change

the configuration at the next level up in the hierarchy, or at the directory root. This allows the configuration change to be applied at that level and inherited down to all

sublevels.

You can also change policies on a specific subfolder without affecting its parent nodes in the hierarchy. Keep in mind, however, that a change in one folder cascades down

to lower-level folders.

Users can be members of multiple groups or have policy settings assigned to them directly. In these situations, the configuration of the policy settings determines their

access level.
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Chapter1  FactoryTalk Security overview

To enforce the principle of “least privilege”, we recommend that you use the Deny checkboxes to make sure that users are always granted only the privileges of the most

restrictive group of which they are a member.

When you change the Allow, Deny, or unselected configuration, remember the following:
»  Grayed-out selection: You can perform this action, and the permission is inherited from a higher level.
»  Noselection: You cannot perform this action. This permission is inherited from a higher level.
»  Solid selected Allow: You can perform this action, and the permission is granted at this folder level.

»  Solid selected Deny: You cannot perform this action, and the permission is denied at this folder level. Inherited permissions cannot overrule this Deny setting.
You can change permissions across an entire set of actions. However, we recommend that you change permissions on an action-by-action basis.

Because Deny takes precedence, once you deny any permission, a warning message appears when you select OK; select Yes to verify the choice.

IMPORTANT: Never explicitly deny permissions to the Administrators group in a FactoryTalk Directory. Rather, configure specific user groups of your own
and deny permissions to those groups. By denying permissions to All Users or Administrators, you lock everyone out of the system and deny permissions

in all FactoryTalk-enabled products.

For additional information related to configuring the FactoryTalk Directory, see Security Configuration User Manual listed in Additional Resources on page 4.

Authentication

Authentication verifies a user's identity and whether a request for service originates with that user.

Security settings for accounts are stored in FactoryTalk Directory and are separate for FactoryTalk network and local directories. As much as possible, secure resources
by defining security permissions for the group accounts. Add user and computer accounts to the groups, and all individual accounts in the groups have the security

settings of those groups.

FactoryTalk Services Platform supports these types of use groups and users:
»  Windows-linked user groups and users
o These are managed from the Windows domain or the workgroup, but they need to be added to the FactoryTalk Directory.
o Settings such as password encryption, complexity requirements, and others are all controlled by Windows domain settings.
o These use groups and users allow for single sign-on, so that users can automatically sign in to FactoryTalk applications with their Windows account.
o Ifaclient computer is disconnected from the Windows domain, these users will only be able to sign in if the Windows operating system is configured to
cache the sign-in information.
*  Azure® Active Directory (Azure AD) user groups
o These are managed from the Azure AD that operates in the cloud and offers authentication and autharization services to various cloud-based applications.
The Azure AD user groups need to be added to the FactoryTalk Directory.
o Settings such as password encryption, users and groups, and others are all controlled by Azure AD settings.
o These user groups and users allow for single sign-on, so that users can automatically sign in to FactoryTalk applications with their Azure AD account.
o If the Azure AD group is updated on the Azure side, the FactoryTalk system cannot automatically synchronize the changes to the FactoryTalk Directory. You
must add the group to the FactoryTalk Directory again for it to get the latest Azure AD group configuration.
»  FactoryTalk user groups and users
o These are managed within FactoryTalk Administration Console.
o Settings such as password encryption, complexity requirements, and others are all controlled by security palicies.

o If aclient computer is disconnected from the FactoryTalk Directory, users will still be able to authenticate using the local cache.
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Chapter1  FactoryTalk Security overview

When user groups and users are linked from the Windows Active Directory, it acts as an identity provider for FactoryTalk Security, allowing users to authenticate to the

system with a domain account. This allows the user management to be handled at the domain level.

Using Windows Active Directory accounts also means that the sign-in information is secured by Windows, as FactoryTalk is just passing the request to the Windows

operating system.

FactoryTalk does not cache credentials for Windows-linked users or groups. By default, however, the Windows operating system caches the Windows security token for
each unique user's ten most recent valid logons. For more information on cached security credentials, see Microsoft.com. This cached verifier allows Windows-linked
user accounts to be authenticated even when the domain controller is not connected or able to provide authentication. Windows is responsible for encrypting this cached

verifier.

However, this caching does not apply to Windows-linked groups. Neither the FactoryTalk Directory system nor the Windows operating system caches Windows domain
group information; there is no way for the FactoryTalk system to determine what domain accounts are members of a Windows-linked group when disconnected from the
domain. If you want to use groups in the FactoryTalk system and you expect to be disconnected from the domain, it is suggested that you use FactoryTalk user groups that

contain Windows-linked users.

Authorization

Authorization verifies a user's request to access a software resource based on the access permissions defined for that user. To manage user authorization, use system

policies, product policies, or securable actions.
System policies

System policies are sets of policies that apply system wide. For example, password length, complexity, expiration, and so on. All FactoryTalk products use the policies in
the System Policies folder in FactoryTalk Administration Console. Palicy settings are separate in the network directory and the local directory. They can apply to all users

and all computers or specific users on specific computers.

Product policies

Product policies are sets of securable features for the individual products in your FactoryTalk system, and they apply to that product in every context. For example, in the
Studio 5000 Logix Designer application, set a palicy controlling who can create projects. This policy does not affect other software products but will affect every instance

of Studio 5000 Logix Designer that is running on a computer that is a member of this FactoryTalk Directory.

Individual products' palicies are located in the Product Policies folder in FactoryTalk Administration Console. Product policy options vary depending on the individual
products that they are associated with. You can madify these policies on a product-by-product basis for specific users, groups, and computers included within the

FactoryTalk Directory.

Define security settings to restrict access to the features of individual FactoryTalk praducts in your system. Only users with the required level of access can use the

product features that you have secured.

Securable actions

Securable actions apply to all products that use that action in a particular context, such as an application or area. For example, Tag > Write Value controls whether a user

or group can write to tags that are on a data server. This action applies to all software products that attempt to write to the tag on that data server.
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Chapter1  FactoryTalk Security overview

In some cases, there are securable actions and product policies for the same capability. For example, Studio 5000 Logix Designer has a securable action and a product
policy named Firmware: Update.
«  The securable action applies to all products. If the permission to the Firmware: Update action is denied in an application or area, firmware in the controller from
that application or area using any product (for example, ControlFLASH Plus®) cannot be updated.
The product policy applies to only the Logix Designer application. If the permission to Firmware: Update is denied, firmware cannot be updated when using the

Logix Designer application to configure any controller.

Commissioning a FactoryTalk Security system

When approaching the task of commissioning a FactoryTalk Security system, pre-planning of the system security model can greatly reduce the time required. A system
security model is the combination of three components:

»  Asecurity permission (an action)

«  User or users authorized to perform the action

»  Computer or computers from which the action is authorized

If the security models are constructed with individual user accounts, each account must be tested during commissioning. This testing process is applicable to each
FactoryTalk users, Windows-linked users, Windows-linked user groups, and Azure AD groups used in a security model. That is, each security model must be tested for each

user or group that is part of the model. This testing, one might correctly conclude, is time-consuming at scale.

When the system’s security models make use of FactoryTalk user groups, the time to test each security model is greatly reduced. Rather than testing each user or
user group in the security model, it is only necessary to test a member of the FactoryTalk user group that is part of a security model. You can use FactoryTalk users in
FactoryTalk user groups to test for commissioning. Once the security model is tested, the FactoryTalk user group membership can be established using FactoryTalk users,

Windows-linked user groups, Windows-linked users, or Azure AD groups.

The most effective FactoryTalk configurations use FactoryTalk user groups in their security model definitions and add Windows-linked user groups or Azure AD groups to

the FactoryTalk group. This best practice transfers administration of users from the FactoryTalk administrator to an IT administrator.
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Configure FactoryTalk Security

FactoryTalk Security controls access to and usage of FactoryTalk Directory resources by users, groups, roles, and computers. Use FactoryTalk Administration Console to

configure, manage, and secure FactoryTalk Directory resources and services.
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Workflow
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Back up FactoryTalk Directory (optional)

Backing up the FactoryTalk Directory allows you to recover to a known working state should you make any changes that you want to undo. As you make changes to the

FactoryTalk system, make sure to back up the FactoryTalk Directory.

To back up FactoryTalk Directory

1. InFactoryTalk Administration Console, right-click the directory root, and then select Backup.
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Configure FactoryTalk Security

2. In the Backup dialog box, configure the settings as needed, and then select OK.

NOTE: You have the option to create a password, encrypting this backup archive. Be sure to remember your password. If you encrypt a backup

and forget the password, there is no way to decrypt the backup archive.

Backup

Specify archive name:

| Metwork - SF477F 19-31F 7-4685-BB 5F-0EFC7502DC63] |

Spedify archive location:

| C:\Users\Public\Documents |

Backup Contents

FactoryTalk Directory configuration

&l applications, FactoryTalk Directory System folder contents (actions, policies, computers,
users, groups, connections, and permission sets), FactoryTalk Linx shortcut definitons and
FactoryTalk Linx OPC UA Connector configuration for all computers configured in the directory.

FactoryTalk Linx configuration

MNetwork Browser settings {e.q. drivers) and network information (required for shortcut to
operate) from this computer,

FactoryTalk Linx Gateway configuration

File Encryption

¥ou have the option to now protect your backup files with a passphrase. You will be required to
enter the passphrase when you restore any backup file that is passphrase protected.

MOTE: Backup files may be restored on any computer.

[ JEncrypt flle contents (Clear the chedk box to create a plain text backup file)
Passphrase

Passphrase:

Confirm passphrase:

3. Select OK to continue with the backup.
4. Select OK.

FactoryTalk Administration Console x

o The backup was successfully completed.
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Chapter2  Configure FactoryTalk Security

General configurations in the FactoryTalk system

General configurations of the FactoryTalk system include user groups, users, system policies, product palicies, and securable actions.

When you install FactoryTalk Services Platform on a computer for the first time, the FactoryTalk Directory is configured to allow access to all users by default. Any user

who is a member of the local Windows Administrators group or who is authenticated by the Windows operating system has full access to the FactoryTalk system.

User group and user configuration

To assign specific permissions to specific users and groups, you must create and configure user groups and user accounts. Creating user groups before adding users

makes managing user access a much easier task. Users added to a group inherit the security settings of that group.

How to choose the type of user groups or user accounts
»  Windows-linked user groups and user accounts

If your system is integrated with your Windows Active Directory infrastructure and you want the administrative access to be tied to that Windows Active Directory,
use Windows-linked user groups and accounts. Using Windows-linked user groups and accounts provides a convenient way to add large numbers of existing
Windows user groups and accounts to the FactoryTalk system.
However, in the unlikely event that all the Windows users or groups with administrator permissions are removed from the system on the IT side, you lose
administrative access to the FactoryTalk Directory. If that's a concern, a FactoryTalk user can be created as an administrator account.

e Azure AD user groups
If your system is integrated with your Azure AD infrastructure and you want the administrative access to be tied to that Azure AD, use Azure AD user groups. Using
Azure AD user groups provides a convenient way to add large numbers of existing Azure AD user groups and accounts to the FactoryTalk system.
However, if the Azure AD group is updated on the Azure side, the FactoryTalk system cannot automatically synchronize the changes to the FactoryTalk Directory.
You must add the group to the FactoryTalk Directory again for it to get the latest Azure AD group information.

»  FactoryTalk user groups and user accounts
FactoryTalk user groups and accounts provide secure access to the FactoryTalk system independently of the level of access users have in Windows. FactoryTalk
Directory user accounts provide the benefits and canvenience of centralized administration within the FactoryTalk system, without needing a Windows domain.
FactoryTalk user groups and accounts also retain their security settings if the FactoryTalk Directory moves to a new domain.
However, the risk is that FactoryTalk user groups and accounts cannot be managed automatically through the IT system. For example, if a user who has the
only FactoryTalk administrator account is not available anymore, someone else would have to change the password of that FactoryTalk administrator account.

Otherwise, no one will be able to access the system in the FactoryTalk Directory.

The most common best practice is to use Windows-linked user groups from your Windows Active Directory or Azure AD groups and add them to FactoryTalk user groups.
Thus, the recommended configuration of user groups and users is in this order:
1. Add Windows-linked user groups.
Add Azure AD user groups.
Add Windows-linked users.

Create FactoryTalk users.

o1 NN

Create FactoryTalk user groups to hold those groups and users created in step 1through step 4.

NOTE: FactoryTalk user groups cannot be nested.

The reason of doing so is that all the individual user management is done by your IT department. If those user groups exist in the Windows Active Directory, you don't
have to manage individual users in the FactoryTalk system, and instead you can assign FactoryTalk group membership based on the actual employment role rather than
assigning individual users. Additionally, if a user joins or leaves the company, the user groups are managed on the IT side, and FactoryTalk user groups automatically hold

all the changes.
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Add a Windows-linked user group

If you are in a Windows domain and you want the user groups and users that are already configured in the domain, add the Windows-linked user groups.

To add a Windows-linked user group

1. InFactoryTalk Administration Console, go to System > User and Groups, right-click User Groups, and then select New > Windows-Linked User Group.
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2. Inthe New Windows-Linked User Group dialog box, select Add.
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groups. YWhen yvou click the Create button, a new linked
user account will be created for each Windows user group

Add...
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3. Inthe Select Groups dialog box, select Advanced.

Select Groups >

Select this object type:

|Gmups or Builtin securty principals | iject.;l'ypes...

FErom this location:
| HLI2D-VM1

| : -Lucatinns...
Enterthe object names to select (zxamples):
Check Mames
Advanced... oK [ Cancel

4 Select Find Now, select the Windows user group, CompanyOperators in this example, and then select OK.

Select Groups e

Select this object type:

|Gmups aor Built4in securty principals | Object Types... .

From this location:
| HLI20-VM1

| | Locations...

Common Queries

Columns. ..

Dizabled accounts Stop

Hame: Starts with

Dezcrption: | Starts with

MNon expiring password
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5. Inthe Select Groups dialog box, select OK.

Select Groups

Select this object type:

|Group5 or Built-in security principals

| Ohject Types...

From this location:

| HLI20-VM1

| Locations...

Enter the object names to select (2xamples):

HLIZ0-VM 1 CompanyOperators|

Advanced...

| Check Mames §

oK

Cancel

6.  Inthe New Windows-Linked User Group dialog box, select OK.

Mew Windows-Linked User Group

General

you have selected.

Click the Add button to select one or more Windows user
groups. When you click the Create button, a new linked
user account will be created for each Windows user group

22 HLI20-VMT\COMPANYOPERATORS

>

QK Cancel

Help

Add an Azure AD user group

If your applications are Azure cloud-based and you want the user groups and users that are already configured in the Azure AD, use Azure AD user groups. To use Azure AD

user groups, perform these key tasks:
1. Configure Azure AD in the Azure portal.
2. Add an Azure AD site in FactoryTalk Administration Console.

3. Add an Azure AD user group in FactoryTalk Administration Console.

Rockwell Automation, Inc.
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To add an Azure AD user group
1. Configure Azure AD in the Azure portal.

For detailed instructions, see Configure Azure Active Directory in FactoryTalk Services Platform Help.

2. Add an Azure AD site in FactoryTalk Administration Console.

a.  Right-click Authentication Services > Azure AD Sites, and then select New Azure AD Site.

_?,Ih FactoryTalk Administration Console

File Wiew Tools Window Help

A= E- e
Explorer v 0 X

=-[E Metwork (THIS COMPUTER)

Ei& FTViewDemao

EIE& InstantFizz

|:I System

Action Groups

- Palicies
|- B Computers and Groups
{2 Metworks and Devices
t- B8 Users and Groups

-]

F- Connections
Permiszion Sets

=17 Authentication Services

QIDC Sites
I Mew Azure AD Site I

Security...

b.  Inthe New Azure AD Site dialog box, entire information in the required boxes. For detailed instructions, select Help.

Mew Azure AD Site

MName:

Pt

RAFTSP

Description:

Application({dient) ID:

Directory(tenant) ID:

Application{dient) Secret:

Gl | [

c. Select OK.
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3. Add an Azure AD user group in FactoryTalk Administration Console.
a.  Go to System > User and Groups, right-click User Groups, and then select New > Azure AD User Group.

;,f FactoryTalk Administration Console

File Wiew Tools Window Help
o -
Explorer -

=08 Metwork (THIS COMPLUTER)
E‘Eﬂ- FTViewDemo
-E@ InstantFizz
= System
Action Groups
- Policies
- Computers and Groups
IEE?E Metworks and Devices
E| Users and Groups
- .88 HLI20-V
;-r; Window
- Admini

Mew

Security...

» User Group...

Windows-Linked User Group...
Azure AD User Group...

..ua Engineers

b.  Select Add.

Mew Azure AD User Group

General

groups.

Click the Add button to select one or more Azure AD user

Remove...

OK

Cancel

Help

Rockwell Automation, Inc.
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c.  Select the configured Azure AD site, and then select List.

Select Groups
Select AzureAD
RA FTSP w List
Itesctt
Cancel Help

d.  Signin to Microsoft®, select a Azure AD user group, and then select OK.

e.  Inthe New Azure AD User Group dialog box, select OK.

Add a Windows-linked user

For demonstration purposes, a Windows user, UserA is used as an example.

To add a Windows-linked user

1. InFactoryTalk Administration Console, go to System > User and Groups, right-click User, and then select New > Windows-Linked User.

?,f FactoryTalk Administration Console
File Wiew Tools Window Help
e

Explorer + 0

=08 Metwork (THIS COMPLUTER)
|_I_|Eﬂ- FTViewDemo
w e InstantFizz
=] System
Action Groups
3 Policies
- Computers and Groups
EE?E Metworks and Devices
|:_| Users and Groups
|_I_| User Groups

-l An Mew » FactoryTalk User...
B Connect
e : FactoryTalk Temporary User...
Permissi Security... Wind Linked Us
-7 Authentication Services 1 a il
20 SECURE-ATO02A-EN-P - November 2023
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2. Inthe New Windows-Linked User dialog box, select Add.

Mew Windows-Linked User *
General

Click the Add button to select one or more Windows user
accounts. When you click the Create button, a new linked
user account will be created for each Windows user
account you have selected.

Add... Remove...
| Cancel Help

3. Inthe Select Users dialog box, select Advanced.

Select Users >

Select this ohject type:

| Lsers | Object Types...

From this location:
| HLI20-VM1 |

Locations...

Enterthe object names to select (zxamples):

Check Names

Advanced... QK Cancel
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4, Select Find Now, select the Windows user, UserA in this example, and then select OK.

| HLIZ0-VM1

Select Users =
Select this object type:
|Users | | Object Types...
From this location:
| ' Locations...

Commaon Queries

Mame: Starts with
Description: | Starts with

Disabled accounts

Mon expirng password

Days zince last logon:

Columns ..

Search results:
MName In Folder
2, admin HLI20-VM1
&, Administrator  HLI20-VM1
2, DefaultAccount  HLI20-VM1
. HLIZ0-VM1
HLI20-WM1
. HLIZ3-VM1
5. Select OK.
Select Users X
Select this object type:
|Users | Object Types... |
From this location:
[HL20-vM1 || Locations...
Enterthe object names to select (zxamples):
HLI20- VT \JserA Check Names |
Advanced... ) . QK Cancel

2 SECURE-AT002A-EN-P - November 2023
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6.  Select OK.
Mew Windows-Linked User X
General
Click the Add button to select one or more Windows user
accourts. When you click the Create button, a new linked
user account will be created for each Windows user
account you have selected.
=2 HLIZ0-VMT\USERA
L4 >
QK Cancel Help
Add a FactoryTalk user

For demonstration purposes, a FactoryTalk user, Operator is used as an example.

To add a FactoryTalk user

1.

In FactoryTalk Administration Console, go to System > User and Groups, right-click User, and then select New > FactoryTalk User.

5

|_I_|iﬂ- FTViewDremo
& §@ InstantFizz

System

Action Groups

Policies

Computers and Groups
=z Metworks and Devices
Users and Groups

E| User Groups
el
ool A Mew
s

“ H

Security...
[ Connec ty

F,' FactoryTalk Administration Console

File View Tools Window Help
H®a =
=-0E Metwork (THIS COMPUTER)

> FactoryTalk User...
FactoryTalk Temporary User...

Permission Sets

Rockwell Automation, Inc.

Windows-Linked User...
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2.

3.

Enter the username, full name, and password.

Mew FactoryTalk User

General  Group Membership

User name:

Full name:

Cperator

|Fac1ar'_.'TaIk Operator |

Description:
E-mail:

[ ] Account is disabled

Login method:

Password e

Password:

Confirm:

Facility Code

Badage 1D:

[ ] Disable date

[_] User must change password at next logon
[ ] User cannat change password
[] Password never expires

Scan

Select OK.

Create a FactoryTalk user group

Create FactoryTalk user groups to hold Windows-link user groups, Azure AD user groups, Windows-linked users, and FactoryTalk users. The operations of adding any user

group or user to a FactoryTalk user group are the same. This example uses adding a Windows-linked user group to demonstrate the steps.

24
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To create a FactoryTalk user group

1. InFactoryTalk Administration Console, go to System > User and Groups, right-click User Groups, and then select New > User Group.

_?,f FactoryTalk Administration Console
File View Tools Window Help
o =

Explarer -

=-E Metwork (THIS COMPUTER)
EE& FTViewDemo
-E-:a:- InstantFizz
|';‘| Systermn
Action Groups
3 Policies
- Computers and Groups
&5 Networks and Devices
= 8 Users and Groups

-2 HLI20-)

- 28 Windo

a2 Adminiserave
s Engineers

L% Maintenance

Security...

Windows-Linked User Group...
Azure AD User Group...

2. Enter a group name, for example Operators, and then select Add.

Mew User Group

General
Name: ||operam |
Description: ’7 |
E-mail: | |
Members:

Add... Bemove...

Cancel Help

Rockwell Automation, Inc.
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3. Select Show all, select the Windows-linked user group, and then select OK.

Select User or Group  — >

Idzers

F- A HLI20-4M 1 \COMPANYOPERATORS
Eqa W indows Administrators

5'1 Anonymous Logan

= HLIZ04M14ISERA

ﬂ O peratar

Create Mew -»

Filter Users
() Show groups only

() Show use 1 ;
(®) Show al
k. p Cancel Help

4. Inthe New User Group dialog box, select OK.

Line of sight security

FactoryTalk Security allows security to differ based on computer location. Computer accounts are used to authenticate, and authorize or deny access to actions from
individual computers in the FactoryTalk automation system. For example, use computer accounts to ensure that certain operations are performed only from computers

that are located within direct view of equipment that is being controlled. This is sometimes referred to as line of sight security.

Defining security for a user or group at a specific computer or group of computers allows you to control where they have specific access. We recommend defining security

at a group level to simplify long-term management.

For example, a plant has three sections, Section A, Section B, and Section C. You can create a rule that limits users using computers in Section A from performing certain

actions with computers in Section B or Section C.
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In this example, the Engineers group has a designated section (Section A) and has been selected as the user group and SectionA_Computers as the location. Because the

Engineers group has full access when signed in into Section A, Allow is selected for all actions.

Security Settings for FTViewDemo

Permiszions  Effective Permiszions

"iew permizsions by: (®) User () Action
Uzers Computers &
l -] Engineers Q_'_] SectionA_Computers I
F.. Engineers Ll: SectionB_Computers
-3 Engineers E:]- SectionC_Computers
=& Anorvmous Loaon 3} All Comouters ¥
< >
Add... Bemove
Fermizzions for Engineers from S ectiond_Computers.
Action Allow Dery ™
Alarming O
Automatic Diagnostics O
Device Data Communication ]
FactoryTalk View SE O
R5Logix5 O
RS5Logix500 |
RSLogix5000 |
Sequence Manager O
B Tag B
Write Value
£ >
[ ] Do not inkerit permiszions
Cancel Help

Rockwell Automation, Inc.
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Once the Engineers group has been added from the Section B and Section C computers, note that each user grouping has its own item available with which to define

different permissions. In this example, the Engineers group cannot write to tags from outside of Section A, so permissions will not be granted for tag writes access.

B Security Settings for FTViewDemno >
Permiszions  Effective Permissions
Wiew permizzions by (®) User () Action
Uzers Computers &
-] Engineers Q_'_] SectionA_Computers
wag Engineers L3 SectionB_Computers |
ma Engineers Lt SectionC_Computers
= Anonvmous Logon O} All Comouters A
£ >
Add... Bemove
Fermizzions for Engineers from S ectionB_Computers.
Action Bl Deny ™
Alarming O O
Automatic Diagnostics O O
Device Data Communication O O
FactoryTalk View SE O O
RS5Logix5 O O
RSLogix500 O O
RSLogix5000 O O
Sequence Manager | |
B Tag O
Write Value O W
£ >
[ ] Do not inkerit permizzions
Cancel Help

Configure system policies

System policies are settings that affect the entire FactoryTalk system and all other FactoryTalk-enabled software products that communicate to the FactoryTalk Directory.

Policy settings are separate in the network directory and the local directary.
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In FactoryTalk Administration Console, navigate to System > Policies > System Policies to configure the system policies.

Explorer v
.0 Network (THIS COMPUTER)

= e FTViewDemo

& §@ InstantFizz

o x

= B8 Systermn

Action Groups
=3 Policies
2 Product Policies

=l
=

FactoryTalk Alarms and Events
Badge Authorization
Application Authorization
User Rights Assignment

Live Data Policy

Health Menitoring Policy

g Audit Policy

Security Policy

The system policies include the following categories:

FactoryTalk Alarms and Events

Configure these policies if you want to change the default ports for alarm web services, system-wide severity ranges, and severity behaviors of controller status
alarms and tracking events. The severity ranges defined here apply to all alarm servers connected to a particular FactoryTalk Directory. You can override the
system-wide severity ranges on a per-server basis.

Badge Authorization

Configure this policy if users can sign in to the FactoryTalk system with a badge and you want to add or remove services that request to use the Badge Logon
function. The service that requests access to use the Badge Logon function must be trusted by Rockwell Automation.
Application Authorization

Configure this policy if you want to remove any application’s access to the FactoryTalk Directory. By default, FactoryTalk-enabled products and services are
allowed access to the FactoryTalk Directory when joining the directory. It is highly unlikely that you need to change this policy.

User Rights Assignment

Configure these policies if you want to determine which users are permitted to perform these system-wide actions:

o Backup and restore the FactoryTalk Directory, System folder, or applications.

o Change the FactoryTalk Directory server computer.

o Switch between primary and secondary servers in a redundant pair (for example, HMI servers or data servers).

o Modify the security authority identifier.
Live Data Policy
Configure this policy if you want to change the default communication protocol for a distributed FactoryTalk system. This setting affects communications
between client and server services and between the FactoryTalk Directory and servers on the network. Change this setting only if necessary, such as if the system
is experiencing communication problems and it is necessary to switch to DCOM for troubleshooting purposes.
Health Monitoring Policy
Configure these policies if you want to change the parameters that determine whether a network failure occurred and how long to wait before switching to a
standby server in a redundancy pair, such as redundant HMI or FactoryTalk Linx servers. Changing these policies can have unexpected results. The preset default

settings typically provide optimal ePciency for most networks.
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Audit Policy

Configure these policies if you want to enable or disable audit records for:
o Changes to the system configuration and the control system.
o Security access failures and successes.
Auditing security access success can consume system resources. Enable this palicy only when necessary. For example, while testing the system or if required in
industries that must comply with governmental regulations.
Security Policy
Configure these policies if you want to define general rules for implementing security across all FactoryTalk products in the system. Define policies for Windows-
linked accounts in Windows.
o Account Policy Settings: Specifies how the FactoryTalk system manages policies for user, computer, and group accounts. These palicies do not apply to
Windows-linked accounts.
> Badge Policy Settings: Specifies how FactoryTalk user accounts can sign in using a Radio-Frequency-Identification (RFID) badge.
o Computer Policy Settings: Specifies how computer accounts in the FactoryTalk Network Directory can use remote access.
o Directory Protection Policy Settings: Specifies client computer accounts usage of the FactoryTalk Network Directory.
o DNS Alias Name: Specifies a DNS alias name associated with a computer hosting the FactoryTalk Directory server.
o Encryption Settings: Specifies the encryption and decryption algorithm used by FactoryTalk products.
o Password Policy Settings: Specifies password requirements for FactoryTalk user accounts. These policies do not apply to Windows-linked accounts.
o Single Sign-0n Policy Settings: Specifies whether users can sign in to the system one time, having their credentials shared among multiple FactoryTalk
applications, per directory, on a given computer.
With FactoryTalk users, the sign-in information is tracked by the FactoryTalk system. With Window-link users, it passes Windows-linked credentials from the
computer a user is working on into the FactoryTalk Directory.
= If that account is valid, the user will get the associated authentication for that account.
= If that account is not valid or has permissions denied, the user will be denied permission.
=  If that account doesn't exist, the user will be prompted to sign in to the FactoryTalk system.
Using single sign-on means that a user doesn't have to sign in to every application they use separately. Once signed in, all participating FactoryTalk
applications that run in that directory on that computer automatically use those same credentials.
If you want to distinguish individual users’ actions by requiring each user to sign in with their own FactoryTalk user accounts, it might be necessary to
disable single sign-on. Also, disable single sign-on when signing in to the FactoryTalk system through Remote Desktop Services using the name of the
Remote Desktop Connection server computer. Alternatively, change the security policy Identify terminal server clients using the name of to allow Remote
Desktop Services users to connect using the name of the Remote Desktop Connection client computer.
o System Communication Settings: Specifies the communication settings in the FactoryTalk event system.

o Web Authentication/Autharization Server: Specifies security settings for FactoryTalk-enabled software web applications.

For some of the policy settings, you can specify who is able to perform a certain action. The following example demonstrates how to grant a group permission to the

action of changing the directory server.
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To configure the security of an action within system policies
1. InFactoryTalk Administration Console, go to System > Policies > System Policies, double-click User Rights Assignment.

F FactoryTalk Administration Consale

File View Tools Window Help

iH e s
Explarer » 0 X

=08 Metwork (WINSRV-HLI)
|:;-}-E¢ FTViewDemo
EE& InstantFizz
5 Systermn
Action Groups
= Policies
E Product Policies
E System Policies
[+ FactoryTalk Alarms and Events
- |2 Badge Authorization

soplication Autnorza
[ User Rights Assignment
- [E Health Monitoring Policy
- [ Audit Pelicy

- & Security Policy

2. Inthe User Rights Assignment Properties dialog box, select Change Directory Server, and then select the browser button.

User Rights Assignment Properties =

Palicy Settings

=2l | &3
+ Backup and Restore

Backup and restore directory contents Corfigure Securty
+ Directory Server Computer

Configure Securty

+ Manage Servers

Manual server switchover Corfigure Securty
v  Security Authorty ldentifier
Maodify Security Autharity |dentifier Corfigure Securty
[ Change Directory Server

Specifies who is allowed to either leave the current or join 3 new FactoryTalk directory server computer.

Gl | [T [ reo
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3. Inthe Configure Securable Action dialog box, select Add.

& " Configure Securable Action

Falicy Setting

Specifies which users can perform manual switchaver of active server in a redundant

FEMVED PAr.

The fallowing wusers ar groups have access ta this feature:

zers Allovw  Deny
fﬂ.ﬁdministratnrs ,EBNI Computers O
Add... Remove

Canicel Help
4. Select a group from the list, for example Engineers, and then select OK.
Select User and Computer
Select a uzer [or uszer group) and computer [or computer group] pair.
|lzers Computers
g.ﬁ.ll Uzers EE.-’-‘-.II Computers
o .
#HEngineers
alntenance
m Mo Access
m Operatars
m Supervizors
g Guest Users
Create Mew -» Create Mew -»
Filter zers Filter Computers
(®) Show groups anly (®) Show groups only
() Show users only (") Show computers only
() Show all () Show &l
(] Cancel Help
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5. Select OK.

B Configure Securable Action x

Paolicy Setting

Specifiez which uzers can perform manual switchover of active server in a redundant
SEMVEr pair.

The following users or groups have access to this feature:

|lzers Computers Allove  Deny
Wratars IIE Al Computers [
[ €% Engineers 8 Al Computers O I

Add... I I Remove

[ Comeel | [ Hop

6.  Select OK.

User Rights Assignment Properties ot

Policy Settings
[z ,_&‘Ir | =

Backup and restore directory contents Configure Security
[ w Directory Server Computer

Change Directory Server Configure Security

| Manual server switchowver Configure Security
| v Security Authority Identifier
Maodify Securty Authonity |dentifier Configure Security

| Cha nge Directory Server
Specifies who is allowed to either leave the current or join a new FactoryTalk directory server computer.

Cancel Apply Help
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Configure product policies

Product policies are a collection of securable features that govern the behavior of specific FactoryTalk-enabled products in the system. To help prevent users from

making unwanted changes, restrict user access to individual product features. Only users with the required level of access can use the product features once secured.

A product policy applies to only one product. Configuring a user access to one product feature doesn't impact access to other products' same or similar features.

If you are not using a product, you don't need to configure product palicies for it. However, if you are using a product, certain product policies will impact the operation of

your system depending on what your goals are. For example, configuring the Controller: Secure paolicy restricts which users can secure a controller project.

Specific use cases for types of policies to configure are shown in later chapters.

You can configure product policy security at two hierarchy levels - secure multiple products’ features and secure a single product's features. The only difference between

them is that the former lets you configure security settings for many software applications on a feature-by-feature basis in one dialog box, while the latter lets you

configure security settings for a specific software application in one dialog box.

»  Secure multiple products’ features on page 35

Changes made at this level are then inherited by all sublevels.

F FactoryTalk Administration Console
File View Tools Window Help
==
Explorer w 0 X
0 Metwork (WINSRV-HLI)
+1 fe FTViewDeme
+ §o InstantFizz
System
Action Groups
Paolicies

: Product Policies

o System Policies

Configure Feature Security...

Feature Security for Product Policies

£ =
- Pemmissions  Effective Petrissions
View pemissions: by @) User () Action
[ [1E13 Compubers
€8 Administrators 284 Computers

g

Security...

Computers and Grc

+ 85 Metworks and Devices
Users and Groups

. Connections

Pemizsions fos Adminisirators from Al Computess.
Action

o]
o]
= EDS Registration

B  FactoryTalk Administration Console
B Factory Talk AssetCentre

B  FactoryTalk Linx

mmmmnum§

{

DDDDDDDE

Help

>

<

Window Help

3 =

A8 ||

Explorer - 2

=0 Metwork (WINSRV-HLI)
+ge FTViewDemo
+ g InstantFizz
System
Action Groups
= Palicies
Product Policies
o Batch
+ B ControlFlash
5 EDS Registration
FacteryTalk Administration C
FactoryTallk AssetCentre

«  Secure asingle product’s features on page 36
w FactoryTalk Administration Console l
FactoryTalk Linx
FactoryTalk Linx Data Bridge

File VWiew Tools
+ FactoryTalk Linx Gateway

FactoryTalk Linc OPC UA Cojg

FactoryTalk Live Data Test g

FactoryTalk View SE (
v R5Linx Classic

RSLogix 5 .
RSLegix 300

RSMACCmmtatie.  fibsamen..r 4

JRVSSEEL

34

Feature Security Properties

Policy Settings

B4 |

v Category
Corfigure Secuty
Print Modify Options Corfigure Securty
Controller: Secure Configure Sacunty
Toolbar: Configure Corfigure Securty
Firrmaare: Lpdate Corfigure Sacumty
Workstation: Modify Opfions Corfigune Security

Project New
Create 8 new project. import 8 project or translate PLCS/SLC

[ ]
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Secure multiple products’ features

To configure security for multiple products and features at once, use the Feature Security for Product Policies dialog box, which contains all the feature security options

for all the products.

To secure multiple products’ features
In FactoryTalk Administration Console, go to System > Policies, right-click Product Policies, and then select Configure Feature Security.

1.

File Wiew Tools Window
e o I R
Explorer

= Metwork (WINSRY-HLI)
-+‘i@ FTViewDemo
E.E@ InstantFizz
f:‘ System
i Action Groups
5 Policies
[_+j Systemn Policies
4 B Computers and Gre

H
]
-0 Users and Groups
-

Connections

=+1....[+]

[ Permission Sets

to add more groups to the list.

F FactoryTalk Administration Console

Help

Configure Feature Security...

4 2= Metworks and Devices

Security...

Feature Security for Product Policies

Pemissions  Effective Permissions
Wiew permiszions by: (®) Uszer () Action
Izers Computers
ﬂiﬂdministrators ;IEAII Computers

Add... | I Remove
Permizzions for Administrators from All Camputers.
Actian Allow Demy ™
All Actions O [l
Batch O O
ControlFAash O
EDS Registration O
FactoryTalk Action Manager |
FactoryTalk Administration Console |
FactoryTalk AssetCentre O W
Cancel Help
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3. Select the user group that you want to configure security for, and then expand the choices until you see the feature security list for the desired software
application.
4. Select the appropriate Allow, Deny, or unselected option, and then select OK.

In this example, the RSLogix 5000® 5000 features are allowed for the Engineers group.

Feature Security for Product Policies >

Permission:  Effective Permissions

Wiew permizzions by (@) zer () Action
Izers Compuiters
_ﬂwnﬂnm ﬂﬂu Comoters
ﬁ Engineers EE.P-.II Computers

| Add... || Bemove

Permizzions for Engineers from All Computers.

Action Allowy Derp ™
= RSLogix 5000 O
= Feature Security O
Cortroller: Securs |
Firmware: Update O
Print: Madify Options O
Project: New O

Toolbar: Corfigure O W

Carnicel Help

5. Select OK.

If an action is set to Deny, a warning message appears when you select OK. Select Yes to verify the choice.

Security Settings

You are setting a deny permissions entry, Deny entries take precedence
over allow entries, This means that if a user is a member of two groups,
one that is allowed a permission and another that is denied the same
permission, the user is denied that permission. Do you want to
continue?

Secure a single product’s features

To configure security for features of a specific product, use the Feature Security Properties dialog box, which contains the feature security options for that product.

This example shows how to configure feature security for RSLogix 5000° or Studio 5000 Logix Designer.
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To secure a single product’s features
1. InFactoryTalk Administration Console, go to System > Policies > Product Policies > RSLogix 5000, right-click Feature Security, and then select Properties.
Explorer v B X
EI-E_E| Metwork (WINSEV-HLI) ~
& FTViewDemo
[ §@ InstantFizz

=1 F Systern
Action Groups
F_| Policies

9 Product Policies
[ Batch
[+ ControlFlash
[ EDS Registration
@ B FactoryTalk Action Manager
[ FactoryTalk Administration Con
[+ FactoryTalk AssetCentre
[+ FactoryTalk Linx
@ 7 FactoryTalk Linx Data Bridge
-  FactoryTalk Linx Gateway
[ I FactoryTalk Linx OPC UA Conne
[+ FactoryTalk Live Data Test Client
[+ FactoryTalk View 5E
[t RSLinx Classic
[+ R5Logix 5
[ R5Logix 300
= B8 RSLogix 5000

B Security...
Session Settings

[ R5Logix Architect Properties...
[ ¥ RSMACC
E RSMACC Event and Audit Admi

2. Onthe Policy Settings tab, select the desired category, and then select the browse button to the right of Configure Security.

Feature Security Properties >

Policy Settings

e

T
Corfigure Securty
Print: Modify Options Conrfigure Security
Controller: Secure Corfigure Security
Toolbar: Configure Configure Security
Firmware: Update Configure Security
Wworkstation: Modify Options Conrfigure Security

Project New

Create a new project, import a project or translate PLCS/SLC

Cancel Apply Help
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3.

In the Configure Securable Action dialog box, if the desired group is not listed, select Add.

B " Configure Securable Action

Palicy Setting

Create a new project. import a project or translate PLCS/SLC

The following uzers or groups have access to this feature:

Jzers Computers

ﬂi}-‘-dministratcurs EE}-‘-.II Computers
!ﬂ Engineers EEAII Computers

&dd..

Allows

Cancel

Deny

Remaove

Help

B Configure Securable Action

Pualicy Setting

Create a new praoject, impaort a project or translate PLCS/SLE

The following users or groups have access to this feature:

lzers Computers Allow  Deny
ﬁﬂ.dministraturs EBP«II Computers O
ﬁ Engineers EBAII Computers Il
ﬂEOperatnrs EBF-.II Computers [l
Add... I I Remove

Cancel

Help

ol

SECURE-AT002A-EN-P - November 2023

Select the user group that you want to configure security for, select the appropriate Allow, Deny, or unselected option, and then select OK.
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Configure securable actions

By configuring securable actions, you secure the resources in the FactoryTalk system and specify which users can perform what actions on that resource and from what

computers. This helps ensure that only authorized personnel can perform approved actions from appropriate locations.

To configure securable actions, in FactoryTalk Administration Console, right-click a resource (for example, the directory root, an application, an area, and so on), and then

set permissions to allow or deny user or groups the ability to perform certain actions.

W FactonyTalk Administration Console B Security Settings for Network X

Pemissions  Effective Permissions

= ‘iem permissions by (®) User () Action

File View Tools Window Help

Explorer + 0 x
e Users Computers
[SgnEl Metwork (THIS COMPUTER)
3 New Application €22 Administrators 25 A1 Computers
. ﬂ};.\" Users EBAII Computers
System Backup... &Anonyrnous Logon EEAII Computers
Action Groups Restare...
Policies Export Policies...

A

Permizzions for Administrators from Al Computers.

Computers and Groug
._1_-!-3?5 Metworks and Devices

L+J Users and Groups Action Allow Deny
E Connections All Actions 0O
Permission Sets Common |
Alarming O
Automatic Diagnostics O
Device Data Communication O
Factory Talk Linx O
FactoryTalk Transaction Manager a
FactoryTalk View SE O
RSLogix5 a
R5Logix500 O
RS5Logix5000 O
SequenceManager O
Tag O

Cancel Help

Securable actions vary depending on the selected resource. The following list shows the securable actions from the directory root. For more details about those actions,
see the documentation for your FactoryTalk products.
*  Common
Common actions manage how a user interacts with the FactoryTalk system that is every layer of the hierarchical structure of the tree in FactoryTalk
Administration Console.
Configure these common actions if you want to change the standard permissions that are not product or function specific. These common actions are usually

used together with product-specific actions.

Action Description

Configure Security Controls whether a user or user group can change the security permissions for a resource.

Create Children Controls whether a user or user group can create a new, related resource beneath an existing resource.
Delete Controls whether a user or user group can delete any item within a resource.

Execute Controls whether a user or user group can perform an executable action.

List Children Controls whether a user or user group can view the children of a resource.

Read Controls whether a user or user group can see a resource in the Explorer.

Write Controls whether a user or user group can write to a resource.
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Alarming
Configure these actions if you want to allow or deny certain users the ability to perform alarm-specific tasks:

o Acknowledge alarms

> Enable or disable alarms

o Reset latched alarms

o Suppress or unsuppress alarms

o Shelve or unshelve alarms
Automatic Diagnostics

Configure this action if you want to allow or deny certain users the ability to suppress or unsuppress diagnostic events. This action applies to when you use
FactoryTalk Alarms and Events to display diagnostic events collected by Rockwell Automation controllers that support the Automatic Diagnostics feature. Such
controllers are Compact GuardLogix® 5380, CompactLogix™ 5380, CompactLogix 5480, ControlLogix® 5580, and GuardLogix® 5580 controllers, and the firmware
revision must be 33 or later.

Device Data Communication

Configure this action if you want to allow or deny certain users the ability to inhibit or enable data communication with a Logix 5000™ controller. This action
applies to when you use RSLinx® Enterprise v5.90.00 and later (renamed FactoryTalk Linx with version 6.00.00) only.

FactoryTalk Linx

Configure this action if you want to allow or deny certain users the ability to browse devices, such as via FactoryTalk Linx Network Browser or Communication
Setup editor.

FactoryTalk Transaction Manager

Configure this action if you want to allow or deny certain users the ability to start a configuration, stop a configuration, or change a running configuration.
FactoryTalk View SE

Configure these actions if you want to allow or deny certain users the ability to modify recipes in the RecipePro+ editor, or delete XY Plot or TrendPro templates.
For more information, see Product policies and securable actions of FactoryTalk View SE on page 123.

RSLogix5

Configure these actions if you want to allow or deny certain users the ability to perform specific tasks on specific projects when using RSLogix 5.

For more information, see Getting Results with RSLogix 5, LG5-GR002.

RSLogix500

Configure these actions if you want to allow or deny certain users the ability to perform specific tasks on specific projects when using RSLogix 500.

RSLogix5000

Configure these actions if you want to allow or deny certain users the ability to perform specific tasks on specific projects when using Studio 5000 Logix Designer
(previously known as RSLogix 5000).

For more information, see Product policies and securable actions of Studio 5000 Logix Designer on page T18.

SequenceManager

Configure these actions if you want to allow or deny certain users the ability to run sequences and interact with sequencing parameters and step tags in the Logix
family of controllers.

Tag

Configure this action if you want to allow or deny certain users the ability to write to tags in data servers. This action applies to all software products that attempt

to write to the tag on that data server.
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The following steps demonstrate how to grant a new user permission to all actions.

To grant a new user permission to all actions
1. InFactoryTalk Administration Console, right-click Network, and then select Security.

m FactoryTalk &dministration Console

File VWiew Tools Window Help
Ae =

Explorer - r'l - -
=8N B Metwork (WINSEY-HLD

-Eﬁ FTWiewDemo Mew Application...
-Eﬂ- InstantFizz Backup..
E- B Systern
' Action Groups Restore...
Policies Export Policies...

[ 5 Product Poli o
. [0 System Polic I&I
: . - I

(e

£ -

2. On the Permissions tab, if the desired group is not listed, select Add.

B Security Settings for Metwork ot

Permiszions  Effective Permiszsions

Yiews permizsions by: (®) User () &ction
zers Computers
ﬁﬂ.dministratnrs ;IE All Computers

Add... | | Remove

Permizsiong for Adrinistratars from All Computers.

Action Allow Dery ™
All Actions O
Common O
Alarming O
Automatic Diagnostics O
Device Data Communication [l
M CarbrruTall i (v [
£ >

Canicel Help
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L)

.

Select the desired group, and then select OK.

Select User and Computer

Select a uger [or user group] and computer [or cormputer group] pair.

Uzers

g.&ll Users
ﬁhdministlatms
€20 4 thenticated Ulsers

ﬁi Operators
@Windows Adminiztrators

@ Guest Users

Computers
EE!—‘-.II Computers

Create Mew -»
Filter Users
(®) Show groups only
() Show users only
() Show all

Create Mew -»

Filker Computers
(®) Show groups only
() Show computers only
() Show 4l

0K Cancel Help

In the Security Settings for Network dialog box, select the group, and then specify what actions that group can perform. In this example, all actions are set to

Allow for the Engineers group.

B ' Security Settings for Network

Permiszions  Effective Permizsions

Yiew permizzions by: (®) Uzer () Action
Users Computers "
€7 Administrators o
I m Engineers EBAII Computers
-ﬂi Mairtenance Eﬂ}-‘dl Computers
€72 No Access o8 Al Computers o
£ >
Add... Remove
Permiszions for Engineers from All Cormputers.
Action Allows Dery ™
All Actions =] o
Common O
Alarming O
Automatic Diagnostics O
Device Data Communication O
FactoryTalk Linx O
FactoryTalk Transaction Manager O
FactoryTalk View SE O W
£ >
Cancel Help
Select OK.
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Harden the FactoryTalk system

When performing a new installation of FactoryTalk Services Platform, you have the option to choose the standard directory type where security is open by default or the
secure directory type where some of the security changes described in the following have already been applied during installation. However, when performing an upgrade,

the option is not presented during the installation.

If security is open, all users who are signed in to Windows with a user account that is a member of the local Windows Administrators group on any computer connected to

the network directory have full administrative contral to the directory. Because the network directory and local directory are separate, secure them separately.

To harden your FactoryTalk system, perform these key tasks:
»  Create aFactoryTalk or Windows-linked user with administrator-level access.
*  Remove the All Users Group.

*  Remove the default User Groups.

For specific steps on achieving IEC 62443-4-2:2019 certification, see Security Configuration User Manual listed in Additional Resources on page 4.

Grant a user group or user with administrator-level access

To ensure that you always have administrative access to the FactoryTalk Directory, create one or more Windows-linked user groups and accounts, Azure AD user groups,
or FactoryTalk user groups and accounts, and then add them to the Administrators group. For instructions on how to add different types of user groups or users, see User

group and user configuration on page 14. The following instruction assumes that you have already created user groups or users in your system.

To grant a user group or user with administrator-level access
1. InFactoryTalk Administration Console, go to System > Users and Groups > User Groups, and then double-click the Administrators group.
2. Inthe Administrators Properties dialog box, select Add.

Administrators Properties X

General

Name: fdministrators

Description: || |

E-mail: | |

Members:

,%'-. Windows Administrators

Add. .. e

]

Cancel Apply Help
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3. Inthe Select User or Group dialog box, select the user group or user that you want to grant administrator-level access, and then select 0K.

4. In the Administrators Properties dialog box, select OK.

Remove the All Users group

By default, a FactoryTalk Directory creates the All Users group. You must remove the group from the Users list to make sure that the permissions that you assign for
specific groups are not inherited from by the All Users group permissions. When you work from the default configuration, the All Users group must be removed from the
following locations:

»  Directory root

«  Policies folder

»  Feature Security on the Product Policies folder

IMPORTANT: Before you remove the All Users group, make sure that at least one user is configured with administrative permissions. Without an
administrative user, the FactoryTalk Directory can become inaccessible. Failure to create the account results in being locked out of the FactoryTalk

Directory once the All Users group is removed.

To remove the All Users group
1. InFactoryTalk Administration Console, right-click Network, and then select Security.

F FactoryTalk Administration Console
File View Tools Window Help

iHa =
Explorer * 1 X
=00 Bl Metwork (WINSRY-HLI
i FTViewDemo MNew Application...
e InstantFizz Bt
System
Restore...

Action Groups
Policies Export Policies...

Computers and C Secun
|1-_:--,5'E,5 Metworks and De I_t_y

2. Onthe Permissions tab, select the All Users group, and then select Remove.

B " Security Settings for Metwork ot

Permissions  Effective Pemizsions

Wiew permissions by: (®) Uszer () Action

Users Computers
Administrators E_E‘ All Computers
l Al Users E_E‘AII Computers
onymous Logon EBAII Computers

Add... | Remove |

Permizzions for All Uszers from All Computers.

Action Allow Deny #
All Actions O
Common O
Alarming O
Automatic Diagnostice O
Device Data Communication O
@ EactareTall Line = [
£ >

Cancel Help
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3. Select OK.

B Security Settings for Metwork

Permizsions  Effective Permiszions

Wiew permiszions by (® User () Action
Uszers Computers
ﬂﬁdministrators EBNI Computers
Anorymous Logon EBNI Computers

Permissions for Anonymous Logon from All Computers.

Action
All Actions
Common
Alarming
Automatic Diagnostics
Device Data Communication
M FartanTall §ine
<

Allow Deny

ooood
ooood

| Ok | Cancel Help

4. Repeat step 2 and step 3 from the following:

o Policies folder

m FactoryTalk Administration Console

File View Tools Window Help

Explorer

0B Metwork (WINSRY-HLI)
w-ge FTViewDemo
@ fe InstantFiz
= System
: Action Groups

© &8 Prod ecurity... |

[ Systern Policies

- Computers and Groups
E‘.z‘?a MNetworks and Devices
- Users and Groups

@ Connections

1 Permission Sets

o Feature Security menu for the Product Policies folder

m FactaryTalk Administration Console
File View Tools Window Help

Explorer

=-0E Metwork (WINSRY-HLI)
wfo FTviewDemo
-iﬂ InstantFizz
B System
Action Groups
Palicies

& toduct Folre I Configure Feature Secur'ﬁy...l

: [0 System Policies
- Computers and Gn
E‘.al?a Networks and Devices
- Users and Groups

El Connections

: Permission Sets
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Remove the default user groups

These user groups exist by default under System > Users and Groups > User Groups upon the installation of FactoryTalk Services Platform:

Authenticated Users

This group includes all users whose identities were authenticated by Windows through a sign-in process. This includes local user accounts as well as all domain
user accounts from trusted domains. By default, all users who have successfully signed in to Windows automatically have access to the FactoryTalk Directory.

If you want only specific users that you configure have access to the FactoryTalk system, remove this Authenticated Users group to prevent them from having
access to the FactoryTalk Directory.

Windows Administrators

This group includes all users with Windows administrator permissions on the computer or in the domain. By default, this group is a member of the FactoryTalk
Administrators group, giving them administrative access. If that's what you want, leave that default configuration in place. If you want only specific administrators

that you configure have administrative access to the FactoryTalk system, remove this Windows Administrators group from the FactoryTalk Administrators group to

prevent them from having access to the FactoryTalk Directory.

Temporary access

To allow users to temporarily have the permissions of another user in a different group, add a FactoryTalk user with a disabled date or a FactoryTalk temporary user.
A FactoryTalk user configured with a disabled date will be automatically disabled in the specified date, whereas a temporary user requires someone to generate the

password and a challenge and response process.

Create a FactoryTalk user with a disabled date

When you create a FactoryTalk user, you have the option to configure a future date to automatically disable this user account.

To create a FactoryTalk user with a disable date

1.
2.

46

Open FactoryTalk Administration Console, and then sign in as an administrative user.

Expand System > Users and Groups, right-click User, and then select FactoryTalk User.

F FactoryTalk Administration Console
File VWiew Tools Window Help
o I e
Explorer * 0 X
=-0E Metwork (THIS COMPUTER])
#-Ee FTViewDemo
& @ InstantFizz
=1 System
Action Groups

=0 Policies
.E Product Policies
] Systern Policies

- 77 Computers and Groups
E.g?,g Metwarks and Devices
B F7 Users and Groups

- User Groups

feE S
;‘ y. Mew > FactoryTalk User...

- F¥ Conne FactoryTalk Temporary User...

; Security...
Permis. Windows-Linked User...
F- Authentication Services

o}
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3.

b,

Enter a username, for example TempUser, select Disable date, and then specify a date to disable the account.

Mew FactoryTalk User

General  Group Membership

User name: |Tem|:|L|ser

Full name: |

Description: |

E-mail: |

[ ] Account is disabled

Login method: Password e
Password: ||-|||-|||-|||- |
anfirrn: ||-|||-|||-||-- |
[] User must change password at next logon
[ ] User cannat change password
[] Password never expires

oe Scan
Disable date 10/31/E1EE B~

Cancel Help

Select OK.

Create a FactoryTalk temporary user

When you create a temporary user account, you'll also define who is permitted to generate this password. The password is generated through a challenge and response

process that can be done over the phone. The person requesting access and the person granting access don't need to have network connectivity with each other, as long

as they both have valid cached copies of (or live connections to) the same FactoryTalk Directory.

To create a FactoryTalk temporary user

1.

Rockwell Automation, Inc.

Open FactoryTalk Administration Console, and then sign in as an administrative user.
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2.

Expand System > Users and Groups, right-click User, and then select FactoryTalk Temporary User.

m FactoryTalk Administration Console

File Wiew Tools Window Help
Sl EE

Explorer - 0

=-CE Metwork (WINSRY-HLI)
& e FTViewDemo
-E@ InstantFizz
=] Systemn
Action Groups
E Policies
- Computers and Groups
% Metworks and Devices
5 Users and Groups
- User Groups
&
Lo AR Mew * FactoryTalk User...

. De Security... FactoryTalk Ternporary User...
En, Windows-Linked User...
L. p FTAdmin

Enter a username, for example TempEngineer, and then select Groups Granting Temporary Passwords.

Mew FactoryTalk Ternporary User

General | Group Membership

Pt

Iser name: |Temp Engineer |
Full name:
Description: | |

E-mail: | |

[ ] Account is disabled

Account can use Temporary Passwords

Groups Granting Temporary Pagswords ...

Duration for Temporary Passwords: ] = Hours (1-120)

QK Cancel Help
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4,

5.

Select Add.
Granting Groups Pt
£ >
Add. .. Remove Cloge

Select a group that can assign temporary passwords, and then select OK.

In this example, only users in the Administrators group can do so.

Select User Group

. X

|Jzers

FFadminiztrators
ﬂ:‘ Engineers
ﬁ M aintenance
ﬁ Mo dccess
ﬁ Operatars
ﬁ Supervisors

Ok

Cancel Help

6.  Select Close.

Granting Groups >
ﬁ.ﬁ.dministrators
£ >

Rockwell Automation, Inc.
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7. Select OK.

Mew FactoryTalk Temporary User *

General | Group Membership

User name: |TempEngineer

Full name: |

Description: | |

E-mail; |

[ Accourt is disabled

Account can use Temporary Passwords

I Groups Granting Temporary Passwords ... I
Duration for Temporary Passwords: : Hours (1 - 120)

oK Cancel Help
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Use FactoryTalk Security to secure Studio 5000 Logix Designer projects to the FactoryTalk Directory.

For more information and resources on securing a Logix Designer application, see Logix 5000 Controllers Security Programming Manual listed in Additional Resources an

page 4.
Manufacturing Zone
>
Domain FactoryTalk HMI + Data + Alarms Remote Desktop FactoryTalk
Controllers Directory Server and Events Servers Services Servers AssetCentre Server
Security Authority |dentifier FactoryTalk Directory Client FactoryTalk Directory Client FactoryTalk Directory Client
FactoryTalk Policy Manager FactoryTalkView SE Server FactoryTalk View SE Client FactoryTalk AssetCentre Server
FactoryTalk Link Instances 1+ 2 Studio 5000 Environment FactoryTalk AssetCentre Agent
FactoryTalk AE Server FactoryTalk AssetCentre Client FactoryTalk AssetCentre Client
L = >
Microsoft
SQL Server T
J !
< ¥ X R
Eﬁ You Are
5QL Server Standard FactoryTalk View SE Clients Here
5QL Server Reporting Services Datasources Studio 5000 Environment
FactoryTalk Services Platform
FactoryTalk AssetCentre Client
QII [ Area Zone
.
Before you begin

The instructions in this chapter use the following software as examples. The operation steps or look of your software may vary.

»  Studio 5000 Logix Designer version 34.00.00

»  FactoryTalk Services Platform version 6.40.00

Rockwell Automation, Inc.
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Workflow

Grant the Controller:
Secure permission to a
user

Create a permission set

Enable project security

Back up a FactoryTalk
security authority
identifier

Associate a project to a
specific security
authority

Enable Studio 5000 Logix Designer project security

The first step in securing a Studio 5000 Logix Designer project with FactoryTalk Security is to enable the security in the project file.

Grant the Controller: Secure permission to a user

For a user to enable the project security, that user must be granted the Controller: Secure permission in the FactoryTalk Directory. By default, no users or groups have

this permission.
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To grant the Controller: Secure permission to a user
1. In FactoryTalk Administration Console, go to System > Policies > Product Policies > RSLogix 5000, and then double-click Feature Security.

m FactoryTalk Administration Console

File View Tools Window Help

A =R
Explarer v+ 01 X
=-[E Metwork (THIS COMPUTER) S

-E@ FTViewDermo
-Eﬂ InstantFizz
El System
Action Groups
El Policies
El Product Policies

Batch
o CgpisalFlzsheh . e

[ 15 RSLogix Architect

NOTE: RSLogix 5000 is known as Studio 5000 Logix Designer starting from version 21.00. Policies under RSLogix 5000 apply to both RSLogix 5000
and Studio 5000 Logix Designer.

2. Inthe Feature Security Properties dialog box, select Controller: Secure, and then select the browse button to the right of Configure Security.

Feature Security Properties x
Policy Settings

|~ Category
F'rqed New Configure Security
» Copfigure Securty

Controller: Secure Configure Security i

onfigure
Flrmware. pdate
‘workstation: Modify Options

:.Controllfr. Secure
Secure an unsecured controller

Contigure Security
Corfigure Security
Corfigure Security

Cancel Apply

Help

Rockwell Automation, Inc.
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54

3.

In the Configure Securable Action dialog box, select Add to add the desired group or user to the list.

Configure Securable Action

Pualicy Setting

Secure an ungecured controller

The following users or groups have access to this feature:

Uszerz Computers Allow  Deny
!ﬁ.ﬂ.dministramrs EENI Computers O
Add... Remove
Cancel Help

x

Configure the permission for the group or user who will be able to enable the project security, and then select OK.

Configure Securable Action

Palicy Setting

Secure an unsecured controller

The following users or groups have access ta thiz feature:

U zers Corputers Allaw  Deny
mﬁ.dministratars .EBA" Computers O
€7 Engineers A5 All Computers O
€7 Maintenance A5 All Computers O

Add... Remaowve
Cancel Help

x

SECURE-AT002A-EN-P - November 2023

Rockwell Automation, Inc.



Chapter3  Secure a Studio 5000 Logix Designer project

Permission set vs. logical name

Once you enable the project security, choose one of the following to secure the project file:
«  Permission set - A permission set lets you grant permissions for multiple groups across multiple software feature sets and the permissions are applied across
many users at once.
Permission sets are available with FactoryTalk Services Platform version 2.80 or later and Studio 5000 Logix Designer version 28.00.00 or later.
*  Logical name - A logical name is a name for the controller in the FactoryTalk Directory. It is automatically added to the FactoryTalk Directory when a Logix
Designer application project is secured to a FactoryTalk Directory.

Logical names are available with FactoryTalk Services Platform version 2.10 or later.

We strongly recommend that you use a permission set to secure a project file.
» If you use a permission set, you can use the same permission set to apply security to all controllers in the system.

» If you use alogical name, you must create a logical name for each controller in the system and configure the security settings in each of the logical names.

B Controller Properties - RACE_Cookieline >

General Major Faults Minor Faults Date/Time Advanced SFC Execution Project Redundancy
Monvolatile Memaory Capacity Intemet Protocal Port Configuration Security® Aam Log

Security Authority: FactoryTalk Security (INF-HLI-LOGIXD1) o
(] Use only the selected Security Authority for Authentication and Authorization

Secure With: (®) Logical Mame <Cortroller Name

() Permission Set

] Restrict Commurications Except Through Selected Slots

Select Slots: 1]|1|E1||3|4|5|E|

Enable Controller Web Pages

Change Detection

Changes To Detect: ‘ 1E#FFFF_FFFF_FFFF_FFFF| Configure. .

Audit Value: ‘ 1E|!1EEAE_AAE?_EF25-_B1E‘3|

Cancel Apply Help
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Create a permission set

To secure a Logix Designer application project file with a permission set, create one first.

To create a permission set

56

1.

In FactoryTalk Administration Console, go to System > Permission Sets, right-click Permission Sets, and then select New Permission Set.

E FactoryTalk Administration Console

File View Tools Window Help
s - e

Explorer -

= Metwork (THIS COMPUTER)

-E@ FTViewDemo

EE@ InstantFizz

9 System
Action Groups
E, Policies
- Computers and Groups
E'EE Metworks and Devices
- Users and Groups

- Connections

Permission Sets T

Security...

Name the permission set, and then select OK.

Mew Permission Set *
Mame: ContrallerPermissionS e
Dlescription:

Cancel Help

Right-click the permission set, and then select Security.

F,' FactoryTalk Administration Console

File View Tools Window Help

Ha =
Explarer v I

= Metwork (THIS COMPUTER)
i@ FTWiewDemo
Eﬁﬂ InstantFizz
B Systemn
Action Groups
E| Policies
- Computers and Groups
-,_r,'E,g Metworks and Devices
- Users and Groups
E| Connections
£ #9 Permission Sets

LR erPermissionSe
ControllerPermissionSe Delete

Duplicate...

Security...

Properties...
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4. In the Security Settings dialog box, select the group for which you want to grant permissions, and then set permissions as necessary.

O Tip: In this example, the existing checkboxes for permissions appear dimmed. This is because the permissions are inherited from its parent container,
Permission Sets, which inherits permissions all the way up to the root directory, Network.

B Security Settings for ControllerPermissionSet >

Femizzian:  Effective Permissions

Wiew permizzions by (@) | zer () Action
|Jzers Computers
ﬁﬁdministratnrs .;IB All Computers
ﬁ@peratnrs ,;IE All Computers

Add... Remove

Permizziong for Operatars from All Computers.

Action Bl Deny ™

R5Logix500

B RS5Logix5000
Add-On Instruction: Create
Add-On Instruction: Delete
Add-On Instruction: Export

AAA N Inotn irdinm - Ferinrt | Inamsndad

1E EEEE
5 {0 ] o

[] Do ot inkerit permiszions

Cancel Help

5. Once permissions are set to the desired outcome, select OK.

Q Tip: Permissions can be granted for multiple groups, features, and software application platforms before selecting OK.
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Enable project security

With the Controller: Secure permission, users can enable project security. After project security is enabled, all securable actions of RSLogix 5000 or Studio 5000 Logix

Designer will take effect.

To enable project security
1. Open a Studio 5000 Logix Designer project. Make sure the signed-in user has the Controller: Secure permission.

2. Select the Controller Properties button.

[Emulator] - Logix Designer - RACE_Cookieline in Cookieline_w32_2020.ACD [1756-L35E 34.11]

File Edit Wiew Search Logic Communications Tools Window Help

| Vl".c' = a b R

q “ Path: EmulateEthernet|10, 224, 106, 121%

Rem Run E];! Mo Forces F_ Mo Edits

3. From the Security Authority list, select the desired security server, and then select 0K.

General Major Faults Minor Faults Date/Time Advanced SFC Execution Project Redundancy

Nonvolatile Memary Capacity Imtemet Protocol Port Configuration Security” Alamm Log
Security Authority: Mo Protection b
Mo Protection = 2 i
Factory Talk Security (INF-HLI-LOGIX01) colions e ek e
Secure With: Logical Name |

Permission Set

] Restrict Communications Except Through Selected Slots

Select Slots: u|1|[m|3|4|5|s|

Enable Controller Web Pages

Change Detection
Changes To Detect: | 1£#FFFF_FFFF_FFFF_FFFF| Corfigure.
Audit Value: | 15:1EEAE_AAE?_EF2§_E~159|

Cancel Apply Help

B " Controller Properties - RACE_Cookieline x

In this example, the displayed name is the computer hosting the FactoryTalk Directory used to secure the project.

4 Mfter selecting OK, a dialog box opens, alerting you that enabling security might result in a loss of some security privileges. Acknowledge this warning by selecting

Yes.

Logix Designer

Enabling security for the controller might result in a loss of
some security privileges.

Do you wish to apply the controller security enabling change?

Yes Mo Help
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Associate a Studio 5000 Logix Designer project to a security authority

When configuring the project security, a Use only the selected Security Authority for Authentication and Authorization checkbox is available. This checkbox
associates the project with a specific security authority. A security authority identifier is a unique ID generated for each FactoryTalk Directory to differentiate one

directory from another. The value is represented as a 32-character hexadecimal string.

When associating a project with a specific security authority, the project is being associated with a specific FactoryTalk Directory that is identified by a security authority
identifier. With this checkbox selected, users interacting with this project must be authenticated and autharized by the selected security authority. The security authority

identifier of the FactoryTalk Directory where users belong must match the project’s associated security authority.

IMPORTANT: Before associating a project with a specific security authority, we strongly recommend backing up the security autharity identifier. Projects
that are secured and bound to a specific security authority cannot be recovered if the security authority identifier of the FactoryTalk Directory used to
secure the project no longer exists. If the identifier changes and you lose the original one, you will be locked out of the FactoryTalk Directory. There is no

way to recover the original identifier or go online with secured controllers. Secured controllers can only be accessed again by clearing their memory.

B | Controller Properties - RACE_Cookieline >

General Major Faults Minaor Faults Date/Time Advanced SFC Execution Project Redundancy
Monvolatile Memary Capacity Intemet Protocol Port Configuration Security” Alarm Log

Securty Authority: Factory Talk Securty (INF-HLI-LOGIX01) w

[] Use only the selected Security Authority for Authentication and Authorization

Secure With: () Logical Name

(®) Permission Set | ControllerPemissionSet w

[ ] Restrict Communications Except Through Selected Slots

Select Slots: 0|1 |E[3]4]5]6|

Enable Controller Web Pages

Change Detection
Changes To Detect: | 1E#FFFF_FFFF_FFFF_FFFF| Configure...
Audit Value: | 1E#EEAE_AAE?_EF25_B1EE-|

Cancel Apply Help

Back up a FactoryTalk security authority identifier

Backing up the FactoryTalk security authority identifier allows you to restore it if you have to instantiate a new FactoryTalk Directory. For example, if your FactoryTalk

Directory goes wrong or something happens to the FactoryTalk Directory computer.
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To back up a FactoryTalk security authority identifier

60

1. InFactoryTalk Administration Console, select Tools > FactoryTalk Security Authority Identifier.

?; FactoryTalk Administration Console

File WView | Tools | Window Help

H i ':': FactoryTalk Directory Server Options...
| FactoryTalk Security Autharity Identifier... |
= 0B Netwe Temporary Password 3
&].iﬂ FTu FactoryTalk Diagnostics 3

wEe sl Export Policies..

—_ . . e

2. Select Backup.

Madify Security Authority |dentifier X

Current Identifier:  5F477F19-81F7-4BB5-BBSF-0EFCTSD2DCE3

Restore Backup Generate ID Cancel Help

3. In the Backup dialog box, configure the settings as needed, and then select OK.

Backup

Specify archive name:

| Metwork - SF477F 19-8 1F 7-4BB5-B8 5F-0EFC 75020063 |

Specify archive location:

| C:\Users\Public\Documents |

Backup Contents

FactoryTalk Directory configuration

All applications, FactoryTalk Directory System folder contents (actions, policies, computers,
users, groups, connections, and permission sets), FactoryTalk Linx shortcut definitions and
FactoryTalk Linx OPC UA Connector configuration for all computers configured in the directory.

FactoryTalk Linx configuration

Metwork Browser settings (e.g. drivers) and network information (required for shortout to
operate) from this computer.

FactoryTalk Linx Gateway configuration

File Encryption

You have the option to now protect your backup files with a passphrase. You will be required to
enter the passphrase when you restore any backup file that is passphrase protected.

MOTE: Backup files may be restored on any computer.

[JEncrypt file contents  {Clear the check box to create a plain text backup file)
Passphrase

Passphrase:

Confirm passphrase:

Cancel Help
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b,
5.

Select OK to continue with the backup.
Select OK.

FactoryTalk Administration Conscle

o Metwork directory was successfully backed up.

Associate a project to a specific security authority

Associate a Studio 5000 Logix Designer project to a specific security authority by the unique security identifier of the FactoryTalk Security server.

To associate a project to a specific security authority
1. Select the Controller Properties button.

[Emulator] - Logix Designer - RACE_Cookieline in Cookieline w32 2020.ACD [1756-L35E 34.11]

File Edit View Search Logic Communications Tools Window Help

h 2 M e X | v [ 2l pa | oz e s By
% HH Run Mode a

5 Controller OK q Path: EmulateEthernet!10.224. 106.121% " == A
E Emmﬂx Rem Run A% o Forces F. Mo Edits e, Redundancy e

On the Security tab, select the Use only the selected Security Authority for Authentication and Authorization checkbox.

B Controller Properties - RACE_Cookieline

Date/Time
Intemet Protocol

Advanced SFC Execution
Port Configuration

Project
Security”

Minor Faults

Capacity

General Major Faults

Monvolatile Memony

Security Authority: Factory Talk Security (IMF-HLI-LOGIX01) ~
I |Jse only the selected Securnty Authority for Authentication and Authorization I
Secure With: () Logical Name
(®) Pemission Set | ControllerPemissionSet w

[ ] Restrict Communications Except Through Selected Slots

Select Slots: 0[1[|E[3]|4]5]6]

Enable Controller Web Pages
Change Detection
Changes To Detect: | 1GHFFFF_FFFF_FFFF_FFFF| | Configure...
Audit Value: | 1GHEEAE_AAE7 EF29 81 aﬁ‘

Cancel Apply

>

Redundancy
Alam Log

Help
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3.

Select OK.

Q Tip: You can configure security as an online edit to a running system, or you can configure security to an oline project and then download it to the

controller.

When the security authority identifier might not match

The following are some examples of when the security authority identifier might not match the one used to secure a controller:

FactoryTalk Directory server hardware failure

If the server hosting the FactoryTalk Directory has a hardware failure, you may need to install the software on new hardware or virtual device. When the
FactoryTalk Directory server is installed on a system for the first time, the system generates a new random Security Authority ID. You must restore the original
Security Authority ID before you can gain the appropriate access to the controller or project secured by the original FactoryTalk Directory server.

The project or controller received from a third party

A project developed by a third party (such as an OEM) may be secured to a specific FactoryTalk Directory to protect their intellectual property. If the third party
chooses to distribute the secured project, the recipients of that project may have limited access to the project.

Unauthorized device

A device is connected to the network but is not joined to the FactoryTalk Directory. This device may have FactoryTalk Services Platform installed, and may be part

of a FactoryTalk Directory, but the Security Authority IDs do not mach.

In such cases, you should see the following message, indicating that the Security Authority ID of the FactoryTalk Security server does not match the value in the controller

project. Therefore, Studio 5000 Logix Designer cannot open the project.

Logix Designer >

Errce 717-80043802

Faled to open file C\Lsers'\citester\Documents'Studio S000MProjects’Controller_Demo ACD'.
Access Denied - Securily Authorlty with 1D {SF4T7F19-81F7-4BE5-B..). last located o winsrv-hil, is requined, See your Securty Administrator

Hel

If you do not select the Use only the selected Security Authority for Authentication and Authorization checkbox in the Controller Properties dialog box and change

the Security Authority ID of the FactoryTalk Security server, you will be authorized to open this project as long as the user permissions remain the same.

Restore a FactoryTalk security authority identifier

In the unlikely event that the system was modified in an unexpected way and the security authority identifier changes, you can restore the identifier that you've backed up.

Torestore a FactoryTalk security authority identifier

1.

62

In FactoryTalk Administration Console, select Tools > FactoryTalk Security Authority Identifier.

F FactoryTalk Administration Console

File View | Tools | Window Help

H i ':': FactoryTalk Directory Server Options...
FactoryTalk Security Authority |dentifier...
= [E Netwe Temporary Password 3
E’J'Eﬂ FTy FactoryTalk Diagnostics 3

mEe Insl  Export Policies...

— . e
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2. Select Restore.

Meodify Security Authority |dentifier >

Current Identifier:  2B4C7F94-2688-4AF7-8175-ED541583ADBG

Backup Generate ID Cancel Help

3. Select the browse button to select the backup file, and then select Next.

Restore X

Srerify the archive to restore:

| C:W=sers\Public\Documents Metwark - 5F477F 19-8 1IF7-4B6 5—EEEF—UEFC?5D2DCES| | |

.L_‘_/ e D S S S T

Mext = Cancel Help

4. Inthe Restore dialog box, select the Restore security authority identifier only option to only restore the security authority identifier.

Restore x
Archive name: Network - SF477F 19-8 1F7-4BB 5-BB 5F-0EFC7502DC63 - For

Directory ID: P47 19-81F 7-4BB 5-BBSF-0EFC7AD2DCE3

Directory type:  FactoryTalk Directory (all applications, accounts, passwords,

policies and security settings)
Application{s):

FTViewDemo
InstantFizz

() Restore directory contents only

I (®) Restore security authority identifier only I

Restore Contents

FactoryTalk Directory configuration

Crverwrite all applications, FactoryTalk

FactoryTalk Linx configuration

Metwork Browser settings (e.g, drivers) and network information (required for
shaortouk b operate) From Ehis computer,

FactoryTalk Linx Gateway configuration

Servet canfiguration, U8 Server Endpoint settings, Advanced Settings and L&
Tag List configurakion,

< Back Finish Cancel Help
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5. Select Finish.
6.  Select OK.

FactoryTalk Administration Conscle x

o Restore operation successfully completed.

7. Notice that the Security Authority ID is restored. Close the dialog box.

Medify Security Authority |dentifier >

Current Identifier: | SF477F19-81F7-4BE5-BBSF-0EFCY5D20CE3

Restore Backup Generate ID Help
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Securing FactoryTalk View Site Edition (SE) includes managing permissions based on user role and assigning security codes to user groups and HMI project components.

NOTE: For information about deploying FactoryTalk software products on a network secured by IPSec, see the Knowledgebase Document ID: QA46277 -

Deploying FactoryTalk Software with IPSec.

Manufacturing Zone
L - >
Domain FactoryTalk HMI + Data + Alarms Remote Desktop FactoryTalk
Controllers Directory Server and Events Servers Services Servers AssetCentre Server
Security Authority |dentifier FactoryTalk Directory Client FactoryTalk Directory Client FactoryTalk Directory Client
FactoryTalk Policy Manager FactoryTalkView SE Server FactoryTalk View SE Client FactoryTalk AssetCentre Server
FactoryTalk Link Instances 1+ 2 Studio 5000 Environment FactoryTalk AssetCentre Agent
FactoryTalk AE Server FactoryTalk AssetCentre Client FactoryTalk AssetCentre Client
< >
Microsoft
50l Server ]
- J
- L8y L
FactoryTalk View 5E Clients You Are
xt :Z:Z: :‘ean:r:il: Services Data Sources Studio 5000 Environment Here
P € FactoryTalk Services Platform
FactoryTalk AssetCentre Client
Qall | Area Zone /
Before you begin
The instructions in this chapter use the following software as examples. The operation steps or look of your software may vary.
»  FactoryTalk View SE version 14.00.00
»  FactoryTalk Services Platform version 6.40.00
Rockwell Automation, Inc. SECURE-ATO02A-EN-P - November 2023 65


https://rockwellautomation.custhelp.com/app/answers/answer_view/a_id/1090456/loc/en_US
https://rockwellautomation.custhelp.com/app/answers/answer_view/a_id/1090456/loc/en_US

Chapter &4

Secure a FactoryTalk View project

Workflow

Secure FactoryTalk
View with role-
based permissions

Secure design
time actions

Secure runtime
operations

Secure FactoryTalk
View with security
codes

Other ways to
control runtime
access to an
application

Lock operators into
the runtime
environment

group

Assign security
codes to a user

Assign a security
code to an HMI
component

Securing FactoryTalk View with role-based permissions

Y

Use electronic
signature to control
user actions

You can use role-based permissions to secure design time actions, such as actions in the RecipePro+ editor, and runtime operations, such as changing tag values,

navigating displays, or executing commands.

Secure design time actions

This section shows an example of how to allow user groups to perform certain actions in the RecipePro+ editor.

66
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To secure design time actions

1.

3.

Rockwell Automation, Inc.

In FactoryTalk Administration Console, right-click Network, and then select Security.

E FactoryTalk Administration Console

File Wiew Tools Window Help

i
Explorer + 0 M
S Netor (115 COMPUTER)
I'_+'|Eﬁ‘-‘ FTWiewDemo Mew Application...
|'£|Ef-a:- InstantFizz
B System Backifp..
Action Groups Restore...
E‘ Policies Export Policies...
- Computers and Grou =
&5 Networks and Device | - |

Select a group from the upper pane, and then select the Allew box for the RecipePro+ actions.

Users within that group are allowed to perform those actions in the RecipePro+ editor.

B " Security Settings for Network

Permission:  Effective Pemissions

Yiew permizsions by (@) User () Action

Ilzerz Computers

8 tdminietratens £ m:j
[ -3 Engineers =E|:1.P-.II Computers
ﬁ.. Fronymals Logon a OMpLEErs

| Add... || Bemove

Permizziong for Enagineers from All Compukers.

Action Allow Dery ™
E FactoryTalk View SE ] O
RecipePro: Create |
RecipePro: Delete O
RecipePro: Download a
RecipePro: Edi a
RecipePro: Modify TagSet d
RecipePro: Preview d
RecipePro: Upload d
TrendPro: Delete Template —— O
Y Plot: Delete Template | |
RSLegix5 O 0 +
< >
Cancel Help
Select OK.
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Secure runtime operations

Use the security function CurrentUserHasGroup to secure runtime operations, such as changing tag values, navigating displays, or executing commands.

Unlike security codes that must be assigned to user groups and the HMI components, role-based security achieves security by controlling user groups’ accessibility to

those HMI components.

For example, only user groups with the same security code that is assigned to a command can run that command. Whereas with role-based security, you can configure

the visibility or disabled state of a button that triggers the command. Only user groups that can see that button or its enabled state can press it to trigger the command.

IMPORTANT: CurrentUserHasGroup only works for Azure AD groups that are added to the FactoryTalk Directory, provided that the Azure AD group will not
be updated on the Azure side. Anytime the Azure AD group is updated on Azure, you must add the group to the FactoryTalk Directory again for it to get the

latest Azure AD group information.

The following steps show how to disable a toggle button in a sample project InstantFizz with the CurrentUserHasGroup function.

To secure runtime operations
1. Open FactoryTalk View Studio.

2. Select an application type, and then select Continue.

Application Type Selection *

@WEW Studio ﬁ”‘ -

Select the type of application you would like to configure:

e = =

[ —1

Wiew Site Edition Wiew Site Edition  Wiew Machine Edition
[Metwark, Station) [Local Station)

3. Select an application, and then select Open.

;!J Mew/Open Site Edition [Metwork Distributed) Application

MNew Existing

Application Name

FTViewDema
I nstartFizz |

Language: English (United States), en-LS -

Open Cancel
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Select a display that contains the button you want to secure.

This example uses the Lg-FillingCapping display.

5.

Rockwell Automation, Inc.

Explorer - InstantFizz_HMI

= g& InstantFizz

L.wa Runtime Security
- [T Scripts

- E Data_Area

- E FTAETag_Area

=i HMI_Area
@ InstantFizz_HMI
= System
.. Command Line
=4 HMI Tags
L. & Tags
=== Graphics
= Displays
- B 0_readme

alarmlogviewer
alarms_cip
alarmstatusexplorer
cip_processsteps
cip_sensortrend
cip_valves
ExitConfirm
languages
Lg_Alarms
lg_blending
Lg_CIP

i 5 W50 5 5D 0B 5 [

- B Lg_MoreMenu

Double-click a button, for example the toggle button.

P N o

N\

e

b

4

4

4

4

4
|'?
|,

]
=

R i TS

33353335553 I

—

v 0 X

- B alarm_history_event_results
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O Tip: If you have trouble selecting an object on the display, select it in Object Explorer. For example, select this toggle button by selecting Display >
Groupl4 > Group2 > Button2.
Object Explorer v 1 X

jo
£ ] Group14 -
- [wf] Group18
- [wf] Temt23
- ] Temt28
- [w] Image2?
- v Group2
Teut?
Panels

B [

- [w] Group3

- [w] Polpgon 651
[ [w] Groupd

[ [w] Groupl2 =

[ 1Highiriing or

Expand Collapse Help

6.  Select Disabled Appearance > Show Disabled State > Expression.

Button Properties

General  Action  Up Appearance  Down Appearance | Disabled Appearance  JCommon

| &1 Show Disabled State |

Expression

I Tags...
| Bressen.. |

Expression...

Button state when expression is true
() Disable

(%) Enable

Dizabled Image Settings

(® Use automatic grayscale

) Use image reference Image: | |D
O Impart file  [Mone]
Scale image
oK || Cancel || Heb
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7. Select Security > CurrentUserHasGroup(user group name).

Functions

Function Categones

Choices within Categany

&l

CurrentllserH aziG roup(uze

2] - cument uger haz group

CurrentComputerH asGrouplcamputer aroup name] - cusent computer has group

Autamnatic Diagnostics
Fedundancy
T hinkd arager
Cancel || Help
8.  Select OK.
9. Between the parentheses, type a user group to whom the button will show as disabled.
Expression Editor >
~Sxnression
CurmentUzerH azGroup[ "M aintenance' |
ff... Logical... Relational ... | Anthmetic... Bitwize... Functions... Tags...
Alams...
Check
Syrtax Servers. ..
Line: 1 Column: 37
Cancel Help

10.  Select OK.

Rockwell Automation, Inc.
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1. Select Disable, and then select OK.

This means that if the signed-in user is a member of the specified group, this expression will evaluate as true, and the button will be disabled.

b4
Button Properties

General  Action  Up Appearance  Down Appearance  Disabled Appearance  Common

[+] Show Disabled State

Expression

Cument UserHasGroup( "Maintenance” ) | Tags... |
Expression. .. |

Button state when expression is true

# Disable

_ Enable

Dizabled Image Settings
i# |Use automatic grayscale

) |Jse image reference Image: | |:|

) Import file  [Mone]

izl

31

mage

oK Cancel || Heb

12.  Close the Lg-FillingCapping display, and then select Yes to save the changes.

Other ways to control runtime access to an application

To further restrict access to a FactoryTalk View SE application at runtime, you can:
»  Lock operators into the runtime environment.

»  Use electronic signature to control user actions.

Lock operators into the runtime environment

To lock operators into the runtime environment, you can do one or more of the following:

+  Limit the ability to manipulate graphic displays by removing the title bar or minimize and maximize buttons from selected displays.

To do this, in the Display Settings dialog box, clear the Title Bar, Minimize Button, and Maximize Button checkboxes.

»  Limit the ability to manipulate the client window by removing the title bar or minimize and maximize buttons from the client.
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Prevent switching to other applications.

Restrict access to the desktop with the Desklock tool.

To do this, in the FactoryTalk View SE Client Wizard, select the Disable switch to other applications checkbox.

To open Desklock, select Start > Rockwell Software > DeskLock.

Use electronic signature to control user actions

To do this, in the FactoryTalk View SE Client Wizard, clear the Show title bar and Show system menu and close button checkboxes.

To further secure commands, graphic objects, and tags, use built-in signature functions on the graphic objects or use the signature button. With electronic signature, you

can control operator actions at runtime, such as:

Setting the value of a tag.
Running a command.

Downloading values to controllers or devices.

Securing FactoryTalk View with security codes

Security codes manage runtime security for HMI project components, including:

Commands and macros
Graphic displays

OLE objects

HMI tags

In FactoryTalk View Studio, you can secure access to HMI project components by assigning security codes (A - P) to user groups in the Runtime Security editor, to

commands and macros in the Runtime Secured Commands editor, to graphic displays and OLE object animation in the Graphics editor, and to HMI tags in the Tags editor.

Assign security codes to user groups

To achieve security with security codes, assign a security code to user groups and the HMI components. Only when the security code assigned to user groups matches the

one assigned to the HMI component can the user groups have access to that HMI component.

To assign security codes to a user group

1.

Explorer

5 §e FTViewDemo
B e secur)

5--I_J SCrpts

5= Mavigation Menu

E Linel_Alarms

i ¢E Linel_Data

=5 E Linel_HMI
=3 FlViewDema_HMI

= System

..E Command Line

k= HMI Tags

L@ Tags

b= Graphics

Displays

. Global Objects

£

Rockwell Automation, Inc.

(] FactoryTalk View Studio - View Site Edition |

File Wiew Settings Tools Window H
‘mAes e n 08 Bt

+ 0

]

In FactoryTalk View Studio, in the Explorer pane, double-click Runtime Security.
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Alist of all currently configured users appears in the lower pane.

™8 Runtime Security

H|2C &
Specify the FactomT alk Securnity accounts that will have mntime access to the FactomT alk Yiew SE application.

Click the Security Accounts button bo add or remove an account, and to azzign A-F secunty codes. Click the browse
buttonz [...] to zelect optional Login and Logout macroz for the account.

Account |0 [ALL USERS] ; Cloze _|

- |
Login kacro: ._:l | Prey |
Logaut Macra: |__| :_ Mest |
I | Help |

| Securty Accounts...

| Account

. Secunty Accounts...
2. Toconfigure a new user, select | ¥

The Security Settings dialog box opens.

B " Security Settings for FTViewDemo >

Pemizzions  Effective Permissions

Wiew permizsions by (@) | zer () Action
|zers Compliters
¥ All Users E:]- All Computers

Add... Remove
Permizsiong for All Users from All Computers.
Action Allon Dreny
All Actions | O
FactoryTalk View Security Codes |

Cancel Help

3. Select the All Users group, and then select Remove.

4, Select Add.
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5. Select a user group (for example, Engineers), and then select OK.

Select User and Computer

Select a uzer [or uzer group] and computer [or computer group) pair.

Uzers

r:'-';1". All eers

w2 Administrators

=2 i [REETE

wa M alntenance
28 ‘Windaws Administrators
;_-f,'. Guest Users

Computers
E:'- All Computers

Create Mew -»
Filter Usgers
(® Shaw groups only
() Shaw users only
() Shaw all

Create New >

Filter Computers
(®) Show groups only
() Show computers only
() Show all

0k Cancel Help

6. With the Engineers group selected, assign the security codes.

In this example, all security codes are set to Allow except for A. This means that the Engineers group will be denied access to HMI project components that are

assigned with A.

B Security Settings for FTViewDemo

Permizzions  Effective Pemizsions

Wiew permizzions by: () Action
zers Computers
% Engineers 0! 4l Computers

Add. | I Remove

Permizsions for Engineers from All Computers.

Action Allowy Deny ™
All Actions | |
B FactoryTalk View Security Codes |
e - -
B O
E O
D O
E O
F O
G O
H ] [
£ >
kK Cancel Help

s
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7. Select OK.

8.  Select Close, and then select Yes to save the changes.

™8 Runtime Security - RNA://SGlobal/InstantFizz

H92C

Specify the FactoryT alk Security accounts that will hawve runtime accezs o the FactoT alk Yiew SE application.
Click the Security Accounts button to add or remove an account, and to aszsign A-F secunity codes. Click the browse

buttonz [...] bo zelect optional Login and Logout macros for the account.
| Cloze

Frew
|

Mt |

Help

Account [D: [ADMIMISTRATORS]

Login Macro: |:|
[]

Logout bacro:

| Securty Accounts. |

Assign a security code to an HMI component

This section uses FactoryTalk View SE display security as an example. By assigning a security code to the display, only user groups that are assigned to that security code

will be able to access that display.

To assign a security code to an HMI component
1. Under Displays, double-click a display, for example Lg_Labeling.

Explorer - InstantFizz_HMI v 3 X
=08 Metwork (WINSEY-HLI) ~
Ei@ InstantFizz
n-'l Runtime Security
H Scripts
- E Data_Area
-gE FTAETag_Area
ErE HMI_Area
S f® InstantFizz_HMI
- System
G I HMI Tags
E| Graphics
=/ Displays
& 0_readme
- B alarm_history_event_r
- B alarmlogviewer
- B alarms_cip
- B alarmstatusexplorer
- B cip_processsteps
- B cip_sensortrend
- B cip_valves
- B ExitConfirm
- B languages
- B Lg_Alarms
- B lg_blending
~B Lg.CIP
- B Lg_Dashboard
o
- B Lg_Owverview
M 1~ Darkansins

76 SECURE-ATOO02A-EN-P - November 2023

Rockwell Automation, Inc.



Chapter4  Secure a FactoryTalk View project

2. Right-click the display background, and then select Display Settings.

Lg_Labeling - /InstantFizz//HMI_Area [Display)

LABELING

Display Settings...
Display Keys...
VBA Code...

Screen Statistics

Rockwell Automation, Inc.

Change the Security Code to A.

This means that only user groups that are assigned with security code A will be able to access this display.

Display Settings

Properties Behavior

Display Type
# Replace
(1 Overday
Keep at Back
10n Top
Cannot Be Replaced
[] Allow Multiple Running Copies
Cache After Displaying
iw No
1 Yes

Always Updating

[+ Title Bar

Insert Varable... |

[] System Menu
[+] Minimize Button
Maximize Button
Fin Button
[] Size to Main Window at Runtime
[+] Show Last Acquired Value

Maximum Tag Lipdate Rate:

1 » | seconds

Screen Statistics

Size
) Lse Cument Size
i Specify Size in Pixels

WO} WY
Width:

Resize

[] Allow Display to be Resized
When Resized

1 Pan

L | n

i) Scale

Position
(# Use Cument Position
i1 Specify Position in Pixels

Securty Cade: IZE
Background CD|HE Gradient Style

C

D
[+] Track Screenf E
F
Mavigation Histony G

OK

|| Cancel fault || Help

mToO=E2Er-Re=—I

Select OK.

Close the display, and then select Yes to save the changes.
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Specific functions that need to be secured

This section explains some specific functions of FactoryTalk View SE that may need to be secured. These configurations are not mandatory but should be considered to

achieve a higher level of security.

Server side script

Server side scripts are graphic-independent and all HMI servers share script files under the same application. Because the script runs on the HMI server that triggered the
script, you may want to consider:
»  Who can configure the script at design time.

»  Who can run the ScriptExecute command that triggers the script.
To decide wha can configure the script at design time, secure the resources in the explorer of FactoryTalk View Studio with common actions such as Write or List Children.

To secure the ScriptExecute command at runtime, do one of the following:
»  Configure the disabled state or visibility of the button that triggers the ScriptExecute command, so that the button is only visible or enabled to user groups that
are allowed to run the command.
«  Assign a security code to the ScriptExecute command via Settings > Runtime Secured Commands in FactoryTalk View Studio, so that only user groups with the

same security code are allowed to run the command.

HMI projects folder

By default, all HMI server projects are saved in the HMI projects folder on the HMI server computer located at C:\Users\Public\Documents\RSView Enterprise\SE\HMI
projects. To enhance security and prevent unauthorized modifications to these projects, you can tighten the Windows folder's security settings on the HMI server
computer by following these steps:

*  Remove the INTERACTIVE group from the folder's security properties.

»  Assign read-only permissions of this folder to dedicated users or user groups.

If you assign read-only permission to those users or user groups, they can only view and will not be able to write to project files. Users with read-only permission can still

test run and run the FactoryTalk View SE client.

Remove the INTERACTIVE group

You must disable its permission inheritance first, and then remove the INTERACTIVE group.

To remove the INTERACTIVE group
1. Goto C:\Users\Public\ Documents\RSView Enterprise\SE.

» ThisPC » Local Disk (C:) » Users » Public » Public Documents » RSView Enterprise » SE

Mame Date modified Type
55
AlarmlLog 7719/2023 1:14 PM File folder

Client 7 23 12:46 PM File felder

B Conversion Backup 711 12:44 PM File folder
i Data Log Pro Plus File folder
Device Libra File folder

File folder

Libraries File folder

Process Library File folder

RuntimeSearch 7/19/2023 1:14 PM File folder
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2. Right-click the HMI projects folder, and then select Properties.

3. Disable the HMI projects folder's permission inheritance.

a.  Select the Security tab, select the INTERACTIVE group, and then select Advanced.

HMI projects Properties *

General Sharing Secunty  [Previous Versions  Customize

Object name:  C:\Users®Public*DocumentsR5View Enterprise’s

Group or user names:

To change pemissions, click Edit. Edit_

Permissions for INTERACTIVE Allow Deny

Full control v ]
Madify

Read & execute

List folder contents

Read

Write W

For special permiszsions or advanced settings, Ad =
click Advanced. S

Cancel oy

b.  Select Disable inheritance.

Advanced Security Settings for HMI projects O >
Mame: ChlUsers\Public\Documents\RSView Enterprise\SE\HMI projects
Owner: SYSTEM M2 Change

Permissions Auditing Effective Access

For additional information, double-click a permission entry. Te modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to o
SR Allow  CREATOR OWMER Full control Mone Subfolders and files only
SR Allow  IUSR Full control Mone This folder, subfolders and files
SR Allow  SYSTEM Full control Mone This folder, subfolders and files
SR Allow  LOCAL SERVICE Full control Mone This folder, subfolders and files
SR Allow  BATCH Special Mone This folder, subfolders and files
SR Allow  Administrators (DESKTOP-DD...  Full control Mone This folder, subfolders and files
SR Allow  INTERACTIVE Full control MNone This folder, subfolders and files
EF sn CERVIrE Cocieiel Bloe Thit Faldar-cobfaldare o bl
Add Remowve View

Disable inheritance

[] Replace all child object permission entries with inheritable permission entries from this object

Cancel Apply
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C.

Select Convert inherited permissions into explicit permissions on this object.

Block Inheritance >

|, What would you like to do with the current inherited permissions?

You are about to block inheritance to this object, which means that permissions
inherited from a parent chject will ne longer be applied to this object.

— Convert inherited permissions into explicit permissions on
this object.

— Remove all inherited permissions from this object.

Cancel

Select Replace all child object permission entries with inheritable permission entries from this object, and then select OK.

Advanced Security Settings for HMI projects

Mame: Ch\Users\Public\Documents\R5View Enterprise\ 5SE\HM| projects
Owner: SYSTEM W9 Change
Permissions Auditing Effective Access

Permission entries:

For additional information, double-click a permission entry. Te modify a permission entry, select the entry and click Edit (if available).

Type Principal Access Inherited from Applies to )
SR Allow  INTERACTIVE Full control Mone This folder, subfolders and files
SR Allow LOCAL SERVICE Full control Mone This folder, subfolders and files
SR Allow  IUSR Full control MNone This folder, subfolders and files
8B Allow  Administrators (INFODEV-HL...  Full contral Mone This folder, subfolders and files
SR Allow  SYSTEM Full cantrol Mone This folder, subfolders and files
SR Allow  SERVICE Special Mone This folder, subfolders and files
S& Allow BATCH Special MNone This folder, subfolders and files
ap An CREATAR MWKER Eull mombenl Alan Crihfnldare and filar anh ™
Add Remove View
Enable inheritance
|¥eg|ace all child object permission entries with inheritable permission entries from this ohject
Cancel Apply
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4. Remove the INTERACTIVE group.
a.  Make sure that INTERACTIVE is selected, and then select Edit.

HM| projects Properties *

General Sharing Securty Previous Versions  Customize
Object name:  C:\UsershPublictDocuments RSView Enterprise’S

Group or user names:
SR BATCH A

[ Administrators (DESKTOP-DDSEJAD Administrators)
w W

L4 >

To change pemmissions, click Edit.

Permissions for INTERACTIVE Allow Deny

Full control W ]
Madify v
Read & execute v
List folder contents v
Read v
Write v

For special permissions or advanced settings. | gqyuanced
click Advanced. it

[ ok ][ Conce | [ Aeey

b.  Select INTERACTIVE, and then select Remove.

Permissions for HMI projects *
Security

Object name:  C:\Users'Public\Documents R SView Enterprise’S

Group or user names:
H% LOCAL SERVICE ”

< »
Md _. I.:ﬁ-érnnve
Permissions for INTERACTIVE Allow Deny
Full contral O o
Modify L]
Read & execute O
List folder conterts [l
Read L] ]

o] [ | I
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.

C.

Select OK.

Permissions for HMI projects
Security

Object name:  C:\UsersPublic'Documents B5View Enterprise’5

GI’OIJFI ar user names:

SR SYSTEM ~
SR LOCAL SERVICE

8B BATCH

SR Administrators (DESKTOP-DDSEJAD  Administrators)

SR SERVICE W

< >

Pemissions for SERVICE Allow Deny
Full contral [ [] &
Modify Ll
Read & execute O
List folder contents |
Read ] v
oK | Cancdl Apply
Select OK.
HMI projects Properties x

General Sharng Securty  Previous Versions Customize

Object name:  C:\Users'Public’Documents RSView Enterprise’S

Group or user names:

RCHEATOH OWNER ~
BRIUSR

EESYSTEM

BR 1 nral cepwire o
£ >

To change pemissions, click Edi.

Pemissions for CREATOR
OWMNER Allow Deny

Full control i
Modify

Read & execute

Ligt folder contents

Read

Write hd

For special pemmissions or advanced settings, | Ad e
click Advanced. o

ok ||| cancel || oply
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Assign permissions of this folder to dedicated user or user groups

After removing the INTERACTIVE group, assign specific users or user groups, and then assign this folder’s permissions to those users or user groups. The following steps

use a new user UserA as an example.

To assign permissions of this folder to dedicated user or user groups
1. Goto C:\Users\Public\ Documents\RSView Enterprise\SE.

# This PC » Local Disk () » Users » Public » Public Documents » RSView Enterprise » 5E

a8

Mame Date modified Type

= o AlarmlLog 71972023 1:14 PM File folder
Client 71972023 12:46 PM File folder

= ¥ Conversion Backup TA972023 12244 PM File folder
> ~ Data Log Pro Plus 7/19/2023 12:59 PM File folder
= Device Library TA92023 1244 PM File folder

HMI projects TA1972023 1:15 P File folder

Libraries 7/15/2023 12:44 PM File folder

Process Library 7/19/2023 12:44 PM File folder

RuntimeSearch 7/19/2023 1:14 PM File folder

2. Right-click the HMI projects folder, and then select Properties.
3. Select the Security tab, and then select Edit.

HMI projects Properties >

General ShaﬁngPreviuus Versions Customize

Object name:  C:\Users\Public\Documents R 5Yiew Enterprise’5

(Group or user names:
SL CREATOR OWNER .-

SLIUSR
H& SYSTEM

SR nral SERVIEE
€ >

To change permissions, click Edit. |

Permissions for CREATOR
OWHNER Allow Deny

Full contral Fod
Modify

Read & execute

Ligt folder contents

Read

Wite i

For special permissions or advanced settings, Ad
vanced
click Advanced.

QK Cancel phy

=
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4, Select Add.

Perrnissions for HMI projects

Security

(Group or user names;
CREATOR OWNER

HRIUSR

SR SYSTEM

H& LOCAL SERVICE
HE BATCH

£

Object name:  C:\Users\Public\Documents R SView Enterprise’\5

.ﬁdd .Hemmre

Pemissions for CREATOR
OWHNER

Allow

Full contral

Modify

Read & execute
Ligt folder contents
Read

>

Ioogono
]DDDDDE‘

L4

Carcd | A

5. Select Advanced.

Select Users or Groups

Select this object type:

|USETS, Groups, or Builtin security principals | ' Obiject Types... .

From this location:

|DESHTDF‘-DD5E.JAD

| | Locations...

Enterthe object names to select (xamples):

Advanced...

Check Mames

oK  Cancel

84
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6.  Select Find Now, select the user you want to add, for example UserA, and then select OK.

Select Users or Groups ot

Select this object type:
|Use.-rs. Groups, or Builtin securty principals _Dbj:d T;rp;.. ]

From this location:
[ DESKTOP-DDSEJAD || Locations... |

Commaon Queres

M ame: Starts with Columns...
Dezcription: | Starts with
Disabled accounts Stop

Mon expirng password

Drays since |ast logon: - ?i >

Search results: DK =8 Cancel_
Mame In Folder (2]
%HndcwellSew... DESKTOP-DDS...
M2 SERVICE
%Seruice assert...
42 sysTEM
M2 System Mana... DESKTOP-DDS...
52 TERMINAL S...
&]WDAGLHH'WA... DESKTOP-DDS... %
7. Select OK.

Select Users or Groups *

Select this object type:

||._|sers. Groups, or Built4n securty principals | . -Q-h?j».;ct-'.l.';-pes_.. -'

From this location:

[pESKTOP-DDSEIAD || Locations... |

Enterthe object names to select (zxamples):

DESKTOP-DDSEJAD \UserAl ' Check Names |

Advanced... | ok ||| Cancel |

Rockwell Automation, Inc. SECURE-AT0O02A-EN-P - November 2023 85



Chapter4  Secure a FactoryTalk View project

8.  Clear the checkboxes for write permissions as needed, and then select OK.

In this example, UserA has the read-only permission. This user can test run and run the FactoryTalk View SE client.

Permissions for HMI projects >
Security
Object name:  C:\Users'\Public’Documents R5View Enterprise®.S

(Group or user names:

B8R LOCAL SERVICE Y
B2 BATCH

SR Sdministrators (DESKTOP-DDSEJAD Administratars)

HR SERVICE

a Userd (DESKTOP-DOSEJAD  Userd) v

£ >

.Pl.dd Hémmre

Pemissions for UserA

Wadity

Read & execute

List folder contents

Read

Write

ki e W

=
2
i1
2

SHOO0E
HiEIE=N

Concad | [ ooh
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Secure application data in FactoryTalk AssetCentre

FactoryTalk AssetCentre monitors your factory automation system and provides centralized tools to minimize downtime due to unauthorized actions or failing devices.

For more information on configuring FactoryTalk AssetCentre, see FactoryTalk AssetCentre Getting Results Guide listed in Additional Resources on page 4.

O Tip: For information about deploying FactoryTalk software products on a network secured by IPSec, see the Knowledgebase Document 1D: QA46277 - Deploying
FactoryTalk Software with [PSec.

Manufacturing Zone
>
Domain FactoryTalk HMI + Data + Alarms Remote Desktop FactoryTalk
Controllers Directory Server and Events Servers Services Servers AssetCentre Server
Security Authority ldentifier FactoryTalk Directory Client FactoryTalk Directory Client FactoryTalk Directory Client
FactoryTalk Policy Manager FactoryTalkView SE Server FactoryTalk View SE Client FactoryTalk AssetCentre Server
FactoryTalk Link Instances 1+ 2 Studio 5000 Environment FactoryTalk AssetCentre Agent
FactoryTalk AE Server FactoryTalk AssetCentre Client FactoryTalk AssetCentre Client
L >
Microsoft
50l Server ]
4 - 5 - R—
g - J —

Eﬁ You Are
5QL Server Standard FactoryTalk View SE Clients Here
SQL Server Reporting Services Dataisources Studio 5000 Environment

FactoryTalk Services Platform
FactoryTalk AssetCentre Client

Q&II | Area Zone

Before you begin

The instructions in this chapter use the following software as examples. The steps or look of your software may vary.
»  FactoryTalk AssetCentre version 13.00.00
»  Studio 5000 Logix Designer version 34.00.00
»  FactoryTalk Services Platform version 6.40.00
»  FactoryTalk View SE version 14.00.00
«  Microsoft SOL Server 2019
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Workflow
T T FeatL.Jre' security policies St.alerahIe actions
£ within FactoryTalk »| within FactoryTalk
AssetCentre s .
Administration Console AssetCentre
: Configure a
Disaster recovery Configure a ey o Run a schedule
for a ControlLogix |-» Logix5000 e e e to detect
: compare ;
project Controller asset differences
schedule
< Configure a
Disaster recovery Configure a S Run a backup backup and Run a schedule
for a FactoryTalk -»{ FactoryTalk View [ & >  scheduleto |» P == to detect
3 : : 5 backup schedule compare ;
View SE project Site Edition asset create a backup caha i differences

Secure FactoryTalk AssetCentre

By default, all users in the FactoryTalk Directory can perform any task in FactoryTalk AssetCentre. Secure FactoryTalk AssetCentre by managing user permissions in:

«  To configure feature security policies in FactoryTalk Administration Console on page 88

«  To configure securable actions in FactoryTalk AssetCentre on page 91

Configure feature security policies in FactoryTalk Administration Console

Feature security policies determine who can perform certain operations within the FactoryTalk AssetCentre system. Configure feature security to limit which users can

perform specific operations (especially those that may impact the system) such as Switch to Design mode, View Audit Log, and Run Archive Database Cleanup Wizard.

Feature security policies apply across the entire FactoryTalk AssetCentre configuration. In FactoryTalk Administration Console, you can select each policy to view the text

explaining what each policy is for. For a complete list and their explanations, see Product policies and securable actions of FactoryTalk AssetCentre on page 124.

To configure feature security policies in FactoryTalk Administration Console
1. InFactoryTalk Administration Console, go to System > Policies > Product Policies > FactoryTalk AssetCentre.

2. Right-click Feature Security, and then select Properties.

_?,f FactoryTalk Administration Console

File Wiew Tools Window Help

iHe =
Explorer v 01 X
=08 MNetwork (WINSRV-HLI) ~

@Eﬂ FTViewDemo
¢]Eﬂ InstantFizz
=] System
: Action Groups
[—J Palicies
f:j Product Policies
Batch
ControlFlash
EDS Registration
FactoryTalk Administration Con
FactoryTalk AssetCentre

Feature Security

2 Server Settings Security...

@ FactoryTalk Linx

& FactoryTalk Linx Daver

{1 i

[ e Y

-7 FactoryTalk Linx Gateway

] EartrmeTall | imw AT A Canne
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3. Inthe Feature Security Properties dialog box, choose the desired policy, and then select the browse button to the right of Configure Security.

Feature Security Properties >
Policy Settings
et | 3
v Address Book Policies A
View Address Book Configure Security
Edit Address Book Configure Securty
+ Archive Policies
COwvernde Archive Check In Configure Security
Configure Database Limitations Configure Security|
Configure Archive Options Settings Configure Securty
Overnide Archive Undo Check Out Configure Security
COvernde Removal of Local Copies Configure Security
Configure Personal Archive File Associations Configure Security
Configure System Archive File Associations Configure Security
Configure Persconal Archive \Working Folders Corfigure Security
Caonfigure System Archive \Working Folders Configure Security W
Configure Database Limitshons
Authorized users can configure database limitations.
Cancel Apply Help

4. In the Configure Securable Action dialog box, if the desired group is not listed, select Add.

B " Configure Securable Action *

Policy Setting

Authaorized ugers can configure database limitations.

The following users or groups have access to this feature:

Uzers Computers Allow  Deny
€7 Administrators A All Computers |
I Add... Remove I

Cancel Help
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5.

6.
7.

90

For this example, in the Select User and Computer dialog box, select one or multiple groups, and then select OK.

Select User and Computer ot

Select a uger [or user group] and computer [or computer group] pair.

dzers Compliters

Al Uszers lE‘B.-’-\-.II Computers
Adrministrators
ﬁ Engineers

ﬁ Maintenance
ﬁ Mo Access
ﬁ Operatars
ﬁ Supervisors

g Guest Uzers

Create Mew -» Create Mew -
Filter Ulzers Filter Computers
(®) Show groups only (®) Show groups only
() Show users only () Show computers only
() Show al () Shaow al
k. Cancel Help

Configure the Allow, Deny, or unselected option for each group to the desired security configuration, and then select OK.

In the Feature Security Properties dialog box, select OK.

Feature Security Properties

Policy Settings

| % Addres= Book Policies
View Address Book Corfigure Securty
Edit Address Book Corfigure Securty
» Archive Policies
Crwverride Archive Check In Corfigure Securty
Configure Security
Configure Archive Options Settings Corfigure Securty
Cwverride Archive Undo Check Out Corfigure Security
Cwverride Removal of Local Copies Corfigure Securty
Configure Personal Archive File Associations Corfigure Security
Configure System Archive File Associations Corfigure Securty
Configure Personal Archive Working Folders Corfigure Securty
Configure System Archive \Working Folders Corfigure Securty
' Configure Database Limitations

Authorized users can configure database limitations.

Gl | [ omy

Help
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Configure securable actions in FactoryTalk AssetCentre

Securable actions of FactoryTalk AssetCentre are not configured in FactoryTalk Administration Console but in FactoryTalk AssetCentre itself. Securable actions include
common actions and FactoryTalk AssetCentre-specific actions.
»  Common actions manage how a user interacts with the hierarchical structure of the asset tree in FactoryTalk AssetCentre. For example, use common actions to
limit a user’s ability to view projects within one area and remove that user's ability to view projects in other areas.
» FactoryTalk AssetCentre-specific actions manage which users can perform specific actions with the assets. They work similarly to the rules in FactoryTalk
Administration Console such as permission inheritance. Permission inheritance means that children inherit security permissions from their parents. You can

assign explicit permissions to an asset, overriding the inherited permissions. You can also break the chain of inheritance for an asset.

For a complete list and their explanations, see Product policies and securable actions of FactoryTalk AssetCentre on page 124.

The following example configures the security of the top node of the asset tree, which is AssetCentre.

To configure securable actions in FactoryTalk AssetCentre
1. InFactoryTalk AssetCentre, select Design to enter design mode.
Asset View (Design)

ﬁDesign E:} 2 'r‘:ﬁ -)ﬂ
----- - AssetCentre
- FactoryTalk Directory

""" 2] FactoryTalk View Site Edition

& [ Logix5000 Controller

2. Right-click a node in the asset tree, and then select Security.
Asset View (Design) o x

#£ % P

Rockwell Automation, Inc.

= = Layout »
) Factory gfp  New...
& Logix50
&
3
i
(@ Archive
¥) Schedules
Check Out...
@ AddTo Asset @ Checkln...
---C.atalog ﬁ Undo Check Out... i
EI Legacy Des Unblock Worlkflow
(- Organizatic Cpen Working Folder
“3  Security...
4
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3.

92

In the Security Settings for AssetCentre dialog box, if the desired group is not listed, select Add.

B " Security Settings for AssetCentre

Fermiszions  Effective Pemissions

et

Wiew permizsions by (®) Uzer () Action
Uszers Computers
.Mministratnrs .AII Computers
.AII Users .AII Computers

Permizsions for Administrators from &l Computers.

Add... Bemove

Agction

All Actions
Common
AssetCentre

Al Deny

(|
|
|

[ Da nat inherit permissions

Cahcel Help

In the Select User and Computer dialog box, select the desired users or groups, and then select 0K.

Select User and Computer

Select a user [or user group] and corputer [or computer graup) pair.

zers

_%.-’-‘-.II Llzers
Admiriztratars
m Engineers
m b aintenance
m Mo Access
m Operators

m Supervisors

@ Guest Users

Computers
EB.-’-'-.II Computers

Create Mew -
Filter zers
(®) Show groups anly
() Show ugers anly
() Show all

Create Mew -»

Filter Computers
(®) Show groups anly
() Show computers anly

() Show &l

Ok Cancel

Help

SECURE-AT002A-EN-P - November 2023

Rockwell Automation, Inc.



Chapter5  Secure application data in FactoryTalk AssetCentre

5. Assign permissions to common and FactoryTalk AssetCentre-specific policies for the users and groups selected.

B Security Settings for AssetCentre *

Permissions  Effective Pemissions

Wiew permizsions by (®) User () Actian
Jzers Computers
.deministratc-rs .F-.II Computers
. Engineers .AII Computers

I Add. || Bemove

Permizzions for Engineers fram All Computers.

Action Allony Deny
" Al Actions O O
‘B Common O O
AssetCentre O O

[ Do nat inkerit permizsions

Cancel Help

6.  Once the desired security settings are specified for the selected users and groups, select OK.

Disaster recovery for a ControlLogix project

ControlLogix disaster recovery allows the automatic backup and comparison of project files running in ControlLogix controllers. Once a ControlLogix contraoller is

configured as an asset in the FactoryTalk AssetCentre asset tree, it can be added to a disaster recovery schedule. The results of the disaster recovery schedule are added

to the FactoryTalk AssetCentre event log and can also be configured to be emailed.

Configure a Logix5000 Controller asset

In this section, a new asset will be configured in FactoryTalk AssetCentre and point to a ControlLogix controller. An ACD file will be configured as the configuration data,

which is used as the master file for compare operations.

To configure a Logix5000 Controller asset
1. InFactoryTalk AssetCentre, select Design to enter design mode.

4, FactoryTalk AssetCentre
File Edit View Tasks Tools Windows Help
P EHS P E G M B Ases | G Agen
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2. Select the New button.

<, Fa ctoryTalk AssetCentre

File Edit View Tasks Tools Windows Help

P E S +E DM S Ases @'Agen'

Asset View (Design)

3. Select Allen-Bradley Logix5000 Controller, and then select OK.

Select Asset Type to Add

Parent Asset: |.ﬁsse¢Centre

----- Allen-Bradley PLC-5 Controller
Allen-Bradley SLC 500 Controller

----- m Mitsubishi Controller {GX Works2)

----- B Mitsubishi Controller {GX Works3)

‘ Siemens 57 Controller (STEP7)

----- [l Siemens 57 Controller (TIA Portal)

Power Control tems

Robot tems

SCADAECI and Factory Talk tems

FTP and Computer Devices tems

21| Network Device tems

12 Asset Inventory tems

M

ok || Cancel

Help

4. In the Add Allen-Bradley Logix5000 Controller to AssetCentre dialog box, name the controller under 1. General -> Name, and then select the Addressing Info

browse button.
Add Allen-Bradley Logix 3000 Controller to AssetCentre >
A
v 1.General
[Parent) AssetCentre
Description
MName Controller_Light

w 2 Hardware Informahon

Addressing Info |
Catalog Information

Chanoe Detect Canable

94 SECURE-AT002A-EN-P - November 2023
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Select FactoryTalk Linx or RSLinx Classic in Network Browser. Browse the network until you discover the de

sired controller, and then click Select.

4, Select Device for Asset Type: Logix 5000 Controller O

Metwork Browser: Eﬁ- FactoryTalk Linx

¥ Q~ Filter

©F & aa
f WIN10-HLU

4 = FactoryTalk Linx - Desktop, WIN10-HLI
[» B Backplane
b+ =z Ethernet, AB_ETH-1
4 @z Ethernet, AB_ETH-2
A ﬂ 10.224.108.158, 1736-ENET/A, 1736-EMEBT/A
4 B3 Backplane, 1736-A7/AorB 2
P ﬂ 00, 1756-L65, 1756-L65/B LOGIX5565
f 01, 1756-ENBT/A, 1756-ENBT/A
B [§ 02 1756-L63, 1756-L63/B LOGIX5563
B § 03, 1756-L635, sa
il 04, 1756-L5P, 1756-LSP/B LOGIXSAFETY
05, 1756-DHRIC,/C_1756-DHRIC/C

? W

06, 1756-LE5E, Controller_Light

b B CHhccm~+ AD CTLHIR 4

Browsing - node 06, 1756-L85E, Controller_Light found

Version: 34  Path: WIN10-HLIAB_ETH-2A10.224.109.158\Backplane\6

Foom: 100%

Pt

| Select | | Cancel | |

Help

Select the Configuration Data browse button.

w 2 _Hardware Information
Addressing Info
Catalog Information
Change I}=t5::t Capzable True
No file selected.
D;nc& Mame Controller_Light
Firmware Revision M1
Hardware Revision
Hardware Serial Mumber
Hardware Type
Manufacturer

1756-L85E LOGIX5585E
Rockwell Automation/Allen-Bradley

Rockwell Automation, Inc. SECURE-AT0O02A-EN-P - November 2023
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96

7.

Select Add.
Configuration Data Browser : Allen-Bradley Logix 5000 Controller = O
""-i;". AssetCentre
8 | Allen-Eradley Logixs000 C |
> 5 Filter: |R5Logix 5000 files (*.acd) e
Add  Cancel Help
Browse for the desired ACD file, and then select Open.
NOTE: Make sure that the file is not opened in Studio 5000 Logix Designer.
Select the ACD file, and then select OK.
Configuration Data Browser : Allen-Bradley Logix3000 Controller =
i, AssetCentre I® § Controller_Light ACD
i Allen-Bradley Logix5000 Contr
( % Filter: |H5Lugi: B000 files (.acd)
ad Concel | [ Hilp

SECURE-AT002A-EN-P - November 2023
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10.  In the Add Allen-Bradley Logix5000 Controller to AssetCentre dialog box, select OK.

Notice that the file is added as a child node of the ControlLogix asset.

%, FactoryTalk AssetCentre

File Edit View Tasks Tools Windows Help

PEHS HDDRB A T Agen
Asset View (Design) o x
% Design &b 8 @ @ M
----- i‘l;, AssetCentre

Bi antrolle 1ah

B # Controller_Light ACD

1. Select the Design button to exit design mode.

After adding the new asset, the asset's configuration data is added in the FactoryTalk AssetCentre archive. Notice that version Thas been created.

Configure a ControlLogix backup and compare schedule

|| Archive || x
La Check Out & Checkln [§] Undo CheckOut @p Unblock Workflow Eﬁ Get & MNew Label =
5 Controller LightACD
State: ‘ﬁ;;e_ﬁ'é'i;_d.ed" eckedin.
Description: | l
[ Store latest version only
] Maximum number of versions 00 %
Current version total: 1 Total disk usage: 4 MB
History  Labels
Range Fitter Get \
(®) Most recent 100 records (@) Versionelated activities
Pin\
O Regords from date: | 7/18/2022 (@~ | 1o [ 718/2022 [@~ | () All activities
Proj
Version Time Action User Comments
I 1 Today, 12.57 PM Created file I citester WIN10-HLINCITESTER]

With a ControlLogix asset added to the asset tree and the configuration data configured, you can now create a backup and compare schedule to detect if the ControlLogix

project is changed, and view the changes made to the previous Archive version. The changed file will be compared to the original file (version 1) during the schedule. This

section introduces how to create and configure a ControlLogix backup and compare schedule.

To configure a ControlLogix backup and compare schedule

v
1. InFactoryTalk AssetCentre, select L‘) il S .

2. Select an asset in the asset tree, and then select New.

Asset View (Design) 2 % || schedules |
5 Design d} 3 r‘:@* ? o] AssetCentre »
..+‘I~. Nopet et : E:}i K. ‘g

Controller_Light
W | B RunMNow [

(®) Al Schedules

() Fitter by Schedules which include Controller_Light”

NOTE: Select the Logix5000 Controller asset and not the .ACD file below the associated asset.
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3.

On the Schedule Properties page, select Disaster Recovery - Backup and Compare in the Operation list, rename the schedule to the desired name, and then

select Next.

MNew Schedule Wizard - Step 1 of 3
Schedule Properties

Mame must be unique across all schedule names.

X
LA

r

5

Location:
AasetCentre/Controller_Light

Operation:

| Disaster Recowvery - Backup and Compare
Name:

|New Schedule

Description:

Completion Email List:

lIo...

Help

< Back

Mext > Cancel

On the Timing Properties page, configure the schedule start time and frequency (if desired to differ from the default settings), and then select Next.

New Schedule Wizard - Step 2 of 3

Timing Properties
Please update the timing properties for this schedule.
Clicking on Mext button will create the schedule. You will not be able to retum to this page.

\i,é

Start Time: 10:18 AM ~
Timing Properties

) Houy Every 1 | davls)
(®) Daily
O Weekly
(C Monthly
Maximum Runtime (0.0 means no limit) : 1 3.: Hours D 24| Minutes

Maximum Runtime is limited.

< Back

MNext = Cancel

SECURE-AT002A-EN-P - November 2023
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5. On the Operation Properties page, configure the task properties as needed.
For more information on these properties, see Allen-Bradley Logix 5000 controller operation properties for Disaster Recovery and Device Monitor in FactoryTalk

AssetCentre Client Help.
Controller_Light Properties

=2l | =
Master File Path Name AssetCentre/Controller_Light /Controller_Lig
Promote Mew Upload to Master True
Repart Incremental Differences Falze
w 2 Assetspeciiic properhies
Always Run Events True
Compare Options (select and click ellipsis to edit)
Tag Filter (select and click ellipsis to edit)

+ 3. Email notiicabion
BEvent Compare Differences Detected
BEvent Completed
Event Failed
w 4_Attach report to email
Event Compare Differences Detected False
BEvent Completed False

6.  Once complete, select Finished.

Run a schedule to detect ControlLogix differences

If the ControlLogix project is changed, a backup and compare schedule can detect differences by comparison. The changed project file will be compared to the asset's

current achieve version. This section introduces how to run a backup and compare schedule including a ControlLogix task and view the comparison results.

To run a schedule to detect ControlLogix differences

b Run Now

1. InFactoryTalk AssetCentre, open Schedules. Navigate to the desired schedule, and then select to start the schedule.

" Schedules

AssetCentre >  Controller_Light
P New.. 3 | | B RunNow |

(®) All Schedules () Filter by Schedules which include Controller_Light’

Baclkup and Compare

If any changes were made to the project, the task will show that differences were found upon completion.

(®) View By Location () View By Asset Type

Assets in New Schedule:
‘ ..... i Controller_Light I(Cu'npa'e- Differences Found | Completed at

2. Select o Logs +and then select < Event Log .

Rockwell Automation, Inc. SECURE-AT0O02A-EN-P - November 2023
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3.

4.

.

Find the most recent disaster recovery task completion with the yellow triangle Warning severity, and then double-click the paper clip icon to view the

attachment.

FactnrvTaIk Asset VICKYSUMBD o Information New Schedule - AssetCentre End of Sched
1072612023 10:2%2  RA Disaster Reco | VICKYSUN180 Scheduled event finished 2023-10-26 10:2

9B 10/26/2023 10:25:5 | RA Disaster Reco | VICKYSUN180 ) Information Scheduled event started 2023-10-26 10:25:
10/2602023 10:25: | 10262023 10:25:3 | FactoryTalk Asset) VICKYSUN180 @@ Information New Schedule - AssetCentre Start Schedul
102602023 10:22: [10026:2023 10:22:0 | FactoryTalk Activ | VICKYSLUN180 @ Information Checked out a FactoryTalk activation LGX
102602023 10:22; | 100262023 10:22.0 | FactoryTalk Activ | VICKYSUN180 o Information transaction = checkout

AMNFREFANYTFY 10T T INEREFHYTT N0 EortrnsTalle Aetine | VLT TR 0N A bt e b bl

Select View to view the compare report.

Attachments

Controller Light pdf

View the changes in the compare report. When completed, close the compare report, and then close the Attachment dialog box.

Recover a ControlLogix project

The Archive capability in FactoryTalk AssetCentre is a version control tool that helps manage asset files. If undesired changes have been made to a project file and you

would like to revert to a previous version, the FactoryTalk AssetCentre Archive capability allows you to perform this action. This section introduces how to recover a

ControlLogix project to a previous version from the archive.

To recovery a ControlLogix project

1.
2.

100

In FactoryTalk AssetCentre, select @ Archive L

Navigate the asset tree to the desired asset whose file that you want to recover, and then select the desired version that you want to revert to.
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In this example, the first version of the ACD file will be restored.
Archive
Check OQut ] Checkln Undo Check Out @ Unblock Workflow [

g Controller Light

Descriphion: |

Wworking folder: |C:"'-.Users\.ﬁ.dministratur\Desktop\Working Folder

MName |ser Check Out Lo
i Controller_Light ACD

History | abels

Range
(®) Most recent 100 records
(O Records from date:  [10/26/2023 [~ | to: [10/26/2023 [F~ |

Version Time Action |zer

5ion Factory

Created file

Today, 10:13 AM

Select Promote.

Rockwell Automation, Inc. SECURE-ATO02A-EN-P - November 2023

Today, 10:13 AM Created file VICKYSUNT80MN...

History | abels
- g | Get Verson |
(@) Most recent 100 records (®) Version-elated activities
Pin Version
) Regords from date: |10/26/2023 [E~ | 1o; [10/26/2023 [F~ | O Al activities
Promate:
Version Time Action User Comments
2 Today, 10:29 AM Added new version FactoryTalk Ser... AgentController: VICKYSUN180 Schedule: Ner
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A new version, version 3 is created. This file will be checked out, and later changes will be compared against it.

History  |abels
— o Version
(®) Most recert 100 records (®) Version-related activities
Pin Version
() Records from date:  |10/26/2023 [+ | o [10/26/2023 (@~ | () Al activities
Promaote
Version Time Action User Comments
] Today, 10:34 AM Promoted version "1"to "3" VICKYSUMNT80M.
oday, 10:29 AM d new version FactoryTalk Ser...  AgentController: VICKYSUN180 Schedule: M

1 Today, 10:13 AM Created file VICKYSUMN180M...

Select Check Out. This file will be checked out to your working folder.

&5 ChecklIn Undo Check Qut @ Unblock Workflow [2} Get ®, Newlabel @ Removelabel  Expo

g Controller Light

Description: |
Wwiorking folder: |C:‘\Users‘\.ﬁ.dministratur\Desktup\Wnrking Folder

Mame User Check Out Location

@§ Controller_Light ACD

History | abels

e = Version
(@) Most recent 100 records (®) VersionTelated activities

O Records from date:  [10/26/2023 [@v | 1o; [10/26/2023 [H~ | O Al activities
Promote

Version Time Action User Comments

Today, 10:34 AM Promoted wversion "1"to "3" VICKYSUN180...
Today, 10:25 AM Added new version Factory Talk Ser...
Today, 10:13 AM Created file VICKYSUNT80...

AgentController: VICKYSUMN180 Schedule: Me

3
2
1
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5. You can edit the ACD file as needed, and then download it to the controller. After that, check in this file.

" Archive ] Logs
[@ CheckOuf ] Checklin Fj Undo Check Out @5 Unblock Workflow [ Get = ®

g Controller Light

Descriphon: |

Wworking folder: |C:‘~.Users\.ﬂ-.dministmtur'\[]esktop\w::rking Folder

MName |ser Check Out Location
«-.;:-'f' B Controller_Light ACD VICKYSUN1BNADMIMIST ... SWICKYSUN 1800 M Users

Disaster recovery for a FactoryTalk View Site Edition project

FactoryTalk View Site Edition disaster recovery allows for the automatic backup and comparison of the entire FactoryTalk View Site Edition application, including the HMI
server, FactoryTalk Directory, FactoryTalk Linx, FactoryTalk Alarms and Events during production. The asset is backed up and archived as an APB file. The results of the

disaster recovery schedule are added to the FactoryTalk AssetCentre event log and can be configured to be emailed.

Configure a FactoryTalk View Site Edition asset

In this section, a new asset will be configured in FactoryTalk AssetCentre and point to a FactoryTalk View Site Edition application. In Backup Configuratien, specify a
FactoryTalk View SE application. In Backup Data, specify the backup file, which will be compared against for any changes. When you first add a new asset of FactoryTalk
View SE, the backup data can either be left unspecified or an existing APB file can be chosen. If you leave the backup data unspecified, one is automatically created the

first time a backup schedule runs for this asset.

To configure a FactoryTalk View Site Edition asset
1. InFactoryTalk AssetCentre, select Design to enter design mode.

Y, FactoryTalk AssetCentre

File Edit View Tasks Tools Windows Help

PES E M B Asets O Agen

Asset View

2. Select the New button.

., FactoryTalk AssetCentre

File Edit View Tasks Tools Windows Help

PES PE DM B Asets G Agen

Asset View (Design)

----- «!, AssetCentre |
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3.

104

Select FactoryTalk View Site Edition, and then select OK.

Select Asset Type to Add >

Parent Asset: |ﬂsse‘tEentre

-5 Controller fems

Power Control kems

Robot tems

SCADAEQI and Factary Talk ftems
~{il Allen-Bradley MobileView
-8 Allen-Bradley Panel\iew

~jill. Alen-Bradley Panel\iew Plus

... gl actary Talk [irecton

Wil Factory Talk View Site Edition
F Uevices tems

MNetwork Device tems

Asszet Inventory tems

File and Folder tems

Crganizational tems

Custom Device tems

1211 Legacy Device ftems

In the Add a FactoryTalk View Site Edition to AssetCentre dialog box, name the FactoryTalk View SE project under 1. General -> Name, and then select the

Backup Configuration browse button.

NOTE: In this example, the Backup Data property is not specified. One will be created upon the first run of a backup schedule, which will be

shown in the later section.

Add a FactoryTalk View Site Edition to AssetCentre

o=t | &
v 1.Genersl
(Parent) AszetCentre
| Description
MHame ViewSE_App

R e

Backup Configuration |

Backup Data Mo file selected.

SECURE-AT002A-EN-P - November 2023
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5. Inthe Backup Configuration dialog box, enter your FactoryTalk credentials, and then select Connect.

Once access is granted, select the desired application, and then select OK.

Backup Configuration - O =

Connect to FactonyTalk {Metwork)

|Iser name: |c'rtester |

Password: |||||---|--|||- |

Connect Successful

Application Metwork (WINSEV-HLIWFTViewDemo will be backed up.

[ ] Encrypt the backup

Password:

Confirm passward:

QK Cancel Help

O Tip: You can choose to encrypt the application backup file. The password will be required when restoring the application using the FactoryTalk View
SE Application Manager utility.

6. Inthe Add a FactoryTalk View Site Edition to AssetCentre dialog box, select OK.

7. Select the Design button again to exit design mode.

Run a schedule to create a backup file

With a FactoryTalk View SE asset added to the asset tree and the backup configuration configured, you can start a backup schedule to create the backup data for the

asset. During a backup and compare schedule, any further changes to the FactoryTalk View SE application will be compared against the backup data.

Configure a FactoryTalk View SE backup schedule

This section introduces the backup schedule configuration.

Rockwell Automation, Inc. SECURE-AT0O02A-EN-P - November 2023
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To configure a FactoryTalk View SE backup schedule

L
1. InFactoryTalk AssetCentre, select O pEie .

2. Select the FactoryTalk View SE asset in the asset tree, and then select New.

v, Fa ctonyTalk AssetCentre

Eile Edit View Tasks Tools Windows Help
d} H i |ftl is| & ﬁ Assets @ﬂ' Agent Groups L_]a Archive 4} Assets Lifecycle \J‘ Logs 'E) Schedules

Asset View (Design) B | scheaules [

¥ Desion op ¥ 5 @ M AssetCentre > ViewSE_App

..... ‘i___!jéﬁ“ﬂmmﬂﬂgm k @ | B RuniNow [

® All Schedules () Fitter by Schedules which include ViewSE_App’

On the Schedule Properties page, select Disaster Recovery - Backup in the Operation list, rename the schedule to the desired name, then select Next.

MNew Schedule Wizard - Step 1 of 3 *
S8

Schedule Properties L’p

Mame must be unique across all schedule names.

Location:
AssetCentreNMiewSE_App

(Operation:
v

MName:
|New Schedule |

Description:

Completion Email List:
[ o |] |

| Hep |
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4. On the Timing Properties page, configure the schedule start time and frequency, and then select Next.

New Schedule Wizard - Step 2 of 3
Timing Properties

Please update the timing properties for this schedule.
Clicking on Next button will create the schedule. You wil not be able to retum to this page.

=

Start Time: 8:42 &AM ~

Timing Properties

Every 1 +| day(s)

) Hourdy
(®) Daily
O Weekly
(O Morthiy

Maximum Runtime (0.0 means no limit) : 1 = Hours [0 Minutes

Maximum Runtime is limited.

Help

< Back Cancel

5. On the Operation Properties page, configure the task properties as needed.

For more information on these properties, see FactoryTalk View Site Edition operation properties for Disaster Recovery in FactoryTalk AssetCentre Client Help.

ViewSE_App Properties

=41 |

w 2 Asset specific properies
Include Data log

+ 3. Email notification
Event Completed
Event Failed

False

6.  Select Finished.

Run the backup schedule to create a FactoryTalk View SE backup

This section introduces how to run a backup schedule involving a FactoryTalk View SE project. If there is no current backup file configured, running the schedule will

create the backup data for the asset.

Rockwell Automation, Inc.
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To run a backup schedule to create a backup

In FactoryTalk AssetCentre, open Schedules. Navigate to the desired FactoryTalk View SE schedule, and then select

[ RunMow

to start the schedule.

- schedules |
AssetCentre > ViewSE App

'&New... ﬁ [? b Run Mow @

() Fitter by Schedules which include ViewSE_fApp’

{® Al Schedules

Once the task is completed, a new backup file is added to the asset, and a version (version 1) is created in the FactoryTalk AssetCentre archive.

7 arcive [

Asset View (Design) o1 x
¥ Design B ¥ @ @ M Check Out @) Checkin [B) Undo Check Out @p Unblock Workflow
----- &l AssetCentre
- 1 ingSE son ViewSE App Backup.apb
1 ViewSE_App_Backup.apb tm
State: The file is checked in.
Description:  |Agent Added

[] 5tore latest version only

AR -

(] Maximum number of versions 200 (| (SETE

Current version total: 1 Total disk usage: 25 ME

History Labels

Range
(®) Most recent 100 records
OPRecordsfromdate:  [10/27/2023 @~ | 1o [10/27/2023 @~ |

YWersion Time Action |ser

i1 Today, 8:47 AM Created file Fact:

Run a schedule to detect application differences

If the FactoryTalk View SE application has been changed, a backup and compare schedule can detect differences by comparison. The online application file will be

compared to the asset's most recent backup version in the Archive. This section introduces how to run a backup and compare schedule involving a FactoryTalk View Site

Edition project and how to view the comparison results.

Configure a FactoryTalk View SE backup and compare schedule

This section introduces the backup and compare schedule configuration.
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To configure a FactoryTalk View SE backup and compare schedule

h
1. InFactoryTalk AssetCentre, select O SEIidle .

2. Selectan asset, and then select New.

& Design [ 34 AccetCentre = ViewSE App
----- o Brce® @B tovew @
: ViewSE _App
""" _Backup.apb (@) &)l Schedules () Fitter by Schedules which include ViewSE_Spp”

3. Onthe Schedule Properties page, select Disaster Recovery - Backup and Compare in the Operation list, rename the schedule to the desired schedule name,

and then select Next.

Mew Schedule Wizard - Step 1 of 3 *

Schedule Properties ﬁ;ﬁ

Mame must be unigue across all schedule names.

Location:
AssetCentre MewSE_App

Operation;

|_D1'saster Recowvery - Backup and Compare ~ |

Name:
|New Schedule |

Description:

Completion Email List:
E |

| Heb < Back Next > Cancel |
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4. On the Timing Properties page, configure the schedule start time and frequency, and then select Next.

Mew Schedule Wizard - Step 2 of 3 b
Timing Properties o L
Please update the timing propesties for this schedule. L
Chcking on Meat bution will create the schedule. You vill not be able (o retum to this page.
Stawt Time: 1:60 PM e
Timing Properties
() Houly Egery 1 [ deyls)
®) Daly
() Weekly
() onthiy
Mapgmum Runtime (0.0 means no limit) : 1 = Hours 0 = Minutes
Mantimum Runtime is limited.
Help < Back Cancel

5. Onthe Operation Properties page, configure the task properties as needed.

For more information on these properties, see FactoryTalk View Site Edition operation properties for Disaster Recovery in FactoryTalk AssetCentre Help.
ViewSE_App Properties

=2 |3
' % 1. Event selings
Backup Compare Partner AzzetCentre/NViewSE_App/ViewSE_App_
| Create New Backup Version Always
| w2 Asset specihc properhes
Compare Options (select and click ellipsis to edit)
Create Mew Backup Version Due to Unmatch True
Include Data log False

+ 3. Email notthcation
Event Compare Differences Detected
Event Completed
| Event Failed
 4_Attach report to email
Event Completed Differences Detected True

6.  Select Finished.

Run a backup and compare schedule to detect application differences

This section introduces how to run a backup and compare schedule involving a FactoryTalk View SE project.
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To run a backup and compare schedule to detect application differences

1.

b

[ Run Mow

to start the schedule.

In FactoryTalk AssetCentre, open Schedules. Navigate to the desired schedule, and then select

Schedules
AssetCentre > ViewSE App

@ v %2 [B runnow]m

(® Al Schedules () Filter by Schedules which include ViewSE_App’

MNew Schedule | AssetCentre/ViewSE_Ap  Backup and Compare

Upon completion, the task shows that differences were found. This is expected because of the changes made in the earlier section.

(®) View By Location () View By Asset Type

Assets in New Schedule:
| |
----- [ ME_HMW—MEEMMMWW Completed at

Select Q e , and then select @f Bentey .

Find the most recent disaster recovery task completion with the yellow triangle Warning severity for the FactoryTalk View SE project, and then double-click the

paper clip icon to view the file.

P i)
ZF Event Log |« Audit Log g Diagnostics & Health Log .G Quick Search Results & Quick Search &2 |

Events - Showing up to last 500 records. Last refreshed

Al ; =
1D.I'2T.I’ZD23 8:54:02 | FactoryTalk Asset ‘u"]CKYSUN'IBﬂ o |nformation MNew Schedule - AssetCentre End of Schedule

& FactoryTalk Asset| VICKYSUN18D Scheduled event finished 2023-10-27 08:54:00 (Loc
10/27/2023 8:52:32 | FactoryTalk Asset VICKYSLUN1E0D o information | Scheduled event started 2023-10-27 02:52:32 (Loca

Select View to open the compare report.

Attachments

Once you have completed viewing the compare report, close the compare report, and then close the Attachment dialog box.
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Recover a FactoryTalk View SE application

The Archive capability in FactoryTalk AssetCentre is a version control tool that helps manage asset files. If undesired changes have been made to a project file and you

would like to revert to a previous version, the FactoryTalk AssetCentre Archive capability allows you to perform this action. This section introduces how to recover a

FactoryTalk View SE archived to a previous version from the archive.

Torecover a FactoryTalk View SE application

2

1.
2.

In the FactoryTalk AssetCentre, select @ Archive ,

Navigate the asset tree to the desired asset whose file that you want to recover, and then select the desired version that you want to revert to.

In this example, the first version of the application will be restored.

st e

% Desion [ #A Check Out &) CheckIn @) Undo Check Out @p Unblock Workflow

= M ViewSE App

Description: |

Wwiorking folder: |{ncne set)

Mame User Check Out L
i ViewSE_App_Backup.apb

History |abels

Range
(®) Most recent 100 reconds

(") Records from date: 8/ 22021 [~ to: | &/ 222023 [~

Wersion Time Action ser

Created file

Today, 5:32 AM

Select Promote.

History  Labels
Range Fitter m —i
(®) Most recent 100 records (®) Version-elated activities ——e
| Pin Version |
O Records from date:  |10/27/2023 [E~ | 1o [10/27/2023 [ | O All sctivities
! Promote |
Wersion Time Action User Commerts
2 Today, 8:54 AM Added new version FactoryTalk Ser... AgentController: VICKYSUMN180 Schedule: New

Today, 3:47 AM Created file Factory Talk Ser...
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A new version, version 3 is created. This file will be checked out, and later changes will be compared against it.

History  Labels
Range Fitter Get Viersion
(®) Most recent 100 records (®) Version-elated activities
(O Recordsfrom date:  [10/27/2023 @ | 1o [10/27/2023 [~ | O All activities
Promote
Version Time Action Lszer Comments
Promoted version "1"to "3" CYSUNT80N..
oday, d:04 AM fdded new version FactoryTalk Ser...  AgentController: VICKYSUN180 Schedule: N
1 Today, §:47 AM Created file FactoryTalk Ser...

4. Select Check Out. This file will be checked out to your working folder.

| ViewSE App

& CheckIn Undo Check Out & Unblock Workflow [2§ Get

B, MNew Label g Remowve Label Expc

Description: |

‘Warking folder: |C:\U5&rs\ﬂd1Trinist:ator\D~esktop\Worklr1§ Folder

MName |zer Chechk Out Location
it ViewSE_App_Backup apb
History  Labels
b = | GetVerson
(®) Most recent 100 records (®) Versionelated activities
Pin Version
O Recordsfrom date:  [10/27/2023 [@~ | to: [10/27/2023 [~ | O Al activiies
Promote
Wersion Time Action User Comments
] Tod M Promaoted version "1" to "3" VICKYSUM180N .
2 Today, 8:54 AM Added new version

FactoryTalk Ser...  AgentController: VICKYSUN180 Schedule: N
FactoryTalk Ser...

1 Today, 3:47 AM Created file

Use FactoryTalk View SE Application Manager to restore the application. After that, check in this file.

&) Checkin fg] Undo Check Out @ Unblock Workflow [ Ge
ViewSE App

Check Out

Description: |

Working folder: |C:\U5em\Mmhist:atur\Deslﬂup\Wurklng Falder

MName |ser Check Out Location

Wl i\ SE App Backup.apb VICKYSUN130\ADMINIST...

WWWICKY SUNT 30N
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Export HMI server components

You can also use the Application Export function in FactoryTalk AssetCentre to export the HMI server components. These following steps introduce how to recover displays

from an archived application by using this function.

To export HMI server components

1.
2.

Ti4

In the FactoryTalk AssetCentre, select \d Archive .

Select an asset whose file that you want to recover, right-click the desired version (Version 1in this example), and then select Show in Application Export

Window.

Wersion Time Action Uzer Comments

2 Today, 10:15 AM Added new version FactoryTalk Ser...  AgentController:
Today, 9:32 AM Created file y

P I e |

[‘é,’ Select Left File for RA Compare
I Show in Application ExportWindowI

You can get a writable copy if needed. Select OK.

Get x

et writable copy
Becursively get files from subfolders
] Overwrite checked-out files

] Ovenide local name:
ViewSE_App_Backup apb
[] Ovenide working folders with path:

Browse...

Comments:

Conce | telp

Select the browse button under Server Name.

%, Export ViewSE_App_Backup.apb: Version 1 = O >
[ ] [Area Server Type | Server Name Primary Host Secondary Host
[l Line1_HMI | HMI Server FTViewDemo_HMI IZI VICKYSUN1T80 Unavailable

[] Export FactoryTalk Directory backup file

Target Folder:
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@ Tip: The application export dialog box extracts the HMI server project from the FactoryTalk View SE application file (APB). This function allows you to

export specific files out of the HMI server project without having to check out the application from the archive.

A new dialog box opens with the HMI server project files. They are all cleared by default.

“, FTViewDemo_HMI Project — O X

To select files need export

4 [ ]| FTViewDema_HMI

cache

DLGLOG

(]

EDS

Gfu

Global Objects

Images

Local

Mecr

PAR

RecipePro

Startup

TAG

TRENDPRO
Cookieline_v32_2020.ACD
FTView Demo SETUP.docx
FTView Demo Setup.pdf
FTViewDemo_HM|.zed

| 0

| O | | Cancel | | Help |
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16

5.

Select the files that you want to recover, and then select OK.

In this example, two displays are selected.

L FTViewDemo_HMI Project — O

To select files need export

< (W] FTViewDemo_HMI

I |:| cache

v [] DLGLOG

v [] DTS

b [] EDS

4 [m]
|:| 00_readme_setup.gfx
[1 01 welrome.nfs

Iz 02_recipeprodeme.gfx I

03 ltrendpredemo.ofx

I 03_2trendprodemo.gfx

[ | 04_Tlogixextendedproperties.gfx
[ 04 Zlogixextendedglobalobjects.gfx
] 04_3logixextendedkeypadentry.gfs
[ 04 diogixextendedlangswitch.gfx
[ 04 lagixextendedproperties.gfx
|:| 05_webbrowser.gfx

[] 06_datadisplays.gfx

[ 06_popdynamicdecimals.gfx

[ 07_securityfunctions.gfx

[ ] 08_adda.gfx

[] 08_addalog.gfx

[T S [y - SR Y

| OK | Cancel ||

Help

Select a target folder to export the files, and then select Export.

@ Tip: Hover over the items to see the last time they were modified.

In this example, the desktop is selected as the target folder.

v, Export ViewSE_App_Backup.aphb: Version 1 = O x
Area Server Type | Server Name Primary Host Secondary Host
Line1l_ HMI | HMI Server | FTViewDemo_HMI E VICKYSUN 180 Unavailable
[] Export FactoryTalk Directory backup file
Target Folder:
CAUsers\Administrator\Desktop\HMI server compecnents
| Export | | Cancel | | Help |
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Secure application data in FactoryTalk AssetCentre

7. Upon export completion, select OK.

FactoryTalk AssetCentre >

Contents export succeeded.

The displays are exported in the designated folder.

y FTWiewDemo_HMI » Gfx

55

is E g

Rockwell Automation, Inc.

Mame

|j 02_recipeprodemo.gfx
|j 03_2trendprodemo.gfx

Date modified
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Appendix A

Product policies and securable actions supported by FactoryTalk Security

This appendix lists the product policies and securable actions of Studio 5000 Logix Designer, FactoryTalk View SE, and FactoryTalk AssetCentre.

Product policies and securable actions of Studio 5000 Logix Designer

The product policies and securable actions cover Studio 5000 Logix Designer version 21 or later, RSLogix 5000 version 20, and Logix 5000 controllers.

This table lists FactoryTalk Security Product Policies.

Grant access to these actions

To allow auser to

Controller: Secure

Secure a project or controller.

Firmware: Update

Update controller firmware.
Tip: If the project is secured, the Securable Action (Firmware:Update) is also required to perform firmware
updates. Firmware updates can be initiated within the <Product_Name_RSL5K> application WhoActive dialog box

if a project is open but not when the controller is online.

Print: Modify Options

Modify print options.

Project: New

Create a new project, import a project or translate <P5>/<SLC>.

Toolbar: Configure

Move, resize, hide or show toolbars.

Workstation: Modify Options

Modify workstation options.

This table lists FactoryTalk Security Securable Actions.

Grant access to these actions

To allow a user to

Add-On Instruction: Create

Create an Add-On Instruction.

Add-On Instruction: Delete

Delete an Add-On Instruction.

Add-On Instruction: Export

Export an Add-On Instruction.

Add-On Instruction: Export Unencoded

Export an Add-On Instruction in clear text.

Tip: Users must also be granted the Add-On Instruction: Export permission to export an AQl, or granted the Project:
Export permission to export the entire project.

Tip: To export in clear text, you must clear the Encode Protected Content checkbox on the Export dialog box. You must

also have the required source key or license if the component is protected with Source Protection.

Add-On Instruction: Modify

Edit Add-On Instruction properties, tags, logic or whether a user can configure source protection.

Add-0n Instruction: View Logic

View the internal information in an Add-On Instruction.

Alarm Definition: Create

Create new alarm definitions.
An alarm definition is associated with an Add-On Instruction (AOI) or a defined data type. When a tag is created using a

data type or an AOI that has alarm definitions, alarms are created automatically based on the alarm definitions.

Alarm Definition: Delete

Delete alarm definitions.
When a user who is granted the Alarm Definition: Delete permission deletes an alarm definition for a data type or an

Add-On Instruction (AO), the corresponding alarms based on the alarm definition are deleted, even if the user has not

been granted the Alarm: Delete permission.

T8
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When a user deletes a data type or an A0, all alarm definitions associated with that data type or AQI are deleted, even if

the user has not been granted the Alarm Definition: Delete permission.

Marm Definition: Modify Properties

Modify the properties of a tag-based alarm.
When a user who is denied the Alarm Definition: Modify Properties permission imports a project or a project component

that requires changes to existing tag-based alarm definitions, the import fails.

Alarm Definition: Modify Required Use

Modify Required to be used and evaluated for all alarm instances.
When a user is denied this permission, the user will be unable to madify the Required to be used and evaluated for all

alarm instances in the <Product_Name_RSL5K> application and Logix Services.

Alarm: Clear Alarm Log

Clear the contents of the alarm log from the controller.

Alarm: Configure Direct Commands

Respond to a tag-based alarm using the Acknowledge, Shelve, Disable, and Reset buttons on the Alarm Properties

dialog box - Status tab.

Alarm: Create

Create new tag-based alarms.
When a user who is denied the Alarm: Create permission imports a project or a project component that requires new

alarms to complete the import, those alarms are created.

Alarm: Delete

Delete tag-based alarms.
When a user wha is granted the Tag: Delete permission deletes a tag that has alarms associated with it, those alarms are

deleted.

Alarm: Modify Properties

Modify the properties of a tag-based alarm.
Tip: When a user who is denied the Alarm: Modify Properties permission imports a project or a project component that

requires changes to existing tag-based alarms, the import fails.

Alarm: Modify Use

Modify Use and evaluate alarm.
Marks all alarm instances as active and ready for evaluation. This checkbox is cleared by default.
Enable or disable a tag-based alarm using the Use and evaluate alarm checkbox on the Alarm Properties dialog box -

Advanced tab.

Component: Modify Permission Set

Change which permission set is associated with a component.

Controller: Clear Faults

Edit the fault log, including clearing faults.

Controller: Lock/Unlock

Lock or unlock the controller for online edits.

Controller: Modify Mode

Change controller modes.

Controller: Modify Properties

Edit controller properties.

Controller: Modify Revision

Convert the .acd file to a higher revision.

Controller: Modify Type

Change controller types.
If a user is granted Controller: Modify Revision privilege, but is denied Controller: Modify Type, in most situations the

user will be unable to change the type of controller.

Controller: Unsecure

Unsecure a secured controller.

Data Log: Create

Create a data log.

Data Log: Modify

Modify a data log.

Data Log: Delete

Delete a data log.

Data Log: Enable/Disable

Enable or disable data logging.

Data Log: Read Log Data Value

Read a data log value.

Data Log: Clear Log Data Value

Clear a data log value.

Firmware: Update

Use the <Product_Name_RSL5K> application to update controller firmware.

Rockwell Automation, Inc.
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The Product Policy (Firmware:Update) is also required to perform firmware updates. Firmware updates can be initiated
within the <Product_Name_RSL5K> application WhoActive dialog box if a project is open, but not when the controller is

online.

Language: Modify Properties

Associate project documentation with a language, set default language, add or delete a language.

Language: Switch Language

Select a different language for product documentation.

Module: Create

Create modules in the Controller Organizer.

*  |f Module: Create is denied, the New module and Paste options are not enabled on the I/0 tree menu. The Import
Module option is enabled.

A message displays that states that Medule: Create must be granted. Selecting OK to import a module is not successful,

and the dialog box closes.

If the Select Module Type dialog box is open and Module: Create is denied, the Create option is enabled unless you
select a different module in the dialog box.

If you select Create, the create wizard launches.

If the create wizard is open and Module: Create is denied, you can perform all the steps to configure the module. When

you select OK to create the module, you receive the error Module: Create needs to be granted.

Module: Create and Safety: Modify Component

Create safety I/0 configuration.
+  Denying Safety: Module Component does not affect the ability to create a safety module.

*  |f Module: Create is granted, but Safety: Module Component is denied, you can create safety modules.

Module: Delete

Delete modules in the Controller Organizer.
*  |f Module: Delete is denied, the Cut and Delete options are not enabled on the I/0 tree menu.
» Ifyou select the Cut or Delete option, you receive a confirmation message, then a Module: Delete is denied

message. When you select OK, your receive the error Module: Delete needs to be granted.

Module: Delete and Safety: Modify Component

Delete safety I/0 configuration.

»  Denying Safety: Module Component does not affect the ability to delete a safety module, or a sub-tree that contains
safety modules.

*  |f Module: Delete is granted, but Safety: Module Component is denied, you can delete a safety module, or a

sub-tree that contains safety modules.

Module: Maintenance High

Perform high impact operations such as module reset and calibration.

Module: Maintenance Low

Perform low impact operations such as resetting electronic fuses.

Module: Modify Properties

Edit module properties.
If Module: Module Properties is denied, edit the configuration in the profile, including the Module Definition in an Add-On
Profile.

When you select 0K or Apply, you receive the error Module: Modify Properties needs to be granted.

Module: Modify Properties and Safety: Modify Component

Modify safety I/0 configuration.

+  Safety: Module Component affects only safety-related areas of profiles.

+  |f Safety: Module Component is denied, the Safety Network Number dialog box on the General page of either a
Classic or Add-On Profile cannot be opened.

+  If the Safety Network Number dialog box is already open when Safety: Module Component is changed from
granted to denied, then you can complete the operation to change the Safety Network Number and successfully
apply the updates.

» If Safety: Module Component is denied, all controls that modify safety-related configuration are disabled when

you select a different page, or select a different menu option. Some controls such as the Safety Input RPI on the
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Safety page, remain enabled, but only if the Safety page is current when Safety: Module Component changed from
granted to denied.
*  If Safety: Module Component is denied, the Advanced Connection Reaction Time Limit Configuration dialog box
on the Safety page cannot be open.
If the Advanced Connection Reaction Time Limit Configuration is already open when Safety: Module Component is
changed from granted to denied, then you can complete the operation to change and accept the updates and they are
successfully applied.
If there are pending edits to any safety-related control when Safety: Module Component is changed from granted to

denied, then you can accept the updates and they are successfully applied.

Module: View Properties

View module properties.
Users with this permission can open device profiles and, when online with the controller, use the profile to directly
interact with modules and carry out actions such as changing IP addresses.

When this permission is denied, users cannot open device profiles.

Motion: Command Axis

Perform axis direct commands.

Motion: Modify Configuration

Modify axis, coordinate system, or motion group properties.

Nonvolatile Memory: Load

Load from non-volatile memory.

Nonvolatile Memory: Store

Store to non-volatile memory.

Phase: Create

Create equipment phases.

Phase: Delete

Delete equipment phases.

Phase: Manual Control

Manually control equipment phases.

Phase: Modify Properties

Edit equipment phases.

PLC/<SLC>: Modify Tag Mappings

Map PLC or <SLC> messages.

Plug-In: Display

Display plug-ins.

Print: Report

Print reports.

Program: Create

Create programs.

Program: Create and Safety: Modify Component

Create a safety program.

Program: Delete

Delete programs.

Program: Delete and Safety: Modify Component

Delete a safety program.

Program: Modify Properties

Edit program properties.

T
Program: Modify Properties and Safety: Modify Component

Modify properties of a safety program.

Program: Modify Properties and Safety: Modify Component

Change class property of a standard program to safety.

Project: Compact

Compact a project file.

Project: Download

Download a project to a controller.

Project: Export

Save a project in .L5K or .L5X format.

Project: Go Online

Go online with a project.

Project: Modify Path

Set, clear, or modify the controller path associated with a given project.

Project: Open

Open a (read-only) version of the project.

If users do not have the ability to open and view the project, they do not have the ability to do anything else with it.

Project: Save

Save a project.

Project: Save As

Save a project to a new .acd file.
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Project: Upload

Upload a project from a contraoller.

Routine: Create

Create a routine.

Routine: Create and Safety: Modify Component

Create a safety routine.

Routine: Delete

Delete a routine.

Routine: Delete and Safety: Modify Component

Delete a safety routine.

Routine: Export

Export a routine.

Routine: Export Unencoded

Export a routine in clear text.

Routine: Manual Control

Manually control routine logic.

Routine: Modify Logic

Edit routine logic.

Routine: Modify Logic and Safety: Modify Component

Edit safety routine logic.

Routine: Modify Properties

Edit routine properties, configure routine source protection.

Routine: Modify Properties and Safety: Modify Component

Edit safety routine properties.

Routine: View Logic

View the logic in a routine.

Safety: Generate/Delete Signature

Generate or delete a Safety Signature.

Safety: Lock/Unlock

Lock or unlock edits on safety application.

Safety: Lock/Unlock

Modify safety lock or unlock passwords.

Safety: Modify Component

Create, delete, or modify safety components.

Tip: The standard component privileges are required in addition to this privilege. For example, to create safety tags, the

Tag: Create privilege is required in addition to the Safety: Modify Components privilege.

* If Module: Create is denied, the New module and Paste options are not enabled on the 1/0 tree menu. The Import
Module option is enabled.

A message displays that states that Module: Create must be granted. Selecting OK to import a module is not successful,

and the dialog box closes.

+  If the Select Module Type dialog box is open and Module: Create is denied, the Create option is enabled unless you
select a different module in the dialog box.

If you select Create, the create wizard launches.

If the create wizard is open and Module: Create is denied, you can perform all the steps to configure the module. When

you select OK to create the module, you receive the error Module: Create needs to be granted.

Safety: Modify Properties

Modify the controller's safety configuration.

Safety: Modify Tag Mappings

Create safety tag mapping.

Safety: Modify Tag Mappings

Delete safety tag mapping.

Safety: Modify Tag Mappings

Modify safety tags mapped to standard tags.

Sequence: Create

Create an equipment sequence.

Sequence: Delete

Delete an equipment sequence.

Sequence: Manual Control

Take manual control of an equipment sequence.

Sequence: Modify Properties

Modify the properties of an equipment sequence.

Tag: Create

Create tags.

Tag: Create and Safety: Modify Component

Create a safety tag.

Tag: Delete

Delete tags.
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Tag: Delete and Safety: Modify Component

Delete a safety tag.

Tag: Delete, Safety: Modify Tag Mappings, and Safety: Modify

Delete standard tag that is mapped to a safety tag.

Tag: Force

Force tags and enable or disable existing forces.

Tag: Force and Safety: Modify Component

Force safety tags.

Tag: Modify Constant Property

Change Constant property of a tag.

Tag: Modify Constant Tag Values

Change values of a Constant Tag.

Tag: Modify Properties

Edit tag properties.

Tag: Modify Properties and Safety: Modify Component

Edit safety tag properties.

Tag: Modify Properties and Safety: Modify Component

Change class property of a standard tag to safety.

Tag: Modify Properties and Safety: Modify Tag Mappings

Modify safety or standard tag properties of a tag contained in a safety mapping.

Tag: Modify Values Change tag values.
Tag: Modify Values and Safety: Modify Component Change safety tag values.
Task: Create Create tasks.

Task: Delete

Delete tasks.

Task: Modify Properties

Edit task properties, including program scheduling.

Task: Modify Properties and Safety: Modify Component

Modify safety task properties.

Trend: Create Create trends.

Trend: Delete Delete trends.

Trend: Modify Properties Modify trend properties.
Trend: Run Run trends.

User Defined Type: Create

Create user-defined data types or string types.

User Defined Type: Delete

Delete user-defined data types or string types.

User Defined Type: Modify

Edit user-defined data types or string types.

1A safety program’s max scan time can be reset, regardless of the protection.

2 The safety task max scan time and max/min interval scan timers can be reset, regardless of the protection.

Product policies and securable actions of FactoryTalk View SE

This table lists FactoryTalk Security Product Policies.

This policy setting Controls whether users can

Configure FTView SE Website Have access to the FactoryTalk View SE Website configurator.

This table lists FactoryTalk Security Securable Actions.

To do this You need these additional security permissions
Create a recipe RecipePro: Create
Delete a recipe RecipePro: Delete

Rockwell Automation, Inc.
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Download a recipe

RecipePro: Download

Duplicate a recipe

RecipePro: Create

Edit a recipe

RecipePro: Edit

Modify a tag set

RecipePro: Edit
RecipePro: Modify TagSet

Import a recipe

RecipePro: Create
RecipePro: Edit
RecipePro: Modify TagSet

Rename a recipe

RecipePro: Edit

Upload a recipe

RecipePro: Edit
RecipePro: Upload

Upload and create a recipe

RecipePro: Create

RecipePro: Upload

RecipeProDownload command

RecipePro: Download

RecipeProUpload command

RecipePro: Edit
RecipePro: Upload

Product policies and securable actions of FactoryTalk AssetCentre

This table lists FactoryTalk Security Product Palicies.

This policy setting Controls whether users can
View Address Book View the Address Book (which contains addresses for the purpose of sending automatic email notifications).
Edit Address Book Edit or add contacts and groups in the Address Book (which contains addresses for the purpose of sending automatic email notifications).

Override Archive Check In

Check in a file regardless of who checked it out or from where it was checked out.

Configure Database Limitations

Configure the total maximum size of the AssetCentre database, the size warning levels, the maximum number of versions per archive asset,

the maximum size of Event, Audit, and Diagnostics logs, and the database capacity status refresh rate.

Configure Archive Options Settings

Turn on or off the function that allows Logix Designer to perform archive activities, such as file check-in, without direct interaction with the

FactoryTalk AssetCentre client.

Override Archive Undo Check Out

Undo a check out even if a different user checked out the file.

Override Removal of Local Copies

Choose to keep local copies of checked-in files on their computer. If this right is allowed, the user can keep local copies. If this right is

denied, the user is not given this option.

Configure Personal Archive File Associations

Configure which software product launches when opening a particular type of file. If a personal file association is set, it will take precedence

over the system file association.

Configure System Archive File Associations

Configure which software product launches when opening a particular type of file. This setting applies unless the user has specified a

personal file association.

Configure Personal Archive Working Folders

Set a personal working folder for checking out files.

Configure System Archive Working Folders

Set the system working folder to which all users check out files unless they have a personal working folder.

Run Archive Database Cleanup Wizard

Run the Archive Database Cleanup Wizard to delete unused versions of files.

Allow Empty Comment at Check In

Leave the comment field empty as they check in an asset.

Alow Empty Comment at Check Out

Leave the comment field empty as they check out an asset.
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Clear the Get Writable Copy checkbox by
default

Enable or clear the Get Writable Copy checkbox during get. Denying this permission enables the Get Writable Copy checkbox; a Get retrieves
a writable copy of an Archive object. Allowing this permission (by default) clears the Get Writable Copy checkbox; a Get retrieves a read-only

copy of an Archive object.

Store latest version only

Choose to store only the latest version in the Archive.

Set maximum versions

Configure the total maximum number of versions stored in the Archive.

Configure Asset Inventory Settings

Configure the settings in the Asset Inventory window.

Configure Assets Lifecycle Sync

Synchronize life cycle information in the FactoryTalk AssetCentre server and client with the Rockwell Automation life cycle website.

Display Calibration Management Data*

View Calibration Management data in FactoryTalk AssetCentre.

Perform Calibration Management*

Access Calibration Management functionality in ProCalV5 software.

Administer Calibration Users*

Administer users, groups, and permissions in ProCalV5 software. Note that this policy only determines if the user is automatically added to
the Administrator group in the ProCalV5 software. Once the user is added to PraCalV5, changing this policy for an AssetCentre user does not

change the user's ProCalV5 security permissions.

Configure Database Maintenance

Configure automatic database maintenance, manually analyze, or rebuild index fragmentation.

Switch to Design mode

Enter Design mode, in which the user can edit the asset tree.

View Event Log

Show the Event Log and run a search on the Event Log.

View Audit Log

Show the Audit Log and run a search on the Audit Log.

View Diagnostics and Health Log

Show the Diagnostics and Health Log and run a search on the Diagnostics and Health Log.

Change Diagnostics and Health Log Message

Change the status of or add a comment to a Diagnostics and Health Log record.

View Diagnostics and Health Log Status

View a status history for a Diagnostics and Health Log record.

Run Log Database Cleanup Wizard

Run the Log Database Cleanup Wizard to remove old records from the logs. Data can be exported and saved in a separate file.

Enable or Disable DTMs* Enable and disable DTMs in the DTM Catalog.
Edit DTM Network* Show the DTM Networks dialog box to edit the DTM netwark.
Run PDC Field Edition* Use the Process Device Configuration Field Edition software.

Create a new schedule

Create a schedule.

Edit a schedule

Change existing schedules.

Delete a schedule

Delete schedules.

View a schedule

Show the Schedules tab.

Command a schedule

Issue commands to a schedule, such as making the schedule active or running the schedule imimagestely.

Create a search

Set up a new search to find entries matching specified criteria in one of the logs, in the Archive History, or in Archive Check Out Status

information.

* Starting from FactoryTalk AssetCentre version 10.00, process device capabilities are not supported. The policies marked with asterisk are only kept for viewing purposes

if you have upgraded FactoryTalk AssetCentre from version 9.00 or earlier.

This table lists FactoryTalk Security Securable Actions.

This action...

Allows you to...

AssetCentre

Checkln does not require MoC workflow

Turn off Management of Change workflow when checking in selected files and binders associated with the selected asset.

Select Deny box to require Management of Change workflow on check-in operation.
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CheckOut - Checkln

Check out or check in files associated with the selected asset.

CheckOut does not require MoC workflow

Turn off Management of Change workflow when checking out files and binders associated with the selected asset.

Select Deny box to require Management of Change workflow on check-out operation.

Get Get a copy of the file or files associated with the selected asset from Archive.

Label Apply a descriptive Label to a version of a file associated with the selected asset in Archive.
Pin Pin a version of a file associated with the selected asset.

Promote Store an old version of the file as the most recent version.

Set Store Latest Version

Specify that only the most recent version of the file associated with the selected file asset should be retained.

Set Working Folder Set the working folder for files associated with the selected asset.

Unblock MoC workflow Reset the Management of Change workflow status of files and binders associated with the selected asset.

Undo CheckOut Undo a check-out operation for files associated with the selected asset. See Help. Select Help > Contents. Open the Archive topic and click
the Undo a check-out topic.

Common

Configure Security

Change security settings for the selected asset.

Create Children

Add assets underneath the selected asset (only if the selected asset is a container or device-type asset).

Delete Delete the selected asset from the asset tree.

Execute This setting is not applicable in this release of the FactoryTalk AssetCentre software.

List Children Show children of the selected asset. If a user does not have this right, they will not be able to expand the selected asset to see assets that it
contains. If you set this right to Allew, also set the Read right for this asset to Allow.

Read Show the selected asset in the asset tree.
Show the selected asset's properties.

Write Change the selected asset's properties.
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Rockwell Automation Support

Use these resources to access support information.

Technical Support Center Find help with how-to videos, FAQs, chat, user forums, and product notification updates. rok.auto/support
Knowledgebase Access Knowledgebase articles. rok.auto/knowledgebase
Local Technical Support Phone Numbers Locate the telephone number for your country. rok.auto/phonesupport
Literature Library Find installation instructions, manuals, brochures, and technical data publications. rok.auto/literature
Product Compatibility and Download Center | Get help determining how products interact, check features and capabilities, and find rok.auto/pcdc

(PCDC) associated firmware.

°
Documentation feedback
Your comments help us serve your documentation needs better. If you have any suggestions an how to improve our content, complete the form at rok.auto/docfeedback.

Waste Electrical and Electronic Equipment (WEEE)

| At the end of life, this equipment should be collected separately from any unsorted municipal waste.

Rockwell Automation maintains current product environmental information on its website at rok.auto/pec.
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rockwellautomation.com expanding human possibility”

AMERICAS: Rockwell Automation, 1201 South Second Street, Milwaukee, W1 53204-2436 USA, Tel: (1) 414.382.2000, Fax: (1) 414.382.4444
EUROPE/MIDDLE EAST/AFRICA: Rockwell Automation NV, Pegasus Park, De Kleetlaan 12a, 1831 Diegem, Belgium, Tel: (32) 2 663 0600, Fax: (32) 2 663 0640
ASIA PACIFIC: Rockwell Automation, Level 14, Core F, Cyberport 3, 100 Cyberport Road, Hong Kong, Tel: (852) 2887 4788, Fax: (852) 2508 1846
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