Application Technique @ Allen-Bradley

Original Instructions

CIP Security with Rockwell Automation Products

Rockwell
@ Allen-Bradley - Rockwell Software  AAUITOMation



Important User Information

Read this document and the documents listed in the additional resources section about installation, configuration, and
operation of this equipment before you install, configure, operate, or maintain this product. Users are required to
familiarize themselves with installation and wiring instructions in addition to requirements of all applicable codes, laws,
and standards.

Activities including installation, adjustments, putting into service, use, assembly, disassembly, and maintenance are
required to be carried out by suitably trained personnel in accordance with applicable code of practice.

If this equipment is used in a manner not specified by the manufacturer, the protection provided by the equipment may
be impaired.

In no event will Rockwell Automation, Inc. be responsible or liable for indirect or consequential damages resulting from
the use or application of this equipment.

The examples and diagrams in this manual are included solely for illustrative purposes. Because of the many variables and
requirements associated with any particular installation, Rockwell Automation, Inc. cannot assume responsibility or

liability for actual use based on the examples and diagrams.

No patent liability is assumed by Rockwell Automation, Inc. with respect to use of information, circuits, equipment, or
software described in this manual.

Reproduction of the contents of this manual, in whole or in part, without written permission of Rockwell Automation,
Inc., is prohibited.

Throughout this manual, when necessary, we use notes to make you aware of safety considerations.

WARNING: Identifies information about practices or circumstances that can cause an explosion in a hazardous
environment, which may lead to personal injury or death, property damage, or economic loss.

ATTENTION: Identifies information about practices or circumstances that can lead to personal injury or death, property
damage, or economic loss. Attentions help you identify a hazard, avoid a hazard, and recognize the consequence.

> D>

IMPORTANT  Identifies information that is critical for successful application and understanding of the product.

Labels may also be on or inside the equipment to provide specific precautions.

SHOCK HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that dangerous
voltage may be present.

BURN HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that surfaces may
reach dangerous temperatures.

ARCFLASH HAZARD: Labels may be on or inside the equipment, for example, a motor control center, to alert people to
potential Arc Flash. Arc Flash will cause severe injury or death. Wear proper Personal Protective Equipment (PPE). Follow ALL
Regulatory requirements for safe work practices and for Personal Protective Equipment (PPE).

B> > >
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Preface

Additional Resources

This manual explains how to implement the Common Industrial Protocol
(CIP™) Security standard in your control system. The term CIP Security™ is used

throughout the rest of this manual.

Make sure that you are familiar with the following before you use this manual:

e Basic understanding of EtherNet/IP™ networking fundamentals

e Basic understanding of network security terminology and concepts

e Use of Rockwell Automation” software, for example:

- FactoryTalk® Policy Manager
- FactoryTalk Linx

- Studio 5000 Logix Designer®

These documents contain additional information concerning related products

from Rockwell Automation.

Resource

Description

FactoryTalk Policy Manager Getting Results Guide,
publication FTALK-GR001.

Describes how to install and use FactoryTalk System
Services and FactoryTalk Policy Manager.

FactoryTalk Security System Configuration Guide Quick
Start, publication FTSEC-QS001

Describes how to use FactoryTalk Services Platform with
FactoryTalk Security.

System Security Design Guidelines Reference Manual,
publication SECURE-RM001

Describes guidelines for how to use Rockwell Automation
products to improve the security of your industrial
automation system.

ControlLogix 5580 and GuardLogix 5580 Controllers User
Manual, publication 1756-UM543

Describes how to design, implement, and maintain an
industrial control system that uses ControlLogix® or
GuardLogix®-based controllers.

ControlLogix EtherNet/IP Network Devices User Manual,
publication 1756-UM004

Describes how to use ControlLogix EtherNet/IP
communication modules with a Logix 5000™ controller
and communicate with devices on the Ethernet/IP
network.

Kinetix 5700 Servo Drives User Manual,
publication 2198-UM002

Describes how to use Kinetix® 5700 drive system with
associated power supplies, single-axis inverters, dual-
axis inverters, and accessory modules in a Logix 5000

control system.

Industrial Automation Wiring and Grounding Guidelines,
publication 1770-4.1

Provides general guidelines for installing a Rockwell
Automation industrial system.

Product Certifications website: rok.auto/certifications

Provides declarations of conformity, certificates, and
other certification details.

You can view or download publications at

http://www.rockwellautomation.com/global/literature-library/overview.page.
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Industrial Automation
Control Systems
Environment
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This section provides an overview of CIP Security™

Historically, industrial automation control systems (IACS) have been air-gapped
environments, isolated systems that are running proprietary control protocols.
But IACS networks are evolving toward smart manufacturing.

Smart manufacturing represents a gateway to digital transformation that
connects plant-level and enterprise networks, and securely connects people,
processes, and technologies.

Collectively this opens new windows to connected smart devices for visibility
into processes, data, and analytics. The visibility enables better and faster decision
making and seamless connectivity for remote locations.

As EtherNet/IP™becomes a growing standard, evolving these isolated IACS
networks towards smart manufacturing, network convergence and industrial
security become a necessity.
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Security Threats AsTACS networks transition to open standards of Ethernet-media and Internet
Protocol (IP) to meet the needs of end-to-end connectivity of entities, the threat
landscape broadens.

With an increase of smart devices and end-to-end connectivity come more assets
to protect and a greater risk of security threats.

Security risks can take many forms, for example:

e Threat actors that try to gain unauthorized, and undetected, access to an
IACS network with the intention to commit malicious acts.

e Well-intentioned personnel with no malicious intention but who make
mistakes that can result in unintended consequences.

IMPORTANT  This publication focuses on threat actors with malicious intentions, also called
attackers. The word attacker is used throughout the rest of the publication.

In this publication, attacker refers to one individual or to an Advanced
Persistent Threat (APT), or a group of attackers working collectively.

8 Rockwell Automation Publication SECURE-ATO0TA-EN-P - September 2019
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Vulnerab"ity and Exploits By default, IACS communication protocols are proprietary and insecure. They

Table 1- Attack Types

lack the security properties such as authentication, integrity, and confidentiality.
As aresult, data and endpoints are at risk. These security properties are necessary
for IACS devices to defend themselves against a network-based attack.

Insecure communication protocols can be exploited to make data accessible for
anyone to collect, and vulnerable endpoints can become open targets for denial-
of-service (DoS) and other types of attacks.

When attackers access a system, they use many ways to exploit the IACS
communication protocol vulnerabilities.

Attack Type

Description

DoS
(Unauthorized Open Access)

An attacker executes a DoS attack that
renders the CIP™ device inoperable.

O
i)
:

.

LI

Man-in-the-Middle

The attacker eavesdrops on data in
transit to alter the communication
between CIP devices.

LTI

Monitor Data

The attacker monitors or views
sensitive or classified data that is
exchanged between CIP devices.

(AN
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Security Assessment

10

Getting a security assessment is the starting point for any security

implementation. An assessment provides a picture of your current security

posture and what mitigation techniques you need to achieve a preferred
acceptable risk state.

An assessment is a collaborative process, between Operational Technology (OT)
and Information Technology (IT) personnel to maximize the protection of
confidentiality, integrity, and availability while still providing functionality and
usability.

There are three steps to perform a security assessment.

1.

Conduct a threat assessment.

A threat assessment considers a range of threats from natural, criminal,
terrorist, to accidental for a given facility/location. Based on business
requirements, a company should evaluate the likelihood for each threat.

Perform a vulnerability assessment.

A vulnerability assessment is designed to identify methods by which the
threats can be exploited and to provide recommendations on how to
address these vulnerabilities.

Each vulnerability should be rated for the probability or ease of
exploitation and the resulting impact in terms of cost or injury should the
exploit be successful. This establishes a risk score for each vulnerability.

Perform a risk assessment.

A risk assessment evaluates the risk scores and assigns responses to each
risk. One of the following actions should be taken for each risk:

- Mitigated - A mitigated risk requires an explanation of what was done
to prevent the vulnerability from being exploited.

— Terminated - A terminated risk requires an explanation of what was
removed or disabled to prevent the vulnerability from being exploited.

— Transferred - A transferred risk requires an explanation of what is being
done outside this system to prevent or respond to the vulnerability
being exploited.

— Accepted - An accepted risk requires notation of the authority
accepting the risk.

Accurately assessing threats and identifying vulnerabilities is critical to
understanding the risk to your IACS assets.

Rockwell Automation Publication SECURE-ATO0TA-EN-P - September 2019
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Defense-in-Depth
Architecture

Industrial security is best implemented as a complete system across your
operations. The Defense-in-Depth (DiD) approach is common to
security standards.

The DiD security approach establishes multiple layers of protection that are
based on diverse technologies through physical, electronic, and procedural
safeguards.

For example, you restrict physical access to managed switches with port locks.
Then you position edge industrial firewalls to restrict access and block
unapproved traffic flows. Finally, you employ an Industrial Demilitarized Zone
(IDMZ) as a perimeter buffer zone between the Industrial and Enterprise zones.
The IDMZ lets secure data sharing and services take place without direct
connection.

The following are key tenets of the DiD security approach:
e Multiple layers of security are more resilient to attack
o Each layer adds to the one above it

e It does not replace the need for firewalls or other security infrastructure in
a system.

The expectation of the DiD approach is that in the event an attacker breaches
one layer of defense, there is always an additional layer that will thwart their
effort.

Figure 1- Defense-in-Depth Architecture
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CIP Security is an
ODVA Standard

12

As attackers become more sophisticated and network convergence opens more
potential gateways to industrial zones, CIP-connected devices must be able to
defend themselves.

Recognizing the need for CIP-connected device protection, ODVA developed

CIP Security. It is an open-standard secure communication mechanism for
EtherNet/IP networks.

The following CIP Security properties are countermeasures that address the
security exploitations:

e Device identity and authentication
e Data integrity and authentication

e Data confidentiality (encryption)

Positioned at the device-level in the DiD architecture, CIP Security enables
CIP-connected devices to authenticate each other before transmitting and
receiving data. Device connectivity is limited to only trusted devices.

Optionally, to increase the overall device security posture, it can be combined
with data integrity to guard against packet tampering and message encryption to
avert unwanted data reading and disclosure.

Figure 2 - CIP Security As Part of Defense-in-Depth Architecture
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Device Identity/Authentication

Before devices start communicating, each device must be able to verify that the
identity of the device with which it wants to communicate is authentic. This
protects legitimate devices from a rogue device gaining access to the system by
pretending to be a system component.

To build this endpoint trust, a certificate or pre-shared (secret) key can be used to
provide identity to the device:

e Certificate is used to provide identity based on the X.509v3 standard.

Certificates are an agreement between communicating parties and a
common entity called a Certificate Authority (CA). A trusted CA signs
and issues certificates to requesters to prove their identities. Mutual trust
can be established when communicating parties exchange certificates
signed by a common CA.

FactoryTalk System Services is the certificate authority. It is the service that
signs and issues certificates to give assurance for a communicating party's
authenticity.

An advantage to using certificates is that they provide a greater level
security than pre-shared keys.

e Pre-shared keys are used to prove identity that is based on keys that are
shared in advance among the communicating parties.

Pre-shared keys are agreement between two entities to the parameters that
determine identity and authentication. The entities are the devices that
communicate with each other.

An advantage to using pre-shared keys is that they provide less
performance impact on when establishing connections

IMPORTANT  Devices can only use one pre-shared key, as a result, any conduits required
between any Zones configured with pre-shared key must created using
Trusted IP.

Rockwell Automation Publication SECURE-ATO0TA-EN-P - September 2019 13
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Secure Data Transport

CIP Security is based on Transport Layer Security (TLS) (RFC 5246) and
Datagram Transport Layer Security (DTLS) (RFC 6347) protocols to protect
EtherNet/IP data while in transit.

TLS and DTLS are network protocols that facilitate data transfer privately and
securely between an originator and a target device.

TLS provides the following security properties:

e Authentication - Allows each device to confirm their identity through
certificate exchange or pre-shared keys

o Integrity - Makes sure that the data has not been tampered with, or
falsified, while in transit, by means of TLS Hash-based Message
Authentication Code (HMAC)

o Confidentiality - Data is encrypted while being transmitted between the
originator and target device. Encrypting the data prevents unauthorized
parties from reading it.

DTLS is based on TLS but is used for User Datagram Protocol (UDP)

connections instead of Transmission Control Protocol (TCP) connections.

For complete descriptions of the security properties, see the ODVA home page
available at: https://www.odva.org/.

Table 2 defines the icons that are used in Table 3 beginning on page 15.

Table 2 - CIP Security Icons

Name Symbol Definition
Certificate An electronic representation of an identity. A certificate binds the
= 4 identity’s public key to its identifiable information, such as, name,

organization, email, user name, and/or a device serial number.

This certificate is used to authenticate a connection to a zone or device.
Selected by default when CIP Security is enabled.

Pre-shared key @ A secret that is shared among trusted entities to represent identities.
FactoryTalk Policy Manager can create a key that can be shared.
Integrity Checks whether data was altered and whether the data was sent by a
trusted entity. Altered and/or untrusted data is rejected.
4|
Check mark Symbol used to indicate that the endpoints for communication
@ between devices have been authenticated and can be trusted.
Encryption Encodes messages or information to help prevent reading or viewing of
@ EtherNet/IP data by unauthorized parties.

Rockwell Automation Publication SECURE-ATO0TA-EN-P - September 2019
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Table 3 describes how secure data transport enables a CIP-connected device to
help protect itself from malicious communication.

Table 3 - CIP Security Properties

Security Properties

Description

Device Identity and
Authentication

Method of providing secure identity for a device.
The following methods can be used:
- Certificates (recommended)

« Pre-shared keys

Together, these properties help the device take
the following actions:

+ Reject messages that are sent by
untrusted devices.

- Prevent unauthorized devices from
establishing connections.

FactoryTalk® Linx

|
| b

D

1756-EN4TR

Threat actor cannot
connect to the
CIP-connected device.

Data Integrity and

Method of providing data integrity and message
authentication to EtherNet/IP network
communication.

Lets the device take the following actions:

FactoryTalk Linx

Attacker can see the data

Authentication but cannot change
+ Reject data that has been altered. , | the data.
+ Prevent tampering or modification of ‘ |
communication.
=r-== 5
=== ‘
1756-ENATR
FactoryTalk Linx
Means of using encryption to encode messages or [
information that is exchanged across an
EtherNet/IP network. L
Lets the device take the following actions: c—
+ Prevent viewing of EtherNet/IP data by O
Data Confidentiality unauthorized pa'rtles. Attacker cannot see
« Prevent snooping or data disclosure. the data.

IMPORTANT: This security property is optional.
Some IACS network communication do not need
to be secure; data integrity and authentication is
typically the goal.

Encryption impacts network performance.

IR
il
(I

1756-EN4TR
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This section describes the components and concepts that are part of the

Rockwell Automation method of implementing CIP Security™ in an IACS.

For information on the tasks that are required to use CIP Security-capable
products in an IACS, see the following table:

e Chapter 3, CIP Security Implementation Process on page 31

e Chapter 4, CIP Security Implementation Example Architecture on

page 57

e Publications listed in Additional Resources on page 5

Rockwell Automation Publication SECURE-ATO01A-EN-P - September 2019
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Software and Hardware The list of CIP Security-capable Rockwell Automation® products includes
software and hardware products, for example, FactoryTalk Policy Manager
software and ControlLogix" 5580 controllers, respectively, to configure the CIP
Security policy model.

CIP Security Software Applications

IMPORTANT  FactoryTalk® Policy Manager and FactoryTalk System Services are components
of FactoryTalk Services Platform, version 6.11 or later.
When you install FactoryTalk Services Platform, version 6.11 or later, you must
select Customize from the installation wizard and check the boxes for
installation of FactoryTalk Policy Manager and FactoryTalk System Services
components.
For more information, see the FactoryTalk Policy Manager Getting Results
Guide, publication FTALK-GROO1.

Software Application Description Minimum Version Required

FactoryTalk Policy Manager

FactoryTalk Policy Manager is a secure software application that you use to configure, deploy, and view
the system communication security policies.

The security policies are divided into different components, that is, devices, zones, and conduits. You
use these components to design security models that control the permissions and usage of devices
within the system. For more information, on security models and how components are used to design
the models, see page 20.

The security policies are distributed to the devices at once. You are not required to make changes at the
device level and face the risk of human error that results in inconsistent configuration among the
devices.

Version 6.11

FactoryTalk System Services

FactoryTalk System Services is a secure EtherNet/IP™ client that runs in the background to deploy the
security policies that are configured in FactoryTalk Policy Manager. You do not take action in the client.

FactoryTalk System Services provides the following in the FactoryTalk Directory to enforce security
policies that are based on the ODVA CIP Security standard:

« |dentity/Authentication Service - Authenticates users and validates user resource requests.

Validate user credentials against the FactoryTalk Directory and FactoryTalk Security policy settings
to obtain privileges associated with the user.

« Certificate Service - Issues and manages certificates for devices in the FactoryTalk Directory.

« Deployment Service - Translates the security policy model to CIP™ configurations that are delivered
to endpoints.

« Policy Service - Build and manages CIP network trust models and defines security policy for the CIP
endpoints.

- Diagnostic Service - Makes FactoryTalk audit and diagnostic logs available as a web service.

Version 6.11

FactoryTalk Linx

FactoryTalk Linx is a secure EtherNet/IP client that initiates connections over a secure EtherNet/IP
network with CIP Security-enabled devices.

This server and communication service that lets devices communicate with the FactoryTalk software
portfolio and Studio5000 Logix Designer® software.

IMPORTANT: You cannot use RSLinx Classic software to implement CIP Security in an IACS network.

Version 6.11

Studio 5000 Logix Designer®

Logix Designer application is a comprehensive programming software that you use with Logix 5000™
controllers. In a system with CIP Security implemented, the software is only used with
ControlLogix 5580 controllers.

Version 32.00.00

18
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CIP Security-capable Hardware Devices

The following hardware devices are CIP Security-capable.

IMPORTANT  The table represents products that are CIP Security-capable in the initial release
of CIP Security with Rockwell Automation products.

Over time, new products will be released that are CIP Security-capable. New
versions of existing products that are not CIP Security-capable will be released
in the future to make them CIP Security-capable.

To see if a product is CIP Security-capable, see the product documentation.

Hardware Product

Description Minimum Firmware
Revision Required

ControlLogix 5580 Controllers

ControlLogix 5580 controllers use a common Logix control engine and common development Firmware revision 32.011
environment to control large control systems.

The controllers communicate with, and can control, local and remote devices. For example, the devices
can be I/0 modules, network communication modules, drives, and operator interfaces.

You use the Logix Designer application to configure ControlLogix 5580 controllers. The Logix Designer
application version must be compatible with the firmware revision on the controllers.

IMPORTANT: You do not use the Logix Designer application to configure the CIP Security policy. You
use FactoryTalk Policy Manager to configure the CIP Security policy.

1756-EN4TR ControlLogix
EtherNet/IP Communication Module

The 1756-EN4TR communication module performs the following functions: —

« Facilitate high-speed data transfer between ControlLogix 5580 controllers and devices on an
EtherNet/IP network.

« Connect Logix 5000 control systems to multiple EtherNet/IP network topologies.

Kinetix® 5700 Drives

Kinetix 5700 drives are single and dual-axis inverters that you can use to expand the use of Integrated | Firmware revision 11.001
Motion on EtherNet/IP to large, custom machines with high axis counts and power requirements.
The drives have built-in dual Ethernet ports that let you connect the drives directly to EtherNet/IP
networks.
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Benefits of Using Rockwell

Automation Products

CIP Security Properties

20

Implementing CIP Security with Rockwell Automation products has the
following benefits:

¢ Centralized System Management - Use FactoryTalk Policy Manager
software to easily create and deploy security policies to many devices at
once.

e Micro-segmentation - Segment the automation application into smaller
cell/zones, thus, reducing the attack surface.

e HTTP ports - You can enable or disable unsecure (HTTP) ports/

protocols of devices in a system with CIP Security configured.

e Legacy system support - The following options are available to use for
products that are not CIP Security-capable in a specific unsecured
communication network that deploys the CIP Security feature:

— Whitelisting - Authorize specific communication based on IP address.

TIP  InFactoryTalk Policy Manager, the Authentication Method property for a
conduit uses the term Trusted IP to represent Whitelisting.

— Retrofit ControlLogix 5570-based systems with the new 1756-EN4TR
communication module.

CIP Security is made up of a security profile, attributes, and components. These
key mechanisms facilitate the security requirements for the resource you are
trying to protect.

CIP Security Profile and Attributes

CIP Security defines the concept of a Security Profile. A Security Profile is a set
of well-defined capabilities to facilitate device interoperability and end-user
selection of devices with the appropriate security capability.

Understanding that security is a balance and not every CIP-connected device
requires the same level of security, FactoryTalk Policy Manager lets

administrators enable only the desired attributes when they create a Security
Profile.

The Device Identity/Authentication attribute must be enabled before the
options for enabling Data Integrity and Data Confidentiality can occur.

Rockwell Automation Publication SECURE-ATO0TA-EN-P - September 2019
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Rockwell Automation CIP Security-capable products support the following
security attributes:

Property Description

Device Identity and Certificate base on the X.509 v3 standard is used to provide identity.

Authentication Pre-shared keys are shared secrets that are shared among trusted entities that are used to
provide identity.
The TLS protocol facilitates mutual authentication to create trusted endpoints.

Data Integrity Keyed-Hash Message Authentication Code (HMAQ) is used as a cryptographic method of
providing data integrity and message authenticity to EtherNet/IP traffic.

Data Confidentiality Data encryption is used to encode messages or information to help prevent reading or
viewing of EtherNet/IP data by unauthorized parties.

IMPORTANT  The rest of this section describes each component and, for zones and conduits,
steps to create and configure them. However, the descriptions are not
exhaustive.

For more detailed information on security models, including the tasks that you
must complete to configure them, see the FactoryTalk Policy Manager Getting
Results Guide, publication FTALK-GROO1.

CIP Security Components

FactoryTalk Policy Manager divides the system security policies into different
components. The following components are used to design security models:

o Devices
e Zones

e Conduits
Devices
Devices are the modules, drives, controllers, HMI panels, computers, and servers
that work together to create an IACS network. You add devices that share

security requirements for a particular function to the same zone.

Considerations with devices in the CIP Security model when you use devices in

an IACS network:

e The lists of current CIP Security-capable Rockwell Automation products
are on page 18 and page 19.

More CIP Security-capable Rockwell Automation products are
in development.

e Just because a device is CIP Security-capable, you are not required to
enable CIP Security on that device in an IACS network.

e You can use non CIP Security-capable devices in an IACS that includes
CIP Security-enabled devices.
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Zones

Zones are groups to which devices are added. Zones establish the rules for data
integrity, data privacy, and the authentication method that is used to authenticate
trusted devices.

e You can have multiple zones in a system and set security policy on a zone-
by-zone basis. By using zones, you simplify management of large sets of
devices in a system.

e Zones can include devices that are CIP Security-capable and devices that
are not. There can be multiple zones in an IACS network, but a device can
only belong to one zone.

e Once a CIP Security-capable device is added to a zone, the device uses the
policy default settings of that zone.

Communication between devices in the same zone are implied and
mutually trusted. Therefore, you do not have to create conduits between
devices in the same zone.

Figure 3 shows a zone that includes devices that are CIP Security-capable, for
example, a ControlLogix 5580 controller, and devices that are not, for example, a
PanelView™ Plus terminal.

Figure 3 - Security Model - Zones
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Conduits

Conduits create trusted communication pathways outside of zones. You must
have at least two endpoints, that is, zones or devices, to create a conduit.

Conduits facilitate secure communication in the following ways:
e Zone to zone
e Device to device

e Device to zone

Conduits let you configure trust beyond individual zones using the
following methods:

o Trusted IP authentication method - Assigns a trust relationship to an asset
based on its IP address. Also known as Whitelisting,

e Certificate authentication method - Establishes the identity of the device
by using a certificate from a trusted authority.

IMPORTANT  Currently, a device cannot use more than one pre-shared key.

If you require communication between a zone that is configured with a
pre-shared key and other zones, you must configure a conduit that uses the
Trusted IP authentication method to the other zones.

Figure 4 shows conduits in a system with multiple zones.

Figure 4 - Security Model - Conduits
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CIP Security Pohcy Model The CIP Security policy model is made up of zone, conduit, and device security

policy property configurations.

TIP  If multiple devices use the same security policies and are in the same zone, we
recommend that you configure the security policies at the zone level.

The advantage to configuring security policies at the zone level is that you can
configure the policies once and apply them to multiple devices. This method
eliminates the possibility of differences in security policies across devices that
should use the same policies.

Zone Security Policy Properties

Table 4 lists the configurable fields that are available when you configure zone

security policy.
Table 4 - Zone Security Properties
Property Available Choices Example FactoryTalk Policy Manager Screen
Name User configurable
Description User configurable ZONE PROPERTIES *
. . - Enable
Enable/Disable CIP Security . Disable )
Certif Packaging
- + Certificate
Authentication Method .+ Pre-Shared Key
Packaging Area
+ None
/0 Data Security « Integrity Only
« Integrity + Confidentiality Enable CIP Security
. . « Integrity Only :
Messaging Security « Integrity + Confidentiality Certificate v
Integrily;Onwy A4

" - Enable In}egrlty &VCO'lfldem‘alily -

Disable Ports - HTTP (80) . Disable
Disable port HTTP (80)

IMPORTANT  For more information on the Zone Security Policy Properties, see the
FactoryTalk Policy Manager Getting Results Guide, publication FTALK-GROO1.
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Conduit Security Policy Properties

Table S lists the configurable fields that are available when you configure conduit

security policy.
Table 5 - Conduit Security Properties
Property Available Choices Example FactoryTalk Policy Manager Screen
Name User configurable
Description User configurable CONDUIT PROPERTIES
Connection

(an be any of the following based on how you
assign each Endpoint:

+ Device-to-Device

+ Device-to-Zone

« Zone-to-Zone

- Endpoint 1 (Device or Zone)
« Endpoint 2 (Device or Zone)

I « Trusted IP
Authentication Method . (Certificate
+ None
/0 Data Security « Integrity Only
« Integrity + Confidentiality
Messaging Security - Integrity Only

+ Integrity + Confidentiality

Conduit 1

Packaging::1756-L85E

Process Area

Certificate
Integrity Only

Integrity & Confidentiality

-

IMPORTANT

For more information on the Conduit Security Policy Properties, see the

FactoryTalk Policy Manager Getting Results Guide, publication FTALK-GROO1.
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Limitations and

Considerations

26

The following are limitations and considerations of the solution from
Rockwell Automation to implement CIP Security in an IACS:

e Dual-port Devices
e CIP Bridgin

o ControllLogix Redundancy Systems
o Network Address Translation

e Automatic Device Replacement
e RSLinx Classic Software

Dual-port Devices

Some CIP Security-capable products have dual built-in Ethernet ports. On these
devices, the two physical Ethernet ports share one IP address.

You configure CIP Security based on IP address, not physical port. On

CIP Security-capable devices with dual built-in Ethernet ports, it does not matter
which physical port is connected to a network. When a CIP Security policy is
deployed, the security configuration applies to either port, depending on which
port is connected to the network.

For example, a 1756-EN4TR communication module has dual built-in Ethernet
ports with one IP address. Once you configure CIP Security for the module, port
1 or port 2 can physically be connected to the network and the CIP Security
configuration still applies.

On devices with dual built-in Ethernet ports that are CIP Security-capable, you
cannot configure separate CIP Security policies for the different Ethernet ports
on the same device.

IMPORTANT  Some Rockwell Automation products with dual built-in Ethernet ports let you
configure separate IP addresses for each port, for example, CompactLogix 5380
controllers. However, those products are not CIP Security-capable devices.
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CIP Bridging
You cannot configure CIP Security through a CIP bridge.

For example, in the following graphic, you can configure Kinetix 5700 Drives_1
and Kinetix 5700 Drives_2 for CIP Security because the Stratix® 5400 switch is

transparent.

You cannot configure Kinetix 5700 Drive_3 for CIP Security because it is
accessed through a 1756-EN4TR communication module, across the

ControlLogix backplane and out the other 1756-EN4TR communication
module. The backplane is a bridge between the communication modules.

1756-L85E 1756-EN4TR 1756-EN4TR

FactoryTalk Policy Manager 1 E = ===
FactoryTalk System Services @ s =
FactoryTalk Linx = &= g SRR
»%»@ = = :
o o
0 @ {H | ej iyl
I DEER
= =5 | =)
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= TP
Kinetix 5700 Drives_3
Stratix 5400

)

i i ]
g R
o o
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Kinetix 5700 Drives_2

e =

[€]
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FactoryTalk Linx
Studio 5000 Logix Designer

1734-AENTR :
1734 POINT I/0™ Kinetix 5700 Drives_1
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Network Address Translation

Network Address Translation (NAT) is supported with CIP Security only if the
computer/server with FactoryTalk Policy Manager can access the CIP Security
endpoint via an IP address. That is, the devices behind the NAT have IP addresses
that are accessible from devices on the outside.

In this example, the 1756-EN4TR device in M1 Zone (Machine 1) can use CIP
Security because the Stratix 5700 switch performing the NAT contains a NAT
translation for the 1756-EN4TR and a Gateway Translation. When NAT with
routing is configured correctly in a network, the outside computer/server with
FactoryTalk Policy Manager can access the CIP Security endpoint via the
Outside translated IP address configured in the Stratix 5700 switch.

It is important that NAT is properly configured before you apply any CUIP
Security implementation. For more information, see Deploying Network
Address Translation within a CPwE Architecture Design and Implementation

Guide, publication ENET-TD00Q7.
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VLAN ID - Description IP Address
10- M1 Zone 10.10.10.1
Routing Table 20- M2 Zone 10.10.20.1 VLAN 40
30 - Main Zone 10.10.30.1 PC Zone\
40-PCZone 10.10.40.1 10.10.40.100  FactoryTalk Policy Manager Outside
FactoryTalk System Services
FactoryTalk Linx
VLAN 30
Layer 3
MAIN Zone szﬂ(h VR 10.10.40.200
Outside = FactoryTalk Linx
i y—— Studio 5000
» |
a )
== % \_ —
Line Controller f /
10.10.30.15
/ 7 \
VLAN 10 / 7 s VLAN 20
M1 Zone H M2 Zone
4 : dp I ‘// , 9P s \
Inside IES Inside .
192.168.1.x/24 L1 siratix 5700 192.168.1.x/24 Stratix 5700
I 5 %‘; NAT S CEREEEE
e Gl 1 SEE
ar Secmity S Py o
Ul == U =
| 10 | 10
= =
£ £
Machine 1 / Machine 2 /
\ \
Device Inside Outside Device Inside Outside
Inside to Outside NAT Table | M11756-EN4TR 192.168.1.10  [10.10.10.10 Inside to Outside NAT Table | M2 1756-EN4TR 192.168.1.10  |10.10.20.10
Gat Transit Outside Inside Gat Transiti Outside Inside
ateway Iransition
ateway Transition 1010101 |192.168.1.1 Y 1010201 ]192.168.1.1

4— ) (Outside) Device to (Inside) Device

Conduit Types

44— (Inside) Device to (Inside) Device

4—— ) (Outside) Device to (Inside) Device and (Outside) Zone to (Outside) Zone
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ControlLogix Redundancy Systems

Currently, you cannot use Multicast connections with CIP Security. As a result,
you cannot use CIP Security in a ControlLogix Enhanced Redundancy system.

Automatic Device Replacement

Currently, you cannot use Automatic Device Replacement (ADR) to replace
devices in an IACS that uses CIP Security. If you replace a device, you must
redeploy the security policy manually.

RSLinx Classic Software

You cannot use RSLinx Classic software to implement CIP Security in an IACS
network. You must use FactoryTalk Linx, version 6.11 or greater.
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Topic Page
Install, Plan, and Design the System 32
Identify, Organize, and Create Zones 33
Identify, Organize, and Create Conduits 37
Identify and Create Security Features/Policies 44
Deploy Security Model 45
Back Up CIP Security Model 48
Remove CIP Security Configuration 49

This section describes the overall process of implementing CIP Security™ with
Rockwell Automation® products in a simple IACS.

For information on a more complex IACS, see Chapter 4, CIP Security
Implementation Example Architecture on page 57.

You can use the security assessment process to assign security levels to zones and

conduits. We recommend that you assign zone and conduit security levels based
on the potential consequences should an attack objective be achieved in that

zone.

For more information, see Security Assessment on page 10.

Rockwell Automation Publication SECURE-ATO01A-EN-P - September 2019 31



Chapter3  CIP Security Implementation Process

Install, Plan, and Design You must install software on specific computers and connect hardware devices to
the System EtherNet/IP™ networks.

IMPORTANT  FactoryTalk® Policy Manager and FactoryTalk System Services are components
of FactoryTalk Services Platform, version 6.11 or later.

+ When you install FactoryTalk Services Platform, version 6.11 or later, you
must install FactoryTalk Policy Manager and FactoryTalk System Services.
You use the Customize option during installation to install FactoryTalk
Policy Manager and FactoryTalk System Services.

+ You must install FactoryTalk Services Platform and FactoryTalk Linx
software on the same computer/server that hosts the FactoryTalk Directory.

Other programming software, for example, Studio 5000 Logix Designer® and
FactoryTalk View software are installed on another computer.

At a minimum, the IACS design should include the following information:

e Verification of the system components required to implement
CIP Security into the IACS network.

e Inventory of existing devices and software, including firmware revisions.

e Detailed observation and documentation of intended system functions
and operation.

e Detailed observation and documentation of required data flows
between devices.

Remember, the system can include products that are CIP Security-capable and
products that are not. The list of CIP Security-capable products that are currently
available from Rockwell Automation are listed at the following:

o CIP Security Software Applications on page 18

o CIP Security-capable Hardware Devices on page 19
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Identify, Organize, and

Create Zones

Zones are groups to which devices are added. Devices that share security
requirements for a particular function, and you want to trust each other, can be
added to the same zone.

When devices are added to the zone, communication between the devices is
implied while still letting mutual trust be established through an exchange of
certificates or pre-shared keys. It is worth noting that any device in a zone that is
deemed to be ‘trusted’ is only trusted by other devices in the same zone, not all

devices in the IACS.

For example, if a ControlLogix" 5580 controller and Kinetix” 5700 drives are
added to Zone 1 and certificates are used with integrity, the devices are
authenticated by exchanging certificates with each other.

Devices that are not CIP Security-capable in the same zone as CIP Security-
enabled devices can communicate through standard 44818 TCP connections and
2222 UDP connections. As a result, you are not required to create a whitelist
between the devices that are not CIP Security-capable.

You can create zones and add other computers/servers that do not use
FactoryTalk Linx software but still require communications to IACS devices.
The devices that do not use FactoryTalk Linx are added as generic devices. This
lets you easily create Trusted IP conduits between the computers/servers to the

TIACS devices.

Figure 5 - System Implementation - Zones
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After you identify and organize the zones, create a detailed security matrix that
lists what devices occupy each zone.

Table 6 is a security matrix with zones and devices.

Table 6 - Security Matrix - Zones and Devices

PCZone

Zone 1

Zone 2

FactoryTalk Linx"
FactoryTalk Policy Manager
FactoryTalk System Services

ControlLogix 5580 controller

ControlLogix 5580 controller

Studio 5000 Logix Designer(z)
FactoryTalk View

1756-EN4TR EtherNet/IP
communication module

1756-EN4TR EtherNet/IP
communication module

Kinetix 5700 Servo drives

Kinetix 5700 Servo drives

PanelView Plus terminal®)

PanelView Plus terminal®)

PowerFlex® 755T drive®

PowerFlex 755T drivel®

(1) This group of software is installed on the same server/computer.

(2) This software is installed on a separate computer than FactoryTalk Linx, FactoryTalk Policy Manager, and FactoryTalk

System Services.

(3)  This device is not CIP Security-capable.

Create a Zone

1. In the FactoryTalk Policy Manager navigation bar, choose Zones.

2. On the toolbar next to ZONES, click [+].

+] FactoryTalk Policy Mana

3]

Global Settings

CONNECTED [F

Add zones to your model!
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A zone is added to the list with the following default values:
e Name - Zone #
e Description - None

o Enable CIP Security - Not selected by default. Check Enable CIP
Security to configure CIP Security-related settings.

] FactoryTalk Policy M

(o] L1}
Reload Deploy

é\@ Qverview
Canduits.
Zone 1 Z i
D'ﬂ Add devices to the zone!
‘ou can manually a ice} P Security Communication
I‘ﬁ_‘! e, or di o N )

Enable CIP Security

Deleted Devices

Certificate -

Integrity Only =
Integrity Only -

[ Disadle port HTTP (20)

@

Global Settings

CONNECTED [3]

3. Add devices to the zone. You can add devices in three ways:
e Discover devices via FactoryTalk Linx.
e Manually add devices.
e Add all devices in an IP address range.

f i] FactoryTalk Policy M

L]

.

) Overview @ Discover Devices

&
Canduiiz
Devices

i

Delsted Devices

i~ Add Device Zone 1
¢+ Add Range

CIP Security Communication
Enable CIP Security

Certificate -

Integrity Only -
Integrity Only -

[ Disable port HTTP (80}

Global Sertings

CONNECTED [F)
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Configure the Zone

1. In the FactoryTalk Policy Manager navigation bar, choose Zones.
The ZONES column displays a list of the configured zones.
2. Inthe ZONES column, choose a zone.

3. Change the properties of the zone as appropriate.

[ Fectonac ol

O L1}
Reload Deploy loooedOn  Help

ZONE PROPERTIES
Overview
é_v -
Conduits Zone 2
PC Zone
is] .
Sevices Add devices to the zone!
& Yo ally add des ce P Security Communication
Deleted D = e : Enable CIF Security
i Defes | 7o
Certificate -
Integrity Only -
Integrity Only -
[ Disable port HTTP (80)
Global Sestings

CONNECTED [3]

If a zone includes devices that are not CIP Security-capable, a warning
notification appears in the zone properties. A whitelist is not needed, however.
This device is automatically whitelisted by all of the CIP Security-capable devices
in the zone.

oo Ta o

Reload Deploy Logged On Help

ZONE PROPERTIES

- ond gene

o Overview .
r
Conduits L 1734AENTR  192168.. None o Zone2
A FC zone 1756EN4TR  192168... Certificate 0
osvizes 2198-5086-.. 192.168... Certificate 0
Zone 1
& communication

Deleted Devices [IPINNPY 2 G Enable CIP Security

Cer{mcaw i -
The yellow triangle indicates ——————Jpmm' e
that there are non CIP oy o
Security-capable devices are e i

in the zone. s —
[ Disable port HTTP (80)

Global Seniings

CONNECTED [5]

For more information on zones, see the following:
e FactoryTalk Policy Manager software online help

e FactoryTalk Policy Manager Getting Results Guide, publication
FTALK-GR001
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|dentify’ Organi ze, and Conduits create explicit trusted communication pathways between zones, zones
Create Conduits and devices, and between devices in separate zones. After you create, identify, and

organize the conduits, update the security matrix to detail the conduits.

Figure 6 - System Implementation - Conduits
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Table 7 is an example of an updated security matrix after conduits are identified
and organized.

In the table, the Source row and Destination column cell intersections represent
the endpoints of the Conduit between the zones. For example, cell at column 2/
row 3 indicates that Conduit 2 uses a Zone-to-Zone pathway between PC Zone
and Zone 2.

Table 7 - Security Matrix - Conduits

Destination
Source PCZone Zone1 Zone2
PCZone Permit!" Conduit 1: Zone-to-Zone Conduit 2: Zone-to-Zone
Zone1 Conduit 1: Zone-to-Zone Permit Denied
Zone2 Conduit 2: Zone-to-Zone Denied Permit

(1) Default permits pathway.
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Create a Conduit
1. In the FactoryTalk Policy Manager navigation bar, choose Conduits.
2. On the toolbar, click [+].
7] FectoryTalk Policy Ma
O
Reload
CONDUIT PROPERTIES
The Conduit table is where you can
add, configure, and view Cenduits.
a
Devices
@ C
Deleted Devices
]
—— « Device-to-device -
CONNECTED [3)
The CONDUIT PROPERTIES pane opens.
3. InEndpoint 1, next to Select an endpoint, choose Browse for
Endpoint [...].
] Foctory Tl P
1t
7 Propertiee
Cj‘
Caonduits
i .
e Add conduits to your model!
Conduits are used to define additional communication outside of zones.
i} Conduits can be established for the following type of communication:
Deleted Devices
« Zoneto-zone
All devices within Zone 1 (Endpoint 1) trust all assets within Zone 2
(Endpoint 2) and all devices within Zone 2 trust all assets within
Zone 1
+ Zone-to-device
All devices within Zone 1 (Endpoint 1) trust Device A (Endpoint 2)
@ and Device A trusts all devices within Zone 1
Sotelseine |, poyice-to-device hd
CONNECTED [B)
38 Rockwell Automation Publication SECURE-ATO0TA-EN-P - September 2019



CIP Security Implementation Process ~ Chapter 3

4. Sclect the endpoint.

You can choose a zone or device to assign as the first endpoint of the
conduit.

TIP  InFilter, you can type part of the name to list only endpoints that
match that criteria.

CONDUIT PROPERTIES © #

Select Endpoint

Y Filter

5. Click OK.

CONDUIT PROPERTIES ~ #
Select Endpoint

Y Filter

PC Zone

Zone 1

Zone 2
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6. In Endpoint 2, next to Select an endpoint, choose Browse for
Endpoint [...].

CONDUIT PROPERTIES ~ # it
T Propertiss.
Select endpoints for the conduit
6_?
Conduits PC Zone
ic} . ]
e Add conduits to your model!
Select an endpoint
Conduits are used to define additional communication outside of zones.
@ Conduits can be established for the following type of communication:
Deleted Devices
+ Zone-to-zone
All devices within Zone 1 (Endpoint 1) trust all assets within Zone 2
(Endpoint 2) and all devices within Zone 2 trust all assets within
Zone 1
s Zone-to-device
All devices within Zone 1 (Endpoint 1) trust Device A (Endpoint 2)
@ and Device A trusts all devices within Zone 1
e « Device-to-device hd

CONNECTED [5)

7. To assign as the second endpoint of the conduit, choose a zone or device.

You can choose a zone or device to assign as the second endpoint of
the conduit.
TIP  InFilter, you can type part of the name to list only endpoints that
match that criteria.

] FocionTo Poiy

CONDUIT PROPERTIES ~ #

Select Endpoint “ |points for the conduit

Y Filter
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8. Click OK.

] Focion T Poiy

Select Endpoint

Y Filter

PC Zone

Zone 1

Zone 2

9. Click Next.

&°
Conduite
i} .
e Add conduits to your model!
Conduits are used to define additional communication outside of zones.
il Conduits can be established for the following type of communication:
Deleted Devices.
+ Zone-to-zone
All devices within Zone 1 (Endpoint 1) trust all assets within Zone 2
(Endpoint 2) and all devices within Zone 2 trust all assets within
Zone 1
s Zone-to-device
All devices within Zone 1 (Endpoint 1) trust Device A (Endpoint 2)
@ and Device A trusts all devices within Zone 1
e + Device-to-device
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The first conduit appears in the Conduits list.

] FectoTak Paicy

O [L3]
Reload Deplay

CONDUIT PROPERTIES ~ # 7

Devices
i Connection
Deleted Devieas E
PC Zone -
CIP Security Communication
Certificate

@

Global Settings

CONNECTED [

If you need to create another conduit, repeat the process, starting at step 2

on page 38.

Configure the Conduit

1. In the FactoryTalk Policy Manager navigation bar, choose Conduits, and
choose the conduit that you want to configure.

TIP  CONDUIT PROPERTIES is automatically opened to the most recently
configured conduit.

To edit another conduit, select a conduit from the list to display its
properties.

Logged On Help

CONDUIT PROPERTIES ~ # 7

Davices

il Connection

Delesed Devices

@

Global Settings

CONNECTED [§)
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2. Change the conduit properties as needed.

7] FactoryTalk Policy Mana

o
(=} H
Logged On Help

evices

PC Zone -
zore1 [

P Security Communication
Certificate -
Integrity Only -

@ Integrity Only -

Global Settings

CONNECTED [3)

If both endpoints are CIP Security capable, configure CIP Security
Communication.

¢ InI/O Data Security and Messaging Security choose one of
the following:

— Integrity only - Use to check if the data or message was
altered and reject altered information.

— Integrity & Confidentiality - Use to check integrity
plus encrypt the data or message so the corresponding
decryption key is required to read the information.
Rejects altered and/or untrusted information while
also protecting the confidentiality of the information.

¢ InI/O Data Security, click None to stop using additional security
checks on I/0 data.

For more information on conduits, see the following:
e FactoryTalk Policy Manager software online help

e FactoryTalk Policy Manager Getting Results Guide, publication
FTALK-GR0O01
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Identlfy and Create Security policies are created based on device capabilities and operational
Securi ty Features/Policies functions of automation applications.

Figure 7 - System Implementation - Security Policies

PCZone _l

Conduit 2

Wi,

- — - 4

After you identify and create security features/policies, update the security matrix
that details applicable security policies between conduits. For example, enable
certificates or pre-shared keys, enable/disable confidentiality and whitelisting.

Table 8 is an updated security matrix with security features and policies defined.

Table 8 - Security Matrix - Security Features and Policies

Conduit 1 Zone to Zone Security Policy
Secure FactoryTalk Linx Communication
Zone to Zone PCZone Zone 1 « Certificates
(Secure communication with FactoryTalk Linx.) + Integrity

« Confidentiality

Conduit 2 Zone to Zone Security Polic
Secure FactoryTalk Linx Communication y y
Zone to Zone PCZone Zone 2 . Certifigates
(Secure communication with FactoryTalk Linx.) « Integrity
- (onfidentiality

Trusted IP (whitelisting) Zone/Device to Zone/Device

Kinetix 5700 drive (IP address: XXX.XXX.XXX.XXX)
ControlLogix 5580 controller (IP address: XxX.XXX.XXX.Xxx0

Zone 1- Devices 1756-ENATR module (IP address: XXX.XXX.XXX.XXX)

PC Zone PanelView Plus terminal: (IP address: XXX.XXX.XXX.XXX)
Device - FactoryTalk PowerFlex 755T drive (IP address: XXX.XXX.XXX.XXX)
(Non-CIP Security-capable devices) Network Manager
(IP address: Kinetix 5700 drive (IP address: XXX.XXX.XXX.XXX)
XXX XKKXXX.XKK) ControlLogix 5580 controller (IP address: xxx.xxx.xxx.xxx0

Zone 2 - Devices 1756-EN4TR module (IP address: XXX.XXX.XXX.XXX)
PanelView Plus terminal: (IP address: XXX.XXX.XXX.XXX)

PowerFlex 755T drive (IP address: XXX.XXX.XXX.XXX)
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Deploy Security Model

After the zones, conduits, and devices security policies have been configured, the
resulting security model can be deployed.

You click the Deploy button in FactoryTalk Policy Manager software to trigger
FactoryTalk System Services to deploy the security model. FactoryTalk System
Services runs in the background. You do not take action in the client.

Before a deployed security policy becomes active, communication must be reset
to all configured devices, resulting in a short loss of connectivity.

Once the security model is deployed and active, that is, communication is reset
on a device, the device only accepts communication from other devices in the
same zone or using conduits that are configured to enable communication with
other security zones or devices.

Before deploying a security model, make sure that all devices are operational and
have network access.

After the security model is deployed and active on all affected devices,
FactoryTalk Policy Manager and FactoryTalk System Services are no longer
required for real-time operations. They are required again if changes to the
security model must be deployed.

To deploy the model, complete the following steps.

1. On the FactoryTalk Policy Manager toolbar, select Deploy.

ZONE PROPERTIES
P R Genera
o Overview 2 S Pl e
& -
Gonduits PC Zone
& PG zone Zone 1 Certificate 1
Deices L Zone?2 Certificate 0
Zone 1
& CIP Security Communication
DelsedDovess | 70100 Enable CIP Security
Certificate -
Integrity Only e
Integrity Only -
[0 Disable port HTTP (80)
Global Settings

CONNECTED [3
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2. Review the Deploy dialog box.

The list of devices identifies the devices to be configured when this model
is deployed.

IMPORTANT  If the list contains unexpected devices, click CANCEL and then change
the model as needed.

3. Choose one of the following options for when to reset the communication
channels for the items included in the security policy model.

The following types of deployment are available:

e During deployment - The CIP connection is closed and reopened on
the device during the deployment process.

Similar to when the network card on a computer is reset, the device
stays functional but is disconnected from the network for a few
moments. This option applies the new policy to the device at the same
time that the policy is deployed.

e After deployment - Security policy settings are deployed to the device
but are not in effect until the communication ports are reset.

This option is useful if there is a scheduled maintenance reset process in
your environment that can be relied upon to perform this function.

o e ey S

Relosd Deploy Logged On Help

@®

ZONES + « — ZONEPROPERTES ~ ~ # 7 ||

Properties

Zones | Deploy

Conduz 1756-ENATR (2):Port 1

PC Zone 1756-ENATRPort 1
E 2198-S086-ERS3 g) Port 1
2198-5086-ERS 3 Port |
Devices
Zone 1

ing security policies requires resetting device communication ports, resulting Brmunication
ecurity

Deleted Devicss | 70102
Choose when to reset device communication ports included in this mode

During policy deployment

O After deployment

ble port HTTP (80)

Sisbal Sstines _

CONNECTED [3]
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4. Click DEPLOY.

[ FactonyTalk Policy M:

ZONEPROPERTIES  ~ #* 7 |
N | Properies
Eortrin 1756-EN4TR (2):Port 1
1756-EN4TR:Port 1
a 2198-S086-ERS3 (2)Port 1
2198-5086-ERS3:Fort 1
Deices
Zone 1
es resetting device communication ports, resulting I iinacation
Lir
DeletedDeviczs | 70na 0 oty
el ti=loce atiod
(@) During policy deployment
O After deployment
D
Global Settings

CONNECTED [3)

The Results pane updates with the results of the deployment as it occurs. After
deployment is complete a summary report is provided listing the successes,
failures, and errors encountered during the process.

For information on how to deploy a security model, see the FactoryTalk Policy
Manager Getting Results Guide, publication FTALK-GR001.
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Back Up cp Security Model Youare not required to back up the CIP Security model. However, we strongly

recommend that you back up the model.

Back up FactoryTalk System Services to save a copy of the security model and its
associated certificates. After the model has been created, the FactoryTalk System
Services backup file is included with the FactoryTalk Services Platform backup
when it is performed.

IMPORTANT  You must have Administrator privileges to back up FactoryTalk System Services.

To back up the security model, complete the following steps.

1. Oan a command prompt as an Administrator.

2. Inthe command prompt window type:

cd C:\Program Files (x86)\Rockwell
Software\FactoryTalk System Services

3. Run the backup utility by typing one of the following commands:
e FTSSBackupRestore -B

Creates a plaintext backup of the data.

e FTSSBackupRestore -B -PW "password"

Creates an encrypted backup of the data using the password that is
supplied in quotation marks. This password must be supplied to restore
the data.

4. The file backup.zip file is created. The file is included in the FactoryTalk

Services Platform Backup.

Verify that the file is present in the following location:

C:\ProgramData\Rockwell\RNAServer\Global\RnaSt
ore\FTSS Backup

TIP  The ProgramData folder is hidden by default in Windows File Explorer.
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Remove CIP Security
Configuration

If necessary, you can remove the CIP Security configuration from software
applications and hardware devices.

Remove the CIP Security Configuration From a Software Application

You can use the following ways to remove the CIP Security configuration from
FactoryTalk Linx:

e Via FactoryTalk Policy Manager

When you use the FactoryTalk Policy Manager method, you not only
remove the CIP Security policy configuration from FactoryTalk Linx. But
also, the computer with FactoryTalk Linx on it no longer appears in
FactoryTalk Policy Manager.

The FactoryTalk Policy Manager method only works if the computer
with FactoryTalk Policy Manager is accessible to the computer with
FactoryTalk Linx on it.

e Via FactoryTalk Administration Console
If the computer with FactoryTalk Policy Manager is not accessible to the
computer with FactoryTalk Linx on it, you must use the FactoryTalk

Administration Console method.

When you use the FactoryTalk Administration Console method, you
remove the CIP Security policy configuration from FactoryTalk Linx.

You must then go back to FactoryTalk Policy Manager to delete the

computer with FactoryTalk Linx, and then you redeploy the model so that
other devices can update their trust models.
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Remove Security Configuration From FactoryTalk Linx Via FactoryTalk Policy Manager

1. In the FactoryTalk Policy Manager navigation bar, select Devices, and then
select the device.

= PORT PROPERTIES
Cordi JoE-ERATR () 19216818
219850866RS3 (T, 19L16814  Zone
i) 2196-5086-ERST 19216612 el Certificate 0
it Do
Elnert
192 148 1 4
Zorw 1 -
& O esanie port HTTP (80)
okl Seag

()
Reload Logged On Help

i 0

Properties

c‘Q
Conduits

1756-ENATR (2) 192.168.1.5 Zone 1 Certificate 0

192.168.1.4

1756-EN4TR 192.168.1.1 Certificate

@ 2198-5086-ERS3 192.168.1.2 Zone2 Certificate 0

Deleted Devices

@

Global Sertings

CONNECTED [3)

3. Deploy the security model as described starting on page 45, and choose to

reset the communication channels During deployment.
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Remove Security Configuration From FactoryTalk Linx Via FactoryTalk Administration

1. Start FactoryTalk Administration Console for an IACS that is online and
has a CIP Security policy in place.

2. At the bottom of the Explorer pane, click the Communications tab.

* FactoryTalk Administration Conscle
File View Tools Window Help
H& |
e
e
= - FactoryTalk Linx - Desktop, VIEWSE-S3
- 1789-A17, Backplane
s EtherNet, AB_ETH-1
a-#s Etherhet, AB_ETHIP-1
@ a5 Etherhlet, Ethernet
@ &s EtherNet, LEVEL2 plcS
@-5s Etherhet, LEVEL3_SITE_OPs

FactoryTalk Linx Instance01 Server

Mode: Onli i
Appiicke o R

\

3. Right-click the FactoryTalk Linx and choose Properties.

& FactoryTalk Administration Console
File View Tools Window Help

herhlet, AB_ETH-1

&5 Etherblet, AB_ETHIP-1
| &5 EtherNet, Ethernet
=z
a5

The Device Properties dialog box appears.
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4. Complete the following steps.
a. Click the CIP Security tab.
b. Click the Reset CIP Security.
c. Click OK.

Device Properties X
General Mv

CIP Securtty Configuration State Unknown!

a Factory Default / Disabled Settings

For more information on how to use FactoryTalk Administration Console, see
the software online help.
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Remove the Security Configuration From a Device

You can use the following ways to remove the CIP Security configuration from
adevice:

e Via FactoryTalk Policy Manager - Two methods with this option.
— Option 1 - Change the device security policies.

— Option 2 - Delete the device from the model.

The FactoryTalk Policy Manager methods only work if the computer
with FactoryTalk Policy Manager is accessible to the device.

e Reset device to factory default settings

If the computer with FactoryTalk Policy Manager is not accessible to the
device, you can use this method.

Remove Security Configuration From a Device via FactoryTalk Policy Manager - Option 1

1. In the FactoryTalk Policy Manager navigation bar, select Devices, and then
select the device.

[0 Desanie port HTTP (80)

PORT PROPERTIES are displayed.
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2. In the Policies area, change the security policies for the device.

In Zone, choose cither Unassigned or a zone that is not CIP Security

enabled.

PORT PROPERTIES

7oA

) ) o o o - 2198-5086-ERS3 (2)

Conduite 1756-ENATR (2) 192168.1.5  Zonel Certificate 1 2198-5086-ERS3
” 2198-5086-ERS3
2198.SOB6-ERS3 (2) 192.168.1.4  Zonel Certificate 1
General
vice: 1756-ENATR 192168.1.1  Zone2 Certificate ]
il 2198-S086-ERS3 19216812  Zone2 Certificate ]

Deleted Devices

Ethernet

UnaSS\%&d

PC Zone

@

Global Settings

CONNECTED [5)

3. Deploy the security model as described starting on page 45, and choose to

reset the communication channels During deployment.

The device security configuration is reset to none.
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Remove Security Configuration From a Device via FactoryTalk Policy Manager - Option 2

1. In the FactoryTalk Policy Manager navigation bar, select Devices, and then
select the device.

PORT PROPERTIES

21988086 ERS3(2)

Condins 175G ENATR Q) 19216815 Zonel Cennicae y SVie s s

2109S0B6-ERS3 (2, 19216814

2198-S080-ERS3

2196-5086-ERST 192.1661.2 el Certificate 0

Elnert

[0 Desanie port HTTP (80)

Giokal Srmag

1756-ENATR (2) 192.168.1.5 Zone 1 Certificate 0

192.168.1.4

1756-EN4TR 192.168.1.1 Certificate

ﬁ‘ 2198-5086-ERS3 192.168.1.2 Zone2 Certificate 0

Deleted Devices

@

Global Sertings

CONNECTED [3)

3. Deploy the security model as described starting on page 45, and choose to

reset the communication channels During deployment.

IMPORTANT  If the device cannot be reached when the Deploy attempts to clear the security
configuration from the device, the attempt fails and the security configuration
remains in the device.
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Remove Security Configuration From a Device By Resetting Device to Factory Default State

You can remove the CIP Security configuration from a device by resetting the
device to its factory default state.

IMPORTANT  The methods by which you reset devices to their factory default, and the
conditions of each device when it is in its factory default state, vary.

Before you reset a device to its factory default state to remove the security
configuration, be aware of the impact the reset can have on your IACS in
general.

Resetting a device to its factory default state can affect the overall system in
ways unrelated to CIP Security.

For information on how to reset a device to its factory default state, see the
technical documentation for the device.
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This section describes an example IACS with CIP Security™ implemented.

In the first phase of the CIP Security implementation, you secure communication
between the Computer (PC) zone and each IACS zone. The degree to which you
secure communication depends on your system needs.

For more information on the CIP Security properties that you can use to secure
communication, see Secure Data Transport on page 14.

We recommend that you secure communication between the Computer zone to
each IACS zone because it presents the most vulnerabilities from Windows-
based operating systems.

In this phase, you complete the following tasks:
o Create Zones

e Create Zone-to-Zone Conduits

e Deploy Security Policies
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Create Zones

Create zones and all applicable devices including CIP Security-capable and
non CIP Security-capable devices.

e PC Zone (FactoryTalk® Site servers and engineering workstations [EWS])
e Cell Zone A (Controller zone)

o Cell Zone B (I/O zone)

e Cell Zone C (Controller zone)

Figure 8 - CIP Security Architecture - Zones

PCZone
—
FactoryTalk Policy Manager
actory . o
FactoryTalk System Services Studio 5000 Logix Designer®
FaCtOryTalk Linx IIIIIII Fa(tOryTalleEW
iy |
CellZone A Cell Zone B Cell Zone C
S\ [0 = > I
ol B2 = ol B 2 =
C=CE r SSTE
==== = ==c
L85_Line1 —_— L85_Motion
1756-EN4TR module PanelView Plus 1756-EN4TR module
terminal_1 STy
Kinetix® 5700 Kinetix 5700
servo drives_1 servo drives__2

PanelView Plus™ PanelView Plus
terminal_2 terminal
PowerFlex®755T  PowerFlex 755T PowerFlex 755T  PowerFlex 755T
drive_1 drive_2 drive_1 drive_2
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Table 9 is a security matrix with zones and devices.
Table 9 - Security Matrix - Zones
PCZone Software CellZone A CellZone B Cell Zone C
FactoryTalk Linx" L85_Linel Kinetix 5700 servo drives_1 L85_Motion
FactoryTalk Policy Manager
FactoryTalk System Services
Studio 5000 Logix Designer(™ 1756-EN4TR module Kinetix 5700 servo drives_2 1756-EN4TR module
FactoryTalk View
PanelView Plus terminal_1(2) PanelView Plus terminal®
PanelView Plus terminaI_Z(Z) PowerFlex 755T drive_1 @
PowerFlex 755T drive_1 @ PowerFlex 755T drive_Zm
PowerFlex 755T drive_Z(Z)
(1)  This group of software is installed on the same server/computer.
(2)  This device is not CIP Security-capable.
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Create Zone-to-Zone Conduits

Create zone-to-zone conduits for secure CIP-connection from the
FactoryTalk Linx data server and engineering workstation in the PC zone
to each of the respective Controller zones named Cell Zone A, B, and C.

e PCZoneto Cell Zone A
e PCZoneto Cell Zone B
e PC Zoneto Cell Zone C

Figure 9 - CIP Security Architecture - Conduits

FactoryTalk Policy Manager

FactoryTalk System Services Studio 5000 Logix Designer
FactoryTalk Linx FactoryTalk View
CellZone A Cell Zone C

185_Linel
1756-EN4TR module

PanelView Plus

terminal_1

| o
L ] L]
. I -1
B 7]
PanelView Plus
terminal_2
PowerFlex 755T  PowerFlex 755T
drive_1 drive_2

L85_Motion
1756-EN4TR module

Kinetix 5700 Kinetix 5700
servo drives_1 servo drives_2
: - ] ]
» w 3 L ] L]
- = ﬂ n

PanelView Plus
terminal

PowerFlex 755T  PowerFlex 755T
drive_1 drive_2
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Table 11 is an example of an updated security matrix after conduits are identified
and organized.

Table 10 - Security Matrix - Conduits

Destination
Source PCZone Cell Zone A Cell Zone B Cell Zone C
PCZone Permit") Conduit 1: Zone-to-Zone Conduit 2: Zone-to-Zone Conduit 3: Zone-to-Zone
Cell Zone A Conduit 1: Zone-to-Zone Permit Denied Denied
Cell Zone B Conduit 2: Zone-to-Zone Denied Permit Denied
Cell Zone C Conduit 3: Zone-to-Zone Denied Denied Permit

(1) Default pathway.

Configure Conduit Security Policies

Configure the conduit security policies that use certificates and message integrity
in the following ways:

e Between the FactoryTalk Linx software to the ControlLogix” 5580
controller in Cell Zone A (Controller zone).

Between the FactoryTalk Linx software and the Kinetix 5700 drives in

Cell Zone B (I/O zone).

From the FactoryTalk Linx software to the ControlLogix 5580 controller
in Cell Zone C (Controller zone) through a 1756-EN4TR

communication module.

Optionally, you can apply Whitelisting from the PC zone to each IP address of
the non CIP Security-capable devices.
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Figure 10 - CIP Security Architecture - Conduit Security Policies

FactoryTalk Policy Manager
FactoryTalk System Services
FactoryTalk Linx

Studio 5000 Logix Designer
FactoryTalk View

CellZone A

£=
==

L85_Line1
1756-ENATR module

PanelView Plus

(= | —
=
B
PanelView Plus
terminal_2
PowerFlex 755T
drive_1

L85_Motion
1756-EN4TR module

terminal_1 T T
Kinetix 5700 Kinetix 5700
servo drives_1 servo drives_2
4—'—'7"—>
1 e ; e = =
!- 9- .-
-1
] [] []
PanelView Plus
terminal
PowerFlex 755T PowerFlex 755T  PowerFlex 755T
drive_2 drive_1 drive_2
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éj Integrity

&9 (ertificate

Whitelisted

<= — - IonetoZone Conduit

Rockwell Automation Publication SECURE-ATO0TA-EN-P - September 2019




CIP Security Implementation Example Architecture  Chapter 4

I[able 11 is an example of an updated security matrix after the conduit securit
y y
policies are conﬁgured.

Table 11 - Security Matrix - Conduit Security Policies Matrix

Secure Linx Communication: Conduits 1, 2, and 3 Zone to Zone Security Policy

PCZone CellZone A Certficats

- (Certificates
Z.on.e to Z.o: : TalkLi PCZone Cell Zone B + Integrity

(Secure communication with FactoryTalk Linx.) . Confidentiality
PCZone Cell Zone C
Trusted IP (whitelisting) Zone Device-to-Zone Device
(Non CIP Security-capable devices) - 185_Line1(192.168.1.8)

« 1756-EN4TR module (192.168.1.9)
- PanelView Plus terminal_1(192.168.1.10)

Cell Zone A-Devices | . eiew Plus terminal_2 (192.168.1.11)

PCZone « PowerFlex 755T drive_1(192.168.1.12)
Device: FactoryTalk - PowerFlex 755T drive_2 (192.168.1.13)
Network Manager
IP address: 192.168.1.100 - L85_Motion (192.168.3.8)

« 1756-EN4TR module (192.168.3.9)

Cell Zone C- Devices « PanelView Plus terminal (192.168.3.10)
- PowerFlex 755T drive_1(192.168.3.11)
- PowerFlex 755T drive_2 (192.168.3.12)

Deploy Security Policies

Deploy the security policies to the devices as described on page 45.
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Phase Two of In the second phase of the CIP Security implementation, you secure
. communication between device to device for micro-segmentation. You use the
Implementatlon existing zones that are created in the first phase.

Create a Device-to-Device Conduit

Create a device-to-device conduit for secure CIP-connection from the
ControlLogix 5580 controller in Cell Zone A (Controller zone) to the
ControlLogix 5580 controller in Cell Zone C (Controller zone).

Figure 11 - CIP Security Architecture - Device-to-Device Conduit Added

FactoryTalk Policy Manager ) L
FactoryTalk System Services Studio 5000 Logix Designer
FactoryTalk Linx FactoryTalk View

N

Cell Zone C

—HED

Cell Zone A

O - ==+ = - i gy
= =
i [‘ =55
L85_Linel L85_Motion
1756-ENATR module PanelViewPlus 1756-ENATR module
terminal_1 =
Klnetlx 5700 Klnet|x 5700
servo drives_1 servo drives_2
—B— =0 =C —0— =@ =B
T O3 T .
owe 1] 1] =gs [7] B
PanelView Plus PanelView Plus
terminal_2 terminal
PowerFlex 755T  PowerFlex 755T PowerFlex 755T  PowerFlex 755T
drive_1 drive_2 drive_1 drive_2
& Integrity ~a}- — >  ZIonetoZone Conduit
B Certificate <= — P Device to Device Conduit

Whitelisted
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Create a Zone-to-Device Conduit

Create a zone-to-device conduit from the Kinetix 5700 drives in Cell Zone B
(I/O zone) to the ControlLogix 5580 controller in Cell Zone C (Controller

zone).

Figure 12 - CIP Security Architecture - Zone-to-Device Conduit Added
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Table 12 is an example of an updated security matrix after conduits are identified

and organized.

Table 12 - Security Matrix - Device-to-Device and Zone-to-Zone Conduits Added

Destination
Source PCZone Cell Zone A Cell Zone B Cell Zone C
PCZone Permit") Conduit 1: Zone-to-Zone Conduit 2: Zone-to-Zone Conduit 3: Zone-to-Zone
Cell Zone A Conduit 1: Zone-to-Zone Permit Denied Conduit 4: Device-to-Device
Cell Zone B Conduit 2: Zone-to-Zone Denied Permit Conduit 5: Zone-to-Device
Cell Zone C Conduit 3: Zone-to-Zone Denied Denied Permit

(1) Default pathway.
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Create Conduit Security Policies

Create the conduit security policies that use certificates, message integrity, and
data encryption between endpoints in Conduit 4 and Conduit 5.

Figure 13 - CIP Security Architecture - Conduit Security Policies

5
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Table 13 - Security Matrix - Conduit Security Policies Matrix

Table 13 is an example of an updated security matrix after the conduit security
policies are configured.

Secure Linx Communication: Conduits 1, 2, and 3 Zone-to-Zone Security Policy
PCZone CellZone A Certificats
« Certificates
Z.on.e to ane . PCZone Cell Zone B « Integrity
(Secure communication with FactoryTalk Linx.) . Confidentiality
PCZone Cell Zone C
Secure Controller Communication: Conduit 4 Device-to-Device Security Policy

(Secure communication with originator and target)

185_Linel

L85_Motion

« C(ertificates
+ Integrity
« (Confidentiality

Secure 1/0 Communication: Conduit 5

Zone-to-Device

Security Policy

(Secure communication with originator and target) L85_Motion Cell Zone B - C(ertificates
+ Integrity
« (Confidentiality
Trusted IP (whitelisting) Zone Device to Zone Device
(Non CIP Security-capable devices) - 185_Line1(192.168.1.8)
« 1756-EN4TR module (192.168.1.9)
Cell Zone A - Devices - PanelView Plus terminal_1(192.168.1.10)
« PanelView Plus terminal_2 (192.168.1.11)
PCZone « PowerFlex 755T drive_1(192.168.1.12)
Device: FactoryTalk - PowerFlex 755T drive_2 (192.168.1.13)
Network Manager

IP address: 192.168.1.100

Cell Zone C- Devices

« L85_Motion (192.168.3.8)

« 1756-EN4TR module (192.168.3.9)

« PanelView Plus terminal (192.168.3.10)
- PowerFlex 755T drive_1(192.168.3.11)
- PowerFlex 755T drive_2 (192.168.3.12)

Deploy Security Policies
Deploy the updated security policies to the devices as described on page 45.
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Rockwell Automation Support

Use the following resources to access support information.

Technical Support Center Knowledgebase Articles, How-to Videos, FAQs, Chat, | https://rockwellautomation.custhelp.com/
User Forums, and Product Notification Updates.
Local Technical Support Phone Locate the phone number for your country. http://www.rockwellautomation.com/global/support/get-support-
Numbers now.page
Direct Dial Codes Find the Direct Dial Code for your product. Use the | http://www.rockwellautomation.com/global/support/direct-dial.page
code to route your call directly to a technical support
engineer.
Literature Library Installation Instructions, Manuals, Brochures, and http://www.rockwellautomation.com/global/literature-library/
Technical Data. overview.page
Product Compatibility and Download | Get help determining how products interact, check | http://www.rockwellautomation.com/global/support/pcdc.page
Center (PCDC) features and capabilities, and find associated
firmware.

Documentation Feedback

Your comments will help us serve your documentation needs better. If you have any suggestions on how to improve this

document, complete the How Are We Doing? form at http://literature.rockwellautomation.com/idc/groups/literature/
documents/du/ra-du002_-en-e.pdf.

Rockwell Automation maintains current product environmental information on its website at http:

Allen-Bradley, ControlLogix, FactoryTalk, GuardLogix, Kinetix, Logix 5000, PanelView, POINT I/0, Rockwell Automation, Rockwell Software, Stratix, Studio 5000 Logix Designer, and Trusted, are trademarks of Rockwell Automation, Inc.
CIP, CIP Security, EtherNet/IP is a trademark of ODVA, Inc.

Trademarks not belonging to Rockwell Automation are property of their respective companies.

Rockwell Otomasyon Ticaret A.S., Kar Plaza Is Merkezi E Blok Kat:6 34752 L;erenkéy, Istanbul, Tel: +90 (216) 5698400

www.rockwellautomation.com

Power, Control and Information Solutions Headquarters

Americas: Rockwell Automation, 1201 South Second Street, Milwaukee, W1 53204-2496 USA, Tel: (1) 414.382.2000, Fax: (1) 414.382.4444
Europe/Middle East/Africa: Rockwell Automation NV, Pegasus Park, De Kleetlaan 12a, 1831 Diegem, Belgium, Tel: (32) 2 663 0600, Fax: (32) 2 663 0640
Asia Pacific: Rockwell Automation, Level 14, Core F, Cyberport 3, 100 Cyberport Road, Hong Kong, Tel: (852) 2887 4788, Fax: (852) 2508 1846

Publication SECURE-AT001A-EN-P - September 2019

Copyright © 2019 Rockwell Automation, Inc. All rights reserved. Printed in the U.S.A.


http://www.rockwellautomation.com/rockwellautomation/about-us/sustainability-ethics/product-environmental-compliance.page

	CIP Security with Rockwell Automation Products Application Technique
	Table of Contents
	Preface
	Additional Resources

	1 - Industrial Security Overview
	Industrial Automation Control Systems Environment
	Security Threats
	Vulnerability and Exploits
	Security Assessment
	Defense-in-Depth Architecture
	CIP Security is an ODVA Standard
	Device Identity/Authentication
	Secure Data Transport


	2 - CIP Security-capable Rockwell Automation Products
	Software and Hardware
	CIP Security Software Applications
	CIP Security-capable Hardware Devices

	Benefits of Using Rockwell Automation Products
	CIP Security Properties
	CIP Security Profile and Attributes
	CIP Security Components

	CIP Security Policy Model
	Zone Security Policy Properties
	Conduit Security Policy Properties

	Limitations and Considerations
	Dual-port Devices
	CIP Bridging
	Network Address Translation
	ControlLogix Redundancy Systems
	Automatic Device Replacement
	RSLinx Classic Software


	3 - CIP Security Implementation Process
	Install, Plan, and Design the System
	Identify, Organize, and Create Zones
	Create a Zone
	Configure the Zone

	Identify, Organize, and Create Conduits
	Create a Conduit
	Configure the Conduit

	Identify and Create Security Features/Policies
	Deploy Security Model
	Back Up CIP Security Model
	Remove CIP Security Configuration
	Remove the CIP Security Configuration From a Software Application
	Remove the Security Configuration From a Device


	4 - CIP Security Implementation Example Architecture
	Phase One of Implementation
	Create Zones
	Create Zone-to-Zone Conduits
	Configure Conduit Security Policies
	Deploy Security Policies

	Phase Two of Implementation
	Create a Device-to-Device Conduit
	Create a Zone-to-Device Conduit
	Create Conduit Security Policies
	Deploy Security Policies


	Index

	Back Cover


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.5
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 1
  /Optimize true
  /OPM 1
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Average
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 2.00000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Average
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 2.00000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Average
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


