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EtherNet/IP Device Level Ring Application Technique

Summary of Changes

This publication contains the following new or updated information. This list includes substantive updates only and is not intended to reflect
all changes.

Topic Page
Added support for Stratix® 5800 switches throughout
Moved content about installing devices and completing physical connections to Chapter 1: Device Level Networks 1
Moved content about types of rings to new Chapter 2: Typical Implementations 17
Moved content about Stratix features into new Chapter 3: DLR Features for Stratix Switches 2
Revised Redundant Gateway Traffic Flow section 23
Revised Uplink to Other Resiliency Technologies section 4
Added Chapter 3: Stratix Switch Configuration Examples 47
Updated DLR Faceplate section in Chapter 5: DLR Network Monitoring 92
Updated Table 13: MSG Instruction Configuration Values 94
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Preface

About This Publication
This publication describes DLR network operation, topologies, configuration considerations, and diagnostic methods.
Download Firmware, AOP, EDS, and Other Files

Download firmware, associated files (such as AOP, EDS, and DTM), and access product release notes from the Product Compatibility and
Download Center at rok.auto/pedc.
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Chapter ]

Device Level Ring Networks

Device Level Ring (DLR) is an EtherNet/IP™ protocol that is defined by ODVA. DLR provides a means to detect, manage, and recover from
single faults in a ring-based network.

A DLR network includes the following types of ring nodes.

Node Description

A ring supervisor provides these functions:

« Manages traffic on the DLR network

Ring supervisor « Collects diagnostic information for the network

A DLR network requires at least one node to be configured as ring supervisor.
By default, the supervisor function is disabled on supervisor-capable devices.

Ring participants provide these functions:

« Process data that is transmitted over the network.

Ring participants « Pass on the data to the next node on the network.

« Report fault locations to the active ring supervisor.

When a fault occurs on the DLR network, ring participants reconfigure themselves and relearn the network topology.

Redundant gateways are multiple switches that connect to a DLR network and also connect together through the rest of the network.

Redundant gateways (optional) Redundant gateways provide DLR network resiliency to the rest of the network.

Depending on their firmware capabilities, both devices and switches can operate as supervisors or ring participants on a DLR network. Only
some DLR devices, such as switches, can operate as redundant gateways.

DLR Network Operation

During normal network operation, an active ring supervisor uses beacon and other DLR protocol frames to monitor the health of the network.
The backup ring supervisor and other ring participants monitor the beacon frames to track transitions between normal and faulted
connections in the ring.

A DLR configuration includes the following beacon-related parameters:
« Beacon interval—The frequency the active ring supervisor uses when transmitting a beacon frame through both of its ring ports.

« Beacon timeout—The amount of time that supervisor or ring nodes wait for the reception of beacon frames before they time out and
take an action.

These parameters impact network recovery performances. For information on recovery performance times, see Appendix A.
During normal operation, one of the network ports on the active supervisor is blocked for DLR protocol frames. However, both network ports

continue to send beacon frames to monitor network health. Figure 1shows the transmission of beacon frames from the active ring
supervisor.
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Chapter 1 Device Level Ring Networks

Figure 1- Normal DLR Network Operation
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While Allen-Bradley® products with DLR technology support beacon frames, there is another category of ring nodes that supports announce
frames. The active supervisor sends announce frames out one of its ports once per second or upon detection of a ring fault. DLR networks
with announce that frame nodes have slightly longer recovery times than beacon frame nodes.

Ring Supervisor

A DLR network requires at least one node to be configured as ring supervisor. The ring supervisor provides these functions:
»  Manages network loops
«  Determines active or backup status
« Verifies ring integrity
« Reconfigures the ring to recover from a network fault
«  Performs ring diagnostics
«  Provides IP addresses to ring nodes when configured as a DLR DHCP server

At any point in time, there is only one active supervisor on a DLR network:

«  When multiple nodes are enabled as supervisor, the node with the numerically highest precedence value becomes the active ring
supervisor. The other nodes automatically become backup supervisors.

« If multiple supervisors are configured with the same precedence valug, the node with the numerically highest MAC address becomes
the active supervisor.

Alimited number of devices can operate as a DLR supervisor. For a complete list of supervisor-capable devices, see Knowledgebase article
Devices That Can Be a Supervisor on Device Level Ring (DLR).

IMPORTANT  Aring that is configured without a supervisor constitutes an unmanaged network loop. This loop can result in unicast,
multicast, or broadcast storms that cause disruptions to network communication. The ring supervisor maintains loop-
free topologies by blocking on one of its two DLR ring ports. The supervisor only opens the port when a ring topology
change is detected.
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Chapter 1 Device Level Ring Networks

For an EtherNet/IP tap operating as a ring supervisor, follow these guidelines:
«  Only configure an EtherNet/IP tap in your I/0 configuration if you plan to enable the tap as a ring supervisor.
« Ifyou do not plan to use an EtherNet/IP tap as a ring supervisor, we recommend that you do not add it to your I/0 configuration.

If you plan to configure an EtherNet/IP tap as a ring supervisor via software, you must first assign it an IP address. An IP address is not
required for an EtherNet/IP tap in a ring that is not a ring supervisor or that uses a DIP switch to enable its supervisor function.

Backup Supervisor

While a backup supervisor is not required on a DLR network, we recommend that you configure at least one backup ring supervisor for your
ring network.

During normal operation, a backup supervisor operates as a ring participant. If the active supervisor node operation is interrupted, the
backup supervisor with the next numerically highest precedence value becomes the active supervisor.

Ring Participants

A ring participant is a node that processes data that is transmitted over the network or passes on data to the next node on the network.
When a fault occurs on the DLR network, ring participants reconfigure themselves and relearn the network topology. Ring participants also
report fault locations to the active ring supervisor.

Alimited number of devices can operate as ring participants. For a complete list of DLR-capable ring participants, see Knowledgebase article
List of Embedded Switch DLR Capable Devices.

IMPORTANT  Only connect DLR-capable devices directly to the ring network. Connect non-DLR devices to the ring network via a DLR-
capable Stratix® switch or EtherNet/IP tap.

Advanced DLR Features

Some Stratix switches support the following advanced features.
Redundant gateways

Multiple rings

«  DHCP for ring devices

«  DLR VLAN trunking

For more information about implementing these features, see Chapter 3.

DLR Network Requirements and Restrictions

Know the requirements and restrictions for the following aspects of a DLR network:
«  Number of ring nodes
«  Switch ports
» Multicast groups
« Ring speed
«  CIP Sync™ Time Synchronization/Precision Time Protocol (PTP)

Number of Ring Nodes

For all types of rings, we recommend that you limit a DLR network to 50 or fewer nodes. If your application requires more than 50 nodes, we
recommend that you segment the nodes into separate DLR networks. For rings of only switches, we recommend that you use no more than
24 switches and 230 end devices.

IMPORTANT  If you use more than 50 nodes in a DLR network, be sure to test your application before production.

Too many ring nodes can result in a higher probability of multiple faults, slower fault detection and recovery time, and
decreased network performance.
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Chapter 1 Device Level Ring Networks

Switch Ports

Only predesignated ports on a switch can connect to the DLR network. To determine valid DLR ports, refer to the user manual for the switch.

The following table lists required settings for DLR ports.

Port Parameter Setting

Administrative mode Access or Trunk mode

Smartport role None, Multiport Automation Device, or Switch for Automation
Duplex Full-duplex mode

Certain features are not supported on DLR ports. Unsupported features include, but are not limited to, the following. Do not configure these
features on DLR-enabled ports:

«  EtherChannel

«  Network Address Translation (NAT)
« Resilient Ethernet Protocol (REP)

- Spanning Tree Protocol (STP)

«  Parallel Redundancy Protocol (PRP)
« Flex Links

«  802.7x Security

« MAC ID-based port security

Non-DLR ports on the same switch still support these features.

Multicast Groups

Exceeding the multicast group threshold for a switch can result in the following network issues:
« Dropped traffic
«  Poor port performance
«  Poor error recovery
« Intermittent performance issues
«  Poor handling of bursts in traffic

For multicast group limits, refer to the user manual for the switch.

Ring Speed

A ring must operate at one speed: either 100 Mbps or 1Gbps. Ring nodes cannot communicate at different speeds within the same ring. A
uniform ring speed is required to make sure each connection in a ring functions and to help prevent packet loss from buffer overruns.

A switch that supports multiple rings, such as a Stratix 5400 switch, can have each ring operate at different speeds. For example, Ring 1can
operate at 100 Mbps, Ring 2 can operate at 1Gbps, and Ring 3 can operate at 100 Mbps.

To achieve a uniform ring speed, follow these configuration rules for ring nodes:
- If all ring nodes can operate at the same highest speed (100 Mbps or 1 Gbps), set all connected ports to auto-negotiate speed.
For example, if all ring nodes are 1756-EN2TR devices, configure all connected ports to auto-negotiate.

Device Capability | Port Speed Configuration
1 |1756-EN2TR 100 Mbps Auto-negotiate
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Chapter 1 Device Level Ring Networks

- If one ring node can operate at a higher speed (1 Gbps) than the others, but adjacent ring nodes on both sides can only operate at
100 Mbps, set all connected ports to auto-negotiate speed. The 1Gbps-capable device can negotiate to 100 Mbps and does not require
you to fix its speed to 100 Mbps.

For example, if you insert one 1756-EN4TR device into a ring of 1756-EN2TR devices, configure all connected ports to auto-negotiate.
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Device Capability Port Speed Configuration
1 [1756-EN2TR  |100 Mbps Auto-negotiate
2 |1756-EN4TR {100 Mbps or 1Gbps |Auto-negotiate

- If a pair of adjacent ring nodes can operate at a higher speed (1 Gbps) than others that can only operate at 100 Mbps, fix the port
speed between the pair of 1Gbps-capable devices to 100 Mbps to keep them from communicating at 1 Gbps with each other.

For example, if two adjacent 1756-EN4TR ring nodes are redundant adapters in slots 0 and 10f a ControlLogix® I/0 chassis, and the ring
contains devices running at 100 Mbps, then facing ports on both devices between the two 1756-EN4TR ring nodes must use a fixed
speed of 100 Mbps.
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Device Capability Port Speed Configuration
1 [1756-EN2TR {100 Mbps Auto-negotiate

g The connection between the pair of 17756-ENATR devices is fixed at 100 Mbps.
2 |TToB-EN4TR 100 Mbps or 1 Gbps The connection between each 1756-EN4TR and 1756-EN2TR device is set to auto-negotiate.

Unlike speed/duplex settings, auto-MDIX is not required on both ends of a connection. If one end device has auto-MDIX enabled,
O then a cross-over cable is not required.

CIP Sync Time Synchronization/Precision Time Protocol (PTP)

DLR networks support control applications that require the |EEE 1588 standard for Precision Time Protocol (PTP), also known as CIP Sync™
Time Synchronization. For example, DLR networks can be used with time-centric motion applications that include drives.

These PTP modes are supported on switches in a DLR network:

«  Switches that are configured as redundant gateways must be configured for Boundary mode. In Boundary mode, the switch
participates in selecting the best master clock.

«  Other switches that are not configured as redundant gateways support both Boundary mode and End-to-End Transparent mode.

IMPORTANT  Not all DLR-capable switches support the IEEE 1588 standard. To make sure that delays are compensated in a time-
critical application in a ring, we recommend that you select a switch that supports the IEEE 1588 standard.

ControlLogix Redundancy System with DLR

You can use ControlLogix redundancy with DLR for network resiliency in a high availability system.

For more information about ControlLogix redundancy with DLR networks, see the following resources:
« High Availability Systems Reference Manual, publication HIGHAV-RM002
» Knowledgebase article Using ControlLogix Redundancy 1756-EN2TR Modules as the DLR Supervisor
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Chapter 1 Device Level Ring Networks

« Knowledgebase article DLR Active Supervisor IP Address Not Updated After Redundancy Switchover
Fault Management

A DLR network can help protect your application from interruptions that are caused by a fault. To maintain the resiliency of a ring, configure
your application so that it monitors the health of the ring itself. The ring can be faulted while all higher-level network functions, such as 1/0
connections, operate normally.

You can obtain fault location information from the active supervisor or the DLR faceplate, if installed. For more information on how to obtain
fault location information, see Chapter 5, DLR Network Monitoring.

After a fault occurs, the active supervisor reconfigures the network to continue sending data on the network.

Figure 2 shows the network configuration after a failure occurs. The active ring supervisor passes traffic through both of its ports and
maintains communication on the network.

Figure 2 - Network Reconfiguration After Fault
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DLR network connections can be copper, fiber, or a combination of both. To find specifications for EtherNet/IP taps, Stratix switches, and
SFP modules, see the Stratix Ethernet Device Specifications Technical Data, 1783-TD002. To choose a cable type, use the following
guidelines.

Cable Type Data Rate Device Compatibility
Singlemode fiber (SMF) e ’gggg Stratix switches

100 Mbps | EtherNet/IP taps (100 Mbps only)

Multimode fiber (MHF) 1Gbps | Stratix switches
EtherNet/IP taps (100 Mbps only)
Copper e ’gggg EtherNet/IP devices (100/1 6b)

Stratix switches
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Chapter 1 Device Level Ring Networks

Figure 3 shows devices and switches in a DLR network with a mix of media.

Fiber-optic cable is used to connect these devices:
«  EtherNet/IP tap to EtherNet/IP tap
«  EtherNet/IP tap to Stratix switch
«  Stratix switch to Stratix switch

Copper cable is used to connect the Stratix switch to the EtherNet/IP tap.

Figure 3 - Mixed Media in DLR Network
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For more information about how to use fiber media to extend a DLR network across long distances, see the Physical Infrastructure for the
Converged Plantwide Ethernet Architecture Application Guide, publication ENET-TD020.
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Order of Configuration

To configure a DLR network, you must complete these steps in the following order:
1. Install and Configure Devices on a DLR Network.
2. Complete the Physical Connections of the Network on page 15.

Install and Configure Devices on a DLR Network

To configure a DLR network, start with a linear network by temporarily leaving the Ethernet segment between two nodes disconnected from
each other.

IMPORTANT  Before you fully connect all ring nodes, you must do the following:

« Configure a ring supervisor

« Complete the DLR configuration of all switches in the ring

If you fully connect your DLR network without a supervisor configured, the network can experience a network storm. A
network storm can render the network unusable until one link is disconnected and at least one supervisor is enabled.

IMPORTANT  If your DLR network includes redundant gateways, you must complete the redundant gateway configuration before you
connect the uplink ports to the outside network.

Figure 4 - DLR Network with One Link Disconnected

P

e

Y
;
;

s ] —

One physical connection is not made.

Use the installation instructions for each device to connect it to the network. You can view or download Rockwell Automation publications at
http://www.rockwellautomation.com/literature/.
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Complete the Physical Connections of the Network

After you configure a ring supervisor, you must complete the physical connection between all nodes to establish a complete and functioning
DLR network.

IMPORTANT  If you fully connect your DLR network without a supervisor configured, a network storm can result. A network storm can
render the network unusable until one link is disconnected and at least one supervisor is enabled.

IMPORTANT  If your DLR network includes switches, you must complete the DLR configuration of all switches before you complete the
physical connection between all nodes.

IMPORTANT  If your DLR network includes redundant gateways, you must complete the redundant gateway configurations before you
connect the uplink ports to the outside network.

The following figure shows an example DLR network with all physical connections complete.

Figure 5 - DLR Network with All Links Connected

Last physical connection is made. %
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Notes:
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Chapter 2

DLR Implementations

There are three typical implementations of a DLR network:

« Ring of Devices
« Ring of Devices and Switches
« Ring of Switches

Ring of Devices

A simplistic implementation of DLR is a ring of DLR-capable devices. In Figure 6, devices without DLR capability connect to the ring via
EtherNet/IP taps. In this example, EtherNet/IP taps are configured as ring supervisors.

For configuration examples, see Chapter 4 on page 47.

Figure 6 - Ring of Devices
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Chapter 2 DLR Implementations

Ring of Devices and Switches

Figure 7 shows a ring of both DLR-capable devices and switches:
« If configured as a ring supervisor, a Stratix® switch provides consolidated status and diagnostics for the DLR network.
« A Stratix switch connects the ring to the outside network and also connects a non-DLR device to the ring.

For configuration examples, see Chapter 4 on page 47.

Figure 7 - Ring of Devices and Switches
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Chapter 2 DLR Implementations

Ring of Switches

A DLR network can consist solely of DLR-capable switches and still support a high-speed convergence time of 3 ms or less.
Limit one ring to no more than 24 switches and 230 end devices.
For configuration examples, see Chapter 4 on page 47.

Figure 8 - Ring of Switches
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Notes:
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Chapter 3

DLR Features for Stratix Switches

Some Stratix® switches support these DLR features:
« Redundant Gateways

« DLRDHCP
«  Multiple Rings

«  VLAN Trunking

To determine the supported features on a switch, refer to the switch user manual.

IMPORTANT  When using the DLR features described in this chapter, be aware of the unsupported network architectures that are
described on page 44.

Redundant Gateways

A ring with redundant gateways uses multiple switches to provide multiple connections from a ring to the outside network infrastructure
(Figure 9). If you need only one connection to the outside network, redundant gateways are not necessary. However, they provide an
additional layer of network resiliency for the loss of an uplink connection.

Switches that function as redundant gateways can be either ring supervisors or ring participants. DLR must be enabled and configured on
both gateway switches.

For configuration examples, see Stratix Switch Configuration Examples on page 47.
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Figure 9 - Ring with Redundant Gateways
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You can configure multiple gateways and assign each gateway a precedence value. Only one gateway can be active at any given time. A
backup gateway uses the configuration of the active gateway if the active gateway becomes inactive. The network can switch from the
active gateway to a backup gateway within 14 ms...6.1 seconds depending on the uplink network redundancy protocol.

IMPORTANT  Redundant gateway uplink functionality is limited to Stratix switches.

IMPORTANT  The redundant gateway feature requires all devices on the ring to be compatible with redundant gateway.
Connections to devices wired to or through a DLR network can be lost upon a gateway changeover if all DLR network
devices are not compatible with redundant gateway.

For more information about redundant gateway compatibility, see Knowledgebase Technote Using Device Level Ring

(DLR) Redundant Gateway.
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Chapter 3 DLR Features for Stratix Switches

Redundant Gateway Traffic Flow

Figure 10 is an example of a switch that is configured for redundant gateway. All ports are assigned to VLAN 1.

Figure 10 - Redundant Gateway Switch Ports
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When the switch acts as the active redundant gateway, traffic on the switch that is assigned to VLAN 1can flow between all ports (A, B, C, D,
and E).

When the switch acts as a backup redundant gateway, traffic can no longer flow between the DLR ports (A, B) and the other ports on the
switch (C, D, and E). To reach the ring, traffic on non-DLR ports (E) must flow through the uplink ports (C, D) to the outside network, and then
through the active redundant gateway.

IMPORTANT  Traffic flow restrictions from the backup gateway to the ring include Common Industrial Protocol (CIP™) and Device
Manager traffic. As a result, management traffic from a ring device to the backup gateway (CIP or webpage data)
must use this path:

« Exit the ring through the active gateway
« Flow through the outside network above the ring
- Enter the backup gateway through the uplink port.

If the backup gateway later becomes the active gateway, traffic then begins to flow between all ports.
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Chapter 3 DLR Features for Stratix Switches

Redundant Gateway Device Requirements

IMPORTANT  Both the active and backup gateway switches and all devices on the ring must have firmware that supports redundant
gateways.
Connections to devices wired to or through a DLR network can be lost upon a gateway changeover if all DLR devices do not
support redundant gateways.

To support redundant gateways, compatible Stratix switches require 10S release 15.2(4)EA or later.

To determine whether a device supports redundant gateways, see Knowledgebase Technote Using Device Level Ring (DLR) Redundant
Gateway.

Redundant Gateway Considerations

For the best performance with DLR redundant gateways, keep in mind these considerations:
«  Keep critical data within the ring.

« Do not directly connect devices that must communicate with DLR to either the active or backup redundant gateway switch. You can
connect devices in a linear or star topology to the redundant gateway switch if the devices can tolerate long periods of network
isolation.

« Multicast convergence times can be higher than expected for the following types of traffic on gateway uplink ports:
- |EEE 1588 CIP Sync™ traffic
- Multicast produce/consume tags

Multicast Traffic and Redundant Gateways

In redundant gateway applications, we recommend unicast for traffic moving between the DLR network and the outside network. However, if
your application requires that you use multicast traffic, we recommend that you enable the following IGMP features in Device Manager

(Figure T1):

IMPORTANT  These options are not available and are not required to be configured on a Stratix 5800 switch because the behavior
is enabled by default.

« Extended Flood—Enable this IGMP feature to help prevent the switch from dropping multicast packets before they reach the hosts
when IGMP snooping querier experiences a disruption.

« Solicit Query at TCN—Enable this IGMP feature to speed convergence time when an STP topology change occurs in the outside
network. When the feature is enabled on a non-root bridge switch in the spanning tree domain, the switch sends a topology change
notification (TCN) message to the active IGMP snooping querier. The querier then issues a general query message that causes hosts to
subscribe to multicast streams via report messages.

For more information about configuring these features, refer to the user manual for the switch.

Figure 11 - Recommended Features in Device Manager for Multicast Traffic
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Although the IGMP snooping querier is typically enabled only on the distribution switch, it is possible in some applications to enable multiple
IGMP snooping queriers per VLAN on these switches:

« Distribution switch
o Access switch

This scenario is outside the scope of this publication.
DLR DHCP

You can configure some Stratix switch models as a DLR DHCP server for devices in a ring. This feature provides IP addresses for devices in
the ring, but not other switches in the ring. A DLR DHCP server assigns IP addresses to devices based on their positions in the ring. This
feature makes sure that a replaced device receives the expected IP address. Replacement devices must be configured in DHCP or BOOTP
mode and placed in the same position in the ring as the previous device.

A switch can only assign IP addresses to ring devices when these conditions are met:
«  DLR DHCP is properly configured on the switch.
» The switch is configured as a ring supervisor.
« All connections in the ring are complete.
« Thering is in a healthy state with no faults.

Ring devices receive IP address changes from the switch when the ring converges after the loss of a network connection. If you assign a new
IP address to an active device, the new address does not take effect until the current address lease expires or the device restarts.

A mismatch between the number of configured devices and the number of physical ring devices triggers an alarm. This mismatch can be a
result of a topology change or a configuration change.

IMPORTANT Use caution with automatic IP address assignment when wiring DLR with similar devices. The controller cannot
detect incorrect IP addresses of identical devices in the wrong position.
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Figure 12 shows an example of a Stratix 5400 switch that is configured as a primary DHCP server in a ring. All devices on the ring have
assigned index numbers:

«  The primary DHCP server is always index number 1.

«  Starting from the primary DHCP server, the index numbers increment around the ring in order from the device connected to the lowest
DLR port on the primary server. In this example, the lowest DLR port on the primary server is Gil/5, so the device connected to Gil/5
has an index number of 2.

In this example, the primary DLR DHCP server recognizes IP address requests from ring devices 2, 3, and 5 and responds with the position-
based IP address that is specified in the DHCP table.

Table 1- Example DHCP Table for Ring Devices

Ring Device Index'? IP Address Host Name DHCP Pool
2 192.168.1.12 Rack 2 Pool 1
3 192.168.1.13 Rack 3 Pool 1
IA
5 192.168.115 Rack 5 Pool 1

(1) Device 1represents the primary DLR DHCP server and is not configurable. Because device 4 does not have an entry in the DHCP table, the DHCP
server does not provide an IP address for that device.

Figure 12 - DLR DHCP Example
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For step-by-step configuration examples, see Stratix Switch Configuration Examples on page 47.
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Backup DHCP Server (Optional)

IMPORTANT I you have an application that includes a backup DLR DHCP server, other DHCP features (including DHCP persistence)
are not supported on the primary DHCP server or the backup DHCP server.

If enabled, a backup DLR DHCP server runs on the backup ring supervisor and obtains its reference table automatically from the active DLR
DHCP server on the active ring supervisor. There can be multiple backup DLR DHCP servers in the ring.

If the primary DLR DHCP server fails, the following happens:
«  The backup ring supervisor becomes the active supervisor.
«  The backup DLR DHCP server on the backup ring supervisor becomes the active DLR DHCP server.
» The new active DLR DHCP server begins IP assignment and renewal for the ring until one of the following happens:
- The original active DLR DHCP server is restored.
- A new active DLR DHCP server is manually configured.

IMPORTANT Do not configure a DHCP table or DHCP address pool on the backup DLR DHCP server. Only configure DHCP on the active
DLR DHCP server.

Figure 13 shows a DLR network that includes a backup DLR DHCP server. A backup DLR DHCP server is an optional configuration.

Figure 13 - Optional Backup DLR DHCP Server
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«  Primary DLR DCHP Server « Backup DLR DCHP Server
Gil/6 Gil/5
= == = 2 e | i o
i g.n §3§.§S§:§3§.§8§ :
CIMEEH TN
\\ = = of o e E]
Ring Device 6 Ring Device b Ring Device 4 Ring Device 3
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DHCP Snooping

IMPORTANT  DHCP snooping must be enabled for ring participants to receive IP addresses from a DLR DHCP server reliably.

DHCP snooping is enabled by default on switches that are configured as DHCP servers. When DHCP snooping is enabled, DHCP address
assignments are restricted to the primary ring DCHP server and ring participants. DHCP requests from another server cannot enter the ring,

and DHCP requests from the primary ring DCHP server cannot leave the ring.

If DHCP snooping is disabled, DHCP address requests become broadcast messages and ring participants can receive an IP address from the
first offer from a DHCP server within or outside of the ring.

If a ring contains a switch operating as a ring participant rather than a primary or backup DHCP server, you must configure the DLR ports on

the switch as Trusted® interfaces (Figure 14).0therwise, DHCP server messages are dropped when they reach the DLR ports on the switch.
Once the DLR ports are configured as Trusted interfaces, DHCP server messages can flow through the ports to offer IP addresses to ring

participants.
Figure 14 - DHCP Snooping Trusted Interfaces
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CIP VLAN Configuration

When both primary and backup DLR DHCP servers are used, you must specify the CIP VLAN IP address of the primary server in the
configuration for the backup server (Figure 15). The IP address enables the backup server to receive the DHCP configuration from the

primary server if a switchover occurs.

Figure 15 - CIP VLAN IP Address of Primary Server in Configuration of Backup Server

Q) network | DLR

DLR Ring ID

—

Config DLR
Ring DHCP Server Enable Role: | Backup -
Ring DHCP Snooping Status : | Normal
Mumber of Devices : Backup Interval :
Enable CIP Active DLR. DHCP Server IP : | 192.168.10.20
[ submit |
Multiple Rings

Stratix 5400 and 5800 switches support as many as three rings.

For configuration examples, Stratix Switch Configuration Examples on page 47.
Multiple Rings, Single Switch, Single VLAN

The following restrictions apply to multiple rings that are connected to one switch without VLAN trunking:

Multiple rings cannot share the same ring ports.

Ring ports function only as access ports.

All ring ports within the same ring must be assigned to the same access VLAN.
All ring ports within the same ring must be configured for the same speed.
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In Figure 16, multiple rings are connected to one switch on one VLAN.

Figure 16 - Multiple Rings, Single Switch, Single VLAN

Stratix 5400 Switch | |
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Multiple Rings, Single Switch, Multiple VLANs

Each ring can also be on a separate VLAN, as shown in Figure 17.

Figure 17 - Multiple Rings, Single Switch, Multiple VLANs
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Multiple Rings Connected to Multiple Switches

You can also use multiple rings with multiple Stratix 5400 switches, as shown in Figure 18. Depending on the configuration of the switches,
VLAN restrictions can apply.

If the two switches are configured as redundant gateways for the same set of rings, no VLAN restrictions exist. The following example shows
two rings on the same VLAN and one ring on a separate VLAN. However, because there are no VLAN restrictions, you can also configure all
three rings on the same VLAN or all three on separate VLANS.

Figure 18 - Multiple Rings, Multiple Switches, No VLAN Restrictions
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If the two switches are not configured as redundant gateways, then each ring must be on a separate VLAN, as shown in Figure 19.
Figure 19 - VLANs Required
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Multiple Rings with DLR DHCP

Multiple ring architectures can also include a DHCP server as shown in Figure 20. In this example, both the primary and backup DHCP servers
share a CIP™ VLAN.

Figure 20 - Multiple Rings with DHCP Server and Multiple VLANs
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In some DLR networks, the primary and backup DHCP servers must use different CIP VLANSs. Figure 21 shows an example of this scenario:

«  One Stratix 5400 switch connects to three rings with three different VLANs. The same switch also operates as the primary DHCP
server for ring devices on CIP VLAN 100.

« Another Stratix 5400 switch is located within the ring with CIP VLAN 100 and operates as the backup DHCP server for that ring.

ERIES
ol r | H
| | Primary DHCP Server
e F
F
NNIE

Figure 21 - DLR DHCP with Multiple Rings, Multiple VLANS, Different CIP VLANs
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VLAN Trunking

A trunk is a connection between switches that carries traffic from multiple VLANs configured on the switches. DLR VLAN trunking allows
switches with multiple VLANs to be connected in a DLR network. As traffic passes from one switch to the next in a ring, the traffic can either
remain on the same VLAN or pass to different VLANSs via routing. For more information about configuring VLAN trunking on a switch, refer to
the user manual for the switch.

For configuration examples, Stratix Switch Configuration Examples on page 47.

Requirements and Restrictions

When configuring DLR VLAN trunking, observe these guidelines:
« Al devices in your DLR network must be switches.
«  All switches in your DLR network must have DLR-enabled trunk ports.
« Routing traffic to different VLANs requires one of the following:
- A Layer 2 switch using connected routing in the ring or in the outside network
- ALayer 3 switch or router in the ring or in the outside network

IMPORTANT Do not use multiple routing devices per ring and VLAN.

« You cannot extend the same VLAN across multiple rings.

«  Toavoid problems with Spanning Tree Protocol (STP), you must specify which VLANSs, including native VLANS, to allow on each DLR-
enabled trunk port.

IMPORTANT By default, trunk ports carry traffic from any VLAN. Change the default port setting on each trunk port to allow only the
required VLANSs.

« The same capability and restrictions that apply to VLANs and resiliency protocols, like REP and STP, also apply to DLR VLAN trunking.
« For best performance, use Stratix 5400 or 5800 switches with DLR VLAN trunking.

VLAN Trunking Architecture Examples

The following examples show DLR VLAN trunking with these network architectures:
«  One ring with routing in the outside network (Figure 22)
«  Multiple rings with routing on the DLR switch that connects all rings (Figure 23)
«  Multiple rings with a routing in the outside network (Figure 24)

While not shown, redundant gateways are also supported in DLR networks with VLAN trunking.
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Figure 22 shows DLR VLAN trunking in one ring with no routing functionality:
« Traffic remains on the same VLAN as it passes through each switch in the ring.
« Al DLR-enabled trunk ports allow traffic from only VLANs 3, 5, and 7

IMPORTANT  Control data or management traffic on the native VLAN is not recommended.

Figure 22 - DLR VLAN Trunking—0One Ring

Outside Network

.| <a—— Routing

VLAN Trunk
e Native VLAN: 3
Access VLANSs: 5,7
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In the example shown in Figure 23, routing is performed on the switch that connects all rings:
« Inring 1, all DLR-enabled trunk ports allow traffic from only VLANs 1, 2, and 3

In ring 2, all DLR-enabled trunk ports allow traffic from only VLANs 4, 5, and 6

Inring 3, all DLR-enabled trunk ports allow traffic from only VLANs 7, 8, and 9

« No VLANs overlap between rings.

IMPORTANT  Control data or management traffic on the native VLAN is not recommended.

Figure 23 - DLR VLAN Trunking—Multiple Rings, Switch with Routing
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In the example shown in Figure 24, routing is performed in the outside network:
« Inring 1, all DLR-enabled trunk ports allow traffic from only VLANs 1, 2, and 3
In ring 2, all DLR-enabled trunk ports allow traffic from only VLANs 4, 5, and 6
The remote ports on the routing device in the outside network are configured to allow the same VLANS as the connected local ports.
«  No VLANs overlap between rings.

IMPORTANT Traffic on the native VLAN is not recommended.

Figure 24 - DLR VLAN Trunking—Routing in Outside Network
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All Features in One DLR Network

One DLR network can operate with all of these features together (Figure 25):
« Redundant gateways
« DLRDHCP
»  Multiple rings
o VLAN trunking

In a network with both redundant gateways and multiple rings, the same Stratix switch must be the active gateway for all rings. The same
Stratix switch must also be the backup gateway for all rings.

While this example illustrates the use of multiple VLANS, you can also use one VLAN for both rings.

Figure 25 - Redundant Gateways, DLR DHCP, Multiple Rings, VLAN Trunking
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Uplink to Other Resiliency Technologies

For a DLR netwaork that connects to an existing outside network, Stratix switch uplink ports support these resiliency technologies:
- Spanning Tree Protocol (STP)

o EtherChannel
o Flex Links

« Resilient Ethernet Protocol (REP)

IMPORTANT  Network resiliency protocols are valid only on uplink ports and not on DLR ports.

Single Switch Uplink to the Outside Network

Figure 26 shows a Stratix switch with two uplink ports that are connected to a network that uses EtherChannel, Flex Links, REP, or STP for
resiliency.

Figure 26 - Single Switch Uplink to Network with EtherChannel, Flex Links, REP or STP
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Redundant Gateways with Uplinks to Outside Network

Figure 27 shows Stratix redundant gateways with two uplink ports that are connected to a network that uses EtherChannel, Flex Links, REP,
or STP for resiliency.

Figure 27 - Redundant Gateways - Uplink to Network with EtherChannel, Flex Links, REP or STP
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In the example shown in Figure 28, HSRP provides redundancy from the uplink ports on the redundant gateways to the outside network.

HSRP is a gateway redundancy solution that is developed by Cisco®. It allows a high-available network to recover from the failure of the
device acting as a default gateway.

Figure 28 - Redundant Gateways to Outside Network via HSRP
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Unsupported Network Architectures

IMPORTANT  Depending on your network architecture, limitations can exist.
Be sure to validate your DLR architecture within the larger network before production use.

The following architectures can have an adverse effect on network performance and are not supported.

For networks that do not use DLR VLAN trunking, an architecture where traffic flows nonstop through one or more rings is not supported. For
example, in Figure 29, traffic flows from its source in ring 1 through ring 2 without stopping before it reaches its destination in ring 3.

For networks that use DLR VLAN trunking, an architecture where traffic flows nonstop through a series of trunked rings is not supported.
However, traffic can flow nonstop through one trunked ring.

Figure 29 - Nonstop Traffic Through One or More Rings

Traffic Source Traffic Destination

_I[_I

T

T -_
AUHE G-

S e s

L Rockwell Automation Publication ENET-ATOO7E-EN-P - June 2023



Chapter 3 DLR Features for Stratix Switches

In a ControlLogix® redundancy system, do not connect redundant chassis pairs to DLR redundant gateways (Figure 30).

Figure 30 - Redundant Chassis Pair Connected to Redundant Gateways
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When using redundant gateways, do not connect another Stratix switch in the ring to the outside network (Figure 31).

Figure 31 - Uplink via Redundant Gateways and Non-Redundant Gateway Switch
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Stratix Switch Configuration Examples

This chapter provides step-by-step configuration examples for typical DLR implementations and DLR features described in the preceding

chapters. Note the following:

« The examples use multiple software tools. Choose a tool that is suitable for your application and skill set.
«  For details about how to run Express Setup, see the user manual for the switch.

« There are no DLR parameters to configure for non-Stratix® ring participants.

« The examples use either Stratix 5400 or 5800 switches and three rings.

Table 2 - DLR Implementations

Implementation

Configuration Process

A |Ring of Devices

1. Non-Stratix Configuration Examples.
2. Configure Non-Stratix Ring Participants.

B |Ring of Devices and Switches

1. Run Express Setup on Switches.

2. Non-Stratix Configuration Examples.

3. Configure Non-Stratix Ring Participants.

4, Configure Stratix 5400 Ring Supervisors or Configure Stratix 5800 Ring Supervisors.
5. Configure Stratix 5400 Ring Participants or Configure Stratix 5800 Ring Participants.

C [Ring of Switches

1. Run Express Setup on Switches.
2. Configure Stratix 5400 Ring Supervisors or Configure Stratix 5800 Ring Supervisors.
3. Configure Stratix 5400 Ring Participants or Configure Stratix 5800 Ring Participants.

Table 3 - DLR Features

Implementation

Configuration Process

Redundant Gateways

1. Use implementation B or C in Table 2.
2. Configure Stratix 5400 Redundant Gateways or Configure Stratix 5800 Redundant Gateways.

1. Use implementation B in Table 2.

DLR DHCP 2. Configure DLR DHCP on a Stratix 5400 Switch or Configure DLR DHCP on Stratix 5800 Switches.
VLAN Trunkin 1. Use implementation C in Table 2.
9 2. Configure VLAN Trunking on a Stratix 5400 Switch or Configure VLAN Trunking on Stratix 5800 Switches.
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Non-Stratix Configuration Examples

@ You can modify these 1756-EN2TR examples to use with any non-Stratix device with DLR ring supervisor capability.
Configure Non-Stratix Ring Supervisors

Use any of the following tools to configure a non-Stratix device as a ring supervisor:
« Logix Designer application
« FactoryTalk® Linx
«  RSLinx® Classic

Non-Stratix Ring Supervisor via Logix Designer Application
1. Access the properties for the device.

4 & Ethernet
ﬂ 1756-EN2TR. LocalSlot3
4 § 1756-EN2TR Node_150

B3 1756 Backplane, 1756-A17 B NewModule..
Discover Modules...

¥ cut Ctrl+X
[ Copy Ctrl=C
] Paste Ctrl+V
Paste Special...
Delete Delete
Cross Reference Ctrl=E
| Q 0 Emors | | 1 0 Wamings | |:ﬁ Include in Tracking Group
Complete — 0 error(s), 0 warning(s) | Froperties Aft+ Enter
Print (>
2. Enable Supervisor mode.
NFORMATION
Network
Cverview
Daven ismmation I\et\ju'ork modg: N_etwork status:
Device Level Ring (DLR) Ring Fault
CONFIGURATION Netwark topology:
Connection Ring
Internet Protocol ,
Supervisor

Port Configuration

Time Sync Su::!ervlsor status:
Active

Active ring supervisor:
192.168.4.5

Active supervisor precedence:
120
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3. Configure supervisor parameters.

Advanced Network Configuration X

Network mode:
Device Level Ring (DLR)

Network topology:

Ring

Supervisor

Active ring supervisor: Supervisor status:
192.168.41.5 Active

Active supervisor precedence: Supervisor mode:
120 Enabled

Supervisor precedence:
120

Ring Parameters

Beacon interval: Ring protocol VLAN 1D:
400 us 4

Beacon timeout:
1960 s

Set = Close Help

4. Proceed to the next step in your implementation.
See Stratix Switch Configuration Examples on page 47.

Non-Stratix Ring Supervisor via FactoryTalk Linx
1. Access the configuration for the device.

[ [ 192.168.41.148, 1756-EN2TR, 1736-EM2TR/C

I 192.168.41.150, 1756-ENZTR, 1756-EN2TR/C

b f] 19216841151, 1756-EN] &  Add Anchor

b ] 19216841152, 1756-EN| ¢  Refresh

b 19216841153 16N o

b 19216841154, 1756-EN] = Device Property

b f 192.168.41.155, 1756-ENj 1ll  Device Statistics

b [ 192.162.41.156, 1756-EN| #  Device Configuration
b [ 19216841057 1T56-EN

b 192.168.41.158, 1756-EN

b § 192.168.41.150, 1756-En] ) EDS Upload

b Bl 137 1A2 A1 160 1TRAFRITR 1TFRA-FRITR /™

2. Enable Supervisor mode.

Internet Protocol Port Configuration Network Configuration
e Nomal
2145 2
Supervisor
Ring Fault

Backup

=]
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3. Configure supervisor parameters.

Advanced Network Setting

MNetwork Topology: Metwork Status:

Ring Mormal

Supervisor Parameters

Active Ring Supenisor: Active Supervisor Precedence
192.168.41.5 230

Supervisor Status: Supervisor Mode:

Backup Enabled

Supervior Precedence (0-233)

Ring Parameters

Beacon Intzrval (200-100000 ps): Beacon Timeout {400-500000 ps):
1860

Ring Protacol VLAN IO [0-4094):

Ring Parameter will only take effzct when Supervisor Status is Active.

(=] =]
4. Proceed to the next step in your implementation.
See Stratix Switch Configuration Examples on page 47.
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Non-Stratix Ring Supervisor via RSLinx Classic
1. Access the configuration for the device.

19410841148, 1/50-ENLIR, 1/50-EMNZ IR/C

41.150, 1756-EN2TR, 1756-ENZTR/C
192.168.41.151, 1756-EN2TR, 1756-EN2TR/ e

192.168.41.152, 1756-EN2TR, 1756-EN2TR/

192.168.41.153, 1756-EN2TR, 1756-EN2TR/ Driver Diagnostics
192.168.41.154, 1756-EN2TR, 1756-EN2TR/ Configure Driver
192.168.41.155, 1756-EN2TR, 1756-EN2TR/ Upload EDS file from device
192.168.41.136, 1756-EN2TR, 1756-ENZTR/

192.168.41.157, 1756-EN2TR, 1756-EN2TR/ Security...

192.168.41.158, 1756-EN2TR, 1756-EN2TR/ Device Properties
192.168.41.159, 1756-EN2TR, 1756-EN2TR/ Moo Sttt
192.168.41.160, 1756-EN2TR, 1756-EN2TRY e
192.168.41.162, 1756-EN2TR, 1756-EN2TR/

4nn arn e arn amre FanTn amre FuinTne I
=

~ Module Configuration

o O OO e IO oy OO o O s O OO e O e OO o OO e O oy OO

B (s s (o

2. Enable Supervisor mode.

General Port Configuration  Advanced Port Corfiguration  MNetwork

Network Topology: Ring

Network Status: Normal

Active Ring Supervisor: 152.168.415

Active Supervisor

Precedence: 2

[+] Enable Ring Supervisor
Ring Faufts Detected: 0 _FResetCour'lta
Supervisor Status: Backup

Ring Fault

3. Configure supervisor parameters.

Advanced Network Configuration

Metwork Topology: Ring
Metwork Status: Marmal
Active Ring Supervisor: 192.168.41.5
Active Supenvisor 230
Precedence:
Supervizor Mode Enabled
Supervisor Precedence: [0- 255)
Supervisor Status: Backup
Ring Parameters

B Intensak
(micoseconds) S
Beacon Timeout:
[m ) 1360 [400 - SO0000]

Beacon Timeout should be two times of Beacon Interval

Ring Protocol &
VAN ID: g

Ring Parameters will only take effect when Supervisor Stalus
iz Acitve,
Set

4. Proceed to the next step in your implementation.
See Stratix Switch Configuration Examples on page 47.
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Stratix 5400 Configuration Examples

O You can modify these Stratix 5400 examples to use with a DLR-capable Stratix 5700 switch by using one ring and one VLAN.

Configure Stratix 5400 Ring Supervisors

Use any of the following tools to configure a Stratix 5400 switch as a ring supervisor:

«  Device Manager
«  Logix Designer application
«  Command-line interface (CLI)

Table & - Stratix Ring Supervisor Configuration Example

Switch Ring VLAN ID IP Address DLR Ports
1 10 192.168.10.1 Gil/5, Gil/6
Stratix 5400 2 20 192.168.20.1 Gil/7, Gi/8
3 30 192.168.30.1 Gi1/9, Gil/10
Stratix 5400 Ring Supervisor via Device Manager
1. Configure Precision Time Protocol (PTP) for Boundary mode.
QO network | PTP
Profile Default| »
Priority1 [128 |
Priority2 [128 |
2. Create VLANs 10, 20, and 30 and assign each VLAN an IP address.
f X
@ Create a single VLAN o add f Edit ) Delete
St VLAN .10 Name Ports
neme Owm default  Gil/1, Gil/2, Gil/3, Gil/4, Gil/5..
IP Assignment Mode: C' No IP Address &) Static O DHCP ® e
1P Address: [192.168.10.1 | 1 [255.255.255.0 | i e
(O Create a range of VLANS O G past
VLAN Range
M| Cancel
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VLAN Status
Active
Active
Active
Active

Operatio...

up
up
up
up

IP address

192.1
192.1
192.1
192.1:

68.1.144
68.10.1
68.20.1
68.30.1
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3. For each ring, enable Supervisor made, select DLR ports, and configure primary or backup supervisor settings.

DLR Ring ID

Mode: | Supervisor |~
Portl: | GigabitEthernetl/5 v |

Port2: | GigabitEthernetl/a | ~

— Supervisor Setfings

Role(Precedence): | primary | v 235

Beacon Interval: uSec
Beacon Timeout:| 1960 uSec
DLR Vlan Id:

[ Reset To Default Values |

[ Enable Redundant Gateway
| submit |

4. For each ring, apply the Multiport Automation Device Smartport role to DLR-enabled ports.

Smartports: Customize x Smartports: Customize x
Interface Name:[Gi1/5 Interface Name: [Gi1/6
Role: | Multiport Automation Device - Role: | Multiport Automation Device >
Access Vlan: | 10 - Access Vlan: | 10 d

3 ) Coc [z

5. Proceed to the next step in your implementation.
See Stratix Switch Configuration Examples on page 47.
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Stratix 5400 Ring Supervisor via Logix Designer Application
1. Configure Precision Time Protocol (PTP) for Boundary mode.

=

0<F4:54:33FF.FE:A6:11:5F

Time Sync Configuration

Clock Type: Boundary

Clock |dentity:

Grandmaster Selection Priority 1: 1282

Grandmaster Selection Priority 2: 1282

-]

Offzet From M aster:

2. Create VLANs 10, 20, and 30.

IMPORTANT
8 Mo Popertes Loa 1783 istercican 0« [

To assign the VLAN an IP address, you must use Device Manager or the CLI.

54

Add Mew VLAN
General Smartports and VLANs
- Connection
= Mode ko Smartport and YLAN Assignment VLAN Configuration
Fautt/Program Action
~ Switch Configuration
- Switch Status
Port Corfiguration Port Smartport VANl e e W VLAND | MName | Delete Edit
Smartports and VLANs Baiinl|iconss | Bhioell —
- Pait Secily (SHER]) None: v > M~ > L defatl m i -J | - -
- Port Status S35 Hone - = = = Set L] Close Help
Gilf3 [None, ™ ™ o v
=I- Device Level Ring (DLR) = = = =
& Gi1r4 |None ~ £ o N
ke g | Gil/5 [None
i~ Redundant Gateway Ci L] L Le] [ae]
- - Statistics gqﬁ :“”E LI G R I
H i one Lo el Lo Lae] . .
B Gitfe [None B B B VLAN Configuration
e GA/A [None i e o] [
Ink:Fang 2 G0 [ Hone B & B [
i Redundant Gateway Ci == S = ==
i.- Statistics g‘m; :'m . . -
i i one Lae] e L] L] i
i e S VLAND [ MName | Delete Edit
o Gi1/14 | None ~ e o S
e Bing 3 Gil/15 [ Hone B B &G ! CFEL il
Gil/16 | Hone 7] ] ™™ 10 DLR1O it
GilH7 [Hone Ll A Ll L 20 DLR20 i
Gi1/18 | None (% £ b el v
30 DLR30 it
3. Foreachring, enable DLR and select DLR ports.
ﬂ Module Properties: Local (1783-HMS16TG4CGR 7.001) =
- General Device Level Ring [DLR)
- Connection
- Module Info :
R 1
- Fault/Program Action ing
- Switch Configuration Enable Ring 1 Metwork Topology: Linear
- Switch Status . 5
. Port Configuration Patl: |G/ | P2 | GiIE v R = gL
. Smartports and VLANs Active Ring Supervisor:
- Port Security Supervisor Enabled: Falze DHCP Server Role: Disabled
Port Status
(- Device Level Ring (DLR) Redundant Gateway Enabled: False DHCF Server Status:
= Ring 1 Ai
Redundant Gateway G/ ing 2
Statistics Enable Ring 2 Netwark Topology: Linear
DHCP
z - Network Status: Ring Fault
Members Potl: |Gil/7 v Pot2 G/ v 4
= Ring 2 Active Ring Supervisor:
R | J :
Stii:tri‘::m Gateway C Supervisor Enabled: False DHECP Server Role: Disabled
DHCP Redundant Gateway Enabled: False DHCP Server Status:
Members
= Ring 3 Ring 3
Redundant Gateway C
Statistics Enable Ring 3 Network Topology: Linear
DHCP .
= = Metwork Status: Ring Fault
Members Pott: (G v| potz |GID v 7
DHCP Poals Active Ring Supervisor:
DHCP Address Assignment Supervisor Enabled: False DHCP Server Role: Disabled
Time Syne Corfiguration
Time Sync Information Redundant Gateway Enabled: False DHCP Server Status:
- NTP Cliert
- NAT
i EtherChannels
- Parallel Redundancy Protocol ( Set =
. -~ Channel Group 1
i SD Flash Sync
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4. For each ring, enable Supervisor mode.

Device Level Ring [DLR]-Ring 1

MNetwork Topology: Ring

Adwvanced...

MNetwork Status: Ring Fault
Active Ring Supervisor: 192.168.10.1
Active Supervisor 255
Precedence:
Enable Supervisor Mode €

Ring Faults Detected: 0 Reset Counter | &

Supervisor Status: Active

ES

5. For each ring, configure primary or backup supervisor settings.

Advanced Network Configuration

Network Topology: Ring

Active Ring Supervisor: 192.168.10.1

Sesm

Supervisor Mode: Enabled
Supervisor Precedence: 255
Supervisor Status: Active

Ring Parameters

Beacon Interval:

E
Beacon Timeout: 1960 ps
Ring Protocol
et

6. Foreach VLAN, apply the Multiport Automation Device Smartport role to DLR-enabled ports.

T woase s o oo
- General Smartports and YLANs
- Connection
- Mo ke Smartport and VLAN Assignment
- Fault/Program Action
- Switch Configuration
- Switch Status RN T .
- Port Corfiguration Port Smartport s Ype an =
- Smartports and VLANs - Sllve | Access) VOIce
. Gil/1 | None W e W v
- Port Security - = — = L
. Pt Stahus Gil/2 | None = || e ] s
Gil/3 |N
- Device Level Ring (DLR) : =l x el bel v
& Ring 1 Gil/d [bemre— &l = = =
gHe e FGil/s | Muttiport Automation Device || 10 [
|
. Statistics = Gil/g | Multiport Automatien Device || e[ 10 ] M
. DHCP GiN/7 | Muttiport Automation Device || ][ 20 s BL
g Gil/g | Muttiport Automation Device  [/] ¥ ™ 2
& Ring 2 Gil/9 | Multiport Automation Device || ]| 30 | /i
----gHedundarﬂ Gy €} ‘Sd@ Multiport Automation Device || ]| 30~ =
Statistics Cui o L —=7 L L
. DHCP Gil/12 | None Lae] || e ] |ae]
Gil/13 | None w e A v
- Members - o= - o o
- Gil/14 | None w s A v
=-Ring 3 : ] L3 o] Lo
Gi1/15| None W e W w
- Redundant Gateway Ci - = L = C. £
. Statistics Gi1/16 | None = || e ] s
DHCP Gil/17 | None |5 ] || |5 ] s
Gi1/18 | None v v v v (Y
- Members == == . .
- DHCP Pools
PO Addemmn famimmen et

7. Proceed to the next step in your implementation.
See Stratix Switch Configuration Examples on page 47.
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Stratix 5400 Ring Supervisor via CLI

config t
ptp mode boundary

! Create VLANs 10, 20, and 30
VLAN 10
name DLR10

VLAN 20
name DLR20

VLAN 30
name DLR30

! Assign an IP address to VLANs 10, 20, and 30
interface VLAN 10

IP address 192.168.10.1 255.255.255.0

exit

interface VLAN 20
IP address 192.168.20.1 255.255.255.0
exit

interface VLAN 30
IP address 192.168.30.1 255.255.255.0
exit

! Configure primary or backup supervisor parameters
! Use precedence value 255 for a primary supervisor
! Use precedence value 100 or some other value for
! a backup Supervisor

DLR Ring 1

mode supervisor
control-vlan-ID 10
precedence 255
exit

exit

DLR Ring 2

mode supervisor

default beacon-interval
default beacon-timeout
control-vlan-ID 20
precedence 255

exit

exit

DLR Ring 3

mode supervisor

default beacon-interval
default beacon-timeout
control-vlan-ID 30
precedence 255

exit

exit

! Apply Smartport roles to DLR ports on each ring
interface range Gil/5-6
macro apply ab-multiport-device S$access vlan 10

DLR Ring 1
ip dhcp snooping trust
exit

interface range Gil/7-8
macro apply ab-multiport-device S$access vlan 20

DLR Ring 2
ip dhcp snooping trust
exit

interface range Gil/9-10
macro apply ab-multiport-device S$access vlan 30

DLR Ring 3

ip dhcp snooping trust
exit

end

!
Proceed to the next step in your implementation.

See Stratix Switch Configuration Examples on page 47.
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Configure Stratix 5400 Ring Participants

Use any of the following tools to configure a Stratix switch as a ring participant:
«  Device Manager
« Logix Designer application
«  Command-line interface (CLI)

Table 5 - Stratix Ring Participant Configuration Example

Switch Ring VLAN ID IP Address DLR Ports
1 10 192.168.10.5 Gil/5, Gil/6

Stratix 5400 2 20 192.168.20.5 Gil/7, Gil/8
3 30 192.168.30.5 Gil/9, Gil/0

Stratix 5400 Ring Participant via Device Manager
1. Create VLANs 10, 20, and 30 and assign each VLAN an IP address.

x
o= add  f Edit ) Delete
vian D |10 — -
Name VLAN ID | Name Ports WLAN Status Operatio... | IP address
1P Assignment Mode: O No IP Address @ Static ) DHCP O 1 default Gil/1, Gil/2, Gil/4, Gi1/11, Gil/.. Active up 192.168.1.144
1P Address: [ 162.168.10.5 |/ [255.255.2550 | 01 ABIY.  EHEENE (LT i LR
O 20 DLR20 Gilf7, Gilfg Active up 192.168.20.5
[ o JE C 3 DLR30 Gi1/9, Gi1f10 Active up 192.168.30.5
ancel |

2. For each ring, enable Node mode and select DLR ports.

o Redundancy Protocols | DLR

DLR Ring ID

Config DHCP

Mode: | Node 5™
Portl: | GigabitEthernetl/s ~

gort2: | GigabitEthernet1/6| ~

3. For each DLR-enabled port, apply the Multiport Automation Device Smartport.

Smartports: Customize x Smartports: Customize x
Interface Name:[Gi1/5 Interface Name:|Gi1/6
Role: | Multiport Automation Device b Role: Multiport Automation Device | ~
Access Vlzn: | 10 hd Access Vlan: 10 i
m| Cancel m\ Cancel

4. Proceed to the next step in your implementation.
See Stratix Switch Configuration Examples on page 47.
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Stratix 5400 Ring Participant via Logix Designer Application
1. Create VLANs 10, 20, and 30.

IMPORTANT  To assign the VLAN an IP address, you must use Device Manager or the CLI.

5 Mosuie Propetes: Loca (783 stercacc oon < [

Add New VLAN
General Smartports and YLANSs
- Connection
Mode bl 5 Smartport and VLAN Assignment VLAN Configuration
- Fault/Program Action
- Switch Cortiguration
- Switch Status
. Port Configuration Port Smartport me:‘ N;z% 2 VLAND | Name | Delete Edit
b Gt [Tone 1 I 1 I N T
Port Status G174 Mone e Set « Close Help
Gil/3 |None S [ [ (%3
= Device Level Ring {DLR) Al Hone
B-Ring 1 5 2= = == —
i i~ Redundant Gateway Ci g:‘:ﬁ :::: = = = ==
Statistics = = = =
Gl [N ™ ™ ™ ™ q q
w:: G fiore = ™ VYLAN Configuration
G E Gil/ [Hene i o o [
s Gi1l10 | Hone B B AR
Reduictark Geteway Ct Gill11 | Nene = = ™ o
g‘::':g:“ Gil/12 | None M M M M ]
Mk Gi1/13 | None F = = & WVLAN I Name Delete Edit
s :m = Gil/14 | lone M M M &
" Git/15 | None B M M & 1 default it
Gil/16 | Hone Lol L Ll Gl 10 DLR10 i
Gil/7 Hene ™ 20 DLR20 it
Git/18 | None ™ ™ ™ o] v -
30 DLR30 Tt
2. For each ring, enable DLR and select DLR ports.
ﬂ Module Properties: Local (1783-HMS16TG4CGR 7.001) =
Device Level Ring [DLR)
Fault/Program Action Hing 1
witch Corfiguration Enable Ring 1 Metwark Topalogy: Linear
witch Status . 5
ort Configuration Pot1:  |Gil/S ~ | Pot2 | Gil/E hd e frotss
martports and VLANs Active Ring Supervisor:
- Port Security Supervizor Enabled: Falze DHCP Server Role: Dizabled
- Port Status
=1+ Device Level Ring (DLR) FRedundant Gateway Enabled: Falze DHCP Server Status:
[=Ring 1 .
Redundant Gateway G Fing 2
g‘:tcisgi“ Enable Ring 2 Network Topelogy: Linear
Members Pott: [G1/7 | Patz |Gilm o Heatad
[=- Ring 2 Active Ring Supervizor
;j;:‘::m Gateway G Supervisor Enabled: Falze DHCP Server Rale: Dizabled
DHCP Redundart Gateway Enabled: False DHCP Server Status:
Members
=Ring 3 Ring 3
Redundant Gateway Ci
Statistics Enable Ring 3 Metwork Topology: Linear
DHCP :
Members Patt: |Gi8  ~| potz |GIAD  ~ Network Status: Ring Fault
DHCP Pocls Active Ring Supervisor:
DHCP Address Assignment Supervisor Enabled: False DHCP Server Fole: Disabled
Time Sync Corfiguration
Time Syne Information Redundant Gateway Enabled: False DHCP Server Status:
i+ NTP Cliert
f NAT
- EtherChannels
J- Parallel Redundancy Protocol ( Set w
‘- Channel Group 1
i+ 5D Aash Sync
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3.

4,

For each ring, disable Supervisor mode.

Device Level Ring [DLRJ]-Ring 1
Network Topology: Ring
Metwork Status: Ring Fault
Active Ring Supervisor: 192.168.10.1
Active SUpervisor 255
Precedence:

[C]Enable Supervisor Mode +

Rm ALlS e eched: i}
Supervisor Status:

[ TS

Reset Counter | &

For each VLAN, apply the Multiport Automation Device Smartport role to DLR-enabled ports.

- General

- Connection

- Module Infa

- Fault /Program Action
- Switch Configuration
- Switch Status

- Port Configuration

- Smartports and VLANs
- Port Security

- Port Status

- D_e\rice Level Ring (DLR)

=)~ Ring 1

- Redundant Gateway Ci
- Statistics

- DHCF

- Members

= Ring 2

- Redundant Gateway Ci
- Statistics

- DHCF

- Members

[=- Ring 3

- Redundant Gateway Ci
- Statistics

- DHCP

- Members

- DHCF Pools

PILUCD Addemnn fecimmm et

Smartports and YLANs

Smartport and YLAN Assignment

-

Port

Smartport

VLAN Type and ID

Native | Access

\Voice

GitH

None

Gili2

None

Gili3

None

Gil/4

No

e ke e

Multiport Autemation Device

=

Gills

Multiport Autemation Device

=
=

Gi7

KMultiport Autemation Device

]
=

Gil/a

Multiport Autemation Device

Muttiport Autemation Device

W
=1

N\

Gil/9
e U]

Muttiport Autemation Device

[

ma
5
A\ e Ik

Gili1

Nom

|

GiIlNM2

None

Gil3

None

Gill4

None

Gils

None

Gil/16

None

GIlN7T

None

GilMa

None

RO [

B el e e I<\|< e e e ffe e i€

ﬁ
B e e g e e ]

el (TR e el el ke

5. Proceed to the next step in your implementation.
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Stratix 5400 Ring Participant via CLI

config t
ptp mode boundary

! Create VLANs 10, 20, and 30
VLAN 10
name DLR10

VLAN 20
name DLR20

VLAN 30
name DLR30

! Assign an IP address to each VLAN
interface VLAN 10

IP address 192.168.10.5 255.255.255.0
exit

interface VLAN 20
IP address 192.168.20.5 255.255.255.0
exit

interface VLAN 30
IP address 192.168.30.5 255.255.255.0
exit

! Configure DLR parameters for each ring

DLR Ring 1
mode beacon-node
exit

DLR Ring 2
mode beacon-node
exit

DLR Ring 3
mode beacon-node
exit

! Apply Smartport roles for DLR ports on each ring
interface range Gil/5-6

macro apply ab-multiport-device $access vlan 10
DLR Ring 1

ip dhcp snooping trust

exit

interface range Gil/7-8

macro apply ab-multiport-device $access_vlan 20
DLR Ring 2

ip dhcp snooping trust

exit

interface range Gil/9-10

macro apply ab-multiport-device $access_vlan 30
DLR Ring 3

ip dhcp snooping trust

exit

end

|

Proceed to the next step in your implementation.

See Stratix Switch Configuration Examples on page 47.
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Configure Stratix 5400 Redundant Gateways

Use any of the following tools to configure a Stratix switch as a redundant gateway:

Device Manager
Logix Designer application
Command line interface (CLI)

Table 6 - Redundant Gateway Configuration Example

Chapter &4

Stratix Switch Configuration Examples

Switch Ring VLAN ID IP Address DLR Ports Uplink Ports
1 10 192.168.10.1 Gil/5, Gil/6

Stratix 5400 2 20 192.168.20.1 Gil/7, Gil/8 Gi1N, Gi1/2
3 30 192.168.30.1 Gil/9, Gil/0

Stratix 5400 Redundant Gateway via Device Manager

1.

Enable IGMP snooping.

IMPORTANT  To determine whether to enable Extended Flood or Solicit Query at TCN, see Multicast Traffic and Redundant
Gateways on page 24.

IGMP Snooping Enable

IGMP Querier Enable Querier Addressl:l

Extended Flood Enable seconds after multicast router

Solicit Query at TCN Enable

2. Verify that PTP Boundary mode is enabled.

QO network | PTP

Profile Default|

Mode

Priority1 [128 |
Priority2 [128 |
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3. For each ring, enable and configure a primary or backup redundant gateway.

Enable Redundant Gateway Enable Redundant Gateway

Redundant Gateway Settings Redundant Gateway Settings

Role(Precedence): | primary |~ 255 Role(Precedence): | Backup 1|~ 100
Advertise Interval: uSec Advertise Interval: uSec
Advertise Timeout:| 5000 usec Advertise Timeout:| 5000 usec
Leaming Update: Leamning Update:
GigabitEthernet1/1 < GigabitEthernet1/1
GigabitEthernet1/2 GigabitEthernet1/2
f 1 [ GigabitEthernet1)2
[ GigabitEthernet1/4 [ GigabitEthemet1/4
GigabitEthernet1/5 GigabitEthernet1/5
Uplink Ports: ([ | GigabitEthernet1/6 Uplink Ports:([ | GigahitEthemet1/6
O GigabitEthernet1/7 O GigabitEthernet1/7
O GigabitEthernet1/8 O GigabitEthernet1/8
O GigabitEthernet1/9 O GigabitEthernet1/9
O GigabitEthernet1/10 O GigabitEthernet1/10
[ GinahitFthernet1/11 7 - -
[M [ Reset To Default Values
4. For each uplink port, apply the Switch for Automation Smartport role.
Smartport Role
J Edit
[] Port Name Role
O Giyt Switch for Automation
O 6iyz Switch for Automation
5. Proceed to the next step in your implementation.
See Stratix Switch Configuration Examples on page 47.
Stratix 5400 Redundant Gateway via Logix Designer Application
1. For each ring, enable and configure a primary or backup redundant gateway.
- General Device Level Ring [DLR)-Ring 1-Redundant Gatev - General Device Level Ring (DLR)-Ring 1-Redundant Gate
- Connection - Connection
- Madule Info - Module Info
- Fault/Program Action - Fault/Program Action
. Switch Corfiguration b T v ps - Switch Configuration Rever e e m s
- Switch Status - Switch Status
- Port Configuration Advertise Timeout: m us - Port Configuration
- Smartports and VLANs - Smartports and VLANs
. Port Security 235 - Port Security
- Port Status - ] - Port Status 2 3
& Device Level Ring (DLR) Enable Sending Learning Update Frame =+ Device Level Ring (DLR) Enable Sending Learning Update Frame
- Ring 1 —-Ring 1 link
e I it i ' Redundant Gateway ©~ Co T o rorts
- Statistics e e e 'g‘;‘g’;‘“ Uplink Port | _Enable_| A
ALHCE Gi1l =] : Gil =]
- Members Gz 3 ; - Members T ¥
Ring 2 = = Ring 2 Gill3 O]
i Redundant Gateway Ci GiE = - Redundant Gateway Ci Gille =
N - P D edimdios —

2. For each uplink port, apply the Switch for Automation Smartport role.

- General Smartports and YLANs
- Connection
- Module Info
- Fault/Program Action
- Switch Configuration

Smartport and YLAN Assignment

- Switch Status o — |
- Port Configuration Port Smartport — Ype an L

-~ Smartports and VLANs - - = ative | Access) Voice

- Port Security GilM | Switch for Automation |ae]| 1 e o ™
Por St G2 [Suich for Avomston [t L L]

3. Proceed to the next step in your implementation.
See Stratix Switch Configuration Examples on page 47.
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Stratix 5400 Redundant Gateway via CLI

config t

! Configure IGMP snooping
ip igmp snooping mrouter-ext-flood 10
ip igmp snooping tcn query solicit

! Configure ptp boundary mode
ptp mode boundary

! Enable and configure a primary or

! backup redundant gateway for each ring

! Use precedence value 255 for a primary gateway
! Use precedence value 100 or some other value

! for a backup gateway

DLR ring 1

gateway enable

default advertise-interval
default advertise-timeout
gateway-precedence 255
exit

exit

DLR ring 2

gateway enable

default advertise-interval
default advertise-timeout
gateway-precedence 255
exit

exit

DLR ring 3

gateway enable

default advertise-interval
default advertise-timeout
gateway-precedence 255
exit

exit

! Configure the uplink ports for each ring
interface range Gil/1-2

dlr ring 1 uplink

dlr ring 2 uplink

dlr ring 3 uplink
macro apply switch-automation $native vlan 1
exit N

end

|

Proceed to the next step in your implementation.

See Stratix Switch Configuration Examples on page 47.
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Configure DLR DHCP on a Stratix 5400 Switch

Use any of the following tools to configure DLR DHCP:
«  Device Manager
« Logix Designer application
«  Command-line interface (CLI)

Table 7 - DLR DHCP Example

Ring Device Index |IP Address Host Name DHCP Pool
2 Not applicable Not applicable Not applicable
3 192.168.10.100 Device_10_100 DLR_DHCP_POOL
A 192.168.10.101 Device_10_101 DLR_DHCP_POOL
5 Not applicable Not applicable Not applicable
6 192.168.10.103 Device_10_103 DLR_DHCP_POOL

Ring Device 1
« Active Ring Supervisor
«  Primary DLR DCHP Server

Ring Device 2

« Backup Ring Supervisor
« Backup DLR DCHP Server

Gil/e  Gil/s

] (o7 6 Re Ba e,
- o, 88i88i, i |
Ring Device 6 Ring Device 5 Ring Device &

] Ring Device 3
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DLR DHCP on a Stratix 5400 Switch via Device Manager
1. Enable DHCP and DHCP Snooping.

DHCP Persistence
Enable DHCP:

DHCP Snooping: fLAN IDs

[ Submit |

2. Configure a DHCP pool for ring devices.
Select Reserved Only and DHCP Snooping.

x
DHCP Pool Name "\ [ DLR_DHCP_Pool |
DHCP Pool Network * | 192.168.10.0 Subnet Mask = | 255.255.255.0 >
Starting IP* | 102.166.10.100 Ending IP> | 192.168.10.110
Default Router | 192.166.10.1 | Domain Name | |
DNS Server CIP Instance | 1
Reserved Only DHCP Snooping:
® Never Expires
O uUser Defined Days HH:MM
| cancel |
DHCP Persistence
Enable DHCP:
DHCP Snooping: VLAN 1D (€9, 24,10-20)
[ submit. |
DHCF Pool Table
o Add Edit Delete
Pool Name Metwark Network Mask VLAN Reserved Only | DHCP Snooping
O DIR_DHCP Pool 192.168.10.0 255.255.255.0 vian10

3. Configure the switch as a primary or backup DLR DHCP server.

DIR Ring ID
Config DIR

Ring DHCP Server Enable

Ring DHCP Snooping

Number of Devices : El

Status :

Ring Fault

Backup Interval :

For a backup configuration, you must select Enable CIP™ and enter the IP address of the primary DLR DHCP server. These settings
enable the backup server to receive the DHCP configuration from the primary server if a switchover occurs.

Config DLR

Ring DHCP Server Enable Role : | Backup -

Ring DHCP Snooping Status :

Number of Devices : E

Enable CIP

Ring Fault
Backup Interval :

Active DLR DHCP Server IP : [ 192.168.10.1

| >

Rockwell Automation Publication ENET-ATOO7E-EN-P - June 2023



Chapter &4 Stratix Switch Configuration Examples

4. For each device on Ring 1, add entries to the index table and assign IP addresses to each entry, except for entries 2 and 5.
In this example, entries 2 and 5 have static IP addresses.

Edit Entry b 4
Index 3
IP Address | 192.168.10.100
Host Name [ Device_10_100 |
DHCP Poal [ DLR_DHCP_Pool 192.168.10.1 ~|

m | Cancel |

Config DIR

Ring DHCP Server Enzble Role: | primary |~
Ring DHCP Snooping Status : | Ring Fault
Number of Devices : EI Backup Interval :

o AddEntry ©= AddRange [ Edit M Delete TEMoveto v of fp

Index 1P Address Host Name Pool
1 O 2
2 ® 3 192.168.10.100 Device_10_100 DLR_DHCP_Pool
13 O 4 192.168.10.101 Device_10_101 DLR_DHCP_Pool
4 O s
5 O 6 192.168.10.103 Device_10_103 DLR_DHCP_Pool

5. Proceed to the next step in your implementation.
See Stratix Switch Configuration Examples on page 47.

66 Rockwell Automation Publication ENET-ATOO7E-EN-P - June 2023



Chapter &4 Stratix Switch Configuration Examples

DLR DHCP on a Stratix 5400 Switch via Logix Designer Application
1. Configure DLR DHCP:
« Enable DHCP
« Enable DHCP Snooping
« Create a DHCP pool for ring devices

- General DHCP Pools

- Connection

- Module Info

. Fault/Program Action Enable Dynamic Host Configuration Protocol (DHCP) «
- Switch Configuration

- Switch Status Enable DHCP Snooping

- Port Configuration

- Smartports and VLANs

. Part Thresholds Pool Name Starting IP Ending IP Preassigned Addresses| DHCP | Delete| Edit Pool
. Port Security Address Address Only Snooping| Pool | Properties
.. Port Status DLR_DHCP_Pool | 192.168.10.100 | 192.168.10.110 Yes No i
= D_evice Level Ring (DLR)

=- R_ing 1

- DHCP Poals
- DHCP Address Assignment

2. Configure the switch as a primary or backup DLR DHCP server.

For each device on Ring 1, add entries to the index table and assign P addresses to each entry, except for entries 2 and 5. In this
example, entries 2 and 5 have static IP addresses.

- General Device Level Ring [DLRJ-Ring 1-Dynamic Host Configuration Protocol [DHCF]
- Connection
- Module Info
.- Fault/Program Action Obtain IP settings automatically for DLR devices using DHCP
- Switch Configuration
- Switch Status Intended Role of DLR. DHCP Server: Primary
- Port Configuration
.- Smartports and VLANs Mumber of Ring Members: [ w
-- Port Security
- Port Status Configured IP Addresses
- Dévg-e L:VEI Fina (0 i P Address Hostname DHCP | Egt | Delete
=~ hing Member Pool
- Redundant Gateway T 5
3 192.168.10.100 Device_10_100 T
4 192.168.10.101 Device_10_101 T
5 I
Redundant Gat c (] 192.168.10.103 Device_10_103 T
- Redunda eway O

3. Proceed to the next step in your implementation.
See Stratix Switch Configuration Examples on page 47.
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DLR DHCP on a Stratix 5400 Switch via CLI

Primary DHCP Server
config t
! Exclude the ring devices with static IP addresses

ip dhcp excluded-address 192.168.10.0 192.168.10.99
ip dhcp excluded-address 192.168.10.111 192.168.10.255

! Configure an IP address pool

ip dhcp pool DLR DHCP Pool
network 192.168.10.0 255.255.255.0
default-router 192.168.10.1

lease infinite

reserved-only

cip instance 1

! Enable DHCP snooping
ip dhcp snooping vlan 10
ip dhcp snooping

! Configure the switch as a primary DLR DHCP server
dlr ring 1

ring-dhcp

snooping enable

dhcp-server enable

intended-role primary

number-of-devices 6

! Assign IP addresses to devices in the DLR DHCP address pool.
entry 3 add 192.168.10.100 DLR DHCP Pool Device 10 100
entry 4 add 192.168.10.101 DLR DHCP_Pool Device 10 101
entry 6 add 192.168.10.103 DLR DHCP_Pool Device 10 103

exit

exit

end
!

Backup DHCP Server
config t

! Exclude the ring devices with static IP addresses
ip dhcp excluded-address 192.168.10.0 192.168.10.99
ip dhcp excluded-address 192.168.10.111 192.168.10.255

! Configure an IP address pool

ip dhcp pool DLR DHCP Pool

network 192.168.10.0 255.255.255.0
default-router 192.168.10.1

lease infinite

reserved-only

cip instance 1

! Enable DHCP snooping
ip dhcp snooping vlan 10
ip dhcp snooping

! Configure the switch as a backup DLR DHCP server
dlr ring 1

ring-dhcp

snooping enable

dhcp-server enable

intended-role backup

active-cip-addr 192.168.10.1

number-of-devices 6

exit

exit

end
!

Proceed to the next step in your implementation.

See Stratix Switch Configuration Examples on page 47.
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Configure VLAN Trunking on a Stratix 5400 Switch

Use any of the following tools to configure VLAN trunking:
«  Device Manager
«  Command line interface (CLI)

This example shows how to configure DLR VLAN trunking on Ring 3 and assumes that Ring 1and Ring 2 are already configured for one VLAN.

Table 8 - VLAN Trunking Configuration Example

Chapter &4

Switch Ring VLAN IP Address DLR Ports
1 10 192.168.10.1 Gil/5, Gil/6
Stratix 5400 2 20 :jJZIJBEli.ZD.] Gil/7, Gil/8
ultiple, native . .
3 Trunk 30, 31, 32,999 |\ Ay 192.169.99.1 Gil/9, Gil/10

VLAN Trunking on a Stratix 5400 Switch via Device Manager

1. To configure Rings 1and 2 with single VLANSs, follow the steps for Implementation C, as shown on page 47.
2. Create VLANs 30, 31, 32, and 999 and assign each VLAN a static IP address.
Assigning an IP address to the native VLAN is not required, but recommended for diagnostic purposes.

x
(®) Create a single VLAN o= Add S Edt M Delete
VLAN ID VAN ID Name Ports VLAN Status Operational Mode

Name O 1 default GI1/1, Gi1f2, Gilf4, G up
1P Assignment Mode: O No IP Address ®) Static O DHCP up
1P Address: | 192.168.31.1 | 1 [255.255.255.0 up
up
O Create a range of VLANs up
VLAN Range up
[ o JITR N

3. ForRing 3, do the following:
« Enable Supervisor mode.
« Enable DLR on two DLR-capable switch ports.
« Configure primary or backup supervisor parameters.

DLR Ring ID

—

Config DHCP

Mode: | Supervisor |+

Portl: | GigabitEthernet1/9 -
Port2: | GigabitEthernet1/10 | ~

Supervisor Settings

Role(Precedence): | primary | = 255

Beacon IntEWE?: uSec
Beacon Timeout: uSec
DIR Vian1d:[0_ |

|- Reset To Default Values
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4. For Ring 3, apply the Switch for Automation Smartport role to DLR-enabled ports.

Smartports: Customize x Smartports: Customize X
Interface Name:|Gil/9 Interface Name:|Gi1/10
Role: | Switch for Automation bl Role: | Switch for Automation d
Mative Vlan: | 999 - Mative Vlan: | 999 -

K3 [ cancel | B3 cncel |

5. ForRing 3, configure VLAN trunking on DLR-enabled ports.

Edit Physical Port b4 Edit Physical Port x
Port Name Gil/9 i Paort Name Gi1/10 o7
Description | | (Range: 1-200 Characters) Description | | (Range: 1-200 Characters)
Administrative Enable Administrative Enable
Speed Auto | Speed Auto i
Duplex Auto A Duplex Auto |
Auto MDIX Enable Auto MDIX Enable
Media Type 5 Mediza Type i
VLAN-0 Enable VLAN-O Enable
Administrative Mode Administrative Mode
Access VLAN default-1 % Access VLAN default-1 2
Allowed VLAN () All VLANS Allowed VLAN O All VLANS
(® VLAN IDs (®) VLAN IDs
[ 30-32,999 [ 30-32,999
(e.q. 2,4,10-20) (e.g., 2,4,10-20)
Mative VLAN NV999-999 - Native VLAN NV009-909 il

ml Cancel | m| Cancel ‘

6. Proceed to the next step in your implementation.
See Stratix Switch Configuration Examples on page 47.
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VLAN Trunking on a Stratix 5400 Switch via CLI

config t

!create VLANs for Ring 3 and assign addresses
VLAN 30
name DLR30

VLAN 31
name DLR31

VLAN 32
name DLR32

VLAN 999
name NV999

interface VLAN 30
IP address 192.168.30.1 255.255.255.0
exit

interface VLAN 31
IP address 192.168.31.1 255.255.255.0
exit

interface VLAN 32
IP address 192.168.32.1 255.255.255.0
exit

interface VLAN 999
IP Address 192.168.99.1 255.255.255.0
exit

! configure supervisor settings for Ring 3
! for backup use precedence 100

DLR Ring 3

mode supervisor

default beacon-interval

default beacon-timeout

control-vlan-ID 30

precedence 255

exit

exit

!'configure VLAN trunking on Ring 3

interface range Gil/9-10

macro apply switch-automation $native vlan 999
switchport trunk allowed vlan 30,31,32,999

DLR Ring 3
ip dhcp snooping trust
exit

end
|
Proceed to the next step in your implementation.

See Stratix Switch Configuration Examples on page 47.
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Stratix 5800 Configuration Examples

DLR configuration for Stratix 5800 switches requires 10S release 17.12.01 or later.
O You can modify these Stratix 5800 examples to use with a DLR-capable Stratix 5200 switch.
Configure Stratix 5800 Ring Supervisors

Use any of the following tools to configure a Stratix 5800 switch as a ring supervisor:
«  Device Manager
«  Command-line interface (CLI)
DLR configuration via the Logix Designer application will be available in a future release.

Table 9 - Stratix Ring Supervisor Configuration Example

Switch Ring VLAN ID IP Address DLR Ports
) ] 0 192.168.10. GBIV, Gille
Stratix 5800 2 20 192.168.20.1 Gilr7, Gil/8

IMPORTANT  Stratix 5800 switches support as many as three rings with the third ring only on the expansion module.
Ring 3 configuration is not a part of this example.

Stratix 5800 Ring Supervisor via WebUI
1. Configure Precision Time Protocol (PTP) for Boundary mode.

NTP
Servers

PTP Details

128

+ Apply to Device
2. Create VLANs 10 and 20 and assign each VLAN an IP address.
f g ~ » VLAN
SV
Admin YT Operational T IPvd T
MName T Status Status Address IPv6 Address YT Description T
0 [+ L]
0 [+ Q
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3. For each ring, enable Supervisor made, select DLR ports, and configure primary or backup supervisor settings.

Configuration - > Redundancy Protocols~ > DLR
Ring 1D~ 1 v

DLR Ring DLR DHCP

B Apply to Device

Mode* Supervisor v

Port 1* GigabitEthernet1/S -

Port 2* GigabitEthernet1/6

Supervisor Settings
Role (Precedence) Primary v 255
Beacon Interval 400 uSec
Beacon Timeout 1960 uSec
DLR WLAN ID 10

4. For each VLAN, apply the Multiport Automation Device Smartport role to DLR-enabled ports.

Configuration~ > Layer2~ > Smartports

Smartports Role Custom Smartports

Multi Port Configuration

Interfaces*® i1/5,Gi1/6
Interface i Role

; ()] GilN None
Available Roles
(=) Gil/2 None
O Automation Device D Gi1/3 None
()] Gi/4 -
® Multiport Automation Device
0O Multiport Automation Dev

Access VLAN 10 v
—_———— Multiport Automation Device

Multiport Automation Device

Multiport Automation Des

Gi1/9

00O

Gi1/10 None
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5. For each DLR-enabled port, enable DHCP Snoaping Trust.

Multi Port Configuration

General Advanced
Access Lists
IPv4 Inbound ACL | None v |
IPv6 Inbound ACL | Mone v |
MAC Inbound ACL | Mone v |
MAC Outbound ACL | None v |
DHCP Relay
Relay Information Option . DISABLED
DHCP Snooping Trust

6. Proceed to the next step in your implementation.
See Stratix Switch Configuration Examples on page 47.

Stratix 5800 Ring Supervisor via CLI

config t
ptp mode boundary

! Create VLANs 10, 20
VLAN 10

name DLR10

VLAN 20

name DLR20

! Assign an IP address to VLANs 10 and 20
interface VLAN 10

IP address 192.168.10.1 255.255.255.0
exit

interface VLAN 20

IP address 192.168.20.1 255.255.255.0
exit

Configure primary or backup supervisor parameters
Use precedence value 255 for a primary supervisor
Use precedence value 100 or some other value for
a backup Supervisor

DLR Ring 1

mode supervisor

control-vlan-ID 10

precedence 255

exit

exit

DLR Ring 2

mode supervisor

default beacon-interval

default beacon-timeout

control-vlan-ID 20

precedence 255

exit

exit

! Apply Smartport roles to DLR ports on each ring
interface range Gil/5-6
macro apply ab-multiport-device S$access vlan 10

DLR Ring 1
ip dhcp snooping trust
exit

interface range Gil/7-8
macro apply ab-multiport-device Saccess_vlan 20

DLR Ring 2

ip dhcp snooping trust
exit

end
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Configure Stratix 5800 Ring Participants

Use any of the following tools to configure a Stratix switch as a ring participant:

«  Device Manager

«  Command-line interface (CLI)

DLR configuration via the Logix Designer application will be available in a future release.

Table 10 - Stratix Ring Participant Configuration Example

Switch Ring VLAN ID IP Address DLR Ports
1 10 192.168.10.5 Gil/5, Gil/6
Stratix 5800
2 20 192.168.20.5 Gil/7, Gil/8
Stratix 5800 Ring Participant via WebUI
1. Configure Precision Time Protocol (PTP) for Boundary mode.
e PTP Details
Servers
Priority1 128
2 128
0
+ Apply to Device
2. Create VLANs 10 and 20 and assign each VLAN an IP address.
Configuration~ > Layer2~ > VLAN
Svi VLAN VLAM Group
+ Add
Admin Y Operational Y IPv4 b
MName Y Status Status Address IPv6 Address Y Description
O wian [+ [4] unassigned Unassigned
O wianio [ 4] [+] 192.168.10.5  Unassigned VLANTO
O wianzo [+ [4] 192.168.20.5  Unassigned VLANZO
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3. Foreach ring, enable Node mode and select DLR ports.
Configuration * > Redundancy Protocols~ > DLR
Ring ID* 1 v

DLRRing  DLR DHCP

Mode* Node -
Port 1* GigabitEthernet1/5 w
Port 2* GigabitEthernet1/6

4. For each VLAN, apply the Multiport Automation Device Smartport role to DLR-enabled ports.

Configuration~ > Layer2~ > Smartports

Smartports Role Custom Smartports

Multi Port Configuration

Interfaces* i1/5,Gi1/6
Interface : Role

. Giln None
Available Roles 2
(=) Gil/2 None
O Automation Device D Gi1/3 None
0O Gi1/4 ~
® Multiport Automation Device
O Multiport Automation Dev

Access VLAN 10 v
—_———— Multiport Automation Device

Multiport Automation Device

O Multiport Automation D
O Gil/9 Tone
(] Gi1/10 None

5. Proceed to the next step in your implementation.
See Stratix Switch Configuration Examples on page 47.
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Stratix 5800 Ring Participant via CLI

config t
ptp mode boundary

! Create VLANs 10 and 20
VLAN 10

name DLR10

VLAN 20

name DLR20

! Assign an IP address to each VLAN
interface VLAN 10

IP address 192.168.10.5 255.255.255.0
exit

interface VLAN 20

IP address 192.168.20.5 255.255.255.0
exit

! Configure DLR parameters for each ring
DLR Ring 1

mode beacon-node

exit

DLR Ring 2

mode beacon-node

exit

! Apply Smartport roles for DLR ports on each ring
interface range Gil/5-6

macro apply ab-multiport-device $access vlan 10
DLR Ring 1 B

ip dhcp snooping trust

exit

interface range Gil/7-8

macro apply ab-multiport-device S$access_vlan 20

DLR Ring 2

ip dhcp snooping trust
exit

end
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Configure Stratix 5800 Redundant Gateways

Use any of the following tools to configure a Stratix switch as a redundant gateway:

DLR configuration via the Logix Designer application will be available in a future release.

Table 11 - Redundant Gateway Configuration Example

Device Manager

Command line interface (CLI)

Switch Ring VLAN ID IP Address DLR Ports Uplink Ports
1 10 192.168.10.1 Gil/5, Gil/6
Stratix 5800 Gil/, Gil/2
ranx 2 20 192.168.20.1 Gil/7, Gil/8 e
Stratix 5800 Redundant Gateway via Device Manager
1. Enable IGMP snooping.
Configuration~ > Services~ > Multicast
IGMP Snooping Querier ENABLED .
@ ENABLED [
2. Verify that PTP Boundary mode is enabled.
hTe PTP Details
Servers
Priority1 128
128
0
+ Apply to Device

3. For each ring, enable and configure a primary or backup redundant gateway.

18
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Redundant Gateway mvaee [l Redundant Gateway oeie [l

Redundant Gateway Settings Redundant Gateway Settings

Role (Precedence) @ ‘ 255 Role (Precedence) ‘ 100

Advertise Interval ‘ 2000 uSec Advertise Interval ‘ 2000 uSec

Advertise Timeout ‘ 5000 uSec Advertise Timeout ‘ 5000 uSec

Learning Update Leaming Update

Uplink Ports Uplink Ports
Available (8) Selected (2) Available (8) Selected (2)
GigabitEthernet1/3 3 E GigabitEthernet1/1 € GigabitEthernet1/3 > = GigabitEthernet1/1 €
GigabitEthernet1/4 3> GigabitEthernet1/2 € GigabitEthernet1/4 3> GigabitEthernet1/2 &
GigabitEthernet1/5 3 GigabitEthernet1/5 >
GigabitEthernet1/6 3 GigabitEthernet1/6 >
GigabitEthernet1/7 3> GigabitEthernet1/7 >
GigabitEthernet1/8 3 GigabitEthernet1/8 >
GigabitEthernet1/9 3 GigabitEthernet1/9 >
GigabitEthernet1/10 3+ - GigabitEthernet]/10 > -

4. For each uplink port, apply the Switch for Automation Smartport role.

Configuration = > Layer2 - > Smartports

Smartports Role Custom Smartports

Multi Port Configuration

Interface :  Role

O Switch for Automation

0O Switch for Automation

0O Gil/3 None

0O Gil/4 None

O Gil/5 Multiport Automation Device
D Gil/e Multiport Automation Device
O Gi1/7 Multiport Automation Device
C] Gil/8 Multiport Automation Device

5. Proceed to the next step in your implementation.
See Stratix Switch Configuration Examples on page 47.
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Stratix 5800 Redundant Gateway via CLI

config t

! Configure IGMP snooping
ip igmp snooping tcn query solicit

! Configure ptp boundary mode
ptp mode boundary

! Enable and configure a primary or

! backup redundant gateway for each ring

! Use precedence value 255 for a primary gateway
! Use precedence value 100 or some other value
! for a backup gateway

DLR ring 1

gateway enable

default advertise-interval

default advertise-timeout

gateway-precedence 255

exit

exit

DLR ring 2

gateway enable

default advertise-interval

default advertise-timeout

gateway-precedence 255

exit

exit

! Configure the uplink ports for each ring
interface range Gil/1-2

dlr ring 1 uplink

dlr ring 2 uplink

macro apply switch-automation Snative vlan 1
exit

end

|
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Configure DLR DHCP on Stratix 5800 Switches

Use any of the following tools to configure DLR DHCP:
Device Manager
«  Command-line interface (CLI)

DLR configuration via the Logix Designer application will be available in a future release.
Table 12 - DLR DHCP Example

Ring Device Index |IP Address Host Name DHCP Pool
2 Not applicable Not applicable Not applicable
3 192.168.20.100 Device_20-100 DLR_DHCP_POOL
[ 192.168.20.101 Device_20_101 DLR_DHCP_POOL
5 Not applicable Not applicable Not applicable
6 192.168.20.103 Device_20-103 DLR_DHCP_POOL
> Ee
0
' 0
Ring Device 1 ° Ring Device 2

« Active Ring Supervisor 2
« Primary DLR DCHP Server B

3
m

« Backup Ring Supervisor
« Backup DLR DCHP Server

© o o o

Gil/7  Gil/8

o—
g

|88,(8s8s,8s
[ |seijssi

CED)

U

Ring Device 6 Ring Device 5 Ring Device 4 ] Ring Device 3
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DLR DHCP on a Stratix 5800 Switch via Device Manager

1. Enable DHCP and DHCP Snooping:
« Configure a DHCP pool for ring devices.
+ Enable DHCP Snooping and Reserved Only.

Edit DHCP Pool: DLR_DHCP_Pool

General Advanced
DHCP Pool Name*
VRF O

Subnet Mask™

a
o
ol
I
ul
[
[
ul
o
o
a4

DHCP Snooping
Reserved Only
Lease* ‘ Never Expires v |
| || | |
(0-365 days) (0-23 hours) (0-59 minutes)

2. Specify a default router.

Administration = > DHCP Pools

Pools DHCP Persistence

Edit DHCP Pool: DLR_DHCP_Pool Snooping
General Advanced Associate VLAN 1-4094 (Ex:1,2,5-7)
e —— with DHCP
Snooping

Enable DNS Proxy O

< VLAN
20 [+

o

Network/Sul

Pool Mame YW Mask b g VLAN T

DLR_DHCP_... 192.168.20.0... Man20

DHCP
Snooping

Enable
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3. Configure the switch as a primary or backup DLR DHCP server.

Configuration™ » Redundancy Protocols* » DLR
Ring ID* 2 L

DLR Ring DLR DHCP

B Apply to Device

Ring DHCP Server enasle [ CRole Primary &
Enable

Ring DHCP eesle | stews Ring Fault

Snooping

R

Enable CIP (@ DisasiE |

For a backup configuration, you must select Enable CIP and enter the IP address of the primary DLR DHCP server. These settings
enable the backup server to receive the DHCP configuration from the primary server if a switchover occurs.

Configuration~ > Redundancy Protocols~ » DLR
Ring ID* 2 -

DLR Ring DLR DHCP

Ring DHCP Server enaste [ Role
Enable

Ring DHCP Snooping ENABLE . Status Ring Fault

Number of Devices” Backup Interval 60

ﬂ |

Enable CIP Active DLR DHCP 192.168.20.1
Server IP*
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4. (Primary DHCP server only). For each device on Ring 2, add entries to the index table and assign IP addresses to each entry, except for
entries 2 and 5.

In this example, entries 2 and b have static IP addresses.

O Index :  IP Address ¢ Host Name :  DHCP Pool

o -

CJ 3 192,168.20.100 Device_20_100 DLR_DHCP_Poo
D I 92.168.2 1 Device_20_101 DLR_DHCP_Poal
CJ B 192.168.20.103 Device_20_103 DLR_DHCP_Poal

5. Proceed to the next step in your implementation.
See Stratix Switch Configuration Examples on page 47.

Stratix 5800 DLR DHCP via CLI

Primary

config t

! Exclude the ring devices with static IP addresses

ip dhcp excluded-address 192.168.20.0 192.168.20.99

ip dhcp excluded-address 192.168.20.111 192.168.20.255
! Configure an IP address pool

ip dhcp pool DLR DHCP_Pool

network 192.168.20.0 255.255.255.0

default-router 192.168.20.1

lease infinite

reserved-only

cip instance 1

! Enable DHCP snooping

ip dhcp snooping vlan 20

ip dhcp snooping

! Configure the switch as a primary DLR DHCP server
dlr ring 2

ring-dhcp

snooping enable

dhcp-server enable

intended-role primary

number-of-devices 6

! Assign IP addresses to devices in the DLR DHCP address pool.
entry 3 add 192.168.20.100 DLR_DHCP_Pool Device 20_100
entry 4 add 192.168.20.101 DLR DHCP_Pool Device 20 101
entry 6 add 192.168.20.103 DLR DHCP Pool Device 20 103
exit

exit

end

!

Backup

config t

! Exclude the ring devices with static IP addresses
ip dhcp excluded-address 192.168.20.0 192.168.20.99
ip dhcp excluded-address 192.168.20.111 192.168.20.255
! Configure an IP address pool

ip dhcp pool DLR DHCP Pool

network 192.168.20.0 255.255.255.0

default-router 192.168.20.1

lease infinite

reserved-only

cip instance 1

! Enable DHCP snooping

ip dhcp snooping vlan 20

ip dhcp snooping

! Configure the switch as a backup DLR DHCP server
dlr ring 2

ring-dhcp

snooping enable

dhcp-server enable

intended-role backup

active-cip-addr 192.168.20.1

number-of-devices 6

exit

exit

end

!
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Configure VLAN Trunking on Stratix 5800 Switches

Use any of the following tools to configure VLAN trunking:

Device Manager

Command line interface (CLI)

This example shows how to configure DLR VLAN trunking on Ring 2 and assumes that Ring 1is already configured for one VLAN.

Table 13 - VLAN Trunking Configuration Example

Switch Ring VLAN IP Address DLR Ports
Stratix 5800 1 10 192.1.58.10.1 . G!VS' GAﬂ/B
2 Trunk VLANs 20, 21, 22, and 999 Multiple, native VLAN 192.169.99.1 Gi1/7, Gil/8

VLAN Trunking on a Stratix 5800 Switch via Device Manager

1.

To configure Ring Twith a single VLAN, follow the steps for Implementation C, as shown on page 47.
2. Create VLANs 20, 21, 22, and 999 and assign each VLAN a static IP address.
Assigning an IP address to the native VLAN is not required, but recommended for diagnostic purposes.

* » VLAN
svi
Admin Y Operational T IPv4 2y
Name Y Status Status Address IPVE Address Y  Description
0 wve (4] ] Unassigned
0 van Q (+] 192.168.1.34 Unassigned
D"-"’ (4] 4] Unassigne LAR
D Vian: (4] 4] Unassigned LA
0 v o o Inass VLANZ2
0 wiang99 (4] Q 2.168.99 Unassigned a

For Ring 2, do the following:
« Enable Supervisor mode.
« Enable DLR on two DLR-capable switch ports.

« Configure primary or backup supervisor parameters.

Ring ID*

DLR Ring

[¥]

*» DLR
R
B Apply to Device
Supervisor v
GigabitEthernet1/7 =
GigabitEthernet1/8
Primary v 255

uSec
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4. For Ring 2, apply the Switch for Automation Smartport role to DLR-enabled ports Gil/7 and Gil/8 with native VLAN 999.

Configuration ™ >

Smartports Role

Available Roles

Automation Device

Multiport Automation Device

o]

o]

(@] Desktop for Autormation
O wirtual Desktop for Automation
®

Switch for Autornation

Native VLAN 999 ]

Interfaces* i1/7,Gi1/8 ‘

Multi Port Configuration

Interface

O00OO0OO0O0OO0OO0OO0O0OO

Gil/10

5. For Ring 2, configure VLAN trunking on DLR-enabled ports.

Multi Port Configuration

General Advanced

Interfaces

Description

Speed

Duplex

Admin Status

Port Fast

BPDU Guard

BPDU Filtering

Enable Layer 3 Address

GigabitEthernet1/7-8

DLR Ring 2 Trunk

auto

o)

auto

up n

disable
@ osasLeD

B oisase0

@ osaseD

Wil

(1-200 Characters)

10 Ooo O 1000

Switchport Mode

v

trunk
Allowed VLAN oA
VLAN IDs 20-22
Native VLAN 999

@ VLAN IDs

(e.g. 1,2,4,6-10)

& Apply to Device

6. Proceed to the next step in your implementation.
See Stratix Switch Canfiguration Examples on page 47.
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Stratix 5800 VLAN Trunking via CLI

config t

!create VLANs for Ring 2 and assign addresses
VLAN 20

name DLR20

VLAN 21

name DLR21

VLAN 22

name DLR22

VLAN 999

name NV999

interface VLAN 20

IP address 192.168.20.1 255.255.255.0

exit

interface VLAN 21

IP address 192.168.21.1 255.255.255.0

exit

interface VLAN 22

IP address 192.168.22.1 255.255.255.0

exit

interface VLAN 999

IP Address 192.168.99.1 255.255.255.0

exit

! configure supervisor settings for Ring 2
! for backup use precedence 100

DLR Ring 2

mode supervisor

default beacon-interval

default beacon-timeout

control-vlan-ID 20

precedence 255

exit

exit

!'configure VLAN trunking on Ring 2
interface range Gil/7-8

macro apply switch-automation $native vlan 999
switchport trunk allowed wvlan 20,21,22,999

DLR Ring 2

ip dhcp snooping trust
exit

end
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Notes:
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Chapter 5

DLR Network Monitoring

You can retrieve DLR network information through various software and tools that are described in this chapter.

For more information about how to troubleshoot products on EtherNet/IP™ networks, see the Troubleshoot EtherNet/IP Networks Application

Technique, publication ENET-AT003.

Depending on whether the ring node is a device or a switch, you can use the following software tools to monitor and diagnose a DLR network.

Software Tools Device Switch
Studio 5000 Logix Designer® application Yes Yes
RSLinx® Classic software Yes No
Device webpages Yes No
Device Manager web interface No Yes
Command-line interface (CLI) No Yes
DLR faceplate Yes Yes
MSG instructions Yes Yes

Logix Designer Application

You can view information about a DLR network in the Logix Designer application when your controller project is online.

For supervisor-cable devices, open the Module Properties dialog box and click the Network tab.

2| Module Properties: Local0 (1756-EN2TR 5.3)

(=3 ECR/™<)

|Gene|a| | Connection I RSMetWar | Module Info | Intemet Protocol | Port Corfiguration | Metwork |T|me S)'nc:l

MNetwork Topology: Ring
Network Status: Mormal
Active Ring Supervisor: 192.168.1.2
Active Supervisor 3
Precedence:

Enable Supervisor Mode

Ring Faults Detected: 0 Reset Counter |
Supervisor Status: Active
Ring Fault

Last Active Node on Port 1:

Last Active Node on Port 2:

Verify Fault Location | &

Refresh communication.

Status: Running

] [ Cancel Apply Help
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For switches, open the Module Properties dialog box, expand Device Level Ring (DLR) and click Statistics.

| Module Properties: MyENZT (1783-BMS20CA 8.001) o= (3]
- General | Device Level Ring(DLR)-Ring 1-Statistics
fpamection Switch DLR Status - Active Ring Supervisor
- Module Info
- Switch Configuration Network Topology: Ring Mode: True
- Switch Status Network Status: Ring Fault Status: Active
- Port Configuration ) )
.. Smartports and VLANs Supervisor Mode: Active MAC Address: E4:90:69:97:38:0F
- Part Thresholds MAC Address: 00:00:00:00:00:00 IP Address: 192.168.1.32
RN IP Address: 0.0.0.0 Beacon Interval: 20000
- Port Status
- Device Level Ring (DLR) Precedence: 15 Beacon Timeout: 40000
B- Ring 1 Port 1: Fa1/15 Precedence: 15
Port 2: Fal/1s Ring Protocol VLAMID: g
Switch Redund Gat ¥ Active R
- DHCF Pools Redundant Gateway: Enabled MAC Address: 00:00:00:00:00:00
i Status: Gateway Fault 1P Address: 0.0.0.0
.. 5D Flash Sync st ateway Faul ress: 0.0,
- Save/Restore Advertise Interval: 2000 Precedence: 0
Advertise Timeout: 5000
Precedence: 0
Send Learning Frame: Enabled
Uplink Port 1: Fa1f13
Uplink Port 2: Falf14
4| (1] b
Status: Running [ oK J [ Cancel Apply Help

RSLinx Classic Software

In RSLinx® Classic software, browse the network to find the supervisor-cable device. Open the Module Configuration dialog box and click the
Network tab.
The following example shows a ring fault between nodes at IP addresses 192.168.1.3 and 192.168.1.2.

AB_ETHIP-1192.168.1.2 1756-EN2TR/A Configuration .4 X

General 1 Port Configuration 1 Advanced Port Configuration  Metwork ]

Metwork Topology: Ring Advanced. .

Metwork Status: Ring Fault
Active Ring Supervisor: 152.168.1.2
Active Supervisor 3
Precedence:

[+ Enable Ring Supervisor

Fing Faults Detected: 1 Reset Counter

Supervisor Status: Active
Ring Fault
Last Active Node on Port 1: 152.168.1.3
Last Active Node on Fort 2: 192.168.1.2
Verfy Fault Location

Status:  Ring Fault
Refresh communication

QoK | Cancel spply Help
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Device Webpages

Another method to monitor DLR network information with supervisor-capable devices is to use the diagnostic webpages for the device. This
example uses a 1756-EN2TR module.

Enter the IP address of the device in a web browser to open the device webpage. Under the Diagnostics folder, click Ring Statistics.

e — = =S - - = =
& Rockwell Automation - Windows Internet Explorer @_&
o _ : - 1 T |
(@A [ hitp://192.168.1 2/indexhtmi?redirect=/heme.asp - |43 | % |||} Googie P~
- - = — - - - - - - - - - e - -
File Edit View Favorites Tools Help
x @yConvert v [ Select
. : = ~ »
54 Favorites fl Rockwell Automation 3 v~ B - = & v Pagev Safety~ Toolsv @~ L
@ Alen-Bradley i / Roclawell
1756 EN2TR A Automation
Minimize Diagnostic Overview “, Network Settings . Application Connections ™, Bridae Connections ™, Ethernet Statistics Y Ring Statistics
Home
(Gl Diagnostics Network Ring Fault Location » MAC
Diagnostic Overview Network Topology Ring Last Active Node on Port 1 0,0.0.0 000000000000
Network Settings Network Status Normal Last Active Node on Port 2 0.0.0.0 000000000000
Application Connections:
Bridge Connections Ring Supervisor Active Ring Supervisor
Ethernat Statistics Ring Supervisor Mode Enabled 192.168.1.2
Address
Ring Statistics Ring Supervisor Status Active 0000bc2265F6
e Fo Ring Protocol Participants i Precedence 3
Brovse Chassis Count
Ring Faults Detected 0
Ring Advanced Config
Beacon Interval 400
Beacon Timeout 1360
Supervisor Precedence z
Protocol VLAN ID o
Seconds Between Refresh: 15 | Disable Refresh with 0.

Device Manager

The Device Manager web interface is available for Stratix® managed switches.
Enter the IP address of the switch in a web browser and sign in to Device Manager. From the Monitor menu, choose DLR.

The following example shows DLR network information for the Stratix 5400 switch. You can view network information on the Overview,
Faults, and Members tabs for each configured ring.

Stratix 5400 Solution

Device Manager - Switch

Ring2 Ring3
Faults Members
Switch DLR Status Active Ring Supervisor
Topology Ring Supervisor MAC F4:54:33:16:BC:85
Status Normal Supervisor IP 10.208.105.10
Mode Active Supervisor Beacon Interval 400
Redundant GW Active Gateway Beacon Timeout 1960
MAC Address F4:54:33:16:BC:85 Supervisor Precedence 200
IP Address 10.208.105.10 VLAN ID 0
Port 1 GigabitEthernet1/s, vlan 533, UP
Port 2 GigabitEthernet1/6, vlan 533, UP
DHCP Server Status
Current Role Backup
Status Mot in Active or Standby state.
Redundant Gateway
Status Active Gateway
Advertise Interval 2000
Advertise Timeout 5000
GW Precedence 200
Learning Enabled YES
. GigabitEthernet1/1
i) GigabitEthernet1/2
Clear Partial Gateway Fault Clear Rapid Faults
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Command-line Interface

The Cisco 10S® command-line interface (CLI) enables you to execute Cisco I0S commands to configure and monitor DLR networks.

For details about CLI commands for DLR, see the Deploying Device Level Ring within a Converged Plantwide Ethernet Architecture Design
Guide, publication ENET-TDOIS.

a1
L_ACTIVE

/2, vlan 1, UP

DLR Faceplate

The EtherNet/IP Device Level Ring Network Diagnostics Faceplate enables a controller to retrieve real-time DLR network status information.
The Logix Add-On Instruction automatically collects DLR information and HMI faceplate graphics allow the data to be visualized on an
operator interface. Faceplate supports applications with as many as three DLR rings for FactoryTalk® View SE/ME and View Designer displays
with Logix controllers. Faceplate files are available in the Network Device Library accessible from the Product Compatibility and Download

Center at rok.auto/pcdc.

For more details, see the Network Device Library Reference Manual, publication DEVICE-RM400.

raC_Opr_NetDLR1
raC_Opr_NetDLR Single_DLR_56MNode
np_Enable Single_DLR_56Node_En
O«
Single_DLR_56Node_Pa...
Single_DLR_56Node_Ms...
= Single_DLR_56Node_Ms. ..
ber Single_DLR_56Node_Ms...
st_SignC Single_DLR_56Node_Ms. ..
Ref_Storage Single_DLR_56Node_St...
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MSG Instructions

By using MSG instructions in the Logix Designer application, you can perform the following functions to monitor your DLR network:

Get the current network topology mode

Get the status of the network

Get the last active node at the end of a chain through port 1of an active ring supervisor during a ring fault
Get the last active node at the end of a chain through port 2 of an active ring supervisor during a ring fault
Verify a ring fault location

Clear rapid ring faults

Clear partial network faults

These functions are described in detail in Attribute and Service Return Values on page 95.

You can display this information on an HMI device or manipulate it in your project code.

Q

Sample DLR network diagnostic application code, for example, Add-On Instruction or HMI faceplate graphics, is available on the
Rockwell Automation Sample Code Library.

For information about how to program MSG instructions for Logix 5000° controllers, see the Logix 5000 Controllers Messages Programming
Manual, publication 1756-PM012.

Example Use of MSG Instruction

The following steps describe how to configure an MSG instruction.

1.

Enter an MSG instruction into your rung of logic.

2. Configure the MSG instruction to retrieve the desired diagnostic service or attribute, as described in Table 14 on page 94.

Q

Make sure the tag that you create is sized appropriately to hold all data.

Message Configuration - M5G_Get_Ring_Diagnostics

Corfiguration”  Communication® Tag

Message Type: CIP Generic P
SEMVice | Get Attribute Single w
Type:

-

0 -

. e Hex) Class: (Hex) Destination Metwork_Topology
; Element:

Instance: Attribute: X

= = (Hex) MNew Tag. ..

3 Enable ) Enable Wating ) Start 2 Done Done Length: 0
(73 Emor Code: Extended Emor Code: [ Timed Out 4
Emor Path:
Emor Text:

Cocel | [ toww | [ Feb
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3. Configure the communication path to point to the active supervisor node.

Message Configuration - MSG_Get_Ring_Diagnostics

Corfiguration® Communication”  Tag
@ Path: [EN2TR_Module Browse...
EM2TR_Module
Broadcast:
Communication Method
cIP DH+ el A 0 :
CIP With 0 = 0 =
Source I 5
Cache Connections 4= Large Connection
JEnable O Enable Waiting ) Start ) Done Done Length: 0
) Emor Code: Extended Emor Code: [ Timed Out 4
Ermror Path:
Ermor Text:
G| [ | [

MSG Instruction Configuration Values

To obtain DLR diagnostic information, enter the configuration values that are described in Table 14 on the Configuration tab of an MSG

instruction.

Table 14 - MSG Instruction Configuration Values

Attribute and Service Names |Description Message Type | Service Code alla&s) Instance (Alﬂ:r)i(l;ute Code Destination Element E::;i:‘ha:g)y':es)
1=ring1
Network Topology Current network topology mode CIP™ Generic |E 41 2=ring2 |1 SINT tag 1
3=ring3
1=ring1
Network Status Status of network CIP Generic  |E 47 2=ring2 |2 SINT tag 1
3=ring3
Last active node at the end of chain 1=ring1
Last Active Node on Port 1 through port 1of active ring supervisor | CIP Generic ~ |E 47 2=ring2 |6 SINT[10] tag 10
during ring fault 3=ring 3
Last active node at the end of chain 1=ring1
Last Active Node on Port 2 through port 2 of active ring supervisor  |CIP Generic  |E 47 2=ring2 |7 SINT[10] tag 10
during ring fault 3=ring 3
1=ring1
Verify a Fault Location Causes ring supervisor to verify CIP Generic ~ |4B 41 2=ring2 |0 None -
3=ring3
1=ring1
Clear Rapid Faults Clears the Rapid Fault/Restore CIP Generic ~ [4C 41 2=ring2 |0 None -
3=ring 3
1=ring1
Clear Gateway Partial Fault Clears the partial network fault CIP Generic  |4E 41 2=ring2 |0 None -
3=ring3

(1) For DLR-capable devices that are not Stratix switches, use instance 1.

9%
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Attribute and Service Return Values
Network Topology

The Network Topology attribute returns the current network topology mode.

Value Mode Description

The Network Topology attribute indicates Linear mode (0) when any of these conditions are true:
« A supervisor-capable device is not enabled as a ring supervisor.

« A supervisor-capable device is enabled as a ring supervisor, but cannot support the current operating ring parameters.
0 Linear A supervi ble device is enabled as a ri isor, but cannot support th t operating i t
« The device is not a supervisor-capable device!).
1 Ring The Network Topology attribute indicates Ring mode (1) when a supervisor-capable device is enabled as a ring supervisor, except

when the device cannot support the current operating ring parameters.
(1) If the device is not a supervisor-capable device, the Topology mode is initially Linear, but then transitions between Ring and Linear modes.

Network Status

The Network Status attribute returns the status of the network based the view of the network by the device.

Value Status Description

0 Normal Operation The devices detect that the network is operating normally in both ring and linear topology modes.
1 Ring Fault The device detects a ring fault. Valid only when Network Topology is Ring.

2 Unexpected Loop Detected The device detects a loop in the network. Valid only when the Network Topology mode is Linear.

The device detects a network fault in one direction only. Valid only when the Network Topology mode is Ring and the node
is the active ring supervisor.

The device detects a series of rapid ring fault/restore cycles. The supervisor remains in a state with forwarding blocked
on its ring ports. The condition must be cleared explicitly via the Clear Rapid Faults service.

3 Partial Network Fault

4 Rapid Fault/Restore Cycle

Last Active Node on Port 1

The Last Active Node on Port 1attribute contains the IP address and Ethernet MAC address of the last node reachable through port 1of an
active ring supervisor. The value of the attribute is obtained via the Link_Status/Neighbor Status frames:

« The first 4 bytes represent the IP address.
« The next 6 bytes represent the MAC address.

The attribute value is 0 for these conditions:
« Theinitial value of the IP address and MAC address is 0.
«  When no IP address is configured, the address is 0.

«  When the device is not enabled as a ring supervisor or is operating as the backup supervisor, the IP address and Ethernet MAC
address is 0.

On transition to FAULT_STATE, this attribute remains clear until the supervisor receives Link/Neighbor Status information.
On transition from FAULT_STATE to NORMAL_STATE, the value of the attribute is retained to help diagnose the previous ring fault.
Last Active Node on Port 2

The Last Active Node on Port 2 attribute contains the IP address and Ethernet MAC address of the last node reachable through port 2 of an
active ring supervisor. The value of the attribute is obtained via the Link_Status/Neighbor Status frames:

« The first 4 bytes represent the IP address.
« The next 6 bytes represent the MAC address.

The attribute value is 0 for these conditions:
« Theinitial value of the IP address and MAC address is 0.
«  When no IP address is configured, the address is 0.

«  When the device is not enabled as a ring supervisor, or is operating as the backup supervisor, the IP address and Ethernet MAC
address is 0.
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On transition to FAULT_STATE, this attribute remains clear until the supervisor receives Link/Neighbor Status information.
On transition from FAULT_STATE to NORMAL_STATE, the value of the attribute is retained to help diagnose the previous ring fault.

Verify a Fault Location

The Verify Fault Location service causes an active ring supervisor to verify a ring fault location by retransmitting the Locate_Fault frame to
ring nodes. The Last Active Node Tand Last Active Node 2 attributes are updated based on the response to the Locate_Fault frame.

There are no parameters for the request. A success response results in all zeros.

If the Verify_Fault_Location service is received when the supervisor is not enabled, or is the backup supervisor, or is the active supervisor
but not in fault state, status code 0xOC (Object State Conflict) is returned, and the Last Active Node 1and Last Active Node 2 attributes is set
to 0.

Clear Rapid Faults

The Clear Rapid Faults service clears the condition where the ring supervisor has detected a cycle of rapid ring fault/restore. Upon clearing
the condition, the ring supervisor returns to normal operation.

There are no parameters for the request.

If the Clear Rapid Faults service is received when the supervisor is not enabled, or is the backup supervisor, or is the active supervisor but
not in the rapid fault/restore condition, status code 0x0C (Object State Conflict) is returned.

Clear Gateway Partial Faults

The Clear Gateway Partial Fault service clears the condition where the gateway has detected a partial network fault. Upon clearing the
condition, the gateway resumes normal operation.

There are no parameters for the request.

If the Clear Gateway Partial Fault service is received when the gateway is not enabled, or is not in partial network fault condition, status code
0xOC (Object State Conflict) is returned.

96 Rockwell Automation Publication ENET-ATOO7E-EN-P - June 2023



Appendix A

Network Recovery Performance

When you measure the performance of your network during fault conditions, we recommend that you consider the network recovery time.
Network recovery is the time for all of the following to take place:

1. The supervisor node recognizes that a fault exists on the network.

2. The supervisor node reconfigures the network appropriately because of the fault.

3. The supervisor node communicates to the network nodes that a fault condition exists.
4. The network nodes reconfigure themselves appropriately because of the fault.

With the default beacon interval value of 400 ps and beacon timeout value of 1960 ps, the worst-case time for network recovery times are as
follows:

2890 ps for a copper DLR network. This recovery time is based on 100 m (328 ft) copper segments between nodes on the network.

« 3140 ps for a fiber-optic DLR network. This recovery time is based on 2 km (6561 ft) fiber-optic cable segments between nodes on the
network.

When considering these values, keep in mind the following:
«  Recovery time can actually occur faster than the times listed.
« The recovery times assume that your network nodes are operating at 100 Mbps speed and full-duplex mode.
« If nodes operate at a different speed or duplex mode, the recovery times can differ.

In this scenario, you must change the beacon interval and beacon timeout. If you think you must change these parameters, we
recommend that you first call Rockwell Automation technical support.

«  The value assumes that most of the traffic on your network is EtherNet/IP™ traffic.
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Notes:
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Additional Resources

EtherNet/IP Device Level Ring Application Technique

These documents contain additional information concerning related products from Rockwell Automation. You can view or download

publications at rok.auto/literature.

Resource

Description

Stratix Ethernet Device Specifications Technical Data, 1783-TD001

Provides specifications for Stratix® Ethernet switches and other devices.

Deploying Device Level Ring within a Converged Plantwide Ethernet
Architecture Design Guide, publication ENET-TD015

Represents a collaborative development effort from Rockwell Automation and Cisco
Systems®. Provides application requirements, technology, and design considerations to
deploy Device Level Ring (DLR) technology through a plant-wide Industrial Automation and
Control System (IACS) network infrastructure.

High Availability Systems Reference Manual, HIGHAV_RM002

Provides guidelines for high availability systems, including redundant system components,
networks, and other hardware and software considerations.

Stratix Managed Switches User Manual, 1783-UM007

Describes how to configure, monitor, and troubleshoot Stratix® 5400, 5410, 5700, 8000, 8300,
and ArmorStratix™ 5700 managed switches.

ControlLogix EtherNet/IP Network Devices User Manual, 1756-UM004

Describes how to configure and use EtherNet/IP devices to communicate on the EtherNet/IP
network.

Ethernet Reference Manual, publication ENET-RM002

Describes basic Ethernet concepts, infrastructure components, and infrastructure features.

Troubleshoot EtherNet/IP Networks Application Technique,
publication ENET-AT003

Describes troubleshooting techniques for Integrated Architecture products on EtherNet/IP
networks.

Online Help (provided with the switch)

Provides context-sensitive information about how to configure and use the switch.

Industrial Automation Wiring and Grounding Guidelines, publication 1770-4.1

Provides general installation guidelines for a Rockwell Automation industrial system.

Product Certifications website, rok.auto/certifications.

Provides declarations of conformity, certificates, and other certification details.
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https://rok.auto/certifications

Rockwell Automation Support

Use these resources to access support information.

Find help with how-to videos, FAQs, chat, user forums, Knowledgebase, and product

Technical Support Center notification updates. rok.auto/support

Local Technical Support Phone Numbers Locate the telephone number for your country. rok.auto/phonesupport

Technical Documentation Center Quickly access and download technical specifications, installation instructions, and user rok.auto/techdocs
manuals. B

Literature Library Find installation instructions, manuals, brochures, and technical data publications. rok.auto/literature

Product Compatibility and Download Center Download firmware, associated files (such as AOP, EDS, and DTM), and access product

(PcDe) release notes. rok.auto/pede

Documentation Feedback

Your comments help us serve your documentation needs better. If you have any suggestions on how to improve our content, complete the

form at rok.auto/docfeedback.

Allen-Bradley, ArmorStratix, Compact 1/0, ControlLogix, expanding human possibility, FactoryTalk Network Manager, Logix 5000, Rockwell Software, Rockwell Automation, RSLinx, Stratix, and
Studio 5000 Logix Designer are trademarks of Rockwell Automation, Inc.

CIP, CIP Sync, DeviceNet, and EtherNet/IP are trademarks of 0DVA, Inc.
Cisco and Cisco Systems are trademarks of Cisco Systems, Inc.

Trademarks not belonging to Rockwell Automation are property of their respective companies.

Rockwell Automation maintains current product environmental compliance information on its website at rok.auto/pec.
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