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INTRODUCTION

This document serves to describe the implementation of time synchronization (using the 1756HP-
TIME module) in a redundant Allen-Bradley ControlLogix system. Currently the user can either
use RSLogix v16 or RSLogix v19 when implementing the redundant control system (where v19
supports the Precision Time Protocol or PTP). An explanation will be given on synchronizing
controllers as well as doing sequence of events (SOE) solutions.

If the user has any questions or queries please email: tech@hiprom.com
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WALLCLOCK DISCIPLINE
Set System Value (SSV)

The following redundant PLC architecture will be used as an example:

_

ControlNet

EtherNet/IP

RSLogix v16

The user can set the wallclock by writing the current UTC value to it. Because the CPU is not in
the same rack as the 1756HP-TIME module the UTC offset cannot be used to discipline the clock
because the CST of the local and remote racks are different.

The PPS bit can be used to discipline the clock every second as shown below:

SRV

alls [onsT] Set System Value

Clazs Mame
Instance Mame
Attribte Marme

Source CMBR_Remote; 2 UTCO]

WALLCLOCKTIME

Current’alue

-15001:39136 &

Thus at the beginning of every second the SSV instruction will discipline the clock by using the
UTC value received from the 1756HP-TIME module.

NOTE: The wallclock time will only be as accurate as the RPI of the remote rack +
the RPI of the 1756HP-TIME module. For example if the remote rack RPI is
20ms and the 1756HP-TIME module’s RPI is 10ms the max wallclock time
error will be 30ms.

RSLogix v19

If the user is not using CIPSync (Precision Time Protocol — PTP) then the RSLogix v16 method
will also apply to RSLogix v19.
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Precision Time Protocol (PTP)

The following redundant PLC architecture will be used as an example:

RSLog

e
RUN| A#01| 196 PRIM

ControlNet

EtherNet/IP
ixv19

When using CIPSync the user must enable 3 options. This will allow the 1756HP-TIME module to
synchronize the Controllers without any ladder needed (note that the time accuracy is much
better when PTP is being used):

1.

Set the 1756HP-TIME module to output PTP in either the config image UDT or AOP:

|=-CMBR_Remoate:2:C T T I HT:1756HI
[+-CMER_Remote: 2:C.5aurce 1 Decimnal IMT
[FH-CMBR_Remote: 2:C. Contral 2#0000 0000 0010 0000 Binary IMT
—LCMER_Remote: 2 C.PTPOutputE nable 1 ‘I Decimal BOOL
—_HBER_Remate: L. H TFUutputE nable ] d Decimal BOOL
—CHBR_Remate:2:C.|RIGEOutputE nable ] Decimal BOOL
—LCMBR_Remote: 2 C.IRIGELockLostT u} Decimal BOOL
—LCMBR_Remate: 2:C.Prev 165 uppaort u} Decimal BOOL
—LCMER_Remote: 2:C.CSTMasterzhipE nable ] Decimal BOOL
[+-CHER_Remate: 2:C.NTPUpdate nterval 3600 Decimal DINT
[+-CHBR_Remote: 2:C.ExternalSourcedddiess f...4| 4., |Decimal IMT[4]
[H-CMER_Remote: 2 C. Priority1 125 Decimnal IMT
[FH-CMBR_Remnte: 2 C.Priority2 128 Decirnal IMT
[+-CHER_Remate: 2:C.PTPTimeT aLive A Decimal IMT
[+-CHER_Femate: 2:C.PTPSynclnterval 4 Decimal SIMT
[+-CHBR_Remote: 2 C.AdvancedCaonfig ] Decimal DINT
[F-CHMER_Remote: 2:C.Demcw eekMumber ] Decimnal DINT
[+-CHBR_Remate: 2:C.0 ematweekSeconds u} Decimal DIMT
[+-CHER_FRemate: 2:C.SpareDIMNT o Decimal DIMT
0 Roclkuwvell
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\
1\ NOTE: If the user is using major firmware revision 2 of the 1756HP-TIME module
‘ all parameters can be set from the Add-on Profile (AOP) and no UDTs are

required as the images are structured.

2. Set the Ethernet bridge module (EN2T, EN2TR etc.) to support CIPSync:
lojx

General | Connectionl Time Syncl odule Infol Internst Protocoll Port Configurationl Networkl FlSNetW'omI

Type: 1756-ENZTR 1756 10/100 Mbps Ethemet Bridge, 2-Part, Twisted-Pair Media Change Type... | -
Wendor: Allen-Bradley
Parert: Local Etherret Address
MHame: IEN2TH_Master % Frivate Wetwork: 192.168.1. BD_:I
Description: ;I © |F Address: I
= = Host Hame: I
r— Module Definition
Change ... | Slat: I 2 j'

Revision: 35

Electronic Keying: Compatible Module

Connection: Mone

Time Sync Connection: Time Syni andd Motion ]

Statuz: Running 0K I Cancel I Apply | Help |

3. Set the Logix Controller to enable Time Synchronization:
£ Controller Properties - RedControlPTPTest i m |

Advanced I SFC Execution I File I Redundancy I Monvolatile kemory | td ernory |
General I Sernal Part I Syztem Protocol I Uzer Protocal I b ajor Faultz I Minor Faulte  DatedTime

i) The Date and Time displayed here iz Contraller local time, nat warkstatian local time.
Lze theze fields to configure Time attibutes of the Contraller.

Set Date, Time and Zone from workstation |(—

Date and Time: |2D11£D2a’|32 04:12:42 P Chanage Date and Time... |&

TimeZone:  [(GMT+00:00) Greenwich Mean Time : Dn ¥ | &
[T Adijust for Daylight S aving [+07:00] «

Time Synchronize

) L. 1 DAMGER. If time synchronization is
(F Enable Time Synchionization ] A dizabled online, active awes in any
contraller in thiz chaszis, ar any other
synchronized device, may experience
unexpected motion. Safety controllers may
® |5 a synchronized time slave fault if na ather time master exizts in the

3 Duplicate C5T master detectad local chassis.

) CST Mastership dizabled

3 Mo CST master

0 |5 the systemn time master

QK Cancel | Apply | Help

Rocluwvell
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The Ethernet Bridge will serve as a boundary clock (PTP slave on Ethernet and PTP master on
ControlBus). Thus the Logix Controller will synchronize to the Ethernet Bridge which in turn will
synchronize to the 1756HP-TIME module.

Once the Logix Controller has synchronized to the TIME module the user can confirm the time
accuracy by selecting the Advanced button in the Date/Time tab of the Controller AOP:

Controller Properties - Advanced Time Sync x|

CIP Sy Time Synchronization:  Enabled
UTC System Time: 2011402702 04:13:38 PM
Grandmaster Clock Local Clock

Description: Sunchronization Status: Svnchronized

User Name: GhA01 - Oftset from Master: -520 s

Izer Location: Local

Protocol Address:  CO.ASO1 67 Backplane State: Slave (Port 1)

Physical Address: 00-E0-35-04-D3-DE

Clark Twoe Carrdinars ;I

| dentity: D0EO35FFFEDADEDE Identity: FFFFO007 005988 23

Clazs: g Clags: 248

Accuracy: 3 Accuracy: 204

Yarance: B5535 W arance: B5535

Source: GPS Source: Oscillatar

Priority 1: 128 Priority 1: [Master Owernde]

Frioity 2 128 Priority 2 [Tie Breaker]

0k I Cancel Aol Help
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SEQUENCE OF EVENTS (SOE)
CST/UTC

The following redundant PLC architecture will be used as an example:

G
RUN| A#02

ControlNet

EtherNet/IP

RSLogix v16

When doing sequence of events (SOE) in a redundant system the user will need to add a
1756HP-TIME module per rack as to provide the CST and UTC pairs to each SOE module. This
will allow the SOE module to timestamp events in UTC time. Thus the user will need to enable
the CST Mastership on the 1756HP-TIME module and copy the UTC and CST pairs to each SOE
module output assembly. The CST Mastership can be enabled either via the Config image UDT
or AOP:

[=-CNER_Remote: 2:C [ HT:1756HI
[+-CNER_Remote:2:.C.Source 1 Drecimal IMT
[+-CHBR_Remote:2:C.Control 2#0000_0000_0010_0000 Binary INT

—LCHBR_Remate:2:C.PTPOWpUtE hable u} Drecimal BOOL
—LCHBR_Remate: 2:C.HTPOutputE nable u} Drecimal BOOL
—LCMBR_Remate: 2 C.IRIGE JutputE nable u} Drecimal BOOL
—LCHBR_Remaote: 2 CIRIGELockLostTx u} Drecimal BOOL
—LCMBR_Remate: 2:C. PreV165upport u} Drecimal BOOL
—LCMBR_Remate:2:C.CSThastershipE nable 1 1 Drecimal BOOL
H-LHER_Remate: 2 LN TFUpdatelnkeryal Se00 d Drecimal DIMT
+-CNER_Remote: 2:C. ExternalSourcedddress ... .. |Decimal IMT[4]
[+-CMBR_Remaote:2: C. Prionity1 1za Drecimal IMT
[+-CMEBR_Remate:2:C. Priority2 126G Decimal INT
[+-CMER_Remote:2:.C.PTPTimeT oLive 6d Decimal INT
[+-CMEBR_Remote:2:.C.PTPSynclnterval 4 Decimal SIMT
[+-CMEBR_Remate:2.C.AdvancedConfig ] Decimal DIMT
[+-CMBR_Remate:2:C.Demaw'zekHumber ] Decimal DIMT
[+-CHMER_Remate:2:.C. DemaweekSeconds ] Decimal DIMT
[+-CMBR_Remote:2:.C.SpareDINT ] Decimal DIMT

.. Rockwell
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f ! } NOTE: If the user is using major firmware revision 2 of the 1756HP-TIME module
all setting can be done from the Add-on Profile (AOP) and no UDTs are
required as the images are structured.

The user can copy the CST and UTC pairs as shown below:

op

Copry File —
Source CHBR_Remote: 2| UTC[O]
Dest CMBR_Remote:4: O UCTTime[0]
Length 2

Op

Copry File —
Source CHBR_Remote: 2. CST[O]
Dest CHBR_Remote:4: O CSTTimel0]

Length 2

|=-CHER_Riemate:4:0 Teand 4o AB:17RE
[+-CHBR_Remate:4:0 Eventick i} Decimal DIMT
[+-CMBFR_Remate:4:0.MewD atahck Z#0000_0000_0000_0000_0000_0000_0000_0000 Binary DINT

[+H-CMBR_Remate:4:0.PointT oRetrieve i} Decimal INT

—LMBR_Remaote:4:0. ResetEvents 0 Deciral BOOL
—LMER_Remote:4:0.RetrieveBuPoint 0 Decimal BOOL

[=-.CHRR Remated 0 LCT Tine i v 0L | Decimal DINT[2]
[+-CNER_Remate:4:0. UCT Time[d] 656828160 Decimal DINT
[+-CNER_Remate:4:0. UCT Time[1] 301915 Decimal DINT

w“"""‘_"‘ el L Jemtey - | Decimal DIMT[2]
[+-CNBR_Remate:4:0.CS T Time[0] 279410533 Decimal DINT
[+-CNER_Remote:4:0.CST Time(1] 544 Decimal DIMT

Once this is done the SOE module will indicate that it is reporting back UTC timestamps:

[=I-CHER_Remote: 4 P I AB1TE
[+-CMBR_Remate:4:| Fault Z#0000_0000_0000_0000_0000_0000_0000_0000 Brinary DINT
[+-CHBR_Remote:41.Data 2#0000_0000_0000_0000_0000_0000_0000_0000 Binary DINT
[+-CMBR_Remote: 4:1.MewD ata Z#0000_0000_0000_0000_0000_0000_0000_0000 Binary DIMNT
[+-CHBR_Remate: 4:1.E ventOverflow 2#0000 0000 0000 0000 0000 0000 0000 0000 Binary DIMT
—CMBR_Remote: 4:1.BeturninglCT Time 1 ] Decimal BOOL
[+-CMBR_Hemate: 4:1. E ventMurber 0 Decimal DIMT

When an event occurs on the SOE module will timestamp the UTC value.

.. Roclvell
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[=-CMBR_Remate:4:1 {ewad|fa. AR:T7RE
[+-CNBR_Remote: 41, Fault 2#0000_0000_0000_0000_0000_0000_0000_0000 Biriary DINT
[+-CNER_Remote: 41 Diata 2#0000_0000_0000_0000_0000_0000_0000_0000 Biinary DINT
[+-CNBR_Remote: 41 HewD ata 2#0000_0000_0000_0000_0000_0000_0000_00o1 Biinary DINT
[+-CHER_Remote:4:| EventOverflow 2#0000_0000_0000_0000_0000_0000_0000_0000 Binary DINT

—LCMNER_FRemate: 4:|. FeturningUCT Time 1 Decimal BOOL
[+H-CNER_Remate:4:.EventMumber z Decimal DIMT
[=I-CNBR_Remote: 4:1. Timestamp [ I AB:175E

l_—j-ENBH_Hemote:4:I.Timestamp[D] [ T I AB:175E

=-CHER Bemote 4] Timestamnl0l 000 Lot i |Decimal DINT[2]
[+-CNER_Remote: 4:. Timestarmp[0].0... 1655458586 Decirnal DINT
[+-CHBR_Remate:4:|. Timestamp[0].0. .. 301915 Decimal DINT

=T LHNB R emate. 1. 1 mestamplo L0 na et 1., |Decimal DIMT[2]
[H-CNER_Remate:4:. Timeztamp[0].0... 1657324453 Decimal DINT
[+-CNBR_Remate: 4:. Timestamp[0].0... 301915 Decimal DINT

This can be copied into a variable of type LINT and viewed in Date/Time format to see the
Gregorian Date.

EventTime | DT#2011-02-03-09: 05: 06. 630426 (GMT+02:00) | |Date/Time [UNT

RSLogix v19

If the user is not using CIPSync (Precision Time Protocol — PTP) then the RSLogix v16 method
will also apply to RSLogix v19.

Precision Time Protocol (PTP)

The following redundant PLC architecture will be used as an example:

RUN| A#01] 196

ControiNet

EtherNet/IP

" - Rockwell
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RSLog

ix v19

When using CIPSync (PTP) the user must enable 3 options. This will allow the 1756HP-TIME
module to synchronize the SOE modules without any ladder needed:

/ ! \ NOTE:

Only major revision 2 of the 1756-IB16ISOE module will support CIPSync

(PTP).

1. Set the 1756HP-TIME module to output PTP in either the config image UDT or AOP:
|=-CMBR_Remoate:2:C T T I HT:1756HI
[+-CMER_Remote: 2:C.5aurce 1 Decimnal IMT
[+-CHBR_Remote:2:C.Cantral 2#0000 0000 0010 0000 Binary INT
—LCMER_Remote: 2. C.PTPOutputE nable 1 ‘I Decimal BOOL
—_HER_Remate: L. H TFUutputE nable ] d Decimal BOOL
—CHMBR_Remate: 2:C.|RIGEOutputE nable ] Decimal BOOL
—CMER_Remote: 2 C.IRIGELockLostTx a Decimal BOOL
—LCMBR_Remate: 2:C.Prev 1 BSuppaort u} Decimal BOOL
—LCMER_Remote: 2,C.CSTMasterzshipE nable ] Decimal BOOL
[+-CMER_Remote: 2:C.MTPUpdatelnterval 3600 Decimnal DINT
[H-CMBR_Remote: 2:C.ExtermalSourcetddress f...4 | 4., |Decimal IMT[4]
[+-CHER_Remate: 2 C. Pricrity1 128 Decimal IMT
[-+-CHER_Femate: 2:C. Priarity2 128 Decimal IMT
[+-CHMBR_Remote: 2:C.PTPTimeT alive A Decimal IMT
[+-CMER_Remote: 2:C.PTPSyhel nterval £l Decimnal SINT
[+-CHBR_Remate: 2:C.AdvancedConfig u} Decimal DIMT
[+-CHER_Femate: 2:C.0emd'weekMNumber o Decimal DIMT
[F-CHER_Remote: 2:C.DemcweekS econds o Decirnal DINT
[H-CHMBR_Remote: 2:C.5pareDINT ] Diecirnal DINT

/ ! \ NOTE:

2. Set the Ethernet bridge module (EN2T, EN2TR etc.) to support CIPSync:

|

If the user is using major firmware revision 2 of the 1756HP-TIME module
all setting can be done from the Add-on Profile (AOP) and no UDTs are
required as the images are structured.

Rocluwvell
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Il Module Properties: Local:2 (1756-EN2TR 3.6) -0 x

General I Eonnectionl Time Syncl Modulelnfol Internet Plotocoll Fart Configurationl Netwolkl HSNetWomI

Type: 1756-EM2TR 1756 10100 Mbps Ethernet Bridge, 2-Part, Twisted-Pair Media Change Type... | -
Wendor: Allen-Bradley
Parent: Local Ethemet Address
M arne: IEN2TF|_Master %) Frivvate i etmark: 192.168.1. BD_:I
Description: ;I ) [Pédddress: I

ﬂ £ Host Hame: I

r~ Module Definition

Chatge ... | Slat: I 2 j'

Revisian: 36
Electronic Keving: Compatible tModule
Connection: Mone

Time Sync Connection: Time Sync and kMation ]

Status: Running QK I Cancel Apply Help

3. Setthe SOE module to timestamp using CIPSync (PTP):

Il Module Properties: CMBR_Remote:3 (1 756-I616IS0OE/ A 2.7)

General* Ennnectiunl Mndulelnful Eunfiguratiunl Backplanel

Type: 1756-1B1EISOE /4 16 Channel |zolated 24Y Input Sequence of Events
“Yendor: Allen-Eradley

Parent; CHER_Remaote

M arme: IS':'E_V2 Slat: |3 :II
Description: =

Camm Farmat; IEIF' Syn Per Paint

Revigion: Electronic Keying: | Compatible Keying

Statuz: Offline Ok I Cancel Apply

Help

.. Roclvell
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Il Module Properties: CMBR_Remote:3 {1 756-IB16IS0OE A 2.7)

E%

Generall Ennnectiunl Module Info  Configuration | Backplanel

| [ Input Filter Time
. Enable CST Capture Chatter Detectic
Pioirt Qff -» On Or == OFf
¥ Off == On |[¥ On -= Off | Mo, of Events| Time | n::II D::II
0 + + 0
1 + + 0
2 [ [ d — kodule Configuration Bits
3 + + 0 e
4 7 7 0 [ latch CaT
2 ~ ~ 0 ¥ Timestamp in CIF Sync ]
5| c2 : e
7 + + 0
& [ [ 0 ~|
KIN O

Statuz: Funning

k. I Cancel Spply

The Ethernet Bridge will serve as a boundary clock (PTP slave on Ethernet and PTP master on
ControlBus) for each rack. Thus the SOE module will synchronize to the Ethernet Bridge which in
turn will synchronize to the 1756HP-TIME module.

Once the SOE module has synchronized to the TIME module it will indicate that the timestamps
will provide the UTC from the TIME module via CIPSync:

[+]-CMNBR_Riemate: 3:1.E ventOverflow 2#0000_0000_0000_0000_0000_0000_0000_0001 Binary DINT
—CHBR_Remate: 3 ReturmingU CT Time i} Decimal BOOL
i —CMNEFR_Remote: 3:|.ReturningCIPSyncTime 1 Decimal BOOL
—LCMER_Remate: 2:1.CIPS pne'alid 1 Decimal BOOL
DL L L= (= HEN R | peygTe  T=Tu T Decimal BOOL
[+]-CNER_Remate: 3:1.E ventM umber 10 Decimal DINT
[+]-CNBR_Riemate: 3:1.LocalClock Offset o000 £ | Decimal DIMT[2]
[+]-CMEF_Remate: 3:1. Dffsettimestamp f...4| {.|Decimal DINT[2]
[=I-CNBR_Riemate: 1. Timestamp {...H 1 AB17EE
EI-CNBF!_Hemote:3:|.Timestamp[0] LI AB:175E
EI-ENEF!_F!emote:3:I.Tirnestamp[D].DffDn f...b| £, |Decimal DIMTIZ]
[+]-CMBR_Remaote: 3:|. Timestamp[0] OFOR[0] 9211441149 Decimal DIMT
[+-CHBR_Remote: 31 Timestamp[0] OF0R(1] 301903 Decimal DIMT
[=I-CNBR_Remate: 3. Timestamp0]. OrO ... 4. |Decimal DIMTZ]
[+-CHBR_Remote: 2:1. Timestamp[0]. 0nOF{0] 921144144 Decimal DIMT
[+-CHBR_Remate: 3. Timestamp[0]. 0rOF{1] 301903 Decimal DINT

When an event occurs the SOE module will timestamp the UTC value.

7‘5@6‘“" | Aufomation
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[+I-CNBR_Remote: 3:1.EventD verflow 2#0000_0000_0000_0000_0000_0000_o000_oo01 Binary DINT
—CMBFR_Remote:3:|. ReturmingJCT Time i} Decimal BOOL
—LCMER_Remate: 2. ReturmingCIPSyncTime 1 Decimal BOOL
—CHNEFR_Remote: 3:|.CIPS pnch alid 1 Decimal BOOL
—LCMBR_Remote; 2. CIPS yncT imeout i} Decimal BOOL

[+|-CNBR_Remate: 3. E vertMumber 10 Decimal DINT

|+]-CHER_Remote: . LocalClockOffzat ... 4. |Decimal DIMTLZ]

[+-CHER_Remote: 3:1. Dffsettimestamp ... &L | Decimal DIMT[2]

[=]-CMEF_Femate: 3:1. Timestamp LI AB:175E

E-ENEH_Hemote:3:|.Timestamp[D] foaal| . AB:17EE
—LCNER Bemote: 20 Timestamal0L 00N I Ll 1. |Decimal DIMT[2]
[+-CHBR_Remote: 31 Timestamp0]. OF0R[0] 921144119 Decimal DIMT
[+]-CMBR_Remaote: 3:|. Timestamp[0] OfOn[1] 01903 Decimal DIMT
[=]-CMER_Remote: 2:1. Timestamp[0]. 0 nO 6 fo..1| §. | Decimal DIMT[2]
[+-CHBR_Remate: 3. Timestamp[0]. 0nO k(0] 921144144 Decimal DINT
[+-CHER_Remote: 2. Timestamp[0]. 0nOF{1] 301903 Decimal DIMT
This can be copied into a variable of type LINT and view in Date/Time format to see the
Gregorian Date.
EventTime DT#2011-D2-02-18: 33: 52. 708407 (GMTH0Z:00) | |Date/Time [LiNT
0 Roclkuwvell
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