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1 • WELCOME TO FACTORYTALK PORTAL
•  •  •  •  •
the product serial number, found by opening the install_data.txt file located by default 
in C:\Program Files\Rockwell Software\Factory Talk Portal

the product version number, found in the Welcome portlet displayed when 
FactoryTalk Portal is first opened

the type of hardware you are using 

the exact wording of any errors or messages that appeared on your screen 

a description of what happened and what you were doing when the problem occurred 

a description of how you attempted to solve the problem 

Get Web support
In addition to phone support, the Rockwell Automation Customer Support Center offers 
extensive online knowledgebases of tech notes and frequently asked questions for support 
of non-urgent issues. These databases are updated daily by our support specialists. 

To receive regular e-mail messages with links to the latest tech notes, software updates, 
and firmware updates for the products that are of interest to you or to submit an online 
support request, visit support.rockwellautomation.com and select the Online link.

Get on-site support
Rockwell Automation field support engineers are located around the globe to provide 
assistance with special projects, unexpected problems, or emergency situations on-site. 
Field support engineers are available for dispatch 24x7x365 and can arrive at many 
locations the same day.

To learn more about this and other support services, visit the Customer Support Web site 
at support.rockwellautomation.com.

Get consulting services
Rockwell Automation provides expert consulting and turnkey implementation of the 
FactoryTalk Portal software. Please contact your local representative for more 
information.

Contact us
We strive to help all our customers become successful in their manufacturing 
improvement efforts. Toward this objective, please contact your local representative or 
Rockwell Automation for any further service.
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2 Installing FactoryTalk Portal

This documentation describes the FactoryTalk® Portal installation prerequisites, 
instructions, and verification in addition to installing add-on content and components.

Whether you are performing a new FactoryTalk Portal 2.0 install or upgrading from 
FactoryTalk Portal 1.0 to 2.0, follow these steps:

1. Ensure that the FactoryTalk Portal server computer meets all of the prerequisites 
described in “FactoryTalk Portal prerequisites” on page 7.

2. Install the FactoryTalk Portal 2.0 software on the FactoryTalk Portal server computer 
as described in “Installing the FactoryTalk Portal software” on page 9.

3. Install the FactoryTalk Portal 2.0 content as described in “Installing FactoryTalk 
Portal 2.0 content” on page 12.

4. If you intend to use FactoryTalk Integrated Security, follow the instructions in 
“Installing FactoryTalk Integrated Security (optional)” on page 13.

FactoryTalk Portal prerequisites
This section details the minimum hardware and software requirements that your computer 
must meet in order to use FactoryTalk Portal effectively. It also contains information on 
dependencies between FactoryTalk Portal and other Rockwell Automation products.

Hardware requirements
To use the FactoryTalk Portal software effectively, your computer must meet the 
following minimum hardware requirements:

Processor: CPU speeds of late-model, mid-range to high-end servers are 
recommended. Pentium 800MHz or equivalent at a minimum. Production 
environments should consider the Pentium 4 processor at 1.4GHz or higher, and have 
at least 4GB of memory.

Physical memory: 1024M or more per processor.

Disk space: 6G.

Virtual memory/swap space: Equal to double the physical memory. At minimum, this 
should be at least equal to your physical memory. 

File system: NTFS file system is recommended. 
7
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Network connectivity: To use portal across a network, the following elements are 
required for the portal machine: 

A static IP address.

Network adapter and connection to a physical network that can carry IP packets, 
for example, Ethernet, Token Ring, ATM, etc. 

Software prerequisites
To use the FactoryTalk Portal software effectively, the software installed on your server 
computer must meet the following minimum requirements:

Operating System: Microsoft® Windows® 2000 Server (SP4 or higher) or Microsoft 
Windows 2003 Server (SP1 or higher).

Browser: IBM supports without restriction and Rockwell Automation has tested 
FactoryTalk Portal v2.0 on Microsoft Internet Explorer 6.0 XP (SP2), Microsoft 
Internet Explorer 6.0 (SP1), Mozilla Web Browser 1.7, Netscape Communicator 7.1, 
and Opera Web Browser 8.0; IBM supports without restriction Microsoft Internet 
Explorer 5.5 (SP2) and FireFox 1.

In addition, the QuickWeb, Report Expert, Message Store (MStore), Message Event Log 
(MEL), and FactoryTalk Security login portlets have been tested and are supported only 
on Microsoft Internet Explorer 6.0 XP (SP2) and Microsoft Internet Explorer 6.0 (SP1).

Microsoft Internet Information Services (IIS) server.

Adobe Acrobat Reader 8.0.

Note: While installing the FactoryTalk Portal software, the installation wizard will automatically 
install IBM WebSphere Application Server (version 5.1) and IBM WebSphere Portal (version 5.1).

A supported browser is the only prerequisite for client computers that connect to the 
FactoryTalk Portal computer.

FactoryTalk Portal product dependencies
While FactoryTalk Portal itself is not dependent on other Rockwell Automation products 
(other than those described in “Software prerequisites” on page 8), the individual 
Rockwell Automation portlets do have dependencies on other Rockwell Automation 
products. For more information on the portlet product dependencies, see the release notes 
document that comes with each portlet.
8



2 • INSTALLING FACTORYTALK PORTAL
•  •  •  •  •
Installing the FactoryTalk Portal software

What gets installed
The FactoryTalk Portal installation wizard installs the IBM® WebSphere® Portal Enable 
product. To ease installation, the following choices available with the IBM product 
installation are hard-coded for the Rockwell Automation® product installation:

The FactoryTalk Portal installation wizard does a full install of WebSphere Portal 
5.1.0.1 including everything needed for WebSphere Portal and a new instance of the 
WebSphere Application Server.

The FactoryTalk Portal installation wizard installs the WebSphere Application Server 
as a service.

The FactoryTalk Portal installation wizard installs the WebSphere Portal Server as a 
service.

Basic WebSphere Portal configuration tasks are performed during the install, so you 
do not need to manually run WPSConfig tasks after the installation is complete.

The target computer name is used as the WebSphere Application Server node name.

The target computer’s fully qualified domain name is used to define the WebSphere 
Application Server node host name. If the underlying system security check does not 
allow the fully qualified domain name to be returned, the target computer's IP address 
is used.

The FactoryTalk Portal installation wizard installs WebSphere Portal Fixpack 5.1.0.4 
and any WebSphere Application Server fixpacks required to support the 5.1.0.4 
fixpack. 

Note: If you are upgrading from FactoryTalk Portal 1.0 to 2.0, you must manually install 
WebSphere Portal Fixpack 5.1.0.4. For information on manually installing this fixpack, see the 
“Installing 5104 Readme.txt” file located in the \Install\FactoryTalk Portal\Documentation folder on 
the DVD.

The FactoryTalk Portal installation wizard creates the following FactoryTalk Portal 
content:

The FactoryTalk Portal Theme, which is the default.

The FactoryTalk Portal Home page, which is the portal default.

The FactoryTalk Portal Home and Rockwell pages, which are the default pages 
when a user logs in.

The following default users/passwords and groups:
9
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Users/Passwords = admin/admin, pmanager/pmanager, vpresident/vpresident, 
maint/maint, quality/quality.

Groups = Admins, Plant Management, Executive Management, Maintenance, and 
Quality.

Installing the software
To install the FactoryTalk Portal server software, do the following:

1. Insert the FactoryTalk Portal installation DVD into the CD-ROM drive. If the 
Windows autoplay feature has not been disabled, the FactoryTalk Portal software 
autorun screen will display. If the autoplay feature has been disabled on your 
computer, start the Windows Explorer, navigate to the drive that contains the DVD, 
and double-click the autorun.exe file.

2. On the Welcome panel, click Next. 

3. On the FactoryTalk Portal License Agreement panel, read the Rockwell Automation 
license agreement, select the I accept the terms… option, and click Next. 

4. On the IBM WebSphere Portal License Agreement panel, read the IBM license 
agreement, select the I accept the terms… option, and click Next. 

5. On the Customer information panel, enter the following information and click Next: 

User Name: Your full name.

Organization: The name of your organization or company. 

Product Serial Number: The product serial number assigned to you by Rockwell 
Automation, which is found in the envelope labeled Product Activation inside the 
software packaging you received.

6. On the Application and Portal Server Information panel, confirm or change the 
following directory paths, and click Next: 

Select IBM WebSphere Application Server Directory: The directory where the 
WebSphere Application Server software will be installed. 

Select IBM WebSphere Portal Server Directory: The directory where the 
WebSphere Portal Server software will be installed.

7. On the Portal Administrator Settings panel, specify a username and password for the 
Portal administrator; click Next. You should record these values and keep them in a 
secure location. 

8. On the Portal Service Account Settings panel, specify the computer administrator’s 
username and password; click Next. 
10
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•  •  •  •  •
9. On the summary information panel, confirm that the appropriate components are 
being installed and click Install to begin the installation. 

10. Expect the installation to take at least an hour or more. On the final panel, click Finish 
to complete the installation.

Verifying the installation
To verify installation of the FactoryTalk Portal, do the following:

1. From the Windows Start menu select Programs > IBM WebSphere > Application 
Server v5.1 > First Steps. 

2. On the WebSphere Application Server – First Steps dialog box, click the Verify 
Installation link. 

3. If your installation was successful, you should see output similar to the following 
(note the Passed and Succeeded messages at the end of the output):
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Removing the FactoryTalk Portal software
FactoryTalk Portal cannot be uninstalled.

Installing FactoryTalk Portal 2.0 content

What gets installed
The FactoryTalk Portal 2.0 Content install wizard installs the following portlets:

Message Event Logging (MEL) portlet: This portlet enables FactoryTalk Integrator 
product users to view the content of the MEL repository, which contains event 
messages.

Message Store (MStore) portlet: This portlet enables FactoryTalk Integrator product 
users to view the content of the MStore repository, which stores business objects used 
to pass information between integrated applications.

QuickWeb portlet: This portlet enables users to view the content of a QuickWeb Web 
site.

Report Expert portlet: This portlet enables users to view the content of a Report 
Expert Web site.

Note: To install a stand-alone portlet that is compatible with FactoryTalk Portal, follow the 
instructions in the release notes document that comes with each portlet. These documents 
contain portlet-specific system requirements and installation instructions.

Installing the software
To install the FactoryTalk Portal 2.0 content do the following:

1. Insert the FactoryTalk Portal 2.0 content DVD into the DVD drive. If the Windows 
autoplay feature has not been disabled, the autorun screen will display. If the autoplay 
feature has been disabled on your computer, start the Windows Explorer, navigate to 
the drive that contains the DVD, and double-click the autorun.exe file.

2. On the FactoryTalk Portal autorun screen, click Install FactoryTalk Portal 2.00 
Content. 

3. On the Welcome panel, click Next.

4. On the End-User License Agreement panel, read the license, select the I accept the 
terms... option, and click Next.

Important! If you are upgrading from FactoryTalk Portal 1.0 to 2.0, you must manually install 
WebSphere Portal Fixpack 5.1.0.4 before installing FactoryTalk Portal 2.0 Content. For 
information on manually installing this fixpack, see the “Installing 5104 Readme.txt” file located in 
the \Install\FactoryTalk Portal\Documentation folder on the DVD.
12
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5. On the installation directory panel, confirm or specify the folder for the WebSphere 
Portal Server directory and the Rockwell Software Portal Install directory, and click 
Next.

6. On the Portal Administrator Settings panel, enter the user name and password of the 
FactoryTalk Portal administrator (that you created in Step 7. on page 10), and click 
Next.

7. On the summary information panel, make sure all components you want to install are 
listed, and click Install to start the installation.

8. On the final panel, click Finish to complete the installation and exit the wizard.

Installing FactoryTalk Integrated Security (optional)
If you intend to use FactoryTalk Integrated Security (a combination of both FactoryTalk 
Security and FactoryTalk Portal security), you must do the following:

1. Install the FactoryTalk Automation Platform software.

2. Configure the FactoryTalk Network Directory.

3. Install the FactoryTalk Integrated Security software.

The sections that follow contain instructions for performing each of these steps. 
“Administering security” on page 17 contains information on configuring both 
FactoryTalk Integrated Security and stand-alone FactoryTalk Portal security.

Installing the FactoryTalk Automation Platform software
To install the FactoryTalk Automation Platform (CPR 7) software, do the following:

1. Insert the FactoryTalk Portal DVD into the CD-ROM drive. If the Windows autoplay 
feature has not been disabled, the FactoryTalk Portal Content software autorun screen 
will display. If the autoplay feature has been disabled on your computer, start the 
Windows Explorer, navigate to the drive containing the DVD, and double-click the 
autorun.exe file.

Note: You should read the FactoryTalk Portal release notes before installing the software. 
The release notes may contain more up-to-date information than was available when this 
document was published. A shortcut to the release notes is available from the autorun dialog.

2. From the main menu of the autorun screen, click Installation. 

3. On the Installation dialog, click Install FactoryTalk Automation Platform. After the 
install program checks for installed applications, the FactoryTalk Automation 
Platform installation wizard will display. 
13
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4. On the Welcome dialog, click Next. 

5. On the License Agreement dialog, read the terms of the agreement and select the I 
accept... option if you want to continue the installation. Click Next.

6. Confirm that the Install the FactoryTalk Administration Console option is selected, 
and click Next to continue.

7. On the Ready to Install the Program dialog, click Install.

Configuring the FactoryTalk Network Directory
If you intend to use both FactoryTalk Security and FactoryTalk Portal security, you must 
configure the FactoryTalk Network Directory; otherwise, you do not need to perform 
these steps.

The FactoryTalk Directory Configuration Wizard is part of the FactoryTalk Automation 
Platform install process. When the FactoryTalk Automation Platform installation is nearly 
complete, the FactoryTalk Directory Configuration Wizard will display automatically. 

Note: If you cancel this wizard during the FactoryTalk Automation Platform install, you must run it 
from the Windows Start menu before you can set up FactoryTalk Integrated Security.

Use the FactoryTalk Directory Configuration Wizard to configure the FactoryTalk 
Network Directory and set up the administrator account for managing the FactoryTalk 
Security settings. 

1. The FactoryTalk Portal software only makes use of the FactoryTalk Network 
Directory. On the first screen, select the check box, “Configure FactoryTalk Network 
Directory.” Click Next to continue.

2. On the Configure a FactoryTalk Network Directory dialog, create an administrator 
account for this Network Directory by entering a user name and password. (Passwords 
are case sensitive.)

You should write this information down and keep it in a safe place. You will need 
these credentials to access the Network Directory and log onto FactoryTalk 
Administration Console. Click Next to continue.

3. At the prompt for selecting who has full access to the Network Directory, choose 
either:

Important! You MUST specify a Network Directory. If you fail to specify a Network Directory, 
you will need to re-run the FactoryTalk Directory Configuration Wizard and configure the Network 
Directory.
14
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Only administrators: If you select this option, only members of the 
Administrators group will have access to the FactoryTalk Administration Console. 
This is recommended if you plan to secure your system with FactoryTalk Security.

All users: If you select this option, all users will have access to the FactoryTalk 
Administration Console. This option is not recommended unless you plan to 
override security by allowing all users full access to your system.

4. On the Summary dialog of the FactoryTalk Directory Configuration Wizard, click 
Close to complete configuration. 

5. On the Finish dialog of the Factory Talk Automation Platform installation wizard, 
click Finish to complete the installation. 
15
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3 Administering FactoryTalk Portal
This chapter explains how to administer those parts of FactoryTalk Portal that are 
different than the standard administration processes described in the IBM WebSphere 
Portal documentation. 

Administering security
In FactoryTalk Portal, you have two options with respect to security:

You can secure FactoryTalk Portal with FactoryTalk Integrated Security (which 
integrates WebSphere Portal security and FactoryTalk Security). For more 
information, see “Administering FactoryTalk Integrated Security” on page 18.

You can secure FactoryTalk Portal using stand-alone WebSphere Portal security. For 
more information, see “Using WebSphere Portal security only” on page 20.

A quick overview of the security model
The WebSphere Portal security model contains the following inter-related components:

User: An account in WebSphere Portal (associated with a person, or sometimes 
multiple people) that is used to login to WebSphere Portal. A user can have 
membership in one or more groups and one or more roles.

Group: A grouping of one or more users. Groups are typically used to assign 
permissions to users who need the same level of access to the system. A group can 
itself be a member of another group and a group can have one or more roles.

Role: A grouping of one or more permissions. Roles are used to assign permissions to 
users and groups. WebSphere Portal contains the following default roles (in order of 
decreasing authorization level): Administrator, Security Administrator, Delegator, 
Manager, Editor, Privileged User, and User.

Permission: An authorization level that dictates what actions a user can take when 
working with a WebSphere Portal resource. There are four permissions: View, Edit, 
Manage, and Create. The precise meaning of each of these permissions varies based 
on the resource against which the permission is applied. 

Resource: A component within WebSphere Portal against which a permission can be 
applied (for example, a portlet or a Web page) to give a role some level of 
authorization.
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Administering FactoryTalk Integrated Security
There are two main advantages to using FactoryTalk Integrated Security, which is a 
combination of FactoryTalk Security and WebSphere Portal security:

You can create one set of users and groups (in FactoryTalk Security) and use those 
users and groups in FactoryTalk Portal, rather than having duplicate sets of users and 
groups.

Duplicate logins are not required to view and use Rockwell Automation portlets that 
require FactoryTalk Security security credentials (such as the QuickWeb portlet).

To use FactoryTalk Integrated Security, you must do the following:

1. Create the FactoryTalk users and groups that you want to use in FactoryTalk Portal by 
using the FactoryTalk Administration Console. For more information, see “Creating 
users and groups in FactoryTalk Security” on page 18.

2. Assign the FactoryTalk users and groups to the FactoryTalk Portal access list by using 
the FactoryTalk Administration Console. For more information, see “Assigning 
FactoryTalk Portal access to FactoryTalk Users and Groups” on page 19.

3. Assign roles to the FactoryTalk users and groups in FactoryTalk Portal. For more 
information, see “Assigning roles to FactoryTalk Users and Groups” on page 19.

CREATING USERS AND GROUPS IN FACTORYTALK SECURITY

To create FactoryTalk users and groups, do the following:

1. Select Programs > Rockwell Software > FactoryTalk Administration Console 
from the Windows Start menu.

2. When prompted to select the FactoryTalk directory you want to use, select Network 
and press OK to continue. 

3. If you have not already logged onto FactoryTalk, you will be prompted to do so. Enter 
the administrator user name and password that was created when the FactoryTalk 
Automation Platform was installed and press OK. 

4. The FactoryTalk Administration Console is displayed. In the Explorer pane, expand 
the Network FactoryTalk Directory tree, and then expand the System folder until the 
Users and Groups folder is visible. Expand the Users and Groups folder to display the 
User Groups folder and the Users folder.

5. Add the users and groups that you want to allow FactoryTalk Portal access. It is 
recommended that all users be members of at least one group so that you can more 
easily assign access and permissions to users by way of their groups. 
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Consult the FactoryTalk Administration Console help for detailed instructions on 
creating and assigning users and groups.

ASSIGNING FACTORYTALK PORTAL ACCESS TO FACTORYTALK USERS AND 
GROUPS

After you have created FactoryTalk users and groups, you need to assign access to 
FactoryTalk Portal. To assign FactoryTalk Portal access to FactoryTalk users and groups, 
do the following:

1. In the Explorer pane of the FactoryTalk Administration Console, expand the Network 
FactoryTalk Directory tree, the System folder, the Policies folder, the Product Policies 
folder, and the FactoryTalk Portal folder to expose the Feature Security policy.

2. Right-click the Feature Security policy and select Properties from the shortcut menu.

3. On the Feature Security Properties dialog, click the Configure Security (...) button.

4. On the Configure Securable Action dialog, add all users and groups that you want to 
allow FactoryTalk Portal access. (If all users are members of groups, as 
recommended, you should only need to add groups on this dialog.) 

Consult the FactoryTalk Administration Console help for detailed instructions on 
adding users and groups. 

These FactoryTalk users and groups will now appear as FactoryTalk Portal users and 
groups. In addition, the users will be allowed to log into FactoryTalk Portal and use 
the application’s content as defined by their role.

ASSIGNING ROLES TO FACTORYTALK USERS AND GROUPS

After you have created the FactoryTalk users and groups and assigned them access to 
FactoryTalk Portal, the users will be able to log into FactoryTalk Portal and use the 
content per their defined roles. For more information on assigning roles to users and 
groups, see the WebSphere Portal documentation.

Because users and groups are administered in FactoryTalk Security (rather than 
FactoryTalk Portal) when using FactoryTalk Integrated Security, the following user and 
group configuration functionality is disabled in the Access/Manage Users and Groups 
area of the FactoryTalk Portal Administration page:

Users and Groups portlet: You cannot create new groups (New Group button) and 
new users (New User button).

All Portal User Groups portlet: You cannot create new groups (New Group button), 
duplicate group assignments, nor delete groups.

All Authenticated Portal Users portlet: You cannot create new users (New User 
button), duplicate user assignments, edit users, nor delete users.
19
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All group-specific portlets: You cannot create new groups (New Group button), new 
users (New User button), add new members (New member button), duplicate group 
assignments, nor remove members.

If you attempt to initiate one of these disabled features, the attempt will fail and you will 
see an error message similar to the following (depending on the feature that you attempted 
to use):

 

Using WebSphere Portal security only
If you decide to use FactoryTalk Portal security only, follow the security instructions in 
the IBM WebSphere Portal documentation.
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