


Trend Summary

Convergence between the plant and IT environment challenges manufacturing leaders
worldwide. To help support and address this trend, Cisco® and Rockwell Automation
review the key business factors and technology enablers of convergence, and share best
practices for achieving successful convergence and the resulting business benefits. The
manufacturing convergence model gives an overview of the network, technology,
organizational, and cultural challenges that face manufacturers as they approach the
convergence process.

Convergence Factors

Manufacturers face unprecedented challenges as global economic forces drive
competition and open opportunities in new markets. Flexibility and efficiency are
required in order to quickly develop and manufacture an increasing number of products
to meet rapidly changing demands. At the same time manufacturing companies are
becoming more complex and globally dispersed, accelerating the need for increased
collaboration, visibility, and efficiency.

CEOs recognize that to achieve these business objectives and be competitive in a global
manufacturing environment, their organizations need to do a better job of getting
information to the right people in a usable, integrated format in order to make quick,
smart business decisions. The organization must become more responsive to changing
market and operational conditions without sacrificing efficiency.

Aligning Business and Technology

Ultimately, network convergence helps align technology with business goals. These goals
typically include increased agility and responsiveness, a cost-effective strategy for business
process transformation, and enterprise-wide visibility.

However, there can be challenges to this alignment. Manufacturers have many systems
and layers that may not communicate. Development and integration of applications and
systems can become costly and time-consuming without ample coordination. And silos
in organizational structures between IT and manufacturing can result in poor
information exchange and resource allocation, and integration challenges.
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Figure 1. Convergence Layer
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Manufacturing Convergence Model

Rockwell Automation and Cisco have created a model (Figure 1) to help define the
different components of manufacturing network convergence and address challenges in
each area. While organizations typically progress through the convergence model, the
status of convergence may change depending on business and organizational issues within
a company, with events like acquisitions that can add new complexities.

Definitions

Technology convergence: Using standard, unmodified Ethernet for networking
throughout the enterprise and for automation on the manufacturing floor, or mixing
commercial, business, and industrial networking technologies to solve business
problems differently.

Network convergence: Networks connected and “integrated” – sharing information
and running multiple applications over the same network.

Organizational convergence: Organized, defined, functional relationship between
IT and Manufacturing, potentially including converged organizations or hybrid job titles.

Cultural convergence: IT and Manufacturing understand each other’s concerns and
priorities, share best practices, and benefit from each other’s knowledge and culture.

Business model changes: Convergence allows business model changes.

Technology and Network Convergence

Convergence occurs to align technology with the business objectives. Technology
convergence is typically the first step in the model and allows:

• Standard technologies and skill sets

• More flexible systems with open standards

• Simplified integration between multiple systems

• Investment protection through technology compatibility

• Scalability achieved by establishing a robust foundation on which to deploy
and integrate applications
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Network convergence allows:

• Integration of business and manufacturing systems

• Remote access and support

• Fewer networks to maintain

• Visibility and integration of technologies and communications

• Foundation for more innovative business models

Best practices for technology and network convergence include:

• Standardization of design and technology: Many manufacturers are
standardizing technology and architectures across multiple plants to simplify
design and deployment, resulting in quicker deployments, more efficient
support, and cost savings

• Reference Architectures and standards: These provide best practices
andrecommendations based on input from multiple organizations

• IT and Manufacturing collaboration to establish best practices and
requirements around system architecture design, security, and service and
support models

• Consideration of the entire system of networks, applications, and devices to
understandimpact across performance and risk

• Incorporation of OEMs in system design

• Alignment of technical design with business needs

• Strategic thinking around the role of technology in solving the ultimate
business objectives.

Figure 2.
Bringing People and
Process Together:
The Enterprise and the Factory
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Organizational and Cultural Convergence

While technology and network convergence have occurred within many
manufacturing companies, the bigger challenge is often organizational and cultural
convergence. This convergence is essential to truly break down barriers and eliminate
silos of information and isolated systems. Only then can a manufacturing
organization align technology with its business objectives and become more
responsive and efficient.

There are a number of different challenges that need to be addressed:

• Different networking models: Manufacturing and IT often have different models
and experience in designing networks based on the technologies and
requirements they are familiar with from past experience

• Unique requirements: The requirements to support enterprise networks,
including data, voice, video, and mobility, can be different than automation
networks. While most of the technologies and many of the best practices
can be applied, there are some important differences that need to be addressed.

• Different languages: IT and manufacturing teams often use different
terminology, or have different meanings for the same words.

• Service and support expectations: Automation networks often run 24 hours
a day and need to respond very rapidly to issues. They may require a
different service model than the typical network.

While there is no universal solution, within some organizations, manufacturers have
achieved success with the following best practices:

• “Cross-pollination” between IT and controls teams: Moving people
between groups through formal and informal cross-training programs and
creating cross-functional teams, such as in security

• Co-developed architectures and standards

• Clear ownership definition and procedures: For example, ownership of
equipment, access rights, and decision parameters

• Defined service-level agreements (SLAs) for manufacturing: Understand
requirements and get buy-in and documented procedures from support
group upfront

• Flexible organizational structure: Multiple structures may work (combined,
hybrid, etc.). What is important is defining the working relationship and
making sure groups are collaborating.

• Including suppliers and partners: They are a vital part of the ecosystem.
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Business Model Change

When technology, network, organizational, and cultural convergence are achieved, it
allows increased efficiency and performance, more reliable systems, and more efficient
project implementation. In addition to these cost and efficiency gains, a converged
manufacturing organization can also start to use technology in new ways and implement
innovative new business models. Here are a few examples from different customers:

• Virtual support groups: Subject matter experts (SME) located anywhere,
supporting production systems and networks in real time

• Integration of Radio Frequency Identification (RFID) and location-based
services to track product and asset status and location in real time and integrate
this information with business and asset-management applications

• Mobility of workers and mobile applications (HMI, etc.) to extend access
outside of a control room

• Collaborative manufacturing, including sharing data in real-time across the
enterprise and value chain, real-time inventory visibility across the supply chain,
and more

• Real-time information regardless of location or device – extending access to
data, voice, and video to anywhere desired (with the appropriate security controls)

• Predictive maintenance and remote support

• Real-time data for quality improvements, Six Sigma practices, and
up-to-date inventory

• Shop-floor system integration with ERP for scheduling, product delivery
confirmation, quality tracking, etc.

• Integrated physical and virtual security to track personnel, contractors, and
analyze and correlate events

These are just a few examples. It is important to think about how integration between
automation systems and the enterprise networks and business applications can help
companies run their own business more effectively.
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Cisco and Rockwell Automation

Cisco and Rockwell Automation are working together to help companies achieve
successful convergence. Through their collaboration, they have created a number of
initiatives aligned to four basic objectives.

• Common technology view: Both Cisco and Rockwell Automation support the
use of open standards in automation systems, and are committed to supporting
initiatives and standards that help achieve that goal. Examples include Open
DeviceNet Vendor Association (ODVA), and ISA standards such as SP99.

• Collaboration on Reference Architectures: Manufacturers top requests are to
develop validated best practices and recommendations on how to deploy these
standard technologies in automation networks. There are unique requirements for
factory networks, and standard networking models and architectures don’t always
address these needs. Most importantly, IT and manufacturing need to have a
common set of recommendations that have been agreed upon by both Cisco and
Rockwell Automation. The first set of validated Reference Architectures from
Cisco and Rockwell Automation are available today, with additional work
in process.

• People and process optimization: Both companies are working together to
facilitate dialogue and develop educational activities to help IT and manufacturing
groups better understand each other’s requirements and objectives, and have jointly
presented to over 8000 customers on four continents to date.

• Stratix 8000TM Industrial Ethernet switch: The companies have worked together
on a managed Ethernet switch, incorporating the best of Cisco and the best of
Rockwell Automation.

This overview summarizes the first installment of the joint education series from
Cisco and Rockwell Automation. Download the video of the original broadcast at:
http://www.ab.com/networks/architectures.html

See additional webcasts on other topics to help organizations succeed in
network convergence:

• What Every IT Professional Should Know about Plant Floor Networking

• What Every Plant Floor Controls Engineer Should Know about Working with IT
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