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Important User Information

Solid state equipment has operational characteristics differing from those of electromechanical equipment. Safety Guidelines
for the Application, Installation and Maintenance of Solid State Controls (publication SGI-1.1 available from your local Rockwell
Automation sales office or online at http://www.rockwellautomation.com/literature/) describes some important differences
between solid state equipment and hard-wired electromechanical devices. Because of this difference, and also because of the
wide variety of uses for solid state equipment, all persons responsible for applying this equipment must satisfy themselves that
each intended application of this equipment is acceptable.

In no event will Rockwell Automation, Inc. be responsible or liable for indirect or consequential damages resulting from the use
or application of this equipment.

The examples and diagrams in this manual are included solely for illustrative purposes. Because of the many variables and
requirements associated with any particular installation, Rockwell Automation, Inc. cannot assume responsibility or liability for
actual use based on the examples and diagrams.

No patent liahility is assumed by Rockwell Automation, Inc. with respect to use of information, circuits, equipment, or software
described in this manual.

Reproduction of the contents of this manual, in whole or in part, without written permission of Rockwell Automation, Inc., is
prohibited.

Throughout this manual, when necessary, we use notes to make you aware of safety considerations.

Identifies information about practices or circumstances that can cause an explosion in a hazardous environment,
which may lead to personal injury or death, property damage, or economic loss.

IMPORTANT Identifies information that is critical for successful application and understanding of the product.

ATTENTION
Identifies information about practices or circumstances that can lead to personal injury or death, property damage,
or economic loss. Attentions help you identify a hazard, avoid a hazard, and recognize the consequence.

SHOCK HAZARD
Labels may be on or inside the equipment, for example, a drive or motor, to alert people that dangerous voltage may
be present.

BURN HAZARD
Labels may be on or inside the equipment, for example, a drive or motor, to alert people that surfaces may reach

dangerous temperatures.
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Allen-Bradley, Rockwell Automation, RSLogix 5000, Logix5000, RSLinx Classic, RSLinx Enterprise, PanelView, PLC-2, PLC-5, SLC, CompactLogix, ControlLogix, GuardLogix, FlexLogix, DriveLogix, SoftLogix,
Rockwell Software, FactoryTalk Security, and TechConnect are trademarks of Rockwell Automation, Inc.
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The release of this document contains new information.

New information is marked by change bars in the side column, as shown to

the right.
Section Changes
Chapter 1 New information and examples for electronic keying.
Chapter 4 Procedures and descriptions for the external access and

constant tag attributes that control access to
controller tags.

























Organize Tags

Chapter 2

Expressions

You can also use an expression to specify the subscript of an array.

e An expression uses operators, such as + or -, to calculate a value.

¢ The controller computes the result of the expression and uses it as the

array subscript.

You can use these operators to specify the subscript of an array.

Operator | Description Operator Description
+ Add MOD Modulo
- Subtract/negate NOT Complement
* Multiply OR OR
/ Divide SOR Square root
ABS Absolute value TOD Integer to BCD
AND AND TRN Truncate
FRD BCD to integer XOR Exclusive OR
Format your expressions as follows.
Format Expressions

If the operator requires Use this format Example

One value (tag or expression) operator(value) ABS(tag_a)

Two values (tags, constants, or value_a operator value_b e tag_ b+5

expressions)

e tag_c AND tag_d
e (tag_e ** 2) MOD (tag_f / tag_g)
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Tag Documentation
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The table outlines the four types of tags that can be created and the
descriptions that you can document for each one.

IMPORTANT

RSLogix 5000 programming software automatically assigns
what are called pass-through descriptions of the tags you have
created, descriptions you may or may not want to use.

Tag

Description

Base

When you create a tag without specifying a
tag type, RSLogix 5000 automatically
assigns your tag a default type of Base.
Since base tags enable you to create your
own internal data storage, you can
document in your tag description the nature
of the data being stored.

Alias

By creating an Alias tag, you can assign
your own name to an existing tag, structure
tag member, or bit. In the description of your
Alias tag, you can describe the tag that your
alias tag references.

Produced

A Produced tag refers to a tag that is
consumed by anather controller. In the
description of your Produced tag, you can
describe the remote controllers that you
want to make your Produced tag available
through controller-to-controller messaging.

Consumed

A Consumed tag refers to a tag that is
produced by another controller and whose
data you want to use in your controller. In
the description of your Consumed tag, you
can describe how you want to use a
produced tag's data or the data-producing
controller.

Language Switching

With RSLogix 5000 software, version 17 and later, you have the option to
display project documentation, such as tag descriptions and rung comments
for any supported localized language. You can store project documentation for
multple languages in a single project file rather than in language-specific
project files. You define all the localized languages that the project will support
and set the current, default, and optional custom localized language. The
software uses the default language if the current language's content is blank for

a particular component of the project. However, you can use a custom
language to tailor documentation to a specific type of project file user.
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Enter the localized descriptions in your RSLogix 5000 project, either when
programming in that language or by using the import/export utility to
translate the documentation off-line and then import it back into the project.
Once you enable language switching in RSLogix 5000 software, you can
dynamically switch between languages as you use the software.

Project documentation that supports multiple translations within a project
includes the following:

e Component descriptions in tags, routines, programs, user-defined data
types, and Add-On Instructions.

¢ Equipment phases.
e Trends.
e Controllers.

e Alarm Messages (in ALARM_ANALOG and ALARM_DIGITAL
configuration).

® Tasks.
e Property descriptions for modules in the Controller Organizer.

e Rung comments, SFC text boxes, and FBD text boxes.

For more information on enabling a project to support multiple translations of
project documentation, see the online help.
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Introduction

Precautions

Force 1/0

Use a force to override data that your logic either uses or produces. For
example, use forces to:

e test and debug your logic.
e check wiring to an output device.

e temporarily keep your process functioning when an input device has
failed.

Use forces only as a temporary measure. They are not intended to be a
permanent part of your application.

When you use forces, take these precautions.

ATTENTION

VAN

Forcing can cause unexpected machine motion that could injure personnel. Before
you use a force, determine how the force will effect your machine or process and
keep personnel away from the machine area.

e Enabling I/0 forces causes input, output, produced, or consumed values to
change.

e Enabling SFC forces causes your machine or process to go to a different state or
phase.

¢ Removing forces may still leave forces in the enabled state.

o |f forces are enabled and you install a force, the new force immediately takes
effect.

Publication 1756-PM004C-EN-P - October 2009
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Enable Forces

For a force to take effect, you enable forces. You can only enable and disable
forces at the controller level.

® You can enable I/O forces and SFC forces separately or at the same
time.

® You cannot enable or disable forces for a specific module, tag collection,
or tag element.

IMPORTANT If you download a project that has forces enabled, the
programming software prompts you to enable or disable forces

after the download completes.

When forces are in effect (enabled), a P> appears next to the forced element.

b1
M ove
Source Flow Walve 1
F&
Dest Local3:0.ChlData
] R
Local: 5. Data 13 Local5:0.Data B
] e e
L]t

state to which the element is
forced

Disable or Remove a Force

To stop the effect of a force and let your project execute as programmed,
disable or remove the force.

® You can disable or remove I/O and SFC forces at the same time or
separately.

e Removing a force on an alias tag also removes the force on the base tag.

ATTENTION Changes to forces can cause unexpected machine motion
that could injure personnel. Before you disable or remove

forces, determine how the change will effect your machine
or process and keep personnel away from the

machine area.
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Check Force Status Before you use a force, determine the status of forces for the controller. You

can check force status.

To determine status

Use any of the following

I/0 forces

e Online toolbar
e FORCE status indicator

e GSVinstruction

SFC forces

Online toolbar

The Online toolbar shows the status of forces. It shows the status of
I/0 forces and SFC forces separately.

Rem Run m| ™ 140 Farces: .
Enabled L@_‘
Forcestab —® | Forces . Inr:allzd
Mo E dits 2 [ SFCFoces:
Dizabled
Hredundans . Mone Inztalled @ ll
This Means
Enabled o |f the project contains any forces of this type, they are
overriding your logic.
e |f you add a force of this type, the new force immediately
takes effect
Disabled Forces of this type are inactive. If the project contains any
forces of this type, they are not overriding your logic.
Installed At least one force of this type exists in the project.

None Installed

No forces of this type exist in the project.
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FORCE Status Indicator

If your controller has a FORCE Status Indicator, use it to determine the status
of any I/O forces.

The FORCE Status Indicator shows only the status of I/0 forces.
It does not show that status of SFC forces.

FORCE Status Indicator | Then

Off o No tags contain force values.
¢ |/0 forces are inactive (disabled).

Flashing o At least one tag contains a force value.
o |/0 forces are inactive (disabled).
Solid ¢ |/0 forces are active (enabled).
o Force values may or may not exist.
GSV Instruction

IMPORTANT The ForceStatus attribute shows only the status of I/0 forces. It
does not show the status of SFC forces.

This example shows how to use a GSV instruction to get the status of forces.

35
et System YWalue
Clazs Mame MODLULE
Inztance Mame
Attribute Mame  ForceStatus

Dest Force_Status
0e

where:
Force_Status is a DINT tag,

To determine if Examine this bit For this value

Forces are installed 0 1

No forces are installed 0 0

Forces are enabled 1 1

Forces are disabled 1 0
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When to Use I/0 Force
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Use an I/0O force to:

e override an input value from another controller (that is, a
consumed tag).

e override an input value from an input device.

e override your logic and specify an output value for another controller
(that is, a produced tag).

e override your logic and specify the state of an output device.

IMPORTANT Forcing increases logic execution time. The more values
you force, the longer it takes to execute the logic.

T st @ /O forces are held by the controller and not by the
programming workstation. Forces remain even if the

programming workstation is disconnected.

Use these guidelines when forcing an I/O value.

® You can force all I/O data, except for configuration data.

e If the tag is an array or structure, such as an 1/O tag, force a BOOL,
SINT, INT, DINT, or REAL element or membet.

e If the data value is a SINT, INT, or DINT, you can fotce the entire value
or you can force individual bits within the value. Individual bits can have
a force status of:

— No force
— Force on
— Force off

® You can also force an alias to an I/O structure member, produced tag,
or consumed tag,

— An alias tag shares the same data value as its base tag, so forcing an
alias tag also forces the associated base tag.

— Removing a force from an alias tag removes the force from the
associated base tag.

e If a produced tag is also Constant, you cannot use forces.

e If a produced tag is forced, you cannot make it Constant.
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Add an 1/0 Force

& |40 Forces:

Fem Run m|
Enabled
Forces b, Imstalled
Mo Edits Ig‘. [T SFC Forces:
Dizabled
Hedundarcy M| None Installed ||
60

Force an Input Value

Forcing an input or consumed tag:

e overrides the value regardless of the value of the physical device or
produced tag,

e does not affect the value received by other controllers monitoring that
input or produced tag.

Force an Qutput Value

Forcing an output or produced tag overrides the logic for the physical device
or other controller. Other controllers monitoring that output module in a
listen-only capacity will also see the forced value.

To override an input value, output value, produced tag, or consumed tag, use

an I/0 force.

ATTENTION Forcing can cause unexpected machine motion that could
injure personnel. Before you use a force, determine how

A

the force will effect your machine or process and keep
personnel away from the machine area.

e Enabling I/0 forces causes input, output, produced, or
consumed values to change.

o |f forces are enabled and you install a force, the new
force immediately takes effect.

1. What is the state of the I/O Forces status indicator?

If Then note

Off No I/0 forces currently exist.

Flashing | No I/Q forces are active. But at least one force already exists in your
project. When you enable I/0 forces, all existing 1/0 forces will also
take effect.

Solid I/0 forces are enabled (active). When you install (add) a force, it

immediately takes effect.

2. Open the routine that contains the tag that you want to force.

3. Right-click the tag and choose Monitot.

If necessary, expand the tag to show the value that you want to force
(that is, BOOL value of a DINT tag).
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Remove or Disable Forces

4. Install the force value.

To force a Do this

BOOL value Right-click tag and choose Force On or Force Off.

Non-BOOL value | In the Force Mask column for the tag, type the value that you

want to force the tag. Press Enter.

5. Are I/O forces enabled? (See step 1.)

If Then

No From the Logic menu, choose I/0 Forcing > Enable All 1/0 Forces.

Choose Yes to confirm.

Yes Stop.

This section describes how to remove and disable forces.

ATTENTION Changes to forces can cause unexpected machine motion
that could injure personnel. Before you disable or remove

forces, determine how the change will effect your machine
or process and keep personnel away from the

machine area.

If you want to

And

Then

Stop an individual force

Leave other forces enabled and in effect

Remove an Individual Force

Stop all 1/0 forces but leave all SFC forces
active

Leave the I/0 forces in the project

Disable All I/0 Forces

Remove the I/0 forces from the project

Remove All 1/0 Forces

Publication 1756-PM004C-EN-P - October 2009
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Remove an Individual Force

ATTENTION

A

If you remove an individual force, forces remain in the
enabled state and any new force immediately takes effect.

Before you remove a force, determine how the change will
effect your machine or process and keep personnel away
from the machine area.

1. Open the routine that contains the force that you want to remove.

2. What is the language of the routine?

If Then

SFC Go to step 4.
Ladder logic Go to step 4.
Function block Go to step 3.
Structured text Go to step 3.

3. Right-click a tag that has the force and choose Monitor.

If necessary, expand the tag to show the value that is forced, for
example, BOOL value of a DINT tag,

4. Right-click a tag or element that has the force and choose

Remove Force.

Disable All I/0 Forces

To disable, choose Logic>1/0O Forcing>Disable All /O Forces. Click Yes

to confirm.

Remove All I/0 Forces

To remove, choose Logic>I/O Forcing>Remove All I/O Forces. Click Yes

to confirm.
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Introduction

External Access
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Data Access Control

In the Logix platform, software version 18 or later, there are two tag attributes
that allow you to control access to tag data. These attributes are:

e External Access

* Constant

The External Access attribute controls how external applications, such as
HMISs, can access tags. It has possible values of Read/Write, Read Only,

and None. See Configure External Access on page 64.

The Constant attribute value determines if a tag can be modified by controllet
logic. Also, by using FactoryTalk Security software, it is possible to control
which users are permitted to change tags designated as constants in

RSLogix 5000 software. See page 79 for more information on the Constant
attribute.

By using these two attributes, you can help safeguard tag data by preventing
unwanted changes to tag values. Also, by reducing the number of tags exposed
to external applications, you can also reduce the time required to develop
HMI screens.

By using the External Access attribute, you can control how external
applications and devices can access tags.

This process can help you manage the thousands of tags you might have in a
project that have similar names that can get easily confused when referencing
them in applications or devices.

Using this attribute also can help improve system performance by reducing the
number of tags RSLinx has to maintain, scan, and cache. This volume can
impact the performance of the RSLinx data server and other

related applications.

External applications and devices include:

* RSLinx Classic and RSLinx Enterprise software.
* other Logix controllets.

* PanelView terminals.

* PLC/SLC controllers.

* FactoryTalk Histotian software.

* other third-party software.
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Configure External Access

64

You configure external access from a pull-down menu when you create a new
tag or data type. You can also modify that value just like other tag attributes.
These changes can be made throughout the software. For example, they can be
made in the User-defined Data Type Editor, New Tag Dialog, and the Tag

Properties Dialog,

External Access Settings

Description

Read/Write External applications and devices have full access to the
tag and can read and change the tag’s value.

Read Only External applications can read, but cannot change, the
tag’s value.

None External applications cannot read or change the

tag's value.

IMPORTANT RSLogix 5000 programming software has full access to all tags,
regardless of their External Access settings. External access

applies to all program, controller, and Add-On Instruction
scoped tags.

If the controller is in safety locked mode, only the safety tags
will be disabled from being accessed. The standard tags will
have the same behavior as in the unlocked mode.

External Access Options

You can choose one of three options—Read/Write, Read Only, None from
the External Access box on the following RS Logix 5000 dialog boxes:

* New Tag (See page 06)

* Tag Properties (See page 68)
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The default value in the External Access box is dependent on the usage, and
type of the tag. The following table describes the values.

Default Tag's External Access

If the tag is Default value is
Alias Same as its target. See Important note
below.

Controller/program scoped and equipment | Out-of-box is Read/Write.
phase input parameters
Thereafter, when creating a new tag, the
default external access tag retains the

value of the user’s previous choice.!"

Equipment phase output parameters Out-of-box is Read Only.

Thereafter, when creating a new tag, the
default external access tag retains the

value of the user's previous choice.!"

)" The External Access default value for tag creation is stored per Windows login account.

IMPORTANT For Alias type, the External Access box is disapled. You are not
allowed to change the external access of an alias tag. However,

the External Access box will update its value to be the same as
the external access of the base target.

See 'Go To' Search Menu on page 70 for procedures to locate the
base tag for an alias.

See External Access Availability on page 71 for additional
tag considerations.
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Configure External Access in the New Tag Dialog Box

You can create these types of tags on the New Tag dialog box:

* Base tag
* Alias tag
* Produced tag

* Consumed tag

The parameters on the dialog box depend on the type of tag you are creating;
For tag descriptions, see page 20.

The External Access box on the New Tag dialog box lets you assign the
external access attribute for the tag being created. Follow these steps.

1. On the Controller Organizer, right-click Controller Tags and choose
New Tag,

=651 Controller New_Praject
LN oritoler Tage
Cantraller Fal| E
¢ o[ Power-Up Hal
Ela Tasks

FTEN .- R FdiF Tame

NewTag... ChrlH

Maritar Tags

The New Tag Dialog Box appears.

Marmne: I ok

dilh

Description: =] Cancel
Help

[ -]
Usage: [<nomal I
—_— Type: m L |
MlasFar | g
Dats Type:  [DINT _|
Scope: |Eﬂ Mew_Project -

B .Ezt:g;::l I Readirite

Style: Read Orly
Naone

[" Constant

™| Wpen Canfiguration

2. From the Type pull-down menu, choose a tag type.
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3. From the External Access pull-down menu, choose an
external access option.

4. Click OK.

As shown in the example below, the External Access box is dimmed for an

alias tag.

Mame:

Description:

Usage:

Type:
Alias For:

Data Type:

Scope:

External
Access:

Style:

= | Constant

I <hormnal:

IM vI Contiection...

IDINT

I ﬁ{l Mew Project

I Decimal

L Lo uLu\_uu Lo

™| Ipen Corfiguation

ok

Cancel

diif

Help

There may be many alias tags in a program. To locate an associated base tag to
assign an external access, use the ‘Go To’ feature. See page 70 for details.

For other tag considerations, see External Access Availability on page 71.

The Connection button (next to the Type box) becomes active when either a
produced or consumed tag type is selected. The button accesses a dialog box
for setting up produced/consumed tag connections. See the

Logix5000 Controllers Produced and Consumed Tags Programming Manual,
publication 1756-PM011.
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Set Up External Access in the Tag Properties Dialog Box

The Tag Properties dialog box is used to edit properties of existing tags. You
can change tag attributes and modify tag types, such as base and alias.

Follow these steps to choose an external access option for an existing tag.

1. On the Tag Editor window, right-click a tag and choose Edit (tag name)
Properties.

Scope: Iﬁﬂ LBS_New_Contrtj Shau: IAlI Tags

Mame —zla |Alias For | Baze Tag | Data Type
[H-biy_New Tag ! I

Manikar "My _New_Tag"

MNew Tag which aliases "My_New_Tag"

| Edit "My_Mew_Tag" Properties M Ale+Enter
Wy

Trend "My Mew Tan"

The Tag Properties dialog box appears.

& Tag Properties - My_New_Tag =lol x|

General |

Mame: |My_New_Tag

Description: ;I

—_— Type: IBase vl Connection... |
Alias For: I LI
[rata Type: IDINT |
Scope: Eﬂ LE3_Contraller
—_— External I Fead wfite
Access:
Style: Read Orly
Mone
[T Corestart

QK I Cancel | Apply | Help |

2. From the Type pull-down menu, choose a tag type.

3. From the External Access pull-down menu, choose an
external access option.

The External Access box is dimmed for an alias tag. If a tag is a module
tag, the only external access option is Read/Write.

See External Access Availability on page 71 for other considerations.

4. Click OK.
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View and Select External Access Status on the Tag Editor
Window

You can view the external access status of a tag in the Tag Editor window. The
External Access column displays the tag as ‘Read/Write’, ‘Read Only’, or

‘None’.

Seope: IﬂﬂLB3_New_Eontr( j Sha: IAI\ Tags jl‘u’
Hame 2|2 | Alias For Base Tag Data Type Description Exteinal Access ) Constant | Style
[FHnStart DINT ReadAwfrite O Decimal
[ InStop DINT Readwiite Nl Decimal
[ InGtopped DINT Read Only Nl Decimal
[HwalClockTime DINT "Wall Clock Time ... |None O Decimal

| DEVWHO_CT.. MESSAGE Read Only |

2 O

Follow these steps to select multiple rows and set the external access at one
time on the Tag Editor.

1. To select multiple individual rows, hold down Cttl and click the desired
rows.

2. Right-click a selected tag,
A pull-down menu displays.

Monitor "Mew_Tag,3"

Mew Tag which aliases "Mew_Tag.3"

Edit "Mew_Tag. 3" Properties Ale+Enter
Trend "MNew_Tag.3"

5o to Cross Reference For "Mew_Tag. 3" Chr+E

Find All "Mew_Tag.3"

GoTo.. Chr+G
Cuk Chrl+2
Copy CErHC
Paste Chrky

Paste Pass-Through

Delete Del

Expand Al "Mew_Tag. 3" Members CtrHFPlus
Collapse Al "Mew_Tag. 3" Members

4> Set External Access For "New_Tag,3" 3

3. Click ‘Set External Access for (tag name)’ to select an
external access option.

All highlighted rows that are enabled for changing External Access will
change their external access setting.

See External Access Availability on page 71 for considerations when the External

Access column is disabled.
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‘Go To’' Search Menu

The external access setting of an alias tag can only be changed through its base
tag. The ‘Go To’ option on the Search menu of the RSLogix 5000
programming software is a convenient way to find the base tag among all the
cross-reference records.

Follow these steps to locate a base tag.

1. With the Tag Editor window open, from the RSLogix 5000 Search
menu, select the desired alias tag and choose Go To.

|Search Logic  Communications

Find... Chrl+F
Replace. .. Ckrl+H
| GoTa... Chrl+i3

I
Browse Log‘f-i. Chrl+L

Cross Reference  Chrl+E

B, Find Mext F3
B FindPrevious  Shift+F3

The Go To window appears.

2. In the ‘Go to what column’, choose Base Tag,
The box will display the target of the alias tag; If there is an alias chain,
all alias tags in this chain will display in a pull-down list in the Go To
column.

3. From the Go To pull-down menu, choose a target of the alias tag.

4. Click Go To.

The target is located with a black box around it.
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External Access The following table desctibes the conditions in which the External Access box

is disabled.

Availability

IMPORTANT The Exterr_lal Access box is always diga_bled for any tag whose
data type is Alarm Analog or Alarm Digital. The external access

status is always Read/Write for these data types.

External Access Variables

Dialog Box/Window

Considerations

New Tag

The External Access box is disabled if:
« the tag is an alias tag.
« the controller is user locked online.
If you change the Type box from ‘Base’ to ‘Alias,’ the External

Access box becomes disabled and appears blank. If you choose a

target for an alias tag in the Alias For box, the External Access
box remains disabled and the external access value appears in
the External Access box.

The external access setting of an alias tag can only be changed
through its base tag.

Tag Properties

The External Access box is disabled if:

» you do not have permission to change the external access
settings.

« the redundancy controller is in any state that does not allow
changes.

« the controller is user-locked online from another computer.
« the controller is safety-locked and the tag is a safety tag.

« the Scope is an equipment phase and the equipment phase
feature is not activated in the current license.

+ the tag is an alias tag.
« the controller is in hard-run mode.
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External Access Variables

Dialog Box/Window

Considerations

Tag Editor

The External Access box is disabled if:

« you do not have permission to change the external access
settings.

« the redundancy controller is in any state that does not allow
changes.

« the controller is user-locked online.

« the controller is safety-locked and the tag is a safety tag.
Only the safety tags’ External Access cell is disabled.

« the Scope is an equipment phase and the equipment phase
feature is not activated in the current license.

« the tag is an alias tag.
« the controller is in hard-run mode.

« the row represents an expanded array dimension, bit, or data
member.

For tags of Predefined (Atomic and Structural), Module-defined
Data Types and String, all of these tag members will have the
same external access level because:

« they are all hard-coded to ‘Read/Write" and you can only
view, not change, this value. You also cannot change external
access for the data type members.

* an external access change on the tag results in an update on
all tag members.

For Array tags, all elements:

» must have the same external access level.

« of all data members for predefined or module-defined data
types will have the same external access setting.

« of each data member for user-defined type (UDT) and Add-On
Instruction will have the more restrictive external access
setting between the element external access setting and the
external access setting of the member in the type definition.
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User-defined Type The three external access options—Read/Write (default), Read Only, None—
c . d . are chosen from the External Access column on the Data Type
onsiderations :
dialog box.
MName: ITimeSync
Dezcription: Diata type ta ;I
spnchronize Date and
Time with Test
Manager
=
Members: [rata Tupe Size: 16 byte(z)
Marme Data Type Style D escription External Access
M=gTmr TIMER Read Only
TesttdgriD ateTime| DINT Decimal Read Orly j
it Fead/Wiite
Mane

Three external access rules apply for members of User-defined data types.

* You can only set external access for the top members of that
User-defined data type. External Access cells for the child-members are
disabled on the User-defined Data Type dialog box.

* If the member’s data type is Predefined structural, Module-defined, or
String, you cannot set external access of child-members. The external
access level of the parent member is given to its child-members.

* If the member’s data type is User-defined and the child-member has a
different external access level from its parent, the more restrictive
external access level is applied.

The following table describes the conditions in which the External Access
column is disabled.

Availability of the External Access Setting for Structured Data Types

Topic Considerations
Modify existing The External Access column is disabled if:
data type
« you do not have permission to change the external access
settings.(”
« the redundancy controller is in any state that does not allow
changes.

« the data type is applied to tags and the controller is online.
Note: Data type size is not affected by the external access

attribute.
Predefined, The external access column is always visible but disabled. The ‘Set
module-defined, External Access’ entry is added to the bottom of the row header
Strings type context menu, but it is always disabled.

My you have User-defined Data Type Modify permission, you also can modify external access of a User-defined
data type.
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Add-On Instructions
External Access
Considerations

14

External Access settings can be used with parameters and local tags of
Add-On Instructions. For example, if an input parameter is defined with
external access of ‘read only’, the member that represents that parameter in the
Add-On Instruction data type cannot be written.

The table below describes the External Access options for various Add-On
Instruction parameters and tags.

Add-0n Instruction Parameters and Tags | External Access Options

Local tag Read/Write
Input parameter Read Only
Output parameter None
Enableln parameter

Read Only
EnableOut parameter
InOut parameter Not Applicable

The external access for an Add-On Instruction tag can be chosen from the
box on the New Tag dialog box or from the External Access column on the
Tag Editor window.

cope; I Simulate_Feedback j Show: IAll Tags j I 7.
st Cortest: [ Simile_Feedbock <cefnt 7| 4|
Hame =z|e | Usage Data Type Description External Access | Constant | Siyle
Enableln Input BOOL Enable Input - Sys...|Fead Only r Decimal
Enable0ut Dutput BOOL Enable Output - 5. |Read Only Il Diecimal
[H-Delay_Time Local DINT Enter the time in m...| Fead WTite r Decimal
*I DutCommand  |Local DINT Enter the tag for .. | Read/wrie j r Decimal
% r
Read Only
Monhe

The external access of an Add-On Instruction’s parameters and local tags can
be configured in the Add-On Instruction Definition dialog box and on the
Add-On Instruction Parameters and Local Tags dialog boxes.
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For alias parameters, the external access type is equal to the type configured
for the base local tag;

Add-O0n Instruction External Access Variables

Dialog Box/Window | Considerations

New Add-On If the current usage is:
Instruction Parameter
or Local Tag * Input parameter - the External Access box is enabled and the

displayed value is your last selection when creating an
equipment phase input parameter or Add-On Instruction input
parameter.

« Qutput parameter - the External Access box is enabled and
the displayed value is your last selection when creating an
equipment phase output parameter or Add-On Instruction
output parameter.

« InOut parameter - the External Access box is disabled and
blank.

* Local tag - the External Access box is disabled and the
displayed value is ‘None'.

i
i
Parameters/Local Tab | No change is applied to the External Access box if you switch the ‘

Properties usage among Input parameter, Output parameter or Local tag,
except when the usage is a Local tag, the box is disabled.

If you change the usage from InOut parameter to:

* Input or output parameter - the External Access box is
enabled and your last selection for creating an equipment
phase/Add-0On Instruction input parameter or an equipment
phase/Add-0On Instruction output parameter is displayed
accordingly.

« Local tag - the External Access is updated to ‘None’, and the
box is disabled.

The External Access box also is disabled if:

« you do not have permission to change external access
settings.!")

« the controller is online.

« the tagis an alias tag.

« the Add-On Instruction is in Source Protection mode.

15
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Add-0n Instruction External Access Variables

Dialog Box/Window | Considerations

Add-On Instruction The External Access column is disabled if:
Definition - Parameters
Tab « InOut parameters, which are blank.
« Enableln and EnableQut parameters, which default ‘Read
Only".
« you do not have permission to change the external access
settings.”)

« the controller is online.
« the tagis an alias tag.
« the Add-On Instruction is in Source Protection mode.
« the row represents an expanded bit, or data member.

When creating a new parameter, changing usage causes the
External Access column auto update to default to:

* Input parameter - equipment phase input parameter and
Add-On Instruction input parameter.

« Qutput parameter - equipment phase output parameter and
Add-On Instruction output parameter.

« InOut parameter - External Access column cell is blank and
disabled.

Changing external access attributes will cause:

« an error message if you change a tag from Input or Output
parameter to InOut parameter and the present attribute is
either ‘Read/Write,” or ‘Read Only’.

* no change if you switch between Input and Output

parameters.
« the value of the external access updates to the new target
for an alias.
Add-On Instruction The External Access column is disabled if:
Definition - Local Tags
Tab « you do not have permission to change external access
settings.“)

« the controller is online.
« the Add-On Instruction is in Source Protection mode.

« the row represents an expanded array dimension, bit, or data
member.
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Add-O0n Instruction External Access Variables

Dialog Box/Window

Considerations

Add-On Instruction Edit

Tags

Note: External access is not applicable for InOut parameters
because they are just references until invoked.

The External Access column is disabled if:

« Enableln and EnableQut parameters, which
default ‘Read Only'".

« you do not have permission to change the external access
settings.(”

« the controller is online.

« the tagis an alias tag.

« the Add-On Instruction is in Source Protection mode.

« the row represents an expanded array dimension, bit, or data
member.

When creating a new parameter, changing usage causes the
External Access column auto update to default to:

* Input parameter - equipment phase input parameter and
Add-On Instruction input parameter.

« QOutput parameter - equipment phase output parameter and
Add-On Instruction output parameter.

« InOut parameter - External Access column cell is blank and
disabled.

* Local tag - external access is updated to ‘None'.
Changing external access attributes will cause:

* awarning message if you change a tag from Input or Qutput
parameter to InOut parameter and the present attribute is
either ‘Read/Write," or ‘Read Only'.

* no change if you switch between Input, Output parameters
and Local tag

« the value of the external access updates to the new target
for an alias.

(1)

If you have Add-On Instruction Modify permission, you also can modify external access of an

Add-On Instruction tag.
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I Tag M app"]g Only tags with external access settings of Read/Write or Read Only can be

Considerations

PLC-2, PLC-5/SLC External Access Variables

mapped to a PLC-2 controller and PLC-5/SLC controllets.

Dialog Box/Window | Considerations

PLC-2, PLC-5/SLC To map a tag:
Mapping

» Click OK.

* Type a file number.

« Choose a tag from the Name box. Only eligible tags that are
set to either Read/Write or Read Only will display in the
pull-down menu.

If you manually type the name of a tag whose external
access is set to None, an error message displays.

imported program file has a valid external access value. A default value is
assigned to unspecified tags that are imported from programs that have

software with versions eatlier than 18.

An error message displays in RSLogix 5000 software for imported files that
contain tags with any value other than Read/Write, Read Only, and None.

Default External Access Values for Imported Program Files

Object Name

Default External Access

Controller and program-scoped standard tags

Read/Write

All safety tags

Read Only

Add-on Instruction local tags

Read/Write

Add-on Instruction Input parameters

Read/Write

Add-on Instruction Output, Enableln and
EnableQut parameters

Read Only

Add-on Instruction InOut parameters

N/A

Equipment phase output parameters

Read Only

Members of all data types

|
|
| |mp0rted Tag Behavior The RSLogix 5000 programming software preforms a check to verify an
|
i
i
|
|
|
i
i
|

Read/Write

18
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Constant Value Tags In RSLogix 5000 software version 18 and later, you can designate tags as

constants to protect them from being changed programatically via:

¢ the controller programming application.

* logic in the controller.

Tags that cannot be designated as constants are User-defined type members,
Add-On Instruction input and output parameters, and local tags. A check
mark in the Constant box on tag creation dialog boxes and tag editor/monitor
windows indicates a ‘constant’ designation.

FactoryTalk security is used to control who is permitted to modify values of
constants and who can modify the constant attribute of a tag. To change the
value of a constant, you must have the Tag: Modify Constant Tag Values
permission. To modify the constant attribute of a tag, you must have the
Tag: Modify Constant Property permission.

For details on setting permissions, see the FactoryTalk Security System
Configuration Guide, publication FTSEC-QS001.

For an alias tag, the default constant setting of this tag is the same as its target
tag. For all other conditions, the default value is unchecked, indicating the tag
is not a constant value tag.

When you designate an InOut parameter as a constant, it cannot be written to
within the Add-On Instruction.

You cannot pass a constant value tag as an argument to an
TIP .

Output parameter of an Add-On Instruction. You cannot pass a

constant tag to an InOut parameter that is not also designated

as a constant value.
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cOnﬁgure Constant Tags This section describes the various ways a constant attribute can be configured.

Set Up a Constant in the New Tag Dialog Box

Follow these steps to configure a tag as a constant on the New Tag dialog box.

1. On the Controller Organizer, right-click Controller Tags and choose
New Tag,

=630 Controller New_Project
Y ortroler T
I:IControIIerFal| MewTag.., — Chl+W
(3 Pawer-Up Hal

EI ] Tasks Manitor Tags
N BT ] Felit Tanc

The New Tag Dialog Box appears.

Mame: INew_Tag_Example (X

i}

Description: Beriee]
Help
Usage: I <nommal>
| Type: IBase 'I Connection...

Alias Far I

Diata Type: IDlNT

uuh_l-_u\_uu Lo

Scope: IE{I LE3_Contraller
External -
o IHeadMllte
Style: I Decimal

P W Conztant

I™ | Open Configuration

2. From the Type pull-down menu, choose a tag type.
3. Check Constant.

4. Click OK.

See Constant Checkbox Availability on page 84 for considerations.
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Configure a Constant in the Tag Properties Dialog Box

Follow these steps to designate a tag as a constant on the Tag Properties

dialog box.

1. On the Tag Editor window, right-click a tag and choose Edit (tag name)

Properties.

Scope: Iﬁﬂ LBS_New_Eontrtj Shau: IAlI Tags

Mame

=1 |Alias For | Base Tag Diata Type
I

[FH-ty_Hew Tag !

Monitor "My_Mew_Tag"

Mew Tag which aliases "My_New_Tag"

| Edit "My_Mew_Tag" Properties I Al+Enter
Wy

Trand "My Mew Tan"

The Tag Properties dialog box appears.

i Tag Properties - New_Tag_Example = |EI|5|

General |

Hame:

Description:

—P Type:
Aliaz Far:
Data Tupe:
Scope:
Esternal

Access:
Style:

EE— ¥ Corstart

IN evi_Tag_Example

=l
=
IBase 'l LConmection... |
| =

[DINT |

Eﬂ LE3 Cantroller

I Read wiite j

I Decimal j

oK I Cancel I Apply | Help |

2. From the Type pull-down menu, choose a tag type.

3. Check Constant.

4. Click OK.

See Constant Checkbox Availability on page 84 for considerations.
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Designate a Constant in the Tag Editor

The Constant column on the Tag Editor window lets you designate tags that
cannot be modified in the RSLogix 5000 software program. The Constant
property applies to an entire tag; all members of the tag take on the same
setting, The Constant column cells are blank for members of the constant tag.

An error message displays if a user tries to change the data type of a constant
tag to a data type that cannot be constant.

Follow these steps to add a constant value in the Tag Editor window:

1. On the Controller Organizer, right-click Controller Tags and choose
Edit Tags.

A pull-down menu appeats.

EB Controller LA3_Controller ||

Controller Ta
-0 Contraller Faul
[T Power-Up Han

Mew Tag... ChrlH-

Monitor Tags

Eﬁ Tasks
i E% MainT ask Edit Tags M |
E - MainProgrz Yerify bayy

[ Unscheduled Pi
EB Mation Groups

i L-ER Ungrouped A Prink 3
E (e O R R

Expork Tags...

The Tag Editor window appears.

Scope: IﬁﬂLS3_CDntlo\Ier j Show; IA"TagS jl‘{
Name =zt | Alias For Bage Tag Data Typs Description Evtemal docess | Constant | Shle 1=
[+ Hew Tag Fra.. DINT Read/wite ¥ Decimal
[H-Mew_Second_... DINT Read/wite ¥ Decimal
ks r
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2. Click the checkbox in the Constant column.

IMPORTANT Iq the Tag Monitor window, the constant setting pf the tag
displays in the same Constant column as shown in the
above illustration. However, you cannot change the value.
The Constant column also is available on the Equipment

Phase Tag Edit window and Equipment Phase Tag Monitor
window.
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cOnsta nt Checkbox The state of the Constant checkbox depends on a number of conditions.

Availability Constant Variables

Dialog Box/Window

Considerations

The Constant box is disabled if:

« the tag is an alias tag.

« the Factory Talk Security action is not enabled for changing
constant value property of a tag.

« you do not have permission to modify tag properties
(Factory Talk Security Tag Modify is denied.)

« the new tag is a Consumed tag.
« the tag's ‘Data Type' is not a data table-backed type.
« the tag’s ‘Usage’ setting is not ‘InOut’.

« redundancy controller is in any state that does not
allow changes.

« the controller is safety-secured and the tag is a safety tag.“)

« if the Scope is an equipment phase and the equipment phase
feature is not activated in the current license.

« the controller is in hard-run mode.
« the Add-On Instruction is in Source Protection mode.

Tag Properties

Tag Editor

Same considerations apply as for New Tag.

Tag Monitor

The value of a constant tag can be modified by using the Tag
Monitor window if you have both standard Tag: Modify Values
permission and Tag: Modify Constant Tag Values permission. You
cannot modify a constant value in any of the language editors or

any other tag browser. The icon & in the Value column
indicates that you are changing a constant value tag’s value. Any
modifications to the values of constant tags are recorded in the
Controller Log for future reference.

For controller logging, see the Logix5000 Controllers Information
and Status Programming Manual, publication 1756-PMQ15.

1| the controller is in safety-locked mode, only the safety tags will be disabled from being accessed, the
standard tags will have the same behavior as in the unlocked mode. The Constant value box will be disabled in
the Tag Properties dialog box only if the tag is a safety tag.

|
‘ New Tag

84
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Add-On Instructions
Constant Value
Considerations
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The Constant attribute applies only to InOut parameters. The default setting
of the property will be ‘not a Constant Value’.

The Constant attribute will not apply to Input, Output, Enableln and
EnableOut Add-On Instruction parameters. It will not apply to Add-On
Instruction Local tags.

By denoting an InOut parameter of an Add-On Instruction as a constant, it
means that within the Add-On Instruction, that parameter cannot be written

to. The project will fail verification if this type of write is attempted.

Appropriate usage of Constant tags is monitored by logic verification.
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Notes:
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