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Owl Computing Technologies Cybersecurity Solutions  
for Operational Technology (OT) Networks

Owl offers comprehensive  
cybersecurity products to  
protect industrial control  
system networks. 
• Securely transfer data out of  

the production network to  
the corporate network

• Securely transfer data into the 
production network from the  
corporate network

• Patented, hardware enforced,  
one-way technology blocks any  
incoming network cyber threats



Overview
Owl Computing Technologies provides cybersecurity solutions that help protect Operations Technology (OT) networks  
and the PACs running on them. The Owl Perimeter Defense Solution (OPDS), a proprietary data diode, protects the 
borders of networks and transfers data between networks of differing security classifications (security zones).  The  
Owl DualDiode Technology uses a patented, hardware design that only permits data transfers in a single direction.   
This design allows data to securely flow between the plant networks while mitigating network originated cybersecurity 
threats against the plant.

Integrated with the Rockwell Automation FactoryTalk® Gateway, RSLinx® Classic and FactoryTalk® Historian, the OPDS 
transfers a variety of data generated by PACs (logs, events, alarms) from the OT network to end-users on the IT network.  
With this data at their fingertips, the end-users have access to the logs, event messages and alarms they need to monitor 
and support plant operations.

Besides supporting the specific interfaces and protocols of Rockwell Automation, Owl also delivers an EAL-certified 
solution for secure one-way data transfers which follows the ANSI/ISA-62443 standard for securing industrial  
control systems.

Company Profile
Owl Computing Technologies has been designing and manufacturing data diode based cybersecurity products since 
1998.  Our DualDiode Technology has been deployed in over 2000 solutions globally and we have 18 different technology 
patents.

Early on the value of the technology was quickly recognized by US Intelligence agencies and adoption quickly spread to 
17 different agencies and many different commands within the Department of Defense.  With the advent of serious cyber 
threats against critical infrastructure providers, Owl developed solutions to protect the industrial control networks of the 
providers and started deploying them in a variety of industries as noted below.

We continue to roll out new solutions that enable the secure transfer of different data types, file types and protocols while 
protecting them from network based cyber attacks.

Industries 
Owl commercial DualDiode Technology™ is the leading inter-network security product used by the U.S. National 
Intelligence Community and Department of Defense. Globally we provide solutions for nuclear, fossil and hydro electric 
power generation, the electricity transmission and distribution (T&D) industry, the oil & gas and petrochemical industries; 
along with deployments in water utilities and rare earth mining. 

Applications
The core Owl applications are built on patented diode technology to securely transfer data from one security zone  
to another.  Using native formats, Owl applications transfer data as whole files, database records, UDP Datagrams and 
TCP/IP packets for storage and retrieval or as live streaming. Support is also provided for specialty messaging and alert 
applications like email, chat, syslog and network health messages for Security Information and Event Management 
(SIEM). Support for industry standards like Modbus and OPC compliant (OPC Certified) data are available along with a few 
specialized applications:
• Owl (OSIsoft) PI transfer service (OPTS) is the most advanced PI historian replication on the market
• Owl Virtualscreen View Service (OV2S) replicates HMI to outside support vendors or engineers for remote viewing
• Owl Secure Software Update Service (SSUS) permits transfer of software updates and anti-virus definitions into 

production networks

We are pleased the energy and utilities industries are rapidly adopting the Owl commercial DualDiode 
Technology™ as the cyber security solution for their high-valued information transfer needs. Other 
critical infrastructure industries are also accepting the technology and we look forward to serving them.
Dr. Ron Mraz, Founder and CTO



The PartnerNetwork program is a framework of well-managed relationships formed as a result of customer need. It provides 
manufacturers with access to a local, regional and worldwide network of best-in-class suppliers. These specialists offer the 
industry experience and technological know-how to help solve business challenges both large and small.

Through the PartnerNetwork program, Rockwell Automation delivers a wide array of solutions, easier access to knowledge 
and consistent delivery of solutions to help improve our customer’s business results.

Core Services 
Key to Owl’s services, and providing cyber security to production networks, are 
the proprietary one-way DualDiode Technology™ data transfer applications. The 
solutions integrate seamlessly using transport layer protocols, mission-specific 
enterprise solutions that are delivered ready for use.
• Protects the network segments you really care about
• Prevents unauthorized network access to production systems
• Security technology mitigates exploitation of vulnerabilities to permit  

information technology and operations technology to co-exist

Products 
The Owl perimeter defense product line provides the defense wall for plant 
networks and boundaries at risk for cyberattack. Depending on the security need, 
Owl has a comprehensive, scalable solution to safely bridge the electronic network 
security perimeter. 
• Enterprise level: Owl Enterprise Perimeter Defense Solution (EPDS) 
• Mid-range level: Owl Perimeter Defense Solution -1000 series (OPDS-1000)
• Basic Level: Owl Perimeter Defense Solution -100 series (OPDS-100) and available 

DIN rail model (OPDS-100D and OPDS-50D)

Success Story
After months of daily probes into their Operations Technology (OT) network, from 
offshore originated IP addresses, the CIO of a U.S. based mining company decided 
to put a stop to the hacking attempts.  Most cyber attacks start with probes into the 
network to establish the network architecture, IP addresses, device locations, user 
logins, etc.  This probing prelude can then lead to a variety of threats including the 
insertion of malware to be activated immediately through or to be “put to sleep” 
until needed at a later point in time to open a “backdoor”, corrupt servers or PCs, 
etc.  As reported by the Department of Homeland Security, most cyber intrusions  
go on for months before being recognized.

In this case the CIO took a proactive position and secured the networks of the 
mining operations by segmenting them from the business network and Internet 
access.  Supported by hundreds of Rockwell Automation PACs, the mining operation 
generates data from tens of thousands of points and stores it in a PI historian on the 
OT network.  

The CIO had two goals: secure the SCADA network from  cyber attacks and maintain 
business continuity by making the information collected in the PI historian available 
to users on the business network.  To achieve these goals of security and data 
availability an Owl DualDiode solution was implemented.

The solution was configured to replicate the PI historian across the DualDiode.  
In this configuration, data is transferred from the OT network across the diode to  
the business (IT) network where a second historian is populated. This creates a 
secure converged OT/IT environment where the alarm data, system events, device 
activity, etc. is protected on the OT network and also readily available to the end 
users on the IT network. 

Owl’s cybersecurity 
solution successfully 
restores business 
efficiencies while 
stopping network 
based cyber threats.
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Results
The Owl DualDiode Technology™ interfaces with customer networks at the transport later and operates as a network 
service. It natively transfers files, UDP Datagrams, TCP/IP packets, Email and syslog messages. Specialized software 
applications have been developed to help reduce the customer cost of adopting the more secure data diode technology.  
This seamless integration minimizes costs and does not intrude into ICS applications. 

Due to Owls advanced technology and unparalleled network security solutions, critical infrastructure operations 
and automation systems around the world are now more secure. Owl solutions are designed for absolute network 
confidentiality, data integrity, and system availability to provide operational efficiency while protecting against  
future cyberattacks. 

Owl Dualdiode Technology™, coupled with Owl transfer applications—for all data types—results in hardware-enforced, 
non-routable technology, and enables secure and robust information sharing. All Owl Solutions are protected by the  
Owl Security Enhanced Linux Operating System. 
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Rockwell Automation and PartnerNetwork companies 

collaborate to help you develop an ongoing approach to 

plant-wide optimization, improve your machine performance 

and achieve your sustainability objectives.

Rockwell Automation and PartnerNetwork companies collaborate to help  
you develop an ongoing approach to plant-wide optimization, improve  
your machine performance and achieve your sustainability objectives.


