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It is time to Rethink 
Safety and Security

In this era of smart manufacturing, a strong focus on promoting innovation 
and productivity too often leads to safety and security being overlooked. 
Within the plant, we protect our employees and equipment; beyond the 

plant, we need to take responsibility to safeguard the environment, as well as critical 
infrastructures and supplies on which people depend. 

With increasing digitalization, Rockwell Automation understands that the first 
step to building a successful manufacturing safety and security strategy is to get a 
thorough understanding of the company’s culture. Therefore, we have developed 
a Safety Maturity Index™ tool to help original equipment manufacturers (OEMs) 
evaluate their performance in different areas and provide measurements to see 
where they succeed and what can still be optimized. With the results, OEMs can 
determine the scope of their safety and security program and set the best standards 
for building up defense mechanisms with the best appropriate set of tools.

New standards and advances in technology are required to improve safety and 
productivity. This is especially important now when skilled labor shortages and the 
growing skills gap have created greater worker safety challenges. Well-designed, 
contemporary safety systems – which integrate standards and safety control in one 
controller – will be needed to reduce OHS hazards and help mitigate any related 
security risks.

Remember that knowledge and technology are only part of the solution. A 
company-wide holistic approach that integrates safety and security considerations is 
the core and critical part of an effective strategy because it will guide you through a 
step-by-step journey that impacts every plant, every machine and every employee.

 
After all, we know that the move to connected, information-enabled operations 

is transforming manufacturing. OEMs seeking ways to capitalize on remote 
connectivity are establishing a Connected Enterprise, which enables better 
collaboration, faster problem-solving, and improved innovation and productivity. 
Most importantly, it facilitates a smarter approach to safety and security. 

Rockwell Automation is always ready to help OEMs and end users mitigate safety 
and security risks in connected operations, satisfy compliance requirements and 
improve productivity. 

I invite you to review this issue of Automation Today Asia Pacific to learn more 
about the safety and security capabilities in technology, processes and people of 
Rockwell Automation – and how we can help you improve both safety and security 
to better protect your valued assets in a Connected Enterprise.  

Allen-Bradley, ArmorBlock, ArmorStart, Automation Today Asia Pacific, Compact I/O, 
CompactLogix, ControlLogix, CPGSuite, Encompass, FactoryTalk, Guard I/O, GuardLogix, 
GuardMaster, GuardShield, Integrated Architecture, iTrak, Kinetix, LifeLine, LISTEN. 
THINK. SOLVE., Micro850, PanelView, PartnerNetwork, PharmaSuite, PlantPax, PowerFlex, 
On-Machine, Relevance, Rockwell Automation, Rockwell Software, Safety Maturity 
Index, SequenceManager, SMC, SoftLogix, Stratix, ThinManager, and VantagePoint are 
trademarks of Rockwell Automation, Inc.

DeviceNet and EtherNet/IP are trademarks of ODVA, Inc. 

All other trademarks are the property of their respective owners
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Rockwell  Automation is 
pleased to announce Scott 
W o o l d r i d g e  h a s  b e e n 

appointed managing director for 
Australia and New Zealand. 

In this leadership role, Scott 
will oversee sales and business 
operations in Australia and New 
Zealand and be responsible for the 
company’s Growth and Performance 
Strategy. This involves the overarching responsibility for people and 
strategy in relation to sales, service, delivery, projects and customer 
care.

“I’m looking forward to working closely with our key distributors, 
system integrators, end users and OEMs to make sure they continue 
to be well supported with industry leading power, automation 
and data management solutions and services. These Rockwell 
Automation solutions provide key competitive advantages for our 
PartnerNetwork organisations, enabling them to be market leading 
entities in their own right,” said Wooldridge.

Scott holds a strong engineering and sales background in the 
automation and energy industries both within Australia and the 
United States. He commenced his career in project engineering 
and management prior to working for Citect as vice president of 
Professional Services in Chicago, then vice president of Sales in 
Georgia. He returned to Australia as managing director for Citect. 
Following Schneider Electric’s acquisition of Citect, Scott moved to 
the role of vice president, Industry Business for Schneider Electric. 
Most recently, he was chief executive officer of the ASX listed 
company, Energy Action. 

With extensive experience in the IoT and big data space, Scott 
is looking forward to leveraging his domain knowledge to help 
customers address challenges they are facing and align Rockwell 
Automation solutions to their business drivers.

“Connectivity is expected everywhere now - the need to securely 
align Information Technology with Operational Technology to 
share data transparently, while retaining data integrity is critical 
to support improved business productivity outcomes across 
the organisation. My key focus is to help customers enable The 
Connected Enterprise, to understand the business outcomes 
connected ecosystems deliver, instead of focusing on individual 
components,” he said. 

Scott has a passion for developing sustainable business by 
developing strategies, driving execution and fostering partnerships 
and collaboration. In describing why he was attracted to Rockwell 
Automation, he emphasised the company’s dedication to industrial 
automation and information. 

“A key strength of Rockwell Automation is that it is the largest 
company dedicated to industrial automation, it lives and breathes 
automation. As such, it is at the heart of the company that it 
should be both an innovation leader and a best practice products, 
solutions and services provider for the industrial automation 
environment. In an industry seeing rapid change, this dedicated 
focus is a key requirement for success and makes Rockwell 
Automation an exciting place to be,” said Wooldridge.  

“As a company, Rockwell Automation has always had great 
people and a strong customer-first approach with an underlying 
ethos of integrity. This is a company that is going to continue to 
strengthen its leadership in the industry by investing in its people, 
products, compliance and work ethics. I’m looking forward to 
contributing to its future and helping our customers meet their 
operational and business objectives in the long term,” concludes 
Wooldridge.

R o c k w e l l  A u t o m a t i o n 
a n n o u n c e d  t h a t  i t s   2 0 1 6 
C o r p o r a t e  R e s p o n s i b i l i t y 

Report  is now available online and in 
p r i n t .  A l o ng  w i th  d e ta i l i n g  t he 
company’s approach to ethical business 
practices, the report provides highlights 
and  updates  on  the  company ’s 
environmental performances, employee 
safety and culture, and community 
relations initiatives.

The mission of Rockwell Automation to improve the quality of 
life by making the world more productive and sustainable starts 
with the company and the actions they take every day. Rockwell 
Automation continues to create the best work environment for 
employees and to help improve worldwide customer’s productivity, 
quality, safety and sustainability. 

Business Roundtable 2017 Sustainability Report has mentioned 
about Rockwell Automation and the company’s commitments 
to the environment, the communities and the people. The report 
features narratives from global business leaders about how their 
companies are improving the quality of life around the world 
through sustainability efforts. 

With socially responsible and sustainable business practices 
embedded in work and behaving, leading indices and organizations 
continue to recognize the company as a sustainability leader.

Rockwell Automation announces 
new managing director for  
Australia and New Zealand

An Ongoing 
Global Sustainability Commitment 

10 Years of Shared Success
•  Named a member of the Dow Jones 

Sustainability North America Index six 
times

•  Included on the FTSE4Good Index for 
more than a decade

•  Named one of Ethisphere Institute’s 
World’s Most Ethical Companies® nine 
times

•  Reduced energy intensity by 23 percent 
from company's 2008 baseline
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After a competitive review process, Rockwell Automation 
has selected Claroty, the industrial security software provider, 
as a collaborator to work on combining their security 

products into future, packaged security offerings. One of the key 
competitive capabilities of Claroty is their anomaly-detection 
software, which can create a detailed inventory of an end user’s 
industrial network assets, monitors traffic between those assets, 
and analyzes communications at their deepest level. Even the 
smallest anomalies can be identified and be reported to plant and 
security personnel with actionable insights to help enable efficient 
investigation, response and recovery.

Traditional IT security software often uses active queries 
and requires a footprint on the network, which can ultimately 
disrupt operations. However, the Claroty platform uses a passive-
monitoring approach to safely inspect traffic without the risk of 
disruption. It can detect human errors and other process integrity 
issues at any stage while protecting complex and sensitive industrial 
networks. The system also identifies network-configuration issues 
that could expose a system to outside threats.

Claroty has joined the Rockwell Automation PartnerNetwork® 
Encompass™ program, which is a product reference program that 
helps customers quickly locate products that solve application 
challenges. With the addition of Claroty, Rockwell Automation can 
find more robust solutions to help protect operations and industrial 
security.

Collaboration with 
Industrial Security Company Claroty

For Inspiration and Recognition of Science and Technology (FIRST) 
team, Thunder Down Under, wins Chairman’s Award at world 
championship event

For the first time in history, a team from Sydney, Australia has been 
announced as the winner of the prestigious Chairman’s Award at the 2017 
FIRST Championships held in Houston, Texas. FIRST was founded to inspire 
young people’s interest and participation in science and technology.

The FIRST Robotics Competition (FRC) is the flagship competition of 
FIRST, a large-scale robotics competition that brings together students 
and mentors to build robots that perform in a competitive but gracious 
environment against teams from all over the world.

Thunder Down Under is the first Australian team to win the esteemed 
Chairman’s Award - the highest honour given at the FRC Championship, 
recognising the team that best represents a model for other teams to 
emulate and best embodies the purpose and goals of FIRST.

According to Michael Heimlich, Professor at the Department at 
Engineering at Macquarie University, “This is like Australia winning the 
America’s Cup all over again! Nobody expected a team outside of North 
America to win it and we didn’t just win it, according to the judges, the 
team ‘changed the paradigm’. It is a very exciting achievement.”

The Chairman’s Award is presented according to the contribution of the 
overall team, not just the robot. It is awarded as a result of what the team 
has achieved over an extended period of time. 

Thunder Down Under created an innovative program for STEM outreach 
in 200 rural and remote indigenous communities. This program was 
adapted for the inner city, also reaching homeless kids. The team’s outreach 
extended to 12 countries in almost every continent around the world and 
the impact of their work has been visible and measureable over more than 
five years.   

“The award is just as much attributed to the current team, as it is to the 
kids that were on the team three to five years ago that also worked to put 
all this in motion and really lay the foundation. Many of these founding 
members are now working as engineers, undertaking graduate degrees 
or working during the day and coming to mentor the kids after hours,” 
explained Professor Heimlich.

Professor Heimlich has worked with Thunder Down Under since it was 
established eight years ago. Macquarie University pioneered the FIRST 

program in Australia, approximately fifteen years ago. 
“The program is now in approximately seven to eight percent of schools 

in Australia and to put that in perspective, it’s only in approximately one 
to two percent of schools in the US. If you use that as a measure of the 
program, it is really more successful here that what it is in the US,” explained 
Professor Heimlich.

There were a number of obstacles that needed to be overcome to run 
the FIRST program outside of the US. Being in Australia, distance, foreign 
exchange and cultural factors with the program starting while students are 
on summer holidays are all significant challenges that had to be overcome. 

“As a valued sponsor of FIRST, Rockwell Automation helped remove 
one of the major stumbling blocks for running the program in Australia 
by providing access to parts that are usually only available in the US. They 
have shown a real passion in working with all kids and set up programs to 
support kids throughout the age groups,” said Professor Heimlich.

Rockwell Automation is recognised as a FIRST Strategic Partner, which 
signifies the highest levels of support available at FIRST. It is also a FIRST 
Robotics Competition Crown Supplier.  

Kerryn Sakko, senior application engineer at Rockwell Automation is 
responsible for encouraging staff to get involved in the FIRST program 
locally. She explained that, “Our staff enjoy donating their time as team 
mentors and competition judges, providing mutual benefits to both our 
volunteers and the participants alike. FIRST is a great initiative and by 
getting involved, it gives us the opportunity to help young people foster a 
lifelong interest in STEM while having lots of fun along the way.”

Over the past 10 years, Rockwell Automation has provided broad-based 
support to address the critical need to fill science, technology, education 
and math jobs that drive innovation. Many of these jobs go unfilled 
because of both the lack of awareness of the kinds of high-tech jobs 
available, and the lack of skills to qualify for today’s needs. 

With a mission to inspire young people to be science and technology 
leaders, there is no doubt that the kids and mentors from Thunder Down 
Under are role models to other FIRST participants and worthy recipients of 
the Chairman’s Award. 

“Thunder Down Under is a group of kids and mentors who believe in 
the ideals of FIRST, and worked to overcome all the obstacles in their way. 
It’s a phenomenal story for all of Australia. We decided we were going to 
do this and we did. If anyone says that Australians can’t innovate, this just 
proves that their wrong,” said Professor Heimlich.  

Watch this short YouTube video to see Thunder Down Under’s STEM 
outreach in action: https://www.youtube.com/watch?v=yyZr4mHW2XE

Australian FIRST: Recognition for 
commitment to STEM outreach
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The First Asset: 
Safety 
and Security 
Protecting People, the Environment and 
Critical Infrastructure is Everyone’s Goal



 

Industrial security is top of mind as organizations implement connected, 
information enabled architectures to help improve productivity, efficiency 
and safety. However, as industrial operations become more connected, the 

inherent safety implications of security risks are too often overlooked.
Connectivity brings together enterprise-level IT and plant-level operations 

technology systems into a common network infrastructure and more opportunities 
such as instantaneous information sharing and seamless collaboration across an 
organization. However, with more connection points, more entrance points for 
security threats can be created in the form of physical or digital, internal or external, 
and malicious or unintentional.

Workplace safety is a multifaceted issue for many manufacturers and industrial 
operators. It includes both machine and process safety, and is vital to protecting 
workers, avoiding production interruptions and achieving operational excellence. But 
it also comes with a number of challenges. 

LNS Research shows 53 percent of manufacturing and industrial operations 
lack real-time visibility into EHS performance data; so how can professionals make 
corrections to that and create safety performance improvements? 

Integrating Safety and Security Professionally
Traditionally, safety and security have been viewed as separate entities, but 

professional and competent companies and their specialists are able to visualize the 
commonality between them in the approaches used to analyze and mitigate risks.

Those manufacturers and industrial operators who want to reduce the likelihood 
of security based safety incidents will need to start thinking of safety and security in 
relation to each other.

Some best-in-class manufacturers have shared a set of practices for better 
understanding – the three Cs of safety and security:

Culture, Compliance, Capital
Cultural (Behavioral): For both employees and the company, their behaviors 
including fundamental values, priorities, attitudes, incentives and beliefs about risk 
and safety should be consistent. These help define how well a company embraces 
safety.

Compliance (Procedural): Up-to-date policies and consistent procedures that help 
a company achieve compliance with appropriate safety standards. 

Capital (Technical): Contemporary safety technologies and techniques that help 
optimize both safety and productivity.

Now, organizations are able to consider how security can be ingrained into each 

Better understand and identify 
security and safety risks before 
trying to mitigate them.

Security breaches and 
vulnerabilities resulting in safety 
risks are not just theoretical. 
They are a reality:

•   A cyberattack on a German steel 
mill resulted in parts of the plant 
failing and a blast furnace that 
could not be shut down through 
normal methods. The plant 
suffered “massive damage.”

•   The FDA put out an alert to 
medical device manufacturers 
and health care facilities about 
certain medical devices being 
vulnerable to security breaches. 
One of the vulnerabilities cited 
was the potential for the devices 
to be infected or even disabled by 
malware.

•   A global telecommunications 
conglomerate reported a likely 
cybersecurity breach at a facility 
responsible for supplying and 
metering water usage. There 
were unexplained valve and 
duct movements, including 
manipulation of PLCs.

•   A Turkey oil pipeline explosion 
was caused by hackers, who 
had shut down alarms, cut off 
communications and super-
pressurized the crude oil in the line. 
The explosion resulted in 30,000 
barrels of spilled oil.

Dangerous 
Breaches Already 
Occurring
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of these core safety pillars. Here are some examples:

Culture: In addition to protecting intellectual property, 
processes and physical assets, security personnel 
must make protecting safety systems a core value in 
everything they do. 

That makes the greater collaboration between EHS, 
operations and IT teams become more important. For 
example, the three teams should work together to 
develop co-managed objectives for safety and security, 
and to identify critical safety data requirements from 
plant-floor systems. And most importantly, a company-
wide understanding of the relationship between 
security and safety is essential because a strong safety 
culture involves every employee.

Compliance: Compliance efforts should meet the 
security requirements in safety standards, such as IEC 
61508 and 61511. Conversely, security efforts should 
follow a defense-in-depth approach. Also, it is important 
to address safety-related security risks at all levels of an 
organization.

Capital: Companies should use safety technologies 
with built-in security features. Likewise, they should use 
security technologies that both help protect against 
safety-system breaches and enable speedy recoveries 
should a breach occur.

After understanding the tight relationship between 
the two, companies should conduct both safety 
and security risk assessments and then implement a 
company-wide risk-management strategy to tackle the 
threats and vulnerabilities. 

The next question is, how can professionals drive 
improvements in safety and security performance for 
their connected operations? 

Smarter Safety and Security
Rockwell Automation has the right mix of safety and 

security expertise to help organizations address their 
unique security-based safety issues. Owning one of 
the industry’s broadest portfolios of safety solutions, 
including safety services such as assessments, Rockwell 
Automation also collaborates with Strategic Alliance 
partners from its PartnerNetwork®, such as Cisco, 
Panduit and Microsoft, to create a one-stop shop for 
professional industrial security needs by offering a full 
range of industrial security services including network 
products, free tools and resources.

Aiming to create seamless connectivity, The 
Connected Enterprise of Rockwell Automation adopts 
contemporary safety technologies that combine 
machinery and safety control into one platform. These 
systems are less susceptible to nuisance shutdowns 
than hardwired safety systems, which can maximize 
improvements in productivity and profitability. 
Professionals can use The Connected Enterprise 
to accelerate production and generate effective 
communications, and also harness the power of safety 
and operational data, which can substantially improve 
safety compliance and performance. 
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Insights into a Connected Enterprise
The Connected Enterprise offers accessibility to 

device and operational status, motion monitoring, 
error and stoppage codes, and other secured safety-
system data. With the ability to capture and analyze 
massive amounts of operational data accurately and 
thoroughly, safety personnel who are empowered 
with a real-time understanding of worker behaviors, 
machinery compliance and system details can move 
from merely describing what went wrong to predicting 
and preventing incidents in the first place. 

When professionals are taking full advantages of 
The Connected Enterprise, they can gain a better 
understanding of risks and transform company-wide 
operations with safety and security in mind. And 
therefore, safety and security can be enhanced in all 
aspects.

Still and all, it is important to remember that a 
Connected Enterprise is an ongoing journey. The 
technologies and opportunities within it will continue 
to evolve. Companies should be mindful of this and 
constantly seek opportunities to improve their future 
state.

A Holistic Approach
Getting information to workers is important, but 

so is getting workers to act on the information. That is 
why incorporating safety-system information into daily 
operations is critical. 

For example, analytics should be included in daily 
production meetings, and standard procedures 
should be developed for collecting, analyzing and 
interpreting data. With these elements in place, safety 
professionals can monitor and refine all aspects of safety 
in a Connected Enterprise as part of a continuous-
improvement program. This could include expanding 
the amount of data collected, or setting higher goals 
in areas such as improved visibility, fewer incident rates 
and reduced downtime. 

Brilliant and responsible safety professionals do more 
than obtain better measures and meet their corporate 
safety goals, they confirm both safety and security in 
order to help protect data and uptime, infrastructures 
and supplies, people and environment.

With the continual evolution toward greater 
connectivity, today’s security and safety concerns can 
be daunting. Align with best industry practices and 
make use of the best tools, manufacturers and industrial 
operators can extend safety and security knowledge 
and management strategy from the enterprise through 
the plant level, and even out to end devices.                     

NEW Micro850® Expansion I/O
HIGHEST DENSITY AND BEST PRICE PER POINT!

www.spectrumcontrols.com | spectrum@spectrumcontrols.com

NEW
NEW

NEW

8-Ch Universal Analog
2085sc-IF8U

• Simplify systems by 
eliminating dedicated I/O

• Mix and match up to 
8 voltage, current, 
thermocouple, or RTD/ 
resistance inputs

For more information, please email us or visit our website!

8-Ch High-Density Output
2085sc-OF8

• Highest density analog  
output available for the 
Micro850 Controller

• Lower your total cost of 
ownership by standardizing 
on our high-density I/O

16-Ch High-Density Input 
2085sc-IF16V, 2085sc-IF16C

• Highest density analog 
input available for the 
Micro850 Controller

• IF16C: 0mA-20mA, 4mA-20mA
• IF16V: 0V to 5V, 0V to 10V,  

-10V to 10V
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Safety Evolves, Leaders Rise

While keeping up with safety standard evolution, a safety leader successfully designed 
an integrated safety system to improve efficiency and productivity

For decades, machine builders 
approached safety as an “add-on.” 
They designed the machine first, and 
then applied guarding and other 

safety components later. Still prevalent 
today, this method helps an OEM to achieve 
safety compliance, but often at the cost of 
productivity. With the matter of cost, the 
fact that there are significant similarities and 
distinctions between the functional safety 
standards, IEC 62061 and ISO 13849, which 
had caused their merger project – IEC/ISO 
17305 – stopped for now, has been a critical 
issue that OEMs should consider whenever 
they build machines.

When Two Standards Meet
To tackle down various challenges, global 

leading OEMs can adopt a comprehensive 
approach. One of the successful cases is 
that, Paper Converting Machine Company 
(PCMC), a Wisconsin-based global leader in 
tissue converting, packaging, flexographic 
printing and non-woven technology, has 
been able to capitalize the advantages of 
both standards and used a combination of 
modern safety standards, latest control and 
software capabilities to design safety into 
machinery.

Instead of being slowed down by the 
complexity brought by multiple functional 
safety standards, PCMC endeavored to 
make machinery upgrades that improved 
both efficiency and safety. Moreover, it took 
a big step forward to make functional safety 
an integral part of the design process across 
its portfolio and in upgrades that support 
legacy equipment.

PCMC now can use the standards 
to implement contemporar y safety 
technologies. For example, it uses zone 
control to divide a complex converting 
line into safety zones that correspond to 
specific risks or hazards. The system can be 
configured to remove power safely from 

one zone, so a maintenance technician can 
service it while keeping the rest of the line 
up and running.  

“ O u r  p ro c e s s  b e g i n s  w i t h  a  r i s k 
assessment, which helps define which 
hazards are present — and what we can 
do about it,” explained Jason Stover, senior 
electrical project engineer, PCMC. “First and 
foremost, we design the hazard out of the 
machine if at all possible. If we can’t design 
it out, we look at protective measures that 
can reduce risk.”

I n  a d d i t i o n ,  t o  a c h i e v e  s a f e t y 
functionality, the PCMC equipment is built 
on a Rockwell Automation® integrated 
safety solution based on the Allen-Bradley® 
GuardLogix® platform. Their design process 
includes a risk assessment and defining 
functional-safety requirements early on, 
then verifying and validating the safety 
system when it is completed. Depending 
on the application, the machinery also 
includes Allen-Bradley Kinetix® 6500 servo 
drives for coordinated drive control and 
Allen-Bradley PowerFlex® 525, 755 and 70 
AC drives for variable-speed control. The 
Kinetix and PowerFlex drives include built-in 
safety functionality via the Safe Torque-off 
feature. Safe Torque-off capability removes 
rotational power from the motor without 
powering down the entire machine. As a 

result, equipment can be brought to a stop 
more safely — and restarted more quickly. 
The robust safety solution also incorporates 
POINT Guard I/O™ and other safety-rated 
components as required.

With Rockwell Automation functional 
safety specialists supporting PCMC’s in-
house expertise, the company can continue 
to evolve the design philosophy in line with 
regulatory requirements and advances in 
technology.

Make Safety an Inherent Value
Besides having all its engineers trained 

thoroughly on machine safety, PCMC 
believes that the need for thorough 
va l idat ion and documentat ion has 
increased as safety control architectures 
have become more robust, therefore 
it provides the customers with safety 
documentat ion  dur ing  equipment 
instal lat ion and the documents are 
electronically stored to support equipment 
throughout its life cycle; machine safety 
training is also offered as part of the 
aftermarket services. 

“ We d i f ferent iate  ourse lves  f rom 
competitors by guiding our customers 
through the safety process and educating 
them on the opportunities safety presents,” 
Stover says. “Some might not recognize 
safety as a fundamental  par t of  the 
equipment, but by the time we’re done, 
they see the value.”

Despite of the fact that the on-going 
evolution of safety standards has brought 
challenges to global OEMs, there are 
organizations choose to make safety a core 
business value in their operations. Rockwell 
Automation’s  Manufactur ing Safety 
Excellence Awards continues to recognize 
these best-in-class manufacturer; this year’s 
nominations are open and companies that 
seek to improve safety while also improving 
productivity are all welcome.    
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Strategic solutions and efforts are needed 
to tackle today’s cybersecurity risk

The Key to Cybersecurity

In this information age of manu- 
factur ing,  i t  is  not only about 
what  data can be accessed in 

m a n u f a c t u r i n g  o p e r a t i o n s ,  b u t 
also how they can be accessed. Automation 
technology gives companies the freedom 
to imagine operations in transformative 
new ways; it saves a huge amount of 
manpower and time from production to 
management, yet, risks always come along 
with opportunities.

A Beneficial Solution
Take the major California petroleum 

producer who supplies the power needs of 
over 1.5 million home as an example: They 
had been manually monitoring data of over 
2,800 control devices distributed among 
their six separated oil fields that are utilized 
by one oil-field process control network 
(PCN) until their corporate supervisory 
control and data acquisition (SCADA) audit 
had identified serious cybersecurity risks 
related to the lack of reliable control-asset 
data keeping by their business units back in 
2013. 

Rockwell Automation solved their 
problems with a new diagnostic reliability 
(DR) system directed by Allen-Bradley® 
SoftLogix™ 5800 controller with proprietary 
code encrypted, which automatically 
identifies, interrogates and monitors 
control hardware by continuously scanning 

and tagging every device on the PCN. 
Integrated with FactoryTalk® software, all 
detailed PCN’s overall performance were 
clearly reported and understood by the oil 
company. 

As a result, the oil company has moved 
from manual database to automated real-
time data collection and its business unit 
is already in full compliance with a new set 
of cybersecurity policy based on the ISA99 
standard for industrial control system.

However, while wireless technology 
has been increasingly used in mission-
critical applications such as data transfer 
and SCADA, and cybersecurity threats have 
been ramping up for the past decade, there 
are more that need to be considered in 
order to protect plants and manufacturing 
sites.

Present Layered 
Defense Strategy

In today’s manufacturing environment, 
control systems can no longer rely on their 
historically physical isolation as higher-
level enterprise systems and the Internet 
are vulnerable to external intrusions and 
attacks. Particularly as more manufacturers 
build a Connected Enterprise and converge 
their industrial and enterprise systems into 
an Ethernet-based network architecture, 
reliable and strongly secured wireless 

communications with low levels of latency 
and jitter to achieve uninterrupted control 
and data access are needed. 

Pfizer, the pharmaceutical company 
has been working with their plant sites 
to establish integrated layers of defense 
to fight off cybercriminals. Along with 
Defense-in-Depth (DiD) established control 
systems and a series of firewalls, Pfizer 
has added another layer to secure zones 
protecting each business asset from the 
others. The secured areas are divided by 
purpose-built firewall gateways, such as the 
Rockwell Automation Allen-Bradley Stratix® 
5950 security appliance.

Share and Aware, 
Connect Better

Beyond technica l  f ixes  and re in- 
f o r c e m e n t s ,  m a n u f a c t u r e r s  a n d 
stakeholders must share their cybersecurity 
knowledge to develop and present a 
unified response to probes, intrusions, 
t h r e a t s  a n d  a t t a c k s .  I t  i s  a l w a y s 
advantageous for security to have different 
players communicate effectively while 
establishing clear roles and responsibilities.
Whether it is a small wireless network 
or plant-wide one, a single business or 
a connected enterprise, as a beacon of 
security, Rockwell Automation is always 
ready to help protect operations and 
intellectual property against any cyber 
threats.    
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TECHNOLOGY  WATCH

In a Connected Enterprise, paper 
processes are replaced with digital 
p r o c e s s e s ,  w h i c h  h a s  b e e n 

improving people productiv ity  and 
enhancing visibility to production events. 
But, as access to data and applications 
becomes easier, how can manufacturers 
help ensure safety and security of the 
operation system and data?

While helping safeguard every piece 
o f  t h e  i n fo r m a t i o n ,  T h i n M a n a g e r ® 
software solution and Relevance® mobile 
platform from Rockwell  Automation 
provide manufacturing and industrial 
leaders with visual displays and software 
solutions to manage information and 
streamline workflows for a more connected 
manufacturing environment.

ThinManager provides management 
and control of thin client and mobile 
devices, and helps enable secure delivery of 
applications to devices and users of those 
devices. Relevance is a core technology 
component of ThinManager that enables 
delivery to be further managed by enabling 
location awareness. Using Relevance, 
in conjunction with “location resolvers,” 
applications and information can be 

securely delivered to a user when that user 
is in a specific location. 

This leads to improved rel iabil ity, 
productivity and security as well  as 
helping to lower energy and maintenance 
costs. Leading global manufacturers 

implementing technology upgrades to 
meet their cybersecurity and sustainability 
goals agree that virtualization, thin client 
and mobility related technologies are key 
enablers in their operations.

Ideal Addition
Reducing maintenance costs and 

unplanned downtime are key initiatives 
for many companies. When operating and 
maintaining several work sites, it can be 
challenging to efficiently utilize technical 
staffs whose skill levels are typically not 
similar at all sites, while ensuring all sites are 
running well. But there is always a solution 
to every problem.

T h i n M a n a g e r  c e n t r a l i z e s  t h e 
management and visualization of content 
to every facet of a modern manufacturing 
operation, from the control room to the 
users in the plant. For example, when 
ThinManager technology is applied at work 
sites from a central location, maintenance 
or other technical teams can then view the 
operations at each of the sites and access 
the engineering tools installed there. 

Moreover, experienced central staff can 
assist a site technician by “shadowing” his 
or her terminal, which will help improve 
the people skills at the site as they learn 
on the job. Customers using ThinManager 
have seen improved reliability and people 
productivity.

It is no longer impossible to keep an eye on every aspect of production 
from the plant floor to the control room

“For many 
manufacturing 
organizations, 

mobile solutions 
are becoming 

a necessity, 
not a choice.”

All About 
Secure Content Delivery
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Sustainable Benefits
ThinManager was designed from the 

start as an automation-centric product that 
works with applications from all vendors. It 
delivers quantifiable savings in several areas 
of an automation architecture:

·    Reliability: Thin clients have an expected 
life endurance of 7-10+ years, compared 
to 3-5 for a PC. Replacing a thin client 
managed by ThinManager is accomplished 
in a few minutes as compared to several 
hours of downtime in the case of a PC. Not 
to mention the loss of data, which could 
mean scrapped batches as well as re-
validation costs in a regulated industry.

·    Availability: ThinManager includes 
the capabil ity to configure fai lover 
management, automatically using backup 
application servers or network routes on 
failure of a primary component.

·    Energy: Thin clients use about 20 percent 
of the power of a PC. Additional savings 
stem from cooling and UPS requirements 
being reduced.

·    Operation management and control: 
A centralized control and management 
means faster and easier maintenance. 
Without stopping the applications, thin 
clients can be reconfigured from a central 
administration console, easing migration 
of production applications with minimal 

impact to production operations. Also, 
service updates to servers can be done 
during normal operation hours and 
typically on a few servers instead of each 
PC.

How it Works
I t  i s  fe a s i b l e  t o  g o  m o b i l e  w i t h 

ThinManager's built-in mobility solution, 
Relevance — the only location-based 
mobile management platform that allows 
applications and content to be securely 
delivered to specific locations within the 
facility and nowhere else.

T h i n M a n a g e r  c o m b i n e s  r e m o t e 
desktop servers, virtualization, thin client, 
networks and security technologies into a 
powerful platform that delivers flexibility 
for managing and delivering production 
applications. Together, they safely and 
securely transfer the content to any 
combination of device, user and location.

Relevance for Mobility 
The time for enhancing mobility on the 

plant floor has arrived. Relevance provides 
the ability to deliver the right content to 
the right person at the right time and place 
with location-based content delivery. Used 
in conjunction with Relevance, resolvers 
allow a workspace to be defined completely 
as a location-based mobile facility. Currently, 

ThinManager uses the QR codes, Bluetooth 
beacons, Wi-Fi and GPS to resolve a location 
to confirm that mobile users and devices 
only receive content in authorized areas.

First Priority: Security
To tackle with cyber threat, designing 

for security is very important, but the 
design also needs to cater to the priorities 
of OT systems personnel. In addition to 
the standard solutions available today, 
there are collaborations between leading 
organizations in the field to provide 
network and security consulting services 
to customers that helps to combine the OT 
experience and IT. 

By using modern IT technologies such 
as virtualization, terminal services and thin 
clients along with ThinManager, even as 
the work sites are opened to remote access, 
security will be protected and improved; 
at the same time, maintenance costs and 
system downtime will be reduced.

ThinManager works with Microsoft 
Active Directory and supports several 
authentication methods at the thin 
client, including the use of biometrics 
and RFID access cards. Additionally, the 
communications between thin client 
and ThinManager server are encrypted. 
The thin client terminals are managed by 
ThinManager; all communication between 
clients and servers, including mobile device 
communication, is encrypted to help 
ensure the automation network is available 
only to authorized users. No data is stored 
on ThinManager-ready thin clients, PXE-
boot thin clients or on mobile devices using 
Relevance.

Any use of an external storage device 
such as USB memory sticks is blocked by 
default. Furthermore, by supporting IP 
and USB camera overlays into any existing 
applications, ThinManager brings visual 
confirmation to any working screens.

A Complete Solution
T h i n M a n a g e r  i s  a n  e a s y - t o - u s e , 

centralized and scalable management 
platform, addressing manufacturers’ 
needs to increase global competitiveness: 
improving productivity, visualization, 
mobility and security – and delivering 
on The Connected Enterprise, a vision 
for smart, safe and sustainable manu- 
facturing.    

ThinManager - Safely and securely delivers Contents to any combination of Device, User and 
Location.



14         ASIA PACIFIC

APPLICATION  PROFILE

Each year, there are approximately 
48 million Americans who become 
sick from contaminated food; to 

tackle issues of food risks, global food and 
beverage regulations such as Food Safety 
M o d e r n i z a t i o n  A c t  ( F S M A )  h a v e 
implemented new preventive measures 
aga inst  foodbor ne - i l lness  hazards . 
Therefore, food producers must proactively 
identify and resolve problems that lead to 
product recalls and contamination.

So, when there are diverse consumer 
demands and competitions that have 
introduced greater complexity into food 
and beverage manufacturers’ production 
processes and supply chains, is there 
any way to commit operations with a 
heightened focus on food safety in the face 
of such wide-ranging challenges? 

Food Safety Program
Although there is no one-size-fits-all 

solution, adopting an enterprise-wide 
approach which embraces information-
enabled technologies and automation can 
help manufacturers address food safety 
across operations and increase productivity. 
Here are five key steps involved:

1. Get Connected:  Transitioning to 
a Connected Enterprise to converge 
o p e r a t i o n s  t e c h n o l o g y  ( O T )  a n d 
information technology (IT) systems into a 
single, unified network architecture allow 
manufacturers improved visibility into 
safety-and-quality related processes, and 
make viewing and sharing information 
easier across the enterprise.
2. Secure Networks: Network security 
directly impacts food safety and quality, and 
a “security through obscurity” approach is 
no longer viable. Necessary measures like 
defense-in-depth (DiD) security approach 
must be taken to address internal and 
external security threats, and should serve 

as a natural extension of the manufacturing 
processes.
3. Employ a risk-based preventative 
control program:  By replacing slow 
and outdated information-gathering 
methods and getting deeper insight into 
manufacturing processes with the right 
technology, manufacturers can gain better 
understanding of manufacturing methods 
and apply a more proactive approach to 
food safety program. Besides, a preventative 
approach can help comply with regulations 
easily. For example, having a real-time 
monitoring of critical control points in 
HAACP plan, trending data and controlling 
statistical process are some of the proactive 
measures; using corrective action logs and 
recording management and verification 
to leverage obtained information to meet 
regulatory rapid response requirements 
such as FSMA.
4. Implement Produc Traceability: 
Since a stronger traceability requirement is 
needed globally, implementing a supply-
chain, track-and-trace system will help 
manufacturers comply with emerging 
regulations while helping protect products 
against counterfeits and diversions. Also, it 
allows for more efficient product recalls and 
customer-targeted marketing programs.

5. Improve Operational Efficiency: 
Beyond compliance, a food safety program 
can be used to improve product quality, 
asset utilization, yield and energy usage. 
Manufacturers can take advantage of the 
latest technologies that improve asset 
utilization to meet demanding production 
goals and support fast changeovers while 
also maintaining high product quality. 
These technologies include: 

Manufacturing intelligence tools 
use metric applications and data-rich 
dashboards to help improve OEE while 
delivering more consistent batches, even 
as raw materials and processes vary. With 
FactoryTalk® VantagePoint® and Historian, 
production information is gathered, stored, 
aggregated, correlated and presented to 
operations, therefore variances can be more 
easily identified and corrected in real-time 
for gaining visibility into critical control 
point performance.

And since safety and security are always 
the top of the list, FactoryTalk Security can 
be used to help protect the machines and 
critical settings, plus supervisor overrides 
will be required for certain functions in 
order to reduce losses caused by incorrect 
operator actions..

Upgrade food and beverage manufacturing process
 to help meet safety goal without compromising production.

Improve Food Safety Program with 
Advanced Modern Batch Applications

Modern Batch System

Protect Intellectual
Property from

Unauthorized Use

Security Attribute
Identifier

Mange Approval
Workflow and

Traceability

Recipe Release
Approval

Preserve and Lock
Versions of Recipes

Recipe Versioning

Scalable Batch Production

Equipment
Editor
configure

equipment

Server
mange batch

operations

View
view and control

batch process

Procedural ControlRecipe Mangement

Recipe
Editor

define product
recipes
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Scalable and Modern Batch solutions 
maximize the potential of processes that 
require optimized equipment and material 
utilization. Nowadays food and beverage 
manufacturers need a modern batch 
system that is able to intelligently make 
decisions on when and how to best use 
that equipment. For example, when raw 
materials are needed, a system that is able 
to choose a supply vessel base on First In 
First Out (FIFO), process characteristics, or 
simple prioritization based on the sites 
preference could ease a lot of works. By 
having a more detailed understanding of 
the equipment requirements, a modern 
system can leverage dynamic expressions 
to  add inte l l igence into  the  batch 
management system. 

Cutting-edge Batch software 
For the Right Recipes 

Each food producer has diverse batch 
processing needs, and each need requires a 
flexible and reliable method. As it is vital to 
confirm and maintain production safety and 
operational security, Rockwell Automation 
has recently released a new version of the 
FactoryTalk Batch software with modern 
approaches for Batch Application. It is 
an all-rounded solution that can further 
improve and automate the batch system’s 
responsiveness, scalability and productivity 
while delivering an improved, reliable user 
experience with built-in mobility.

Batch sequencing is now enabled to be 
occurred at the controller or sever level as 
FactoryTalk Batch v13 is integrated with 
the SequenceManager™ solution. This 
allows machine builders to develop and 
deliver fully tested skids that end users 
can integrate into their batch process with 
minimal validation and commissioning 
effort. Furthermore, if manufacturers with 
small, controller-based batch systems want 
to expand to larger, server-based ones, the 
rework required can be minimized by using 
this latest version.

The upgraded integrated system delivers 
plant-wide insights with the ability to 
drill down into each production area to 
monitor critical control points and improve 
efficiencies and product quality. Giving 
plant personnel greater insights into their 
operations and supporting compliance with 
the new FSMA requirements, the system has 
helped food and beverage manufacturers 
to cut waste and ease compliance with the 

looming FSMA requirements.

The FactoryTalk Batch v13 includes 
integration with FactoryTalk Batch View 
for mobil ity.  This al lows any mobile 
devices, both iPhone and Android, access 
to FactoryTalk Batch software. The HMI 
experience has been upgraded and can 
be leveraged on existing FactoryTalk Batch 
workstations, which helps create intuitive 
workflows, reduces procedural steps 
and increases collaboration. Workers no 
longer need to be bound to their fixed 
stations; instead, with authorization, they 
can access real-time information, interact 
with processes and secure approvals from 
anywhere in a plant.

Moreover, as an enhanced administration 
tool, FactoryTalk Batch v13 makes data 
available for continuous improvement 
analysis while safely protecting the integrity 
of data, so that it can be leveraged in 
regulatory and quality control reporting.

The Control Tower of 
Batch Process 

A process automation system with 
predictable batch processing can help 
reduce process variability while achieving 
consistent product quality. Because of the 
varying demands of the market, Rockwell 
Automation delivers a scalable batch and 
a sequence management solution for its 
PlantPAx® Process Automation System – the 
PlantPAx Logix Batch & SequenceManager. 
It provides a flexible, controller-based batch 
and sequencing solution independent of 
application servers and software, which can 
significantly reduce engineering time for 
system integrators and process equipment 
builders while providing key controller-
based batch management capability for 
end-users. With a standard user interface to 

build recipes, which simplifies and secures 
recipes configuration and organization, 
food producers then can take advantage of 
the detailed view when more information 
is required or to embed summary controls 
directly into existing process control 
graphics. 

Improved Visibility 
to Enhance Compliance

Considering that Manufacturing Execution 
System (MES) suite of applications help 
food and beverage manufacturing move 
from a paper-based system to a unified 
automation infrastructure, which will make 
collecting, aggregating, and feeding data 
across the organization easily accomplished, 
it is time for food producers to make use 
of the modern solution to improve quality, 
safety, compliance, and speed to market.

As one of the essential components 
of The Connected Enterprise, CPGSuite® 
solution can be combined with library-
based content to tailor a personalized 
solution that the workforce can quickly and 
easily adapt to optimize value realization. By 
using CPGSuite, worldwide customers have 
reflected that not only is brand risk reduced, 
their production costs have been reduced 
and first pass quality has been improved by 
approximately 18 percent and 12 percent 
respectively. 

Best Tool, Safe Food, 
Smarter Manufacturing 
To keep products safe and increase 
batch productivity, food and beverage 
manufacturers will need viable solutions 
to  enhance per formance,  mainta in 
competitiveness and drive business forward. 
By using a modern and comprehensive 
approach, product safety and quality 
can be confirmed, compliance with food 
and beverage regulations can be eased, 
and brand quality can be maintained, all 
while satisfying the increasing scrutiny of 
customers and regulators. 

It is time to review whether the people, 
process and equipment are supporting 
production performance and safety well in 
every aspect of the operations. Investment 
in appropriate, hidden efficiencies and 
threats can be revealed; the right and 
advanced technologies will help to do more 
with less, moving the business forward and 
meeting demand.              

FactoryTalk Batch software allows food 
manufacturer to collect detailed electronic batch 
data for real-time reporting.
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Rockwell Automation develops a three-step approach for 
building an industrial security program that extends from 
the enterprise to the plant level, and helps mitigate risk 

across people, processes and technology. The three steps take into 
account the connections between network security, as well as the 
physical security and safety in industrial areas. They include:
•  Security assessment: Conduct a facility-wide assessment to 

understand risk areas and potential threats
•  Defense-in-depth security: Deploy a multilayered security 

approach that establishes multiple tiers of defense
•  Trusted vendors: Verify that your automation vendors follow 

core security principles when designing their products
For industrial organizations, security threats will continue 

to evolve. To keep pace, Rockwell Automation suggests that a 
holistic security program should evolve with and stay ahead of 
the changing threat landscape. By following the key approach, 
organizations can establish a program that can help protect 
intellectual property, facilities, assets, employees and competitive 
advantages into the future. 

Allen-Bradley ArmorStart® Distributed Motor Controllers 
are a cost-effective, simple solution to on-machine 
architecture; they can help reduce labor costs up to 30 

percent and decrease wiring up to 20 percent with quick 
disconnect features.
•  Offer EtherNet/IP™ or DeviceNet™ communication capabilities
•  Allow the ability to choose factory installed options for specific 

applications
•  Suitable for group installations with high short circuit current 

rating 
•  Ideal for automotive, material handling, and packaging 

applications.

Best Practices for 
Comprehensive Industrial Security

An Advanced 
Safety Cable-pull Switch on Market

A Premier Solution for Light and 
Heavy Industrial Application Needs

PRODUCT &  SOLUTION FOCUS

Industrial organizations around the world struggle to 
manage risk. Incidents such as product recalls, data 
breaches  and wor k er  in ju r ies  have  immediate 

consequences and can impact customers, employees, intellectual 
property and revenue. Risk management should be focused on 
where problems originate. In many cases, that is within the 
automation infrastructure. For managing risk at its source, Rockwell 
Automation outlines four key areas, including:
•  Equipment Obsolescence: Modernizing production systems 

can play a major role in minimizing downtime and improving 
quality, safety and security.

•  Quality: Harnessing the power of existing operational data 
can improve quality management and help drive adherence to 
regulatory requirements.

•  Safety: Addressing safety in crucial areas of culture, compliance 
and capital helps reduce the number of safety incidents and 
improve operational performance.

•  Security: Embracing end-to-end security across facilities and 
enterprises helps to protect people, intellectual property and 
physical assets.

Rockwell Automation views enterprise risk management as 
a continuous cycle of improvement that includes assessments, 
technology and infrastructure, and believes that, by addressing 
risk in these key areas, companies can effectively manage brand-
critical safety, quality, security and obsolescence challenges at 
their source.

Key Areas for 
Managing Industrial Risk

The new Allen-Bradley Guardmaster® Lifeline™ 5 Safety 
Cable-pull switch is a microprocessor-based solution that 
brings advanced features and diagnostics that help 

enhance safety while improving productivity. This advanced 
switch on the market today simplifies setup and allows for more 
efficient maintenance and troubleshooting. 
•  Designed for various applications from general material handling 

to harsh food and beverage environments.
•  Offers rugged stainless steel (IP69K) or die cast aluminum (IP66) 

housings with optional e-stop button
•  Able to performing at the highest safety ratings (TÜV certified to 

Ple, Cat 4, SIL 3), even when connected in series.
Its outstanding features help optimize productivity by 

combining maximum reliability with diagnostics that can help 
the user address potential issues before they lead to unplanned 
downtime.
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Allen-Bradley Stratix® 2500 Lightly Managed Switch 
provides the security, resiliency, segmentation and 
bandwidth-optimization benefits of a managed switch 

without the need for extensive configuration. It exceeds the 
capabilities of a traditional unmanaged switch by monitoring and 
optimizing traffic flow and providing diagnostic information to 
help minimize downtime.
•  Enables network 

l ink  redundanc y 
and fast link recover 
with STP

•  Pro v i d e s  s e c u re 
connectivity with 
SSH and HTTPS

•  Secures networks 
using Port Security 
to disable ports, or 
control end device 
connectivity based 
on MAC address

•  Supports up to 64 
VLANS for logical 
segmentation

It can prioritize critical industrial network traffic and also can 
be configured for application-specific needs. Manufacturers can 
use its flexibility to futureproof their operations by deploying the 
switch out of the box today and scaling it up to a lightly managed 
switch as their needs evolve.

Configurable Switch Achieves 
Productivity and Network Reliability 

PRODUCT &  SOLUTION FOCUS

The Safety Maturity Index™ (SMI) Assessment Tool 
developed by Rockwell Automation helps OEMs to 
benchmark a company’s attributes, which are in the critical 

three Cs of safety maturity – Culture, Compliance, and Capital, 
shown to contribute to a machine builder’s ability to design, 
develop and deliver machines that are safer and more productive. 
It allows OEMs to check and evaluate their performance levels of 
the four categories: minimizing costs, legal compliance, operator 
safety and customer value.

Responses will be compared against those of other machinery 
OEMs, and then users can sort the Assessment Tool database to 
benchmark against OEMs most like their own.

The detailed SMI assessment score provides insight into a 
company’s strengths and weaknesses in OEM safety maturity, and 
encourages improvements to help increase the value of machines 

Online SMI Offers Insights into 
Performance for Machine Builders

to customers and reduce liability. And as product-development 
practices change over time, users can return to the tool and 
update their most recent submission, creating new, current 
comparisons. Safety Maturity Assessment Tool for machinery 
OEMs is now available online.

Allen-Bradley® GuardShield™ 450L-B Safety Light Curtain 
system features a patented technology which allows each 
transceiver to be used as a transmitter or receiver via an 

innovative plug-in module. 
•   Allows each transceiver to be used either as a transmitter or 

receiver via an innovative plug-in module
•   Features an active protective field that senses over the entire 

length of a transceiver
•   Offers in a wide range of protective heights from 150 to 1950 mm 

 in increments of 150 mm
•   Ideal for hand and finger detection

Such advanced technology greatly reduces stock and provides 
a flexible, cost-effective safety solution.

Next Generation Safety 
Light Curtain Brings Flexibility
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New version of FactoryTalk® Batch allows manufacturers to 
apply one faster and more reliable control and information 
system across the process to improve capacity and product 

quality, save energy and raw materials, and reduce process 
variations and human intervention. It enables developing modern 
batch control strategies by supporting flexible production 
capabilities and standardized company procedures while 
accelerating product and process development. 

FactoryTalk Batch v13 is a complete batch automation 
environment giving companies the ability to meet the broadest 
suite of batch applications. It supports integration with smart 
instruments and devices as well as equipment allocation and 
arbitration to more effectively manage batch assignments, along 
with the production history, material tracking and reporting 
functions. Manufacturers can flexibly yet securely access the 
system and automatically create and manage recipes and 
execute them while reducing the time needed for validating and 
commissioning. 

Moreover, FactoryTalk Batch promotes responsive interactions 
between server and controller-based batch architectures. This 
allows for reliable and responsive step changes closer to the 
process to be sure that tight control parameters can be achieved.

Not only to proactively assign equipment to help maximize 
asset utilization and increase production, with FactoryTalk Batch, 
manufacturers can use batch capabilities within the controller, or 
to integrate them with the plant-wide batch management system, 
depending on the complexity of equipment and material.

Efficient Batch Control for 
More Comprehensive Operations

PRODUCT &  SOLUTION FOCUS

Available in an IP67-rated packaged for EtherNet/IP, the 
1732 ArmorBlock® Guard I/O™ modules provide all the 
advantages of traditional distributed I/O for safety systems, 

and they are ready to mount directly on machines.

•  Available in bipolar and sourcing safety 
output configurations

•  Include dual Ethernet ports for Linear and 
Device Level Ring topologies

•  Support multi-cast and unicast for user 
flexibility

•  Provide standardized M12 connectors to 
wire field devices

ArmorBlock Guard I/O are best-suited for 
automotive, material handling and packaging 
applications or for machinery applications 
where diagnostics and local control are not 
needed. They also work in conjunction with 
Integrated Architecture® Builder, a graphical 
tool designed to help in the configuration 
and quoting of Logix control systems.

Rockwell Automation has introduced a networked safe 
torque off option module, integrating safety into a control 
system over EtherNet/IP network. While reducing wiring 

and equipment redundancies associated with hardwired safety 
systems, it also provides access to real-time data that can help 
customers improve application productivity.

The safety option, which is designed for the Allen-Bradley 
PowerFlex® 755 and PowerFlex 755T AC drives, helps protect 
personnel and equipment by removing rotational power from the 
motor without removing power from the drive. Such functionality 
allows a quick restart after a demand on the safety system. 

Compatible with both Allen-Bradley GuardLogix® and Compact 
GuardLogix controllers, the option module allows customers 
to leverage one IP address for the safety and control functions, 
reducing the number of ports required. 

Appropriate for a wide variety of applications requiring safety, 
the new safe torque off option module is well-suited for almost 
any industry.

Easy Mount Modules Saves 
Time and Cost

New Option Module Simplifies 
Machines Design

Increases Overall Productivity 
with Compact I/O Modules

The 5069 Compact I/O™ modules  provide high-
performance control in a compact design, and expand the 
performance capabilities of the Logix platform. 

•  Ideal on an EtherNet/IP™ network for CompactLogix™ 5380 and 
ControlLogix® 5580 controllers.

•  Support up to 31 
local I/O modules 
to meet a variety 
of needs

•  A l l o w  e a s y 
customizat ion 
for applications 
demanding high 
performance and 
speed.

•  E x c e l l e n t  f o r 
applications with high-processing 
requirements as its high-speed backplane 
provides faster transfer rates

Its power supply is integrated to reduce power termination to 
I/O modules while its access door grants easy yet secured access 
to the SD card and reset button.



PRODUCT &  SOLUTION FOCUS

   ASIA PACIFIC       19

The new line of Allen-Bradley Kinetix® VPC servo motors 
from Rockwell Automation allows manufacturers to run 
machines at higher speeds and higher torque, significantly 

improving machine performance.
•  Provides high continuous torque at high speeds over long 

periods of time
•  Provides real-time motor performance information to the control 

system via digital feedback device
•  Uses larger, more robust bearings to improve L10 bearing life by 

up to 60 percent
•  Optimized to match 

drive ratings for efficient 
system sizing

The new motor line 
meets or exceeds IE4 
efficiency ratings, which 
can save energy costs 
compared to using an 
IE3 or lower-rated motor. 
When used with the 
Kinetix 5700 servo drive, 
the servo motor can also 
help manufacturers use less current 
than with larger, more energy-intensive 
motor and drive solutions.

Built on the latest Rockwell Software PharmaSuite® 
manufacturing execution system (MES) software, the 
updated serialization solution is scalable to adapt to a wide 

variety of packaging-line technologies and production-
management systems. Easy integration across control and 
enterprise levels means the solution provides a centralized 
platform for managing serialization data and facilitates product 
traceability across the entire supply chain.

A new Logix-based unit controller with FactoryTalk® View 
HMIs from Rockwell Automation enables scalability, allowing the 
company to apply this solution to a variety of delivery models – 
from full, turnkey solutions to retrofit and OEM solutions – to meet 
the needs of virtually any customer. The unit controller acts as 
the connection point between each production line and various 
system devices. Beyond providing serialization, the solution 
helps manufacturers improve troubleshooting and proactive 
maintenance by providing direct visibility into the full, end-to-end 
process – production through distribution.

The latest version of FactoryTalk View software from 
Rockwell Automation improves the operator’s experience 
with valuable, data-driven information while delivering 

improved design-time productivity via tighter integration with the 
control system. 

As part of the Rockwell Automation Integrated Architecture 
platform, and taking advantage of its portfolio, FactoryTalk View 
v9.0 software builds on the ability to directly connect with Allen-
Bradley ControlLogix tags. New tag-extended properties mitigate 
the need for redundant engineering work. Now developers can 
have direct access to tag descriptions, engineering units and 
min/max settings. This leaves less room for duplication errors 
and streamlines the design process. Additionally, they enable 
simplified language switching. Instead of requiring a developer 
to program language strings within the HMI, translated content 
can now be directly accessed from the controller, further saving 
design time.

While providing a secure interface through a Web browser, 
FactoryTalk View v9.0 has extended the application access to 
user’s mobile devices for enhancing visualization of real-time data 
and improving real-time decision making.

Servo Motor Improves 
Machine Throughput

Updated Serialization Solution 
for Pharmaceutical Manufacturers

HMI software Creates 
Smarter Manufacturing
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Enclosed Smart Motor Controllers, SMC™-3, SMC™ Flex 
and SMC™-50 soft starters minimize mechanical wear that 
results from full-voltage starting, enabling longer starting. 

•  Available as non-combination, combination fusible disconnect 
or combination circuit breaker 

•  Offer  snap-together wiring technology for faster, easier 
installation

•  Prolong system life and lowers line disturbances, reducing 
downtime and increasing efficiency. 

They can be ful ly 
customized with any 
se lect ion of  a  wide 
v a r i e t y  o f  f a c t o r y -
installed options, and 
are  pre - engineered 
for quick factory lead 
times. With industry-
leading customization, 
a v a i l a b l e  o p t i o n s , 
and functionality, the 
Enclosed SMC-3, SMC 
Flex and SMC-50 soft 
starters are a clear-cut 
choice for diverse and 
specialized applications.

Smart Motor Controllers Prolong 
System Life




